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FINANCIAL11MES 
(LONDON) 27 NOVEMBER 1987 

China promises 
strict controls 
on weapon sales 
8Y ROBIN PAULEY, ASIA EDITOR, IN PEKING 

CHINA admitted yesterday that 
it had been too lax in controlling 
the aales or its weapons on the 
international arms market and 
said lt is urgently to introduce 
1trict controls. 

Mr Wu Xueqian, China's For­
eign Minister, told the Financial 
Times that although China had 
already acted to try to prevent 
its arms being divened on the 
International market, further 
measures were needed . He did 
not specify what would be done. 

This is the first indication that 
China feels its International rela­
tions. particularly with the 
United States, are being jeopar­
dised by repeated allegations 
about the use or Chinese weap­
ons In foreign conflicts. 

The US has accused China or 
1upplying Silkworm missiles to 
Iran for use in the Gulf war, the 
Philippines Government has 
recently complained about the 
supply of Chinese arms to com· 
munist rebels and there have 
•been accusations about the use 
jor Chinese weapons in the Sri 
il.ankan conflict. 

~ 
Mr Wu strongly denounced the 

US allegations. "The present ten­
ion in the Persian Gulf is the 

l
result of the deployment of mas­
sive US naval ships.• US charges 
or China aelling missiles to the 
,tt~"lin were •groundless." 

"Still more unreasonably, the 
US has suSi'·. ,ded the review of 
liberalisatio1i ·ol exports of high 
technoloS¥ to China with this as 
a pretext, he complained. 

If this situation continued it 
would clearly affect the develop· 
mentor relations between.China 
and the US, he added. 

Mr Wu said he had raised with 
the US State ~partment the 
question of risk to the bilateral 
,relationship and he said the US 
since appeared to have modified 
Its attitude. This suggests that, 
having obtained what it sought 
ln the form or stricter control of 
Chinese arms movements, the 
·us might be prepared to lower 
the temperature on the sub!ect 
of those arms which have 
already turned up in the Gulf. 

He said China was not alone in 
the problem or controlling the 
buying and selling or arms by 
third parties in the international 

market. Many other nations 
including the US, France and 
Britain, had slmilar difficulties. 

One reason for China's deci-
1ion to tighten control • despite 
aaying it had nothing to do with 
the weapons itself • ls u nder­
•.tood to be that the IJS has satel­
lite photographs or Chinese Silk­
worm missiles being loaded on lo 
a Chinese ship in China and 
unloaded from the same ship in 
Iran . Mr Wu said he doubted 
1uch allegations could be estal> 
lished through a photograph. 

He was equally outspoken 
about criticism in the US con­
cerning China's suppression or 
recent demonstrations in Tibet. 

"The gross interference-in Chi­
na's internal affairs on the ques­
tion or Tibet by members or the 
US Congress has already aroused 

Wu Xueqlan: Attacked US 

strong indignation among the. 
Chinese people," he said; 

The US Government had not 
only failed to do anything about 
this interference but had also 
tried to establish a link between 
the disturbances and the human 
rights question in the region. 

"If the US makes no change on 
this it will also affect the devel­
opment or Sino-US rel:stions; he 
said. 

Mr Wu was adamant that no 
substantive progress had been 
made with the Soviet Union on 
removing the three obstacles to 
improving relations. There was 
therefore no immediate prospect 
of a visit to Moscow by Mr Deng 

1 

Pg. 1 

Xiaoping, the Chinese para­
mount leader, or to Peking by Mr 
Mikhail Gorbachev, the Soviet 
General Secretary. 

The three obstacles are the 
Soviet-backed Vietnamese occu­
pation of Kampuchea, the con­
centration of Soviet troops on 
the Sino-Soviet border and the 
Soviet military presence In 
Afghanistan. 

Mr Wu concentrated only on 
the Kampuchea problem. The 
Russians had In recent years 
ch.anged t~eir wording an~ ter­
minology m respect of the issue 
indicating that they were pre'. 
pared for a political settlement. 

For any progress to be made 
however, the Vietnamese would 
have to agree to pull out or Kam­
puchea under international 
supervision. 
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Interview 
STEPHEN BRYEN 
Stepknl Brym has bun Deputy Undersecretary of Defense for 
Trtlde Security Policy for six yt11Ts. He is talso the current 
Director of the Defense Technology Security Administration 
(DTSA), established in Mily 1985 to unify the Department of 
Defense's technology security efforts under one chain of com­
""'1111. 

Multiniiticmlll Monitor. What i1 your position on sanc­
tions against Toshiba? 

Stqhen Brym: The legislation on the 
table at the mo· .. nt is the Garn amend­
ment which would cut off imports from 
the Toshiba Corporation and 
Kongsberg-Vaapenfabrikk in Norway. 
Our position is the same as the 
administrah;)n's position. That is, we 
don't support the legislation. There are 
a lot of reasons why not, but the major 
one at the moment, at least in my mind, 
is that the legislation would be passed 
after the commission of the "crime." 
That kind of ex post facto law is not really 
the way we do things. It fails the test of 
due process in my view. So, I don't like 
it from that perspective. That doesn't 
me<o:. that 1 think that companies ought 
to get off scot free. I just don't think the Stephen Bryen 
vehicle which the Garn Amendment 
proposes is the right way to go about it. The impact of the 
transfer, collectively speaking, was a great one because it 
did explicit harm to our submarine detection capabilities 
which are vital to national security. 

Monitor: Did the fact that so many major U.S. corpora­
tion•, including 1ome large defente contractors, rely on 
trade with To1hiba, influence the 1dmini1tration'1 po-
1ition on sanctions? 

Bryen: No, I never heard this mentioned in any internal 
discussions of the reasons for taking a position against the 
sanctions. I do know that these companies have been 
lobbying very hard in Congress to prevent the bill from 
passing. 

Monitor: Generally, in East-Wnt trade, do you think 
th.at the co1t• to national 1ecurity outweigh the commer­
cial benefits? 

Brym: I think with controlled goods, there is not much 
doubt about it. First of all, the impact on the Defense 
budget, and therefore the taxpayer, is huge compared to 
whatever benefits go to the various companies engaged 
in such trade. The defense budget, on the other hand, is 
veiy large and gets larger, mainly because a lot of technol­
ogy has gotten to the Soviets from the West. 

Monitor. The National Academy of Sciences' report 
concludes that the current system of export controls in 
the U.S. is detrimental to the nation'• economy and in­
effective in actually blocking critical technology trans­
fer to the Soviet Union. It is particularly aitical of the 
Defense Department'• role in policy admini1tration. 
How do you view the report and it• c:onclusion1? 
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Bryen: I try to put it out of my mind . I think it is a sloppy 
report. The only reason the program works at all is be­
cause of DoD involvement. Without it the program 
would collapse. The program has survived solely be­
cause since 1981 the Defense Department has gotten 
COCOM slightly back on track. The National Academy of 
Sciences is just jealous of the success that the Defense 
Department has had . They are anti-defense by nature. 

Monitor. There were former Defense Department, Na­
tional Security Agency and CIA officials on the panel 
that produced the report, but you think the panel is anti­
defense by nature? 

Bryen: Yes, but like other NASreports, it was just written 
by the staff. The former security agency people were not 
on the board, they were just observers. 

Monitor. What i1 your view of the Commerce 
Department's management of export controls? 

Bryen: There is a difference between leadership and 
management. The Commerce Department has no lever­
age with our trading partners in terms of national secu­
rity. Consequently, when they say something in the 
Commerce Department about national security, no one 
pays any attention to it. So it' s not just a question of 
management, it' s a question of leadership. That leader­
ship has to come from the most concerned party, which is 
the Defense Department. 

Monitor. One of the N AS report'• main conclusion• WH 

th.at the extraterritoriality of U.S. export controls unnec­
e11arily increasn the costs of controls to the economy 
and also threatens allied unity by compromising the 
allies' national sovereignty. How do you respond to this 
a11ertion? 

Bryen: That argument is a canard. Basically, the allies 
don't like extra-territoriality because it makes them obey 
the rules. The real leverage we have over the allies is on 
the licensing of technology of commercial interest, which 
they don't want to see inhibited. Consequently, in order 
to get their hands on that technology, they would have to 
play ball to a certain extent. You take away any tangible 
leverage and you take away the program. I don't think 
that zeroing in on extraterritoriality is really the problem. 
It doesn't have veiy much to do with the export controls, 
in my view. The National Academy of Sciences is tiying 
to weaken the export control program, and that is one of 
the ways to weaken it. They want to weaken it so Ameri­
can companies can dump more goods to questionable 
Third World countries. I think that is the name of the 
game. What they really are unhappy about is that the 
Defense Department is able to stop sales to Iran and other 
places which U.S. companies, orat least some U.S. compa­
nies, want to sell to. 

Monitor. Do you think the U.S. companies lobbying for 
fprer restrictions on trade with the East are indifferent 
to national S«Urity interests? 

Bryen: Companies are not set up to recognize national 
security interests. In fairness to companies, they are set up 
to make a profit. They're competing against others who 
do sell to some of these questionable countries. They are 
looking to be able to sell equally. Consequently, they . 
don't like anything that interferes with that. The Defense 

CONTINUED NEXT PAGE 
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Department doesn't like sales to Iran and Ubya and 
places like that. So what they are trying to do ls get the 
Defense Department out of the process of reviewing those 
kinds of cases. That is what this whole discussion is really 
about. The way they are trying to do it ls to get the 
National Academy and otherstoexpressviewsforlessen­
ing the role of the Defense Department as much as po•· 
1ible, so they will be able to export to these places. Some 
of them want to export to the Soviet Union and the Eastern 
bloc, but I think that they are in the minority. By and large 
they are aiming themselves at what I call a gray area 
market in the Third World. 
Monitor: In 1985 there occ:urred tome reahulfling on the 
White House tlaff reapon1ible for E.ut-Weat trade pol­
icy. While the older advlaory group, the Senlorlnterde­
paitmental Croup for Intenational 'Economic Polley 
(SIC·IEPl, Included OoD, the NSC and the CIA at full 
memben, the new advltory group, the 'Economic Policy 
Council (EPCJ, It run by the Commerce and Truewy 
department•. How did thit change affect policy fonnu­
Lltion? 
.Brytn: That doesn't affect export controls. That oversight 
group is not the group that looks at export controls; they 
look at other trade issues. I don't think the change has 
affected trade very much. First of all, while the Defense 
Department is not an official member of that (newer) 
organization, it has attended all the meetings and played 
in the process. Any really important issue there is taken 
out of that group and brought up to the President, if 
necessary. I don't think the reorganization has mattered 
very much. 

Monitor: What is your attitude toward the ongoing 
Soviet economic and political reforms? Should we 1up­
port theae recent efforts u being in the intere1b of the 
United States? 
Brytn: I think they are in the interests of the Soviet Union. 
They have nothing to do with the United States. The 
internal affairs of the Soviet Union are not a part of our 
relationship with them. As far as the economic structure 
is concerned, that is their business. I don't know why we 
should encourage the reforms, because to the extent they 
are successful they make the Soviet Union stronger. 1 
don't see where that helps us out. 

Monitor: Do you 1upport the legislation Introduced by 
Rep•. Jack Kemp, R-N.Y. and Toby Roth, R-Wiec., to 
push fora multilateral initiativereatricting untied loan• 
to the Soviet Union and the East bloc? 
Brytn: We are against untied loans to the Soviet bloc. In 
principle, we support the Kemp-Roth bill. 
Monitor: Do you support C. William Verity'• appoint· 
ment to replace Malcolm Baldrige at SKJTtary of Com­
merce? Do you think hi• put activities In promoting 
U.S.-Soviet trade mean he will aeek an expanelon of 
1uch trade above current levels? 
Brytn: He says that he will not promote the expansion of 
strategic trade, that he will do his best to prevent it. We 
have to take him at his word. 
Monitor. Is Mr. Verity'• definition of strategic trade dif· 
ferent from youn? 
Bryen: I don't know. That remains to be seen. 
Monitor. Will a Wa!hington 1ummit and the 1igning of 
an intermediate nuclur force (INF) agreement alfed 
U.S.-Soviet trade? 
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Bryen: 1 don't think It will. It'll affect the arms control 
process. Obviously, It will improve relations between the 
two countries, but 1 think by itself it will not be enough to 
buy anything for the Russians as far as trade is concerned. 
I don't see where the Russians are making any giant 
concessions. 
Monitor. b there room for liberalization of U.S. export 
control policy bated on the foreign availability of cer· 
tain technology and equlpmenteubject to U.S.controb? 
Bryen: There 11 always room, but I think the foreign 
availability argument Is a fraud. It has been mishandled 
badly by the people in the Commerce Department with 
responsibility for determining foreign availability. It is 
being used as a way of trying to decontrol some of the 
moat sensitive equipment. It Is sending the wrong signals 
to our allies. It's been handled in a dishonest way, In my 
view. That'• not the way to decontrol items. There are 
ways to streamline and improve the COCOM list so we 
make sure we don't deliver anything to the Russians 
which will enhance their military ability. 
Monitor: What cxampl" are there of technology being 
decontrolled on the baelt of foreign availability, which 
you think are not Juetifiable? 
Bryen: The Commerce Department has several projects 
underway to decontrol semiconductor manufacturing 
equipment, supercomputers and hydroacoustic equip­
ment for submarine detection, to name just a few .1 think 
this is outrageous. 
Monitor: What do you think of Rep. Bonker'• recom· 
mendation• for export control refonn? 
Bryen: Anything that Bonker is for, I am usually against. 
I'm right so he must be wrong. I don't know why he is 
running for the Senate, because if his views on the subject 
are going to become more of a topic in Washington state, 
I don't think people are going to like him very much. 

Monitor: Al one time American companlea enjoyed a 
1ub1tantial 1hare of the Soviet market for oil and gas 
technology and equipment. Unilateral U.S. unction• 
on theae Hema uueed a drop in the U.S. tupplien' •hare 
of the market. Given that the administration ha1 made 
a atrong effort to restrict Soviet development of their oil 
and gae aector, why were theae controle lifted in Janu· 
ary? 
Brytn: Well, first of all 1 don't think It Is true that the 
controls did cause substantial harm to American suppli· 
ers. The gas pipeline controls only dealt with compressors 
made by European licensees of General Electric. The 
compressors were shipped by the Europeans, so we 
didn't lose any business anyhow. The licenses to the 
Soviets for oil and gas equipment from 1984 to 1986 
constituted well over half of the validated licenses. In 
1985 they constituted 8S percent of all validated licenses 
to the Soviet Union. They were getting a huge number of 
licenses approved. The number one high-tech export was 
oil and gas equipment. About all the sanctions did in the 
end was to allow the Commerce and Defense depart· 
ments to look at the licenses, but they were still being 
approved. After the sanctions were dropped in 1987, the 
only difference was that we didn't look at the licenses 
anymore. As for why the sanctions were lifted, it was felt 
that they were no longer useful. They were imposed after 
the imposition of martial law in Poland, and were used to 
try and get concessions in human rights policy from the 
Soviets. The State Department felt it was time to remove 
the restrictions, but we didn't agree. We tried to keep 
them in place, but we lost that battle. D 
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EXPORT CONTROL 
POLICY 
by Steve Hirsch 

THE EVENJS OF the noxt low month• rould moko 
1987 a pivotal year for U.S. export control policies. The 
Reagan administration, which came into power deter­
mined to toughen restrictions on the transfer of technol­
ogy abroad seemed, as the year unfolded, to be moderat­
ing its policies. 

Advocates of moderating U.S. policy do not see their 
ideas as taking a soft line on strategic trade, but as taking 
a more realistic one, aimed at protecting key technologies 
from Soviet acquisition while loosening up what they see 
as the more unreasonable, draconian portions of the 
system. In March testimony before the House Sub­
committee on International Economic Policy and Trade, 
Under Secretary of Commerce for Trade Administration 
Paul Freedenberg supported the moderate position as­
sumed by former Commerce Secretary Malcolm Baldrige 
and other top officials of the Commerce Department. He 
stated, 

U.S. national security requires that, American 
companies must be healthy ... We must not, 
therefore, continue to bite the hand that feeds 
us ... We must stop subjecting to over-control the 
very same private sector companies upon which 
we rely to keep us technologically superior to 
our adversaries.We must limit the role of gov­
ernment to doing only what is truly necessary to 
protect national security. And then, at that 
point, government should get out of the way, 
and let American business go about its business 
of selling quality products at competitive prices. 

Hard liners are more concerned with the shift. They see 
the year's changes as dangerous steps which could allow 
the Soviets too much access to militarily useful U.S. 
technologies. Richard Perle, former Assistant Secretary of 

Steve Hirsch is a Washington, D.C. ba.sui wriler specializing 
in intemaJional trade i.ssua. 

Defense for International Security Policy, views Congres­
sional and Commerce Department efforts to "weaken ex­
port controls" as '1umbering forward behind the banner 
of 'competitiveness,' this year's slogan masquerading as a 
policy." He expressed deep concern that "six years of 
hard work are threatened by commercial greed, an indif­
ferent Congress and an administration al! too ready to ac­
quiesce to pressures it once resisted with courage and 
determination." 

Thetwo key events which have shaped the direction of 
export control policy this year, and continue to do so are 
a National Academy of Sciences (NAS) report on controls 
policy and the disclosure of the Toshiba-Kongsberg di­
version of high technology to the Soviets. 

The former has had an enormous effect in galvanizing 
the reformers; the latter has taken the wind out of their 
sails and could reverse the flow of policymaking back 
toward a more hardline direction, in the context of this 
year's congressional consideration of omnibus trade leg­
islation, consideration next year of export controls legis­
lation and administration policy actions in the future. 

There are two major fallacies about what causes export 
control policies to change. The first is that "perestroika," 
the system of reforms instituted by Soviet leader Mi.khael 
Gorbachev, is a major factor in U.S. controls policies. 
Although the ultimate target of East-West export controls 
is Moscow, and although his defenders claim Gorbachev 
is throwing off the chains of what the Soviets call the "age 
of stagnation," Soviet reforms, be they real or false, have 
yet to have any impact on U.S. efforts to keep its key 
technologies out of Soviet hands. 

The second fallacy is that the debate on export control 
policy is a dispute between conservatives and liberals. 
U.S. strategic trade policy is aimed at restricting the East's 
access to technologies which, although primarily civilian, 
have important military uses. Such technologies are re­
ferred to as having a "dual use." Most export control 
controversies revolve around whether or to what extent a 

CONTINUED NEXT PAGE 
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specific technology should be subject to controls by the 
United States or its allies. 

In general, the hardliners in such cases are often 
headed by the Defense Department and those backing 
more lenient controls are often led by U.S. business inter­
ests. The Commerce and State departments, the National 
Security Council (NSC), the Central Intelligence Agency 
(CIA) and important members and committees of Con­
gress assume various positions on the spectrum from 
issue to issue. 

The point is, generally, you can be with the Pentagon 
or you can be with business, or somewhere in between, 
but that's the range. Liberals will not find a way to be on 
the side of the oppressed on this issue, unless they want 
to support corporate America; and conservatives will not 
find an easy formula to stand for a "strong" America, 
because they have to choose between the Pentagon and 
industry. 

What does cause U.S. controls policy to shift is chang­
ing administration and congressional thinking on how 
far to go either toward "the business point of view" or 
"the Defense Department point of view'' in specific ex­
port control issues and in overall export control policy. 

When this administration came into power, it made a 
concerted effort to toughen both export controls and 
export control enforcement. F~t, the administration 
pushed to strengthen the Coordinating Committee on 
Multilateral Export Controls (COCOM), the international 
organization that coordinates the allies' multilateral con­
trol system, and second it imposed the Siberian gas pipe­
line controls. 

Most commentators believe that strengthening the 

Components of the Estimated 
Economic Impact of Export Controls 
in 1985 

COMPONENT IMPACT 
(in billions of dollars ) 

Administrative Cost to Firms 0.5 

Lost West-West Export Sales 5.9 

Lost West-East Export Sales 1.4 

Reduced Research and 
Development Spending 0.5 

Value of Licenses Denied 0.5 

Lost Profits on Export and 
Foreign Sales 0.5 

TOTAL 9.3 

NOTE: Employment Loss • 188,000 job$. 
SOURCE: Balancing lhe National ln!Sf9st ·u.s. National 
Security Export Controls and Global Economic Competition,• 
National Academy of Sciences, 1987, page 266. 
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multilateral system of controls administered under 
COCOM was a good idea. The NAS report, while critical 
of unilateral export controls by the U.S., strongly recom­
mends "that the United States take the lead in further 
strengthening the COCOM mechanism so that it can 
function as the linchpin of a fully multilateral national 
security export control regime ford ual use technologies." 

The pipeline controls, imposed in 1982 in response to 
the crisis in Poland, were aimed at making it more diffi­
cult for the Soviets to build their Siberian gas pipeline 
from the Urengoi gas field to the Czechoslovakian grid, 
from which the gas is transported throughout Western 
Europe. Some feel the sanctions were successful, but a lot 
of people agree, sometimes privately, that this embargo 
was the most ill-advised move since controls were set up 
after World War II. 

According to a report by the National Center for 
Export-Import Studies, those sanctions caused problems 
for a number of U.S. firms, including General Electric and 
Caterpillar. Caterpillar, which had contracted with the 
Soviets to supply 200 pipelayers worth about $100 mil· 
lion, was not able to regain Soviet business after the 
sanctions were lifted in November of the same year. 

-General Electric (GE) was able to recover its business with 
West European customers, although the Italian and West 
German licensees subsequently sought alternative sup­
pliers in Europe or decided to develop their own capacity 
to produce equipment previously manufactured under 
license from GE. 

Caterpillar's share of the Soviet market fell from 85 
percent in 1978 to about 15 percent in 1984. While waiting 
for licenses to be approved for sales to the Soviet Union, 
a Japanese competitor, Komatsu, was able to move in, 
picking up most of Caterpillar's lost market share. 

Beyond the costs directly associated with the lost sales 
during the embargo, companies lobbying for U.S. trade 
policy reform often complain that unilateral measures 
such as the gas pipeline sanctions have serious long-term 
adverse effects on their ability to compete for other con­
tracts in the future. The argument is that the U.S. export 
control policy does not respect contract sanctity, and so 
potential customers will avoid the risk of relying on U.S. 
suppliers of equipment and technology. 

In addition to the financial losses incurred by U.S. 
companies and associated foreign companies, the gas 
pipeline sanctions are often criticized for having placed a 
serious strain on international relations among Western 
allies. For instance, John Brown Engineering, one of GE's 
licensees, received a directive from the British govern­
ment not to comply with the U.S. embargo. The British 
company proceeded to ship equipment in stock to the 
Soviet Union. The Italian licensee of GE, Nuovo Pignone, 
also broke the embargo. 

Despite these financial and political costs, some argue 
that the gas pipeline sanctions assisted in attaining West 
European agreement with a U.S. initiative in the follow­
ing year, under the auspices of the International Energy 
Agency, to limit long-term Western dependence on So­
viet sources of energy by developing Norwegian sup­
plies. The agreement limits the share of West European 
gas consumption supplied by the Soviets to 30 percent. 
Currently, that share is around 25 percent. Administra­
tion officials estimated that "with the completion of the 

CONTINUED NEXT PAGE 
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second Soviet pipeline to Western Europe and use of 
excess capacity on existing pipelines, West European 
dependence on Soviet gas supplies would have reached 
50-60 percent," had alternative sources not been devel­
oped. 

On another front, for most of the Reagan years, the 
Republicans controlled the Senate. lllat meant that while 
liberal House Foreign Affairs Committee Democrats like 
Rep. Don Bonker 0-Wash. and, earlier, the late Rep. 
Jonathan Bingham D-N.Y. chaired the International Eco­
nomic Policy and Trade Subcommittee, two hardline 
Republicans, Sen. Jake Garn R-Utah, who headed the 
Banking Committee and International Finance and 
Monetary Policy Subcommittee Chairman John Heinz R­
Pa., worked together to form a solid Republican front 
against any attempt to congressionally undercut too 
many of the administration's actions. 

One example of the face-off between reformers in the 
House and hardliners in the Senate involved a provision 
of the Export Administration Act relating to Department 
of Defense involvement in licensing exports to Western 
countries. For several years, Bonker has backed interpret­
ing current law to mean that the Pentagon's review au­
thority is limited to West-East exports; led by Garn, the 
Senate has pushed for greater Defense Department au­
thority over West-West licenses. 

Consequently, during the first six years of the Reagan 
administration, while the legislative engine of the export 
control system, the Export Administration Act, seemed to 
be under almost constant scrutiny or revision, not only 
was the administration heading in a hardline direction, 
but there were limits to what congressional Democrats 
could do to stop the drift. 

In February the National Academy of Sciences re­
leased its report Balancing the National Interest: U.S. Na­
tional ~curity Export Ccmtrols and Global Economic Compe­
titicm. This report could be the most influential policy 
document on export controls in almost a decade. 

Some of its recommendations called for strengthening 
COCOM so that controls could be more internationally 
based. Others called for stressing U.S. technological 
strength, economic vitality and allied unity in U.S. con­
trols decisions. Among the key findings of the study was 
a conclusion that US. controls impede US. exports. With 
"'competitiveness" as the watchword of U.S. trade policy 
activists this year, this report highlighted for many 
people the negative effects export controls might have 
had on U.S. competitiveness. The controversial study 
concludes that: 

A reasonable estimate of the direct, short-run eco­
nomic costs to the U.S. economy associated with U.S. 
export controls was on the order of $9 .3 billion in 1985. 
Thlsisaveryconservativeestimatebecauseltonlyap­
plies to a subset of business activity influenced by U.S. 
export controls. Associated just with lost U.S. exports 
was a reduction in U.S. employment of 188,000 jobs. If 
we were to calculate the overall impact on the aggre­
gate U.S. economy of the value oflost export sales and 
the reduced R&:D effort, the associated loss for the US. 
1985 GNP would be $17.1 billion. 
The Pentagon attacked the NAS report, with former 

Assistant Secretary Richard Perle calling the paper '"rich 
in assertion, poor in evidence,'" and calling the conclusion 

of U.S. economic losses from controls "complete rub­
bish." Perle defended the Defense Department's role in 
export control administration against charges by the 
panel that Perle's office had overstepped its legislated 
authority in the decision-making process. 

Nevertheless, the report had impact, both in the 
administration and in Congress. In the months following 
the report, there were a series of key congressional and 
administration actions aimed at reforming U.S. controls: 

•The administration, on 
January 15, lifted con­
trols on non-strategic oil 
and gas equipment to 
the Soviets. This change 
reflected changes in ad­
ministration thinking in­
dependent of the NAS 
report. These restric­
tions are of a different 
type under the law than 
those examined by the 
study, but they were 

The point is, generally, 
you can be with the 
Pentagon or you can be 
with business, or some­
where in between, but 
that's the range. 

controls on exports to the Soviets with some key 
similarities and fit into the pattern of this year's 
actions. The late Commerce Secretary Malcolm 
Baldrige said at the time that it was no longer in 
the U.S. national interest to keep the controls in 
place, adding that they had "lost their impact in 
the face of widespread foreign availability of 
like products, and the debilitating effect they 
had on our oil and gas industry is significant." 
According to Deputy Undersecretary of De­
fense Stephen Bryen, his department fought for 
the maintenance of these controls, but '1ost that 
battle'" to the departments of State and Com­
merce. 

•On January 27, President Reagan said his own 
competitiveness proposals would address ex­
port controls and directed the Cabinet to review 
controls. The February 19 administration com­
petitiveness package did, in fact, contain a series 
of proposals including provisions for loosening 
licensing for exports to China; new language 
stating that if items which. are similar to US. 
products are available without effective restric­
tions in the West, then the U.S. products would 
be presumed to be acceptable for shipment to 
those Western countries under a fast-trade li­
censing process; and adding new language on 
COCOM negotiations stressing the ineffective­
ness of unilateral controls, and the need for 
cooperation among COCOM governments. 

• Baldrige announced a group of 10 changes 
aimed at reforming the controls process. Among 
the changes Baldrige announced were loosen­
ing of controls on exports to entities controlled 
by COCOM governments and to government 
agencies in countries cooperating with the 
United States on controls policies. He also an­
nounced Commerce was backing legislation to 
put deadlines on determinations of whether a 
product under control is available from other 

CONTINUED NEXT PAGE 



SPECIAL EDITION -- TECHNOLOGY SECURITY 

POLICY ... CONTINUED 

countries and he pledged to cut the processing 
time for licenses. 

•Along with the White House proposal, legisla­
tion was filed in the House and Senate which 
ultimately led to the omnibus trade legislation, 
now in conference. Going into the conference, 
both House and Senate versions of the omnibus 
trade legislation have numerous provisions on 
export controls issues. Some key differences 
between the bills are the extent of decontrol for 
exports to other Western countries and a Senate 
proposal to impose sanctions in response to the 
Toshiba-Kongsberg Vaapenfabrikk case. 

•In March, Commerce lifted controls on exports 
to Eastern bloc countries of a machine called a 
silicon wafering because of foreign availability, 
the first such decontrol action taken. This move 
implemented a December 9, 1986 COCOM deci­
sion. 

It was not just the NAS report that made these things 
possible, but it was the catalyst that changed the 
administration's official controls stance. There was a shift 
in the administration's internal power balance, with 
Baldrige'slesshardlineviewsofcontrolsinascendancyat 
the expense of hardliners like Perle. A key swing player 

CONTINUED NEXT PAGE 
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National Academy of Sciences 

Report Attacks Export Controls 
THE 300 PAGE National Academy of Sciences study, &l­
ancing the Natumal Interest: U.S. National Security Elport 
Controls and Global Economic Compdition, evaluates policies 
and procedures according to their effectiveness in achiev­
ing two basic objectives set out by legislation authorizing 
export controls. The panel producing the report finds that 
export controls #fail to promote both national security and 
economic vitality," as intended by the Arms Export Con­
trol Act ofl 976 and the Export Administration Act of1979. 

The result of misdirected policy administration has 
been ua complex and confusing control system" unneces­
sarily impeding U.S. exports to all countries, failing to 
block Soviet and Warsaw Pact acquisition of Western tech­
nology and putting excessive strain on relations with our 
allies. 

In estimating costs to the U.S. economy, the report 
focuses on short term effects directly attributable to export 
controls. Authors of the report suggest their estimate of 
$9.3billionand 188,000 jobs lost in 198Saloneisaconserva­
tive one. 

While benefits of export controls, specifically, effective 
blockage of Warsaw Pact acquisitions" are concentrated in 
a relatively narrow range of products and technologies/' 
the costs affect a far broader share of U.S. trade. Based on 
Commerce Department data, it is estimated that in 1985, 40 
percent ($62 billion) of all non-military manufactured 
goods were exported under a license requiring prior ap­
proval. 

The report also notes that smaller finns suffer propor­
tionally more from costs attributed to license denials, de­
lays and overall administrative inefficiency in the export 
control process. 

Administrative inefficiency is a major issue addressed 
by the panel, which criticizes the ~ck of balance in inter­
agency policy formulation." Currently the system is 
plagued by conflicting aims among the three principal 
agencies responsible for its administration, the depart­
ments of State, Commerce and Defense. 

_ The Commerce Department is responsible for regulat­
ing exports of commercial equipment and technology, 
while the State Department controls exports of military 
equipment and technology. The Department of Defense 
(DoD) is assigned an advisory role regarding the strategic 
significance of military and commercial exports. However, 
due to the superior staffing resources at the Defense De­
partment, it has acquired a "de facto veto authority." 

The report indicates a shift in the "locus of responsibility 
and decision making within the DoD •• .from the office re­
sponsible for research and engineering to the office respon­
sible for policy," resulting in "a significant reduction in the 
weight accorded to technical factors." The Defense 
Department's assertion of authority and the shift within 
that agency has, according to the report, contn'buted to the 
excessive complexity of controls and their burden on U.S. 
economic interests. 

The panel's recommendations for changing the export 
control 5ystem are presented under two general headings, 
strengthening of the Coordinating Committee for Multilat­
eral Export Controls (COCOM) mechanism and giving 
greater significance to maintaining US. technological 
strength, economic vitality and allied unity. 

U.S. national aecurity export controls are stricter than 
thoseofotherCOCOMcountries.Theyencompassawider 
range of products and technologies and Include reexports 
of US. products as well as foreign products incorporating 
U.S.-origin components and technology. 

Not only does this divert US. trade with the East and 
West to other countries where controls are less restrictive, 
the extra-territorial extension of U.S. controls undermines 
the Western alliance by challenging the national 'sover­
eignty of our allies. 

To malce the multilateral system more effective, the 
panel recommends : 

7 

•Harmonizing the U.S. export control system with 
those of other COCOM members; 
•Extending export control agreements to non-CO-

CONTINUED NEXT PAGE 
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between Commerce and Defense, the State Department, 
was beginning to side with Commerce more than with 
Defense. The administration's removal of controls on oil 
and gas technology and equipment in January reflected 
this shifting balance of power in the Cabinet, as the State 
Department sided with Commerce in a successful lobby 
for removal against the wishes of the Pentagon. 

Some observers believe the 5hift in the 
administratibn's internal balance of power dates back at 
least to April 1985. At that time, there was a reorganiza­
tion of the Cabinet level advisory panel concerned with 
East-West trade policy. Before the reorganization, the 
Senior Interdepartmental Croup-International Economic 

CONTROLS ... CONTINUED 

COM countries; 
•Removing restrictions on products with such wide-
5pread availability as to make our controls impracti­
cal and add unnecessarily to the cx>1nplexity of ad­
ministering the multilateral system; 
•Eliminating the use of unilateral national security 
controls with only rare exceptions; 
•Eliminating controls on reexports of US.-origin 
products and technology by COCOM members and 
non-COCOM countries that have signed a><>perative 
agreements; and 
•Improving enforcement by reducing the range of 
controls via a "sunset provision" automatically re­
moving low-priority items after four years unless 
they are periodically rejustified as deserving of re­
strictions. 

The panel also recommends: 
•Establishing regular '"affirmative policy direction" 
as mandated by legislation and including participa­
tion by the Secretaries of Commerce and Treasury; 
•Upgrading automated systems and in-house tech­
nkaland analyticexpertiseat theCommerceDepart­
ment to promote reassertion of Commerce and State 
Department authority over export cx>ntrol policy and 
administration; 
•Returning the .,oc:us of responsibility" for the 
Defense Department's advisory role to the technical 
side of that agency; 
•Implementing mandated procedures for decontrol 
of items when foreign availability can be established; 
and 
•Establishing an official channel of communication 
"at the highest levels" between government poli­
cymakers and representatives from the private sec­
tor to assure an appropri&te balance of nation&l MCU· 

rity and economic interests. 

Policy (SlC-IEP), which included the Department of 
Defense (Do0), the OA and the National Security Coun­
cil <NSO as full members, advised the President through 
his national security advisor. The NSC representative 
was the Executive Secretary of theSIC-IEP. Following the 
reorganization, the Economic Policy Council (EPC) took 
over that role as advisory board. The EPC is run by the 
Chief of Staff and does not include the DoD, CIA, or NSC 
as members. One former senior administration official 
said that he thinks, "the diminished role of the national se­
curity agencies in the internal economic policy-making 
process, with the establishment of the EPC in April 1985 
resulted in a fairly dramatic shift away from a security-

CONTINUED NEXT PAGE 

The estimation of costs to the U.S. economy associated 
with national security export controls has been ridiculed by 
Defense Department officials, who have charged that the 
panel was stacked with contributors biased in favor of lib­
eralization of US. export controls. Former Assistant Secre­
tary of Defense for International Security Policy Richard 
Perle called the report '"shallow and tendentious ... He said 
the report implies, "that in order for American industry to 
remain competitive we must equal the laxness with which 
our allies administer their export controls by diminishing 
the effectiveness of ours, thus sinking to the lowest com­
mon denomin&tor .'"Deputy Undersecretary of Defense for 
Trade Security Policy Stephen Bryen called the report 
"sloppy" and explained the severe criticism of his Depart­
ment contained in the NAS study by saying simply "that 
the National Academy of Sciences is just jealous of the 
success the Defense Department has had I in strengthening 
the export control s)'5tem). They are anti-defense by na­
ture." 

However, other branches of the administration and 
many members of Congress have taken a different view of 
the study's cost estimates. The Commerce Department 
praised the report and expressed Its Intent to act on many 
of its recommendations. Undersecretary for International 
Trade Administration Bruce Smart expected the report to 
assist him in efforts to revise export control policy. Bonker 
[).Wash., sponsor of an amendment to the omnibus trade 
billcunentlyinconferencethat,ifpassed, wouldcutthelist 
of items subject to controls by 40 percent, "felt that the 
report confirmed arguments he had been making for sev­
eral years. Namely, the cunent control system damaged 
US. industry's ability to compete, while not enhancing na­
tional security.'" 

While reaction to the report varied, there is little dispute 
that the report has been an important catalyst for this years 
movement to revise US. as well as COCOM's multilateral 
system of national security export controls.0 

• -Jorllllhtm Dunn 
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oriented U.S. East-West economic policy." 
With the Democrats in control of both the House and 

Senate, and competitiveness everybody's favorite trade 
buzzword, Congress was less hard line than Commerce or 
the administration as a whole. While there were impor­
tant differences, both branches seemed to be moving in 
the same general direction, and it seemed that mutually 
acceptable compromises could be worked out. 

tee on International Finance in June, that he could not 
think of a "more significant technology transfer over the 
past decade, with more profound deleterious effects on 
the U.S. strategic posture." 

This diversion involved foreign technology and a for­
eign company; U.S. licensing, control and enforcement 
agencies were not responsible for the transfer. 

Then came the Toshiba-Kongsberg case. 
This was a case of a serious transfer of sophisticated 

technology by two U.S. allies to the Soviets just as pres­
sure had been building to cut back the Defense role in 
favor of more cooperation with the allies. Not only that, 
but Japan, not everybody's favorite trading partner these 
days, was a lcey player. 

The Toshiba·Kongsberg diversion involved the illegal 
sale to the Soviets by a Toshiba subsidiary and Norway's 
Kongsberg-Vaapenfabrikk, of sophisticated technology 
which could allow the Soviets to build quieter subma­
rines. There have been reports and announcements of 
other sales, and investigations of other allegations are 
going on throughout COCOM. 

This diversion has been described by some as the most 
serious diversion of strategic technology to the Soviet 
bloc since World War II. Undersecretary of Commerce 
Secretary Paul Freedenberg told the Senate Subcommit-

Congress moved on the issue, with the Senate approv­
ing language imposing an import ban and a bar on 
government contracts against the two firms and provid­
ing for similar sanctions in the future. Senator John Heinz, 
who said "what Toshiba and Kongsberg did was ransom 
the security of the United States for $17 million," cospon­
sored with Sens. Cam and William Proxmire 0-Wisc., a 

Wall Street Journal 9 December 1987 pg. 35 

Exception Seen 
To Export Limit 
On Toshiba Unit 

Special lo THE w ALL STREET JOURNAL . 

TOKYO-Toshiba Machine Co. will be 
allowed to fulfill several contracts that 
were concluded with China before the Jap­
anese government banned exports by the 
Toshiba Corp. unit to communist countries, 
according to a government official who 
spoke on condition of anonymity. 

The Ministry of International Trade and 
Industry, in an announcement yesterday, 
said only that it had decided to review the 
contracts. Officials said the review was 
prompted by complaints from China. 

MITI imposed the one-year ban last 
May, following the disclosure that Toshiba 
Machine sold sophisticated milling equip­
ment to the Soviet Union in violation of 
Western-bloc rules governing exports to 
communist countries. The U.S . . charged 

that the Soviets used the machines to man­
ufacture quieter submarine propellers, 
making detection more difficult. 

The ban kept Toshiba Machine from ful­
filling 25 contracts. valued at about 2.4 bil­
lion yen ($18 million), that it had con­
cluded with China before MITI acted. 
China complained that the Japanese action 
made it difficult to carry out some indus­
trial projects. 

MITI officials said the controversy in­
volving 18 of the contracts already has 
been settled by asking other companies to 
supply the products, postponing delivery 
dates or cancelling some of the contracts 
altogether. However, Japan and China 
have failed to reach agreement on the re­
maining seven contracts, valued at about 
1.1 billion yen. 

These MITI officials said they may al­
low Toshiba Machine to resume exports 
based on the seven contracts if it's found 
that the resumption wouldn't run counter 
to the agreement among major non-com­
munist nations governing exports to com­
munist countries. But even if the govern­
ment decides to allow Toshiba Machine to 
resume exports, the officials said, it would 
freeze payments to the company until the 
ban expires next May 20. 
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Journal of CoYlllllerce 
9 December 1987 p. 12 

Norway Tightens 
Export Controls 

OSLO, Norway - The Norwe­
gian parliament unanimously ap­
proved government-proposed legis­
lation tightening export controls on 
strategic goods, services and tech­
nology to East Bloc countries. 

In a vote this week, the 157-seat 
parliament raised the maximum 
penalty for violating export regula­
tions from six months imprison­
ment to five years. Maximum pen­
alty for inadvertent violations was 
set at two years in prison plus 
fines. , · 

The statute of limitations was 
increased from two to 10 years. 

Prime Minister Gro Harlem 
Brundtland had promised the re­
forms to President Reagan after 
Norway and Japan were found . to 
have sold sophisticated milling ma­
chines to the Soviet navy for mak­
ing virtually silent propellers. • 

(AP) 
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bill to ban imports from Toshiba and Kongsberg for two 
to five years. The amendment to the omnibus trade bill 
passed the Senate by a vote of 95 to 2. The measure does, 
however, include a waiver allowing the Navy to continue 
purchasing Penguin anti-ship missiles from Kongsberg. 

The House version of the trade bill was passed before 
the Toshiba-Kongsberg case broke. Consequently, the 
House has not voted on any measure comparable to the 
Senate amendment. As the trade bill passes through 
conference, this is certainly one of the most important 
differences between the House and Senate versions re­
quiring agreement. 

The administration has opposed sanctions against 
Toshiba on the grounds that other countries could retali­
ate, the legislation does not give the president enough 
flexibility, and it could hurt COCOM. The administration 
especially opposed sanctions when it became clear that 
Toshiba has such an important role in the U.S. electronics 
industry that the domestic industry could be hurt if the 
sa~ctions were enacted. Some of the largest U.S. corpora­
tions, including IBM, Xerox, Honeywell and Westing­
house have lobbied Congress and the administration to 
oppose the sanctions. Deputy Undersecretary of Defense 
Stephen Bryen, however, denies that private sector inter­
ests have played any role in the administration's opposi­
tion to sanctions. Bryen also agreed that he "supports the 
sanctions in principle," but he adds that in this case 
"legislation would be passed after the commission of the 
'aime,' and that kind ofexpost facto lawfailsthetestof due 
process." 

The trade bill is still in conference, and it is not clear 
what will happen to it or the Toshiba provisions. But even 
without the trade bill, the Export Administration Act 
could be a popular law to try to amend in the coming 
years. The next periodic review of the Act is scheduled for 
1989. However, if the trade bill currently in conference is 
derailed, a spokesperson for Bonker indicated that he 
would push for the policy reform as an amendment to 
another trade bill before 1989. 

The Toshiba affair may provide hardliners in Con­
gress and the administration with enough power to shift 
the direction of policy. Even if disclosures to date are not 
sufficient to shift policy, there could be more disclosures 
as investigations both here and abroad continue. Further 
revelations of major diversions could cancel out the ef­
fects of the NAS study. 

Democrats will continue to control the House and 
Senate next year. But at the same time, Democrats do not 
form a monolithic bloc on this issue any more than on 
other issues, and hardliners exist in both parties. While 
Proxmire co-sponsored the sanctions approved by a wide 
margin in the Senate, an even more severe amendment 
sponsored by Alabama's Democratic Senator Richard 
Shelby called for a permanent ban on imports from 
Toshiba and Kongsberg. This proposal was defeated in 
the Senate by a vote of 78 to 19. 

Moreover, those pushing for reforms both in Congress 
and the administration are not unconcerned with na­
tional security. They are not likely to push for easing con­
trols in ways that industry wants if it becomes clear that 
some of those changes are "premature." 

If the Toshiba case turns out to tip the balance away 
from the NAS study, it may hurt the chances of changes 

which reformers feel are justified even in light of the case 
but which hardliners feel decontrol too much technology. 
As fort he administration, it is no longer cleat whether the 
State Department is siding with Commerce. If it is ·not, 
that could move the administration more toward the 
hard line point of view. 

The other major questiori has to do with C. William 
Verity, the new Commerce Secr.etary. While Chief Execu­
tive Officer of Armco, a supplierofoil drilling equipment 
to the Soviet Union, Secretary Verity served as U.S. co­
chairman of the U.S.-U.S.S.R. Trade and Economic Coun­
cil, a bilateral trade organization promoting the expan­
sion of trade between the two countries. Soviet member­
ship includes top officials 
from the industrial minis- ' ,, I. A · · t t S 
tries, planning committees • • ·J ormer SSlS an ec-
a.nd foreign trade org~n~a- retary Richard Pe~le 
hons. U.S. membership m- . • · 

eludes major_ corporations calling the paper "rich 
such as Occidental . Petro-

leum, Peps~Co, c:oca-eota, in assertion poor in evi-
Ralston-Punna, Allis-Chaim- ' 
ers, Arc~er Daniels Midland, dence " and calling the 
Caterpillar, Xerox, Dow ' 
Chemical, Monsanto and conclusion of U.S. eco-
many others. • . . 

Although he advocates nOmlC lOSSeS from COn-
expanding trade with the / 
Soviet Union, what stance he trols I complete rub-
will take on controls in the • ,1 -
administration and how ef- bzsh. Perle defended the 
fective he will be in pushing ,1, . / 
his point of view is still un- De1 ense Department s 
kn~~ral unanswered ques- role in ·export control ad-
tions still loom on the hori- • • t t · · t 
zon.lftheCOPholdsontothe mznzs ra lOn agaznS 
White House, it is up in the ha by th l that 
air. ltcouldbeahardline,pro- c rges e pane 
nefe~se admi_nistratio~, or a Perle's office had over­
heav11y business-oriented 
administration. If the Demo- stepped its legislated au-
crats come into power, it 
seems probable they would thority in the decision­
not be as hardline as the Re-
publicans could be, but there making process. " 
is a pretty wide range of pos-
sible positions for them as well. 

It is certainly possible that "perestroika," and a Inter­
mediate Nuclear Force (INF) arms control agreement at 
the upcoming Washington summit could herald a new 
era of good feeling between the two superpowers. 

No matter how sweet the Soviets look to the Ameri­
cans a year from now, though, the United States is not 
going to dismantle its system of strategic export controls. 
It is possible that if the Toshiba case disappears as a con­
trolling issue and policies continue to move in the direc­
tion they were headed earlier this year, that good rela­
tions could have some impact on changes in controls, but 
that impact could be limited. Controls are aimed at keep­
ing militarily useful technologies out of Moscow's hands 
and will continue to be aimed at that for the foreseeable 
future. 0 
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U.S. COMPANIES 
INVOLVED IN TRADE WITH THE SOVIET UNION 
Abbott Laboratories pharmaceuticals International Busine11 

Air Produds and 
Machines Corp. (IBM) computers; office 

Chemicals, Inc. chemicals 
equipment 

Allis-Chalmen Corp. engineering 
Kaiser Aluminum and 
Chemical Corp. aluminum; chemicals 

Aluminum Company Maxwell Laboratories energy systems 
of America (ALCOA) aluminum 

American Standard, Inc. plumbing products 
McDermott International. Inc. marine construction 

Archer Daniels Midland Co. agricultural products 
Minnesota Mining and 
Manufacturing Co. (3M) medical equipment 

Armco, Inc. oil equipment; Mobil Corp. petrochemicals 
metall~gy 

Baxter-Travenol 
Monsanto Co. chemicals 

Laboratories, Inc. health care products Navistar agricultural 

The Black &: Decker Corp. power tools 
machinery 

Bristol-Myen Co. pharmaceuticals 
Nike, Inc. footwear; 

sportswear 
C:.rgill, Inc. agricultural products Occident.al Petroleum Corp. chemicals; 
C:.terpilw Trador Co. construction petrochemicals 

machinery Olin Corp. chemicals; 
The Coa-Cola Co. beverages metals 

Combustion Enginffring Co. industry control Owens-Illinois, Inc. packaging 
systems products 

Control Oat.a Corp. computers; Pan American Corp. air transportation 
electronics PepsiCo, Inc. beverages 

Cooper Industries, Inc. construction Procter and Camble Corp. household 
machinery 

products 
Corning Cla11 Works glassware; ceramics RAiston Purina Co. animal feed 
DigiW Equipment Corp. computers Reynolds Aluminum aluminum 
Dow Chemical Co. chemicals The Singer Co. sewing machines 
Dre11er Induatries, Inc. oil and gas equipment The Stanley Works tools; 
EJ. du Pont de Nemoun hardware products 

&: Co., Inc. chemicals Tenneco, Inc. petrochemicals; gas 
FMC Corp. machinery; chemicals TRW, Inc. electronics 
General Electric Co. (CE) electronics Union C:.rbide Corp. chemicals 
General Moton Corp. (CM> motor vehicles USXCorp. mining; metals 

and parts 

Hewlett-Pacbrd Co. measurement 
Wang l.aboratories, Inc. computers 

instruments Westinghouse Electric Corp. electronics; 

Honeywell, Inc. electronics; engineering 

computers Wolverine World Wide, Inc. footwear 

Ingenoll·hnd Co. heavy machinery Xerox Corp. office equipment 
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Let the space pros talk 
The West should cooperat~ with the Soviet Union on joint missions in space for two good 

reasons besides the obvious one. 
First, more cooperation with the Soviets will give the West's best and brightest a chance to rub 

· shoulders with people just as intelligent and educated who have never taken privilege 
for granted. As Roger Rosenblatt writes in his Time essay on "every day in the life" 
of Soviet citizens, most Americans never learn that living comfortably is a rare excep­
tion in human history-not the rule. Rosenblatt writes: "Soviets can be happy and are, 
but most probably would reject the standard of happiness as impertinent." 

Those acquainted with grief and uncertainty are least likely to throw away their options as 
U.S. policymakers did when they decided to rely entirely on the Shuttle for access to 
space. The Soviet Energiya heavy-lift launch vehicle emerged from among the out­
standing aerospace achievements of the year to grace the cover of Aerospace America's 
1987 highlights issue. This is not because the technology involved is particularly ad­
vanced, but because this vehicle stands as a shrine to pragmatic policymaking that fos­
tered the best use of available technology. The assiduous Soviets have much to teach 
mercurial western leaders known for on-again, off-again advocacy. 

Second, the more Soviets get to know westerners the more disposed individuals will be to take 
the initiative in the Soviet Union. This cannot help but broaden the perestroika and 
glasnost that Moscow has set in motion. Already, fundamental change in the Soviet 
system is making the Russian word for restructuring as much a part of western speech 
as the Russian word for openness. Rosenblatt quotes one of his Soviet acquaintances 
as saying:. "Now that the windows are open, they can never be shut again." 

Maybe. While government cannot resist the collective will of its people, the Soviet people have 
had precious little time to consolidate the self confidence that comes from free enter­
prise. There are no better examples of self confidence and no better teachers of free 
enterprise than western capitalists. So, any opportunity to show Soviet citizens what 
they have to offer is too valuable to pass up. 

Americans at home are becoming reacquainted with uncertainty as the stock market careens 
and U.S. economic and technological leadership erodes. Indeed, we may get wise to 
what is happening in America without getting to know more Soviets. But in the mean­
time, western wealth created by 40 years of vigorous research and development could 
disappear. 

The obvious reason for cooperation is the cost of access to space. Spacefaring nations have a 
myriad of ambitious objectives that demand mission duration and flexibility unheard 
of before. The cost of most such activities is too great for a single nation to bear. And 
even the most basic of necessities-a follow-on operational space shuttle that will do 
for travel through space what . the Douglas DC-3 did for trav~I through the air-is a 
project too big even for a consortium of nations with similar political philosophies. 

The agreement on cooperation in space that Secretary of State George Shultz and Soviet 
Foreign Minister Eduard Shevardnadze signed last April has spawned positive meetings 
between aerospace professionals of both nations (Aerospace America, November 1987, 
p. 6). But a ground swell of progress is yet to come. Vperyod! Let's get going! 

Jay C. Lowndes, Editor in Chief 
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Reversing the Flow: 
U.S. Industry Finds 
New Technology In the East 

OBSERVERS OF EAST-WEST trade 
issues are accustomed to hearing 
about the flow of technology from 
West to East. A far lesser known fact 
is that Western companies have 
benefited substantially from the flow 
of technology in the opposite direc­
tion, from East to West. 

The Western perception of the» 
viets and East Europeans as techno­
logically inept is occasionally rattled 
by startling revelations of their actual 
achievements. The Sputnik case is 
one widely known example of the 
West underestimating the techno­
logical capabilities Qf the East bloc 
countries, but the list of licenses for 
technologies with commercial appli­
cations purchased from East bloc 
countries by Western companies (See 
table, page 18) reveals many more 
examples of technological achieve­
ments in the East. 

Some of the Eastern technologies 
acquired through the purchase of 
licenses have applications that 
would prevent their transfer from 
West to East. General Dynamics uses 
a photogrammetric positioning de­
vice acquired from East Germany for 
wing subassembly work for F-16 air­
craft. Cabot Corporation uses the 
electroslag casting technology to cast 
parts for jet engine casings. 

John Kiser, president of a Wash­
ington-based firm specializing in the 
transfer of technology from East bloc 
countries to the U.S. cites several 
reasons for the limited number of 
East bloc technologies purchased by 
U.S. and other Western companies. 

One reason, Kiser explains, is be­
cause, "Selling is not part of the eco­
nomic culture of these (Eastern] so­
cieties. Marketing materials are usu­
ally poorly written and uninforma­
tive." The socialist economic system 
does not provide adequate material 
rewards for individuals to do the 
work and take the risks necessary to 
sell their technologies. 

The most significant factor limit­
ing the sale of Eastern technologies to 
the West, according to Kiser, is "the 

lack of commercial contact.# Discov­
ery of commercially viable technol­
ogy available in the East bloc coun­
tries requires "person-to-person con­
tacts." Since trade and exchanges of 
scientific or technical personnel be­
tween East and West is suppressed 
by political barriers, the flow of es­
sential information is quite limited. 

Discovery of useful technology 
and research activities in the East 
often depends on the initiative of a 
Western company or individual. Due 
to the relative isolation of Eastern 
economies, individuals conducting 
research and development activities 
are often completely unaware of 
what is saleable in the West. 

An example of this is the most 
commercially successful Eastern li­
cense sold to the US., the soft contact 
lens. The National Patent Develop­
ment Company learned of research 
on the hydrophilic polymer con­
ducted by Otto Wichtesle at the Insti­
tute of Macromolecular Chemistry in 
Czechoslovakia. Had the American 
company not taken the initiative to 
inform the Czech licensing organiza­
tion of the research's c:ommercial po­
tential, this product, which has 
launched an entire industry, may 
never have reached the West. 

Kiser points out that since "a sig­
nificant portion of the potentially 
useful technologies from East bloc 
countries are process technologies or 
in an R&D stage, personal contact 
becomes even more important.# Fi­
nal products from the Ec!,st may have 
the same appearance as their 
counterparts produced in West. This 
similarity of end products may hide 
the fact that the Eastern version was 
produced using a more efficient, in­
novativetechnology.Oneexampleof 
this is Czech technology for casting 
high-speed steel cutting tools. 

In the West, a competitive market­
place and proprietary rights play 
critical roles in providing an eco­
nomic climate supportive of techno­
logical innovation. While centrally 
planned socialist economies may be 
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lacking in these areas, certain condi­
tions evident in the Eastern bloc do, 
however, promote the development 
of technological efficiency. 

One such c:ondition is the labor 
shortage facing the East bloc c:oun­
tries, forcing central planners in the 
region to adopt an Hintensive" 
growth policy based on increasing 
the productivity of labor, capital and 
natural resources. Advances in tech­
nology play a pivotal role in achiev­
ing this higher level of productivity. 

Second, long-term centralized 
planning for entire industries com­
bined with increased efforts to pro­
mote industrial specialization 
through the regional trade associa­
tion, the Council for Mutual Eco­
nomic Assistance (CMEA), allows 
even smaller East European coun­
tries to commit substantial invest­
ments in productive technologies 
that might be too risky in Western 
markets. Examples of relatively suc­
cessful specialization programs in­
clude machine tools in East Ger­
many, Czechoslovakia and Hun­
gary, textile machinery in Czechoslo­
vakia, ship building in Poland, medi­
cal equipment in Hungary and ro­
bots in Bulgaria. 

Third, government support for 
scientific research and education is 
strong throughout the region. East­
ern Europe is home to one-third of 
the world's scientific community. 
Acc:ording to Kiser, "In the Soviet 
Union alone, more than 60,000 pat­
ents are published each year along 
with tens of thousands of technical 
publications." 

Global competitiveness of a 
nation's industries depends greatly 
on its technological capabilities and 
innovation. If the climate for an ex­
pansion of East-West economic co­
operation evolves, more people in 
the U.S. and other Western countries 
may realize that important technolo­
gies flow in both directions, not just 
from West to East. The flow of tech­
nology from East to West can help 
U.S. industries remain competitive. 
And, cooperation rather than con­
frontation with the Soviets and East­
ern Europe can help preserve the 
long-term strength of this country.CJ 

-Jonathan Dunn 
This 11rticle relies cm the written work tmd 
assistance of John Kiser of Kiser Re­
st.arch, Inc., 11 WllShingtcm, D.C-.based 
technology transfer firm . 
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Gorbachev Seen · : 
Eying_ Western . · 
Capital Mark~ts 
on U.S. Vwt 
BY TOM BREEN 
11it Was~ T;.a Smi« 

WASHINGTON, Dec. 7 . - One of 
Mikhail S. Gorbachev's chief goals this 
week will be to increase Soviet access to 
Western capital markets, a wide range 
of experts say. 

Some of them suggest that 
Gorbachev is roming to the United 
States primarily to increase the flow. of 
Western capital to his oountry, mostly 
from private . banks, and only second­
arily is mru:emed about signing the 
intermediate nuclear forces (INF) pact 
with President Reagan. · 

In short, the Soviets figure that their 
mere ~ in · Washington, which 
includes a meeting with unidentified 
U.S. industrialists on · Thu1'9Clay, will 
convert into ready cash and that 
American skeptics will become more 
receptive to Soviet twrtslroika, or econ­
omic restructuring, the expens say. 

In thi~ view, Gorbachev also hopes to 
use the goodwill and media blitz 
generated by the summit to quiet 
growing numbers of U.S. critics · -
mostly conservatives but a sizable 
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number of moderates and liberals, as 
well - who believe that billions of 
dollars in Western loans each year are 
being used to fund Soviet aggression 
and espionage rather than public works 
and agricultural projects. . 

Said Anthony Harrigan, president of 
the Business and Industrial Council, a 
Washington-based group that rep­
resents 1,100 U.S. businesses nation­
~ 1P-ereslroika] iS ·Siinpry-an lnveil:­
tion by the Soviets to get as many of 
our dollars as they can ... while they're · 
also gaining access to our technology in 
order to modernize their military­
industrial complex." 

''The Soviets have reached the [econ­
omic) point of no return .... They need 
Western money to keep going," said 
Arnold Beichman, a Soviet specialist 
and a fellow at the Hoover Institution at 
Stanford University. 

Beichman said the Soviets are "good 
credit risks because they pay back the 
money right away," but that large 
amounts of Western capital "certainly 
are financing their aggression." 

Gorbachev has several economic 
goals for the summit, although he 
probably won't publicly articulate any 
of them, the experts said. 

Those goals are: 
•To persuade more U.S. banks to 

engage in the practice of giving them 
lUltied, or unrestricted, loans. 11JOSe 
funds could then be used for aggression 
and espionage. 

• To gain points with ttie heads of 
;uch major Western financial 
:irganizations as the International Mon-

Congressional Record (House) 
INTRODUCTION OF A BILL TO 

PROHIBIT THE SALE OF AEGIS 
WEAPON SYSTEMS TO JAPAN 

Hll064 9 Dec 1987 
sea, not only in realistic tests against 
the toughest threats, but also off the 
coasts of Libya and Lebanon during 
recent operations. 

<Mr. BENNE'IT asked and was ifven 
permission to address the House for 1 
minute and to revise and extend his 
remarks and Include extraneous 
matter.) 

Mr. BENNETI'. Mr. Speaker, today I 
and a number of my colleagues are in­
troducing legislation that would effec­
tively prohibit the Department of De­
fense from selllns the Navy's Aegis 
weapon system to Japan. I am intro­
ducing this bill on behalf of myself, 
Mr. HUTTO, Mrs. BENTUY, Mr. 
Htnn'ER, Mr. I>TS01', and Mr. SISISKY. 

Aegis Is the Navy's premier ship­
board defensive system against attacks 
from aircraft and sea-skimming cruise 
missiles. To be Installed on 27 7'icon­
deroga~la.ss cruisers and 29 Arleigh 
Burke-class i\llded mlssile destroyen, 
Aegis provides an unprecedented level 
of protection to our Navy personnel 
and to the battle groups In which they 
sail. Aegis has already proven itself at 

Aegis depends on a highly sophisti­
cated blend of computers, radars, mis­
siles, and software for its success. 
Indeed, the actual process of bringing 
all of these pieces together into an in· 
tegrated, properly functioning system 
Ill an art in Itself. But it ls precisely 
this unique melding of high technolo­
gy that gtves Aegis Its overwhelminll 
capability. In the words of one Navy 
admiral, Aegts 1s truly "star wars at 
sea.•• 

Mr. Speaker, no other nation has an 
Aegis system, or a system that even 
approaches Aegis' capabllity. The 
United States has Invested hundreds 
of mllllons of dollars In developing and 
perfecting the system. It ts worthy of 
the highest level of protection against 
espionage and theft we can provide. 

Recently it. became evident tha~ ~e 

CONTINUED NEXT PAGE 
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etary Fund (IMF), World Bank and 
General Agreement on Trade and Tar­
iffs (GA TI) - organizations the 
Soviets desperately want to join. 

•To open up wider trade with the 
United States to give them increased 
access to American technology. 

•To raise the possibility of convert­
ing, the Soviet ruble to other currencies, 
although most experts believe such 
conversion probably would cause chaos 
in the Soviet economy. 

John P. Hardt of the bipartisan 
Congressional l,Usearch Service said, 
"He [Gorbachev] can't modernize 
-effectively without the [economic] sup­
port of the West, and the U.S. is the 
linchpin." 

Hardt, who returned Sunday from 
Moscow, said the mood among Soviets 
is "hopeful . . . but the man in the street 
definitely wants the promised economic 
reforms. They want food on the table." 

The Soviets and their East-bloc 
neighbors currently borrow billions 
from tlie West each year and want to 
increase cash ~wing from Western 
sources. 

In 1986, the West loaned an esti. 
mated $24 billion to Soviet-bloc 
countries. At least 80 percent, or $19 
billion of that, came in the form of 
untied loans, or cash for no specific 
trade transactions or projects, according 
to several sources. 

"Untied cash loans can be . .. easily 
diverted by the Soviets for purposes 
inimical to vital Western security 
interests such as support for Soviet 
client states, for the KGB and for the 
theft of militarily relevant Western 
technology," said a Washington expen 
on the untied loans who asked that his 
name not be published. 

Actually, Western loans to the 
Soviets may have totaled as much as 
$36 billion in 1986, if short-term credits 
are included, said PlanEcon Inc., a 
Washington-based consulting firm that 
tracks the economies of the Soviets and 
F.astern Europe. 

"You rould argue that Western 
banks are supplying [untied] loans for 
Soviet arms exports," P1anEcon said. 

At least IO le.a.ding U.S. banks, 
including . First Chicago, Citibank, 
Morgan Guaranty and Manufacturers 
Hanover Bank of America, currently 
give untied loans to the Soviets without 
asking how the money is to be spent, 
according to several sources. 

Legislation to end the untied-loan 
practi~ is pending in the House and 
Senate. 

One of the legislation's backers, Rep. 
jack Kemp, R-N.Y., joined thousands of 
Washington protesters Sunday who 
rallied against untied loans until an 
estimated 400,000 Soviet Jews are al­
lowed to emigrate. 

The protesters also voiced strong 
CONTINUED NE.xi' · ·PACE · 
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Academy to give Soviets computers 
By Tom Breen 
THE MSHINGTON TtMES 

The independent National Acad­
emy of Sciences yesterday pledged 
to help place more than a million 
computers in Soviet classrooms by 
the early 1990s. 

The NAS promise came during a 
meeting between influential Soviet 
officials and scientists and a private 
American delegation. 

The academy is the leading U.S. 
honor society for scientists but re­
cently has been immersed in politi­
cal controversy, accused of being 
left-leaning by some of its members. 

The academy's pledge is sure to 
draw the ire of U.S. critics who con­
tend the Soviets are using this week's 
Summit to gain access to Western 
capital 8nd technology. 

Currently, the Soviets are be­
·lieved io have few if any classroom 
computers in use and clearly need 
Western technology to close the gap 
with American schools in which 
such equipment is becoming com­
monplace, analysts say. 

Said academy President Frank 
Press after yesterday's session be­
tween the dozen Soviets and nearly 
40 American scientists, economists, 
executives and government offi­
cials: 

"We're wilne!sing a [Soviet] rev­
olution as profound as any in this 
century in terms of potential im­
pact." 

Mr. Press said that he and a dele­
gation from the academy would 

leave shortly for the Soviet Union to 
brainstorm about the computer plan 
and other projects. 

He also indicated that U.S. com­
puter companies might join in the 
Soviet project but declined to 
elaborate. 

As part of perestroika, or ec<r 
nomic reform, the Soviets clearly 
are aiming to improve dramatically 
the quality of their education. 

Critics, however, fear that a super­
ior Soviet educational system would 
pose a greater risk to Western secu­
rity than is now the case. 

But the U.S. group meeting with 
the Soviets yesterday was strictly 
upbeat after the three-hour session 
that was interrupted at one point by 
rumors that Raisa Gorbachev would 
drop by .. But she never showed. . • 

Among the Americans present' 
were Paul Gray, president of the 
Massachusetts ln9titute of Tuchnol­
ogy; Howard Schneidennan, a tDp 
official of the Monsanto chemical 
company; and officials from the Ap­
ple and Digital computer compan­
ies. 

Heading the lG-member Soviet 
delegation were Abel Gezevich 
Aganbegyan, one of the chief archi­
tects of perestroika and described 
by analysts as "crucially important" 
in the Soviet power structure. 

Also attending for the Soviets 
were Yevgeniy Pavlovich Velikhov, 
vice president of the Soviet Acad­
emy of Sciences and believed to be 
one of key figures in the Soviet 

strategic-defense initiative; Stefan 
Aramaisovich Sitaryan, a top Soviet 
economist ; and Vladimir 
Nikolayevich Kudriavtsev, the direc­
tor of a state-law institute. 

During the session, the Soviets 
vowed to increase their "foreign eco­
nomic ties" with the West despite 
owing more than $38 billion to West­
ern governments and banks, a figure 
that has grown dramatically over 
two years. 

"We're way behind in our level of 
life and [want to] resolve our social 
problems," Mr. Aganbegyan, the 
perestroika architect, said. 

At least two leading U.S. legisla­
tors, Sen. ·em Bradley, New Jersey 
Democrat, and Rep. Jack Kemp, 
New York Republican, have assailed 
the Western practice of loaning bil­
lions of dollars to the Soriets with no 
questions asked. 

The Soviets currently are borrow-
ing from the West at a rate of $750 

· million a moath, much of it in untied, 
or unrestricted, loans, according to 
U.S.-government figures. 

Mr. Bradley and Mr: Kemp are 
concerned that large chunks of the 
money are funding Soviet aggres­
sion and espionage. 

Mr. Press of NAS said the U.S. 
group was "impressed" by the "utter 
frankness" or the Soviets despite 
denials during the meeting that tens 
of thousands of Soviet Jews are be­
ing blocked from leaving their 
homeland, a charge that has been 
documented widely by scores of 
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American human-rights activists. 
Mr. Kudriavtsev of the Soviet in­

stitute of state law labeled as false 
reports that as many as 400,000 So­
viet Jews are being kept in the Soviet 
Union, according to a team of five 
U.S. "pool" reporters allowed to sit in 
on the session. 

"Forty ... 4,000 ... 400,000 .. .it's 
untrue," he was quoted as saying. 

The Soviet delegation said little 
about space exploration but ex­
pressed a desire to "work closer" 
with the West. 

The NAS lists a roster of 1,462 
members, including 177 social and 
behavorial scientists. Other mem­
bers are considered "hard" scien­
tists in such disciplines as mat­
hemetics and chemistry. 

Earlier this year, the academy, 
which wields enormous power in the 
U.S. scientific community, was em· 
broiled in controversy after reject­
ing a prominent political scientist on 
grounds that his work was a mask 
for his political opinions. 

But the barred political scientist, 
Samuel P. Huntington, director of 
the Center for International Studies 
at Harvard, is highly regarded and 
frequently quoted, according to 
most experts. 

The academy was accused by con­
servatives of barring Mr: Hunting­
ton solely beciiuse he was hired as a 
consultant to the State and Defense 
departments and the National Secu­
rity Council. 

CIARIFICATION 
The headline, "Academy to give 

Soviets computers," over an article 
about the independent National 

Academy of Sciences in Wednes­
day's editions of The Washington 
Times was misleading. The acad­
emy offered to help place a million 

personal computers into Sov1e1 
classrooms by the early 1990s, but 
offered only advice, and offered nei­
ther computers nor financial sup­
port. 

Japan ... CONTINUED 
Navy ts considering the sale of Aegis 
weapon systems to the Government of 
Japan. Although still ln the early 
stages of consideration by both coun­
tries, the process could eventually lead 
to the sale of several Aerta systems to 
be Installed on Japanese-built ships. 
Accordin& to Navy officials, the Japa­
nese Maritime Self Defense Force 
would use these Aegis-equipped ships 
to patrol the sea l&nes within 1,000 
miles of Japan. 

Unfortunately, Mr. Speaker, we 
.eem to have enough trouble fn keep­
Ins our defense aecrets out of the 
bands of our potential adversaries; 
abarln&' these secrets with our ally, 
.1apan. Just complicates not only our 
~ security Interests, but theirs u 
well. With many fn this country still 
questioning the efficacy of Japan's 
e.bllit;- to protect itself against espio-

nage activities ln the wake of the To­
shiba matter, It makes sense not to 
export one of our most prized naval 
technologies until we can be ruaran­
teed of it.a protection. 

Mr. Speaker, I urge all Memben to 
examine this important issue closely, 
and to support this much needed legis­
lation. 

Following is the text of the bill as in­
troduced: 

H.R.-
A bUl to prohibit any funds appropriated or 

otherwtae available to the Department of 
Defense from being used to Implement 
any sale of the AEGIS weapon system to 

·Japan 
Be U enacted ,,. UU! ~te •ltd H011.&e Qf 

RqruntaUoa Qf the Uaited Sl4.la Qf 
Ammcc ia Congre" usembhcf, That no 
fund& appropriated or otherwlee available to 
the Department of De.fenae may be used to 
Implement any a&le of the AEGIS weapon 
&:vstem to Jap&n. 

15 

Gorbachev ... CONTINUED 

opposition to Soviet admission to tne 
IMF, World Bank and GATI. 

For months, the Soviets quietly have 
been maneuvering to join those 
organizations and at one point received 
a response that seemed to suggest that 
Barber Cooable, a former New York 
Republican congressman who became 
bank head in 1987, would be receptive. 
Conable soon thereafter retreated from 
that position, however, and no action 
has . been taken to admit the Soviets. 

said Lawrence J. Brainard, senior 
vice president of &nkers Trust Co., in 
a report to the joint Economic Com­
mittee of Congress, "Membership [in 
GATI, IMF and the World Bank] 
would improve the Soviet Union's 
ability to tap private credit markets." 

--- ~----~----~ -
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Gorbachev's Christmas Shopping Sp~ . 
Raisa Gorbachev isn't the only one who likes to they want 
shop on trips to the West. We can be sure her We're sure Gorbachev is also hoping that 
hubby has a list of'big-ticket baubles he'd like summit's good feelings will help grease the 
to pick up while browsing through capitalism's wheels of U.S. technology transfers from the 
fruited plains - only the items on his list are West. Fonner Secretary of the Navy John 
quite a bit more dear than Raisa's. Gorby has Lehman once pointed out in a speech to Naval 
his eye on W estem aedits, high tetjmology academy graduates that in the future they 
and trade agreements. might tare Soviet ~ps anned ·with the most 

To help him secure this bounty, Gorbachev modem anns - made in America. 
has brought a few Kremlin economic underl- Uhfortunately for the West, the most unctuof 
ings with him including Vladimir Kamentsev, of salesmen fa~ over the Evil Empire's'big 
chairman of the State Foreign Economic spendE;r is none other than Commerce Sec-
C.Ommission. Tomorrow Gorbachev will sup ret3ry C. William Verity. "It's an opportunity to 
with about 60 U.S. businessmen who will be build a bridge to the Soviet Union," he gushed 
more than glad to barter our nation's security at reporters last ~eek. 
for the Kremlin's slave-produced rubles. ,Verity seems to have bought that old liberal 

Gorbachev is not just shopping for capitalist bromide, the "convergence" theory. This is the 
goodies - he has serious problems at home, idea that · the Soviets will moderate into 
and expects Western banks to solve it for him, capitalists if only we keep feeding them with 
as well he might The Soviet economy, which trade and credits. Jiistory . shows, to the 
has never been very robust to begin with, is contrary, that Western trade and credits, ever 
suffering one of its worst slUJllps since the since Annand Hammer began what he calls his 
1920s. As a result Gorbachev is going West to "business romance" with Lenin in the 19'20s, · 
take the cure at the springs of Western credit have done nothing to make the Soviet regime 
markets. more open · and has ..only encouraged its 

Moscow's debt to the West rose to $38.2 aggression throughout the world by easing its 
billion from $21.8 billion from 1984-86 due to burden of ..empire. ~ 
decreases in income derived from its sale of oil The myth persists, however, perhaps be-
and natural gas. The Soviet Bloc as a whole cause it is so profitable for its devotees. 
owes the West nearly $1Z7 billion, up 55 Hammer is only one among thousands of 

·percent from two years ago. Still, Gorbachev is Western capitalists who have lined their 
seeking more money, and the banks will likely pockets with Kremlin blood money. Verity will 
give it to him. find no trouble insulating himself from reality 

Aside from the obvious credit risk of sinking by surrounding himself with plenty of business 
· sound Western currency into the morass of yes-men appluading his "bridge" to the 
unproductive East-bloc economies, there is the Soviets. 
fact that our economy is helping fund the This is the sable William Verity, by the way, 
maintenance and expansion of the Soviet · who has recently been threatening oui key 
empire. The billions of dollars the Soviets must democratic ally Japan with economic retaliation 
spend on propping up unpopular Marxist for the "aime" of being better at ·capitalism 
dictatorships throughout the world, as well as than America has been. Verity also apparently 
building up its massive military machine, suffers from that endemic liberal tic of snarling 
would no doubt send the entire system at our allies while puckering up toward our 
aashing down if the burden were not eased by enemies - further proof, if any was needed, 
Western banks. that the Reagan administration has succumbed 

For example, in 1985 Western banks loaned to the liberal mania for which Americans had 
$.500 million to East Germany. In a matter of elected it to find a cure. 
days, a check for $20 million was was · In an attempt to restore some sanity to 
deposited in a Nicaraguan account in Pallama. Western lending practices, Rep. Jack Kemp, 
The United States must then spend billions on R-NY, has introduced a bill requiring U.S. 
defense and foreign aid to provide security banks to report the number and size of any 
against the Nicaraguan menace that is partly untied loans or East-bloc investments. Sen. Bill 
funded by Western dollars. This madness is Bradley, D-NJ., has urged that the West 
possible because something like 80 percent of ·consider its capital resources as a "strategic 
the Western loans are not .tied to any specific asset" and control its flow to the Soviet bloc. "I 
program - the Soviets can use it any way CONTINUED NEXT PAGE 
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Long Island Newsday 10 December 1987 pg. 3 

So Much Blame to Go Around' 
• ; I~ 

By Earl Lane and Knot Royce Service and Commerce Department neering Ltd., the Scottish subsidiary of 
Newsday Washington Bureau agreed that the sale of equipment to a New Jersey firm, Consarc Corp. 

, produce heat-resistant carbon-carbon Panel members were told that the 
: Washington - Military, intelli- jNBB among the five most damaging White House, former Defense Secretary 

gence and export enforcement officials transfers of western technology to the C&Bpar Weinberger and Secretary of 
admitted to Congress yesterday that in- .East bloc, congressmen who attended State George Shultz had been told of 
ternal bickering and lack of coordina- the closed hearing said. They did not the transfer before July, 1984, when 
tion by their agencies contributed to enumerate the other four. Shipments of the most critical machin-
the failure to stop the tranafer to the In the hearing before the House ery began. 
Soviet Union of technology that can im- Commerce oversight subcommittee, The hearing w&B prompted by a 
prove the accuracy of its nuclear arse- the officials acknowledged that both Newsday series last month that dis­
nal. the United States and Britain had prior closed that Consarc shipped the Soviets 

Rf1Rresentatives of the Pen~~n know!~ 9f th~ imp~mdin ... sale of tl}e ~· collection of vital equipment that can 
'Ceatra\-1Thteu;.;;..;.,.~."~" ' CUstO ,I~· y , , 1"M.eitt- ~)'•~ED·'' · .. ...,.,i +A Wu carbon~n. The 

. '~'.!'~"• . · ' ' ·' # :· \' · · •· · •. · ' ~I • ~v· > • If. · .. · - · gt- .... ,_,....,,gr. qa, _ , 
• . .... " 11'' ~, ·' • "' ··' • ·. • ., · " -' · ' .. .. _ material has a variety of military appli-

Spree . . . CONTINUED 
question the wisdom of helping the Soviets 
avoid , the choice between civilian investment 
and military buildups" Bradley said. 

We bOpe American businessmen can de­
velop the same hardheadedness as Sens. 
Bradley and Kemp in doing business with the 
Soviets. We can't ignore the Soviet Union or 
rompletely cut off economic relations with 
them, nor should we. We jeopardi7.e our our 
future, however, both economically and politi­
cally as a free · country, by dealing. with the 
Soviets according to the myth of "convergence" 
instead of according to the realistic, bottom 
line: the long Soviet track record of economic 
failure, tyranny, and aiminal behavior. 

Christian Science Monitor 10 December 1987 p. 1 

Wooing US trade is part of Soviet reform agenda 

By Barbara Bradley 
Stall writer of The Christian Science Monitor 

W.shington 
The Soviet Union is actively 

- soliciting a new export from 
the West, one that West Euro­
peans, Japanese, and Ameri­
cans are competing to supply: 
capitalism. 

Mikhail Gorbachev would 
not couch it in those terms, but 
-his actions appear to override 

his lexicon. Tuday the Sovi-;t" 
leader is meeting with about 60 
United States businessmen to 
talk about joint ventures be­
tween American companies 
and Soviet enterprises. 

The agenda and the JtUest 

list have been -kept under 
wraps, but there are rumors 
that Mr. Gorbachev will an­
nounce the .formation of some 

_ new joint ventures, includim! ----
one with PepsiC.0 (setting up 
Pizza Huts), Archer ·Daniels 
Midland (food processing), and 
Dresser Industries (oil-field 
products). 

The meeting is the latest in a 
string of overtures to lure 
American management skills, 
capital, and marketing tech­
niques to the Soviet Union. In 
January, the Soviet govern-

CONTINUED NEXT PAGE 
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cations, including use as the nosetips of 
long-range nuclear warheads. Newsday 
found that U.S. and British officials 
acted too late to stop the technology 
transfer, for which the Soviets wound 
up paying nothing. 

Because of carbon-carbon's ability 
to withstand heat, descending war­
heads have less wobble as they re-enter 
the atmosphere, resulting in as much 

as three times the accuracy of previous nosetips. 
"It's rare ... that our committee gets into a 

situation where there's so much blame to go 
around," Rep. Norman Lent (R-East Rockaway), 
the ranking Republican on the full committee, said 
after the classified testimony yesterday. "Every­
one and every agency that was involved in this 
story seems to have failed both individually and 
collectively." 

He said the Central Intelligence Agency in par­
ticular "deserves a good deal of the blame" for not 
adequately informing the enforcement agencies 
ahead of time. 

"The knowledge didn't move from the brain to 
the hand," said Rep. John Dingell <D-Mich. ), chair­
man of the committee. 

Without discussing details, Dingell said "en­
forcement agencies were not permitted to utilize 
their information until the shipments had been 
largely completed." A staff aide said the CIA was 
concerned that its sources or methods would be 
disclosed if the agencies acted to stop the ship­
ments. 

CIA spokesman Sharon Foster declined to com­
ment on Dingell and Lent's assertions. "We can't 
discuss intelligence-related matters, including 
what we tell policy makers," she said. 

Coincidentally, the panel's hearing on the trans­
fer of the technology, came as President Ronald 
Reagan and Soviet leader Mikhail Gorbachev were 
discussing possible reductions in the numbers of 
those warheads. 

Dingell also said that Stephen Bryen, the Penta­
gon official charged with monitoring the sale of 
military technology to the Soviets, admitted he 
misled Congress in a 1986 report that claimed that 
the United States and Britain had blocked the 
transfer. 

"They were com~lled W. ~t t~~t the report 

CONTINUED NEXT PAr.F 
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Agenda ... CONTINUED Soviet trade a minor · ... 
. " 

ment began allowing West.em companies 
to link up with Soviet enterprises and own 
up to 49 percent of the joint ventures. Tu 
show it meant business, the government 
bought nine pages of advertising in the 
Wall Street Journal in August, touting 
Soviet economic refonns and investment 
opportunities. 

A couple of months ago, the Soviet 
minister of automation came to the US 
with a proposal for three US companies to 
join the ministry in producing parts for 
automation systems. According to Vladi­
mir Gorbunov of the Soviet-American 
trading company Amtorg, it was the first 
time a minister had approached US firms. 

And there may be more to come. Ac­

part of US commerce 
US imports and exports in billions 

ft Soviet Union 
u $1.8 

~Britain 
~$26.8 

(
A . .:::\;\{.<·.'::.] West Germany 

.: . · .. • ~- < J$35.7 

cording to one American source close to Aganbegyan says. Of the 280 joint ven­
the Soviet economic delegations, Abel ture proposals from foreign comj>anies, he 
Aganbegyan, the economist who is over- said, only 26 came from US firms. Of the 
seeing Soviet economic reform, will return 19 deals that have been completed, 2 have 

. to the US in about two months to tour the been from American firms (Occidental Pe­
country and talk with American business- troleum and C.ombustion Engineering). 
men in more depth. The Finns and West Germans meanwhile 

Despit.e such ges~. Americans have have garnered 5 apiece;. Italy, 3;: ~d tl)e 
shown less interest ·in joint ventures than Japanese 2, ~rding to Intedlo, a news­
their. European counterparts ·bav.e, 'Mr. ~letter that monitors East·Westtraiie. , · · 

Blame ... CONTINUED 

did not represent the truth," Umgell said. Bryen 
did not return a call placed to his office after his 
testimony. 

In a joint statement issued after the hearing, 
Dingell and the subcommittee's ranking Republi­
can, Thomas Bliley CR-Va.), Said, "While U.S. 
agencies argued among themselves about how to 
investigate and respond to critical information, the 
technology was being sold to the USSR, and equip­
ment was being shipped continuously." 

"Only now," the statement said, "after the sub­
committee's investigation, do the agencies in­
volved seem able to acknowledge how this extraor­
dinary episode highlights the weakness in our 
control regime and the inconsistency in the East-

. West trade policies of Western nations. It is time 
we put our domestic and international house in 
order." 

The statement said the panel would continue to 
investigate how agencies involved in technology 
transfer "to determine what steps are being taken 
to balance the need for open and fair international 
eommeroe and trade against the absolute impera­
tive of national and international security." 
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~ Politics is a major reason. ln the wake 
§ of the Tushiba scandal, in which a Japa­
; nese company sold machine submarine 
Q propeller technology to the Soviets, there 
• is little sentiment for giving the Soviets 
';! easier access to "dual use" technology 
"' that has commercial and military applica-

tions. Any joint-venture a1Tangement in­
volving technology transfer, · says Rep. 
Don Bonker (D) of Washington, "is going 
to be very closely watched." 

Fbr their part, the Soviets have had 
their fingers burned in the past, as when 
the US government restricted trade rela­
tions after the Soviets invaded Afghani­
stan. Another restriction links trade to 
Soviet emigration policy. 
· Moreover, Mr. Gorbunov says, "Euro­
pean companies are more 0.exible in their 
conditions," such as whether profits are 
paid in rubles or hard currency. Still, he 
says, "We would prefer American compa­
nies," because they are used to operating 
on large-scale projects. 

Winning their assistance is another 
matter. "I don't think anybody's standing 
in line" for these projects, says Leo Welt, 
publisher of Soviet Business and 'lhl.de, a 
newsletter and 11\0rutorihg service: Fbr 
the D.rSt few years, at least.' most'venttiieS 
would be money losers, many economists 
say. Beyond that, the Soviets and Ameri­
cans have diJferent, often antithetical 
goals. 

The Soviets, thirsty for hard currency, 
often write contracts so that new joint 
ventures will export to the West. Fbr ex­
ample, a new Japanese-Soviet venture 
will take red pine from Siberia and use 
Japanese technology to process it. Under 
the contract, 70 percent of the wood must 
be exported to Japan. "It's a nice O.t in this 
case, because Japan doesn't have any 
trees," Mr. Welt says. 

Beside that, American companies are 
skittish about Soviet law. Fbr example, an 
American who snaps a photo of a plant 
for the home office could be thrown in jail. 
While that's unlikely, there are other 
questions: Can the new joint venture fire 
Soviet employees? Will it pay higher labor 
prices than foreign companies pay, or the 
lower local wages that Soviet enterprises 
pay? Will the joint venture buy raw mate­
rials at subsidized prices that Soviet com- . 
panies get, or the higher prices for foreign 
firms? 

The Soviets would '"presumably" write 
the' oorittacts .to.help the joint' ventures 
turn' &'proflt. :says~ ~. pr~ 
gram director for Soviet law at the lnter­
national Law Institute. But the law is 
unclear. "Every case is an exception; 
there is no rule." he says. "If that isn't 
scaring people, I think it should." 

Despite such snags, there appears to be 
some momentum growing in the US. 
C. William \aity, the new commerce sec:-

CONTINUED NEXT PAGE 
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Washington Times 10 December 1987 pg. 5 

_Pentagon bid to .plug computer 
leaks signals fight on Hill 

· By Ted Agres 
l THE WllSHINGTON TIMES 

The Pentagon seems determined 
to assert control over the nation's 

: computer information systems -
' even though the White House has 
~ had second thoughts about it. 
. As a result, a showdown is coming 
' between Congress and the National 
Security Agency, which is con­

; cerned at the wealth of sensitive in­
; formation that foreign agents can 
,dig out of inadequately secure com­
·mercial data bases. 
. Civil libertarians, scholars, scien­
;tists and some members of Con­
gress, on the other hand, question 
·the wisdom of giving NSA control 
:OVer the civilian computer industry. 
· The White House has been incon­

iSistent in its actions. 
' The.intention is to clamp down on. 

Agenda ... CONTINUED 

Soviet and other espionage agents; 
the problem is that the information 
at issue is public and unclassified. 
But according to Pentagon and intel­
ligence officials, the Soviets have 
successfully obtained high­
technology secrets by combing 
through unclassified documents and 
computer data bases and piecing to­
gether a larger, classified, picture. 

The Kremlin frequently has used 
the information to advance its mili­
tary research and development ef­
forts, in some cases duplicating and 
producing advanced weapons sys­
tems quickly and at a fraction of the 
cost spent by the West. 

In 1984, President Reagan signed 
an executive order designed to cur­
tail this practice - National Secu­
rity Decision Directive 145. Mr. Rea­
gan at the time compared 
information contained in data bases 

retary and former head of the US-USSR 
Trade and Economic C.Ouncil, supports 
closer economic ties with the Soviet 
Union. · 

And it may be a Jong-term investment. 
"It's a good time to get the foot in the 
door" through joint ventures, says Paul 
Surovell, editor of Interflo. "If the hard­
currency situation improves - if oil prices 
increase - the Soviet Union could be an 
extremely lucrative market to be in." 

Mr. Surovell says an almost unnoticed 
decree in October allowing Soviet enter­
prises to buy each other's products with 
hard currency may remove one of the 
biggest stumbling blocks to American-So­
viet joint ventures. 

Since other Soviet enterprises would be 
major buyers of joint-venture products, 
Surovell says, "T,his is going to go a long 
way in encouraging Americans to g~t . in­
volved" in jo~t ven~. , ; : . , ., , · · ·, 
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to a "mosaic" in which the individual 
pieces are innocuous but when taken 
together reveal "highly classified 
and other sensitive information." 

The directive authorized the Pen­
tagon - through the NSA - to play 
the leading role in formulating and 
implementing information-security 
policy. Last year, Adm. John M. Poin­
dexter, then national security ad­
viser, issued a directive that created 
a new "sensitive but unclassified" 
category of federal information. 
· Thaf action triggered concerns 

that the government might censor or 
control unclassified information 
found in libraries and commercial 
data bases such as Mead Data Cen­
tral's Lexis/Nexis, and might re­
strict or even require licenses for 
those who want access to the infor­
mation. 

One congressional critic said the 
effort was perceived as a "Big 
Brother" effort by the military and 
the intelligence community to exert 
control over all the computer sys-
tems in the country. · 

This year, under pressure from 
Congress and the public, then­
National Security Adviser Frank 
Carlucci rescinded the Poindexter 
directive and ordered a high-level 
review of NSDD 145 with the aim of 
reducing or eliminating it. 

White House Chief of Staff How­
ard Baker also signaled the adminis­
tration's change of policy by inform­
ing a House subcommittee that the 
president had decided to support 
legislation that would give authority 
for overseeing unclassified informa­
tion to the civilian National Bureau 
of Standards. 

All this came as a relief to those 
_<:_<>~cerned about the implications of 
government control over unclassi­
fied information. But now, nine 
months after the White House ap­
parently changed its mind, the NSA 
is quietly continuing to draft and im­
plement information-security poli­
cies while the NSC has not con­
ducted the high-level review of 
NSDD 145 that Mr. Carlucci or­
dered. 

"NSA has gone full steam ahead 
and ~ntinu_es t() _set federal P?lic~ 

CONTINUED NEXT PAGE 
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lllE BUSINESS 
• • ~ .. • • • • • • " . ! •• 

OF~G~NOST 
U~Sf:·CQI1IJ)anieS ~-:· 

se~k _jemt=vertrures 
. · with :Soviets 

By Paul Freiberger . · .... 
OF n£ EXMo9ER STAl'f' ., . · •. : ' • • 

W
ILL ~RDAY'S "eVll empire" be­
come tomorrow's mass market? 
. IC$,.J>osi;ible. Soviet leader Mikhail 

• : Gorbadt'eY wantslo forge more than 
just an arms agreement with the United States. 
He's ped_dling ·business partnerships as well. .· ·. · 

·The Soviet Union is offering U.S. companies a 
remarkable deal: a chance to buy tnto their coun· 
trj by ·cormirig joint ventures and marketing 
their wares lD the U.S.S.R. . . 

Not·sfnce.the early '20s have Westerners been 
allowed)o·ow~ part ofSo\iet buslnes'ses. tt's all 
part Df ·glasnost and perestrolka;~or •iopeD.Jl~" 
and ~rueturlng," :Gorbachev's ~ttemnt to·: in· 
vigorate. the~viet ec0ilomy. · 

· The U.S. resp<>nse ·has ranged from -fervent 
enthusiasm about ·a pcia!Jltially enormous market 
to skeptic~- that SoVi4l!t ··pro~:-or .btisiJiess 
detente coUld quickly fade. . · 
. .Last month, Comb~IOil Engineering Of Stam­
ford; Coiln., anaouace(f 'the· firSt · }Oiiit ·venture 
wtth the Sovieu since Gorbachev ·said more than 
a year ago that 6UCh arrangements ·would be 
allowed. The company will make petrochemical 
equipment and help modernize refineries lo the 
So\•iet Union In a deal worth $16 million. 

Occidental Petroleum Corp. of Los Arigeles 
quickly ·followed sull It said It would build a 
petrochemical plant In an international joint ven-

Computer leaks .... CONTINUED 
procedures;• said · a congress1ona1 
analyst. "They've got their foot in the 
door and it's hard to undo two to four 
years of work." 

One White House source, who re­
quested anonymity because of the 
sensitivity of the subject, said, "We 
continue to review NSDD 145 in 
light of the legislation in Congress." 
But, he admitted, "it's not a major 
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ture that Its chairman, Armand Hammer, said 
signifies that "Western capitalism and socialism 
have to live together:"· 

-Occidental alreadv has ~blisbed business 
ties .with·the Soviet Union. It will join with Mon­
tedison of Italy arid the Marubeni Corp. of Japan 
to develop and operate a J>:etroc~~ical complex 
worth up to $6 billion. Jf will be in the Teagiz oil 
field near the Caspian Sea and one of the world's 
largest complexes. . · . . · . 

Also, Monsanto Corp. is exploring a -possible 
joint ven\ure to produce one of its chemical her­
bicides for the Soviet market. 

At least 30 U-?. C<!mpanitlS are negotiating joint 
operating agreements in the U.S.S.R., according 
to Gordon Feller, president of Integrated Strate­
gies, a San Rafael co~µltjng firm specializing In 
East-West trade. They include Honeywell, Archer 
Daniels Midland, Dresser Industries and CUm­
mins Engine. 

Even Apple .Computer of Cupertino, which 
previously has shown little interest, said last week 
it wanted to learn more jbout U.S . .SOviet joint 
ventures <See story Page D-S>. . 

Feller said that if the joint ventures suCceed:, 
U.S.~exports to the U.S.S.lt eould increase from 
$1.2 billion in 1986 to $10 billion a year during the 
next decade.· Exports so far this year amount to 
$65~ mllli.01:1. according to the U.S. Department of 
Commerce.··· ··- · · ·· · · ~-. 

.= . . By·contfast.. u.s~ exports to Canada were $45.3 
billioi11a5t year, $26~ million to Japan and $5.l 
billion to Chfna. · · · · 

Vet ·tor ·au ·uie.excitement, there:are .deep 
concem5. There's a mOOd of caution and an un· 
derstanding or the barriers tliat remain:-

"There's a lot of enthusiasm about the new 
apP.roa¢h"\he-~lans ·are .. taking," .. says Peter 
Heidler, 2 spokesman for Hewlett-Packard eo: of 
Palo Alto. "But the enthusiasm is one thing. Until 
that snow's iii real figures some time will pass. 
Things don't change from one day to another." 

'.Mike Petrilli, manager of International devel­
opment for Sl Louis-based Monsanto, callS Gorba­
cbev's efforts to lure U.S. companies "a milestone, 
a breath of fresh air." But: "No company is going 
to get. rich Ovenilght fr0m those changeS." 

Certainly' the lure ts .there. For the United 
State! the Sovt« UnioP ~ one of tbff largest 
untapped markets In the world .. Because of 1ts 
Industrial base; some . experts believe Jt could 

0uthripChlna-ln potential cmtom· 
~and me of pure~. 
"'~e. obstacles? 'lbe. two super· 

ers · need -~ establish funda­
ntaf- relationships and under-

Pg. D-1 

1iandings, a process that takes time. 
Says John Kiser, president of Kiser 
Research,· a Washington, D.C., firm 
that advises U.S. companies inter­
ested in doing business in East Eu· 
rope: "The nouveaus will burn eut 
for the same reason most compa­
nies flunk out in International 
trade. They don't have the knowl­
edge or·tbe patience." · • 

•A second problem Involves the 
~'!~r-shlfting nature of U.S.-SOviet 
relations. Petrilli says "meaningful 
business" could occur between the 
two superpowers only if the politi· 
cal atmosphere .. C91!\inues .to Im­
prove. "If the political climate sours 
again. all these advanQ.es . become 
insignificant.· · • · · 

Experience hanallgtrt the Sovi­
ets to be wary of u~~ess. ·The 
United States ~:Jrade to 
the U.S.S.R. In 1980 iluespoase to 
Soviet policy in Afghllnlstari. :niat 
prompted the Soviets:riot to" rely 
solely on the .United· States for its 
agncultural piOdu<:tS. · 

Before 1980, al>Out 80 percent of 
the Soviet's agrlcultural.a>mmodL 
ties came from the Unlteo States. 
Today, it's 2o to 25 :percent, says 
William D. Forrester of the U.S.­
U.S.S.R. Trade and Economic Coun· 
ell. lt's a trade-promotion group 
based in New York and Moscow. -

An Icy political climate doesn't 
necessarily 5abotage trade, Kiser 
says. "Dow <Chemical> has been do­
ing business with Russia . for 30 
years. When things go bad, they 
don't pull oul They just stop Issuing 
press releases." ·, . 

Another dUficulty could be re­
lated to a situation endemic to the 
Soviet Union - the shortage of 
bard currency, which makes repa­
triating profits difficult and could 
create obstacles in negotiating joint 
ventures. The ruble Is not convert­
ible to the dollar, or any Western 
currencies. for that matter. 

The Soviets say U.S. companies' 
jolnt·venture._profits wlJJb..!''e to be 
earned from sales In laternational 
markets on ~rts from the Soviet 

CONTINUED NEXT PAGE 

And since all national security di-
rectives retain the authority of law, vote in June. 
the NSA, at least, can properly con· A recent report by the Office of 
tinue its efforts regardless of the sta- Tuchnology Assessment notes that 
tus of pending legislation. • the "c:ore issue" of the information-

The Senate plans to consider early secunty debate "goes to the question 
next year a bill that would force NSA of whether or not a defense agency 

·to relinquish policy control for un- should control matters that are cen-
classified information and would tral to civilian interests, such as 
give that role to the Bureau of Stan- ~mn;ierce~d the free market, con-

review." 
dards. The Computer Security Act stituaonal nghts and principles of 

._----------~--------~--------------~o~f~1~9~8~7Jp~a~s:sed~~th!e~H~o~us:e~b!v~vo:;::ic~e:__ _____ o:p~e=n~s:c:ie:n:ce:_:·------------~ ___ 
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Multinational Monitor November-December 1987 p. 36 

Interview 
PAULFREEDENBERG 

The Japanese have taken a number of measures to im­
prove it. There is still .more to do but I think their response 
1s very encouraging. It shows there is a genuine belief that 

Paul Fradenbng is ,..cting Undersecrttllry of Commerct for 
Erport Mministnztion. ln t/Us position htoversa:s thtiulmini­
stration an4 mforcement of LJ5. national UCMrity llM foreign 
policy erport controls. Prior to his 1985 "PP"intmmt to the 
Commera Department, Fradenbng worked for IO yetas on 
the staff of the Senate B1111king Commitl« tmd the Svbc.ommit­
tu on lnternatiorllll Firvmu, whtrt ht WAS Staff Dinctor from 
1980 to1985. 

Multinlltion11l Monitor: What do you think of OIU'nport 
control policy? 

the US. effort is a legitimate one, be­
cause otherwise they would tell us that 
it is none of our business to ask them 
for these changes. Instead of doing 
~t, they've moved with almost light­
ening speed, enacting national legisla­
tion to satisfy a number of our re­
quests. 
Monitor: Does the administration 
oppose sanctions on Toshiba? 

F~edenbefJ: Yes, we still do, very 
firmly. 
Monitor: Ia tfut becauae of the gre.at 
reliance of some large U.S. corpora· 
tion1 on Toaruba part• and prodiactt? 

F~eknbnf: No, absolutely not. It's a 

Paul Frttdenberg: I think our export control policy for 
East-West trade is highly successful. The Soviet Union 
has been deprived of a substantial part of technology that 
it needs to run its military machine, in tenns of acquiring 
that technology from the West. There is obviously a lot of 
room for improvement. Over the last year, the U.S. has 
been spearheading an effort to increase COCOM mop­
eration so that it would have a more effective net of export 
controls around the Soviet Union. We have also had 
success in getting the neutral countries of Europe and the 
Pacific Rim to cooperate with the United States in that 
effort. So overall, during the two years that I have been 
involved there has been a substantial increase in overall 
national security from the point of view of technology 
transfer. Obviously, we could improve. The Toshiba 
ttansfer affair showed _that Japan'~ s~ is not effective. 

Paul Freedenberg 
, • wrybadwaytodoforeignpolicy.You 

don t punish a company lna foreign muntry for violating 
that country'1 laws. You let that country enact and prose­
cute un~erlts own laws. ~e have never had a policy from 
the beginning of our nation of enforcing other country's 
laws on their dtiz.ens or on their corporations. It is not a 
good time to start now. That would be the height of extra­
territoriality. 

GLASNOST ... CONTINUED 
Union. Combustion Engineering, 
for example, will take Its profits in 
gasoline and diesel fuel, which it 
~Ill sell outs_ide the U.S.S.R. 

Monsanto says the Soviets also 
insist that its proposed ·chemical 
plant export more than it provides 
to the Soviet Union. That demand 
has stalled negotiations because the 
company already produees 'enough 
herbicide el.Sewbere to~.illtJsb'~lbe 
West European market . · · 

~In addition, the Soviet! require 
that they own more than half of 
any joint venture and also appoint 
the top official. · - - .:. . 

There are still other hurdles 
such as the 1974 Stevemon · and 
Jackson·Vanik amendments. They 
bar the Soviet Union from receiv­
ing Export·lmport Bank crewts and 
favorable US. tariff treatments. As 
a result, Soviet goods encounter a 
38 percent import tariff in the Unit­
ed States compared to 2.8 percent 
on other countries' productS. · : ~ . 
. Export controls -on technology 
.goods als<>..:COntinue .to .lrustrate 

Monitor: Isn't Congrnt intent on implementing eome 
· kind of eanction? 

many Silicon Valley companies that 
would like to sell to the Soviet 
Union. · -;.;..~. - . .::. . 

Joint ventures ·ao far are Ju$i i 
beginning, .~ Ille ny of Ugbl 
when a door er.eats ajar. -ibey Jre 
trying to sh.~!t'~penness by allO\Yi 
ing joint venturt!I; which up to now 
.was not the case;" says Hewk!tt~ 
Pickard's;Heidtef; °'Gorbachev bas 
broken a IOt of taboos and created 
an air of spring.'.'::- ::: : · 
· ' At a meeting With 70 U.S. bllsl­
ness leaders .on. 'ibursday, Gorba­
chev urged them to pursue Joint 
yentures. ~anY ciune away from 
the encounter hoping the Soviets 
would be willing to compromise on 
&Orne of the joint·venture require­
ments. 

The Soviets also have items to 
interest U.S. consumers. 

"There are a lot of gold heaps in 
Eastern Europe," Kiser says. "But 
most of what's interesting is buried 
away in industrial institutes, ship­
yards and research institutes. The 
average academic who pontificates 
on Russian backwardness ..• 
doesn't know what he's talking 
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about" 
· The Soviet bloc developed the 
water .. bsort>ent . plutic now used 
everywhere In soft contact lenses. 
Recently, Kiser &ays, a delegation of 
three Russians visited a leading U.S. 
fruit juice maker. They disclosed a 
means of releasing juice more easi­
ly by electrically breaking down 
cells - a trick tbe..Sovtet.s have 
been using fof20V~. :; · 

The Soviets also have ·developed 
a type Of plastic for bone implants 
that works much better than the' 
standard steel-and-titanium alloy of 
the United States. : ;; 

...-be Soviets are Interested -in 
markets for ~me of their · spectal­
ized products.-: Feller says . ...-bey 
have laser of>tRs T>'rodu&:-They've 
11~ 10me b~g0s ln. treat-
ing cataracts.' : · · · . 
• · 'Soviet scieliee Is very good, but 

their people ~on't iinderst.and t,be 
applied research and .Industrial en· 
gineering, ani:f they have trouble In 
dealing with 12 ministries to pn> 
duce a product" 
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Freedenberg ... CONTINUED 

FrHknb1rg: That is exactly why we have been lobbying 
IO hard with them not to do it, because it is a bad 
precedent. In fact, what happens is that you have the 
opposite effect. If you are going to enforce their laws for 
t~em t_hey might, in fact, either pull back from coopcr~­
bon with COCOM or pull back on the penalties they h11 ve 
in their own legal system. In fact they arc pursuing the 
wrong-doen and those wrong-doen arc on trial right 
now, and the investigation is ongoing. 

Monitor: Do you 1upport reducing controls to ftwtr 
itellUI and inaea1ing the penalty for individual abust17 
Fr'leknbni: What you want to have is the most extensive 
net, meaning if you have 16 a>untries within COCOM 
and you add another 20 countries outside of COCOM 
then the net is more extensive. So, a more effectivc n~ 
mi:ans that much less technology transfer. The simple 
point ls there has been no effort either in Congress or in 
the administration to loosen controls on East-West trade 
In general. There hu been an effort within theadmlnistra­
tion and COCOM to get items off the list that no longer 
belong there. We are about to I.Ike personal com putel"$ off 
the list because they're so widely available in the free 
market. There is also other lower level technology that 
will go off the list. It would be chasing things that are 
widely available and generally made not only in the West, 
but also ln the East. 
Monitor: Officials at the Orienu Dtpartment have 
called foreign availability an excuse to decontrol tech­
nology. How do you re1pond to this 1tatement? 

~,.,1knbni: The Department of Defense can say what it 
hkes, but it is the law, like it or not. This is a govemment 
of laws, not some cabal of industry executives. The for­
eign availability clause is being used, and should be more 
widely used. Only a few important items have been de­
controlled, but there is a list of thousands of items that 
need to be reviewed on the grounds of foreign availabil· 
lty. I believe the Office of Foreign Availability (OF A) does 
work effectively.We've been trying to have a shorter list 
because technology just marches on, and some of the 
things that are on have been on for a decade and are being 
made all over the world, and there is simply no point in 
controlling them. 

Monitor. What tecton of the U.S. economy are hit hard­
ett by export control•? 

Fr11krt&nf: Obviously, the high technology sectol"$. 

Mot1ltor: Hu there been a 1trengthening of the lobby on 
the part of thoee tecton to looeen control17 

F,.,,krtflnf:Except for one amendment that would cut 
the list by 40 pertent, there has been no great effort to cut 
the export control list Itself. They'w been trying more to 
art the a>nstralnts on West-West trade. That's been the 
big einphasls. One amendment supported by, Mr. Bonker 
dais with the whole list with the belief that the list is 
really too long. We think that it ought to be done In detail, 
go Item by Item and decide whether it is relevant or not 
relevant, nther than doing It ln a meat-axe fuhlon. 
Mot1ltor. Won't looaening cont10l1 on Wut•Wett trade 
allow for grater flow of u.s.-ortgtn pntdudt to the Eut 
uweU7 

Fm~: That's U you don't get trade partnen to 
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increase their own enforcement and licensing. However, 
we have been doing that. We've just gotten agreements in 
a number of areas. The Japanese and the Norwegians, 
who did have weak systems, are strengthening them. The 
other thing to point out is that if you cut off U.S. products 
to Western Europe because they don't have a strong 
enough system, almost all of the things that you cut off are 
made by the Japanese, Germans, or French. So you don't 
cut off the flow of that product to the East. What you do 
is cut off that flow of the product to the West. The better 
way to do it is by getting them to increase their own 
national security [export control I systems. Whether or not 
you sell it to them, it's still going to go to the East, bea use 
they are making the thing themselves or they are able to 
buy it freely from Japan. The whole idea is to make it 
multilateral not unilateral. 

Monitor: The law1 governing export control policy 
1pedfy that Commerce 1hould have primary authority, 
but the department often teems to relinqubh authority 
to the Defense Department. Which agency 1hould have 
primary authority over export control policy? 

Fr11tlfttb1rg: We don't abdicate authority. There are laws 
that specify the Defense Department has a veto in areas of 
East-West trade. Where they have a veto we recognize 
that reality, but out of 110,000 cases last year, there were 
about 3,000 East-West COC:OM type cases. That's where 
Defense really has an impact, or on China. That's an area 
where the law specifies they have to give approval or 
have to be overridden by the President. We think that the 
NASreport was a good report. It emphasized West-West 
trade, which is what we are doing. !Nit's why we have 
put out all the regulations that deemphasizeextra-territo­
riality and make It easier to trade within the West by 
cutting out some of the licensing at the low end of the list, 
and we are going to continue that policy. The interagency 
battle is unfortunate, but in terms of where the authority 
lies, you put it very clearly. We're a government of laws, 
not of men. The law says explicitly that Commerce has the 
lead and will continue to be the lead. Again, when you are 
e.lking about the universe of cases, it is a very small 
universe that DoD reviews. Congress wanted it that way. 
The House, if they have it their way, will make it an even 
smaller universe that they will be reviewing. We just 
think that with whatever law is passel, we will execute it. 
There are some spectacular cases where DoD gets in· 
wived, and in those cases it gets a lot of press, but it is 
really j1nt a small part of the overall processing. 

Monitor. Have we reached a point where controll are 
limiting R&D, intemational competitivenetl and ex· 
port• without adding significantly to national 1ecurity? 

Fr114"'b1rg: We have made that argument with regard to 
revising our regulations. For example, it's absurd to have 
extra regulations on US. miao·processors if the exact 
same ones are available from Japan with no controls. 
What we have tried to do is both get them to agree to the 
same rules of the game and also drop the extraterritorial 
concerns in our regulations. I think it has balanced it a 
little better than in the past. Unilateral controlnre ineffec­
tive. We have been going down the list of our controls and 
trying to get rid of those that are unilateral. Weagreewith 
the premise of your statement, that the 1trength of Amer· 
ica is In its industrial base. If you lose export sales, then 

CONTINUED NEXT PAGE 
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Freedenberg ... CONTINUED 

you lose the industrial base and therefore lose the game. 
So, in the process of denying the Soviets in 1987, you 
might not have the capacity to stay ahead of them in 1995, 
if you are not doing the R&D. 
Monitor: Are non..C:OCOM memMn capable of provid­
ing item• ftltricted by our export controls? 
Frudenbng: That's right, but 
we have had success with 
Switzerland, Sweden, Aus-
tria, Finland, Singapore and 
around the world in cutting 
off that source. We have a 
memo rand um of understand-
ing with a number of coun-
tries both in Europe and the 
Pacific Rim. 

Monitor: How recent are 
thete aewlopments7 

Frudenberg :Over the last two 
years, but we don't give it a lot 
of publicity because most of 
these countries don't like to 
give publicity to cooperation 
in that area, since they have a 
neutral status. They have 
done it in their own sovereign 
interests. They believe that it is best to have good trade 
relations with us, · and we say that to have good trade 
relations with us, you have to agree not to ship certain 
items to the Soviet Union or the Eastern bloc. They agree 
to that condition as a way of trading with the United 
States and the rest of the West. So it has been very 
successful. 

Monitor: What potential is there for apansion of high­
tech trade with the East? 

Frretknbtrg: Well, I said it from the beginning that there 
is a very high potential if you want to reduce COCOM 
controls. There is no great desire either in the United 
States or the rest of Western Europe to do so, 50 I don't 
know that there is a likelihood that it is going to occur. 
There is obviously a potential. The Soviets desperately 
need computers and all the rest of the things that would 
make a centralized economy work better. They don't 
have a good telecommunications system. They don't 
have a good computer system. They don't produce all the 
sorts of things that would make up a modern industrial 
state, so there isobviouslya market. On the other hand, all 
these things have dual use, or most of these things do, so 
it is difficult to remove them from the list of proscribed 
items. We depend on technological superiority for our 
security, and we are likely to continue to depend on this 
foroursecurity.That'snotsomethingweareaboutto·give 
away, 50 whatever anybody says, that's not the policy of 
this administration, and it's not likely to be the policy of 
the next administration, whoever is in charge. We can 
argueaboutthe length of the list with theJapaneseand the 
Germans, because they want a shorter list, but we are not 
arguing about the core. Nobody wants to sell the core 
technology to the Soviets, nor are they likely to in the 
foreseeable future. 

Monitor: Looking at the long run, Uthe next admini1tra-

tion is a Dole administration or a Demoaatic admini­
stration, do you think it would be more likely in the 
long run for East-West trade, particularly U.S.-Soviet, 
trade to apand7 

Frredenbng: 1 don't know that Mr. Dole, except for selling 

"We depend on techno­
logical superiority for 

our security, and we are 
likely to continue to 

depend on this for our 
security. That's not 

something we are about 
to give away." 

more wheat which is under­
standable given his constitu­
ency, is pushing for any stra­
tegic trade. The Democratic 
administration is anybody's 
guess. They may see it as a 
part of detente. That's a diffi­
cult question to answer. Ob­
viously, policy could change 
and obviously the Soviets 
have it as a high priority. 
They want more trade, par­
ticularly in the strategic are.as, 
because they' redoing 50 mis­
erably in high technology. 
They make the world's larg­
est semi<anductor, which is 
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nothing to brag about. They 
aren't selling theirVCRs at RadioShack. They are not very 
competitive in almost anything. Obviously, if I were in 
Mr. Gorbachev's shoes I would be nervous about it. It is a 

very frightening thought to be so miserably behind, but I 
don't think it is in the US. strategic interest to help them 
get out of this problem. As I understand it, it is not our 
policy to do that. In fact, we emphasize not selling them 
any production equipment:That is what they really want, 
the capacity to produce semiconductors, the capacity to 
produce computers, not just buy them. 

Monitor: How do you think the U.S. should respond to 
the Soviet request forpartidpation in CA Tr, the World 
Ban~and the IMF, and 1hould we support theirc:urrent 
effort• to integrate into the world economy? 

Frredenbtrg: Yes, we should support it, but no I don't give 
them much hope because they would have to be more 
capitalist. It is a good effort to become more market ori­
ented, but basically it is almost impossible. They are not 
likely to open themselves up, particularly on the IMF side 
of things. They may open upon GA TI because they want 
to get better trade a>nditions. But the IMF side of it, they 
just aren't going to open their economy to that kind of 
sautiny or that kind of control. · 

Monitor: Don't you thlnk DoD might con1lderit ii dan­
gerom to call for greater efficiency in the Soviet econ­
omy? 

Frretknberg: I guess you found the core of ourd Uferences. 
We are not against efficiency. Q 
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Toshiba's Role in Quieting Soviet Subs is Disputed 

By DAVID SILVERBERG 
Defense News Staff Writer 

WASHINGTON - Not since 
the Soviet Union stole the data 
to make an atomic bomb has a 
technolo·gy diversion had as 
many repercussions and conse­
quences as the sale of nine-axis 
milling machines to the Soviet 
Union by the Toshiba Machine 
Co. of Japan. 

The diversion created an up­
roar in U.S . .Japanese relations, 
forced a strengthening of West­
ern export controls, and may 
lead to sanctions on the entire 
Toshiba Corp. 

However, whether the Toshiba 
diversion is responsible for the 
quietn~ of the latest classes of 
Soviet submarines is subject to 
some dispute. Members of Con­
gress are demanding that To· 
shiba be punished for the effects 
of the diversion on classes of So­
viet submarines currently in ser­
vice and one member, Rep. Dun­
can Hunter, R-Calif., has 
estimated the cost of the diver­
sion to the United States at $30 
billion, the amount required to 
build U.S. submarines capable of 
dealing with the new threat. The 
Defense Department is working 
on its own cost estimate, but the 
amount is classified. 

The illegal sale, delivery and 
installation of four nine-axis and 
four five-axis Toshiba milling 
machines to the Soviet Union oc­
curred between 1982 and 1984. 
The software for the machines 
- the numerical controls - was 
provided by the Norwegian firm 

Kongsberg Vaapenfabrilck. The 
machines are used to smooth, or 
mill marine propellers and were 
installed .at the Soviet Baltic 
shipyard, Leningrad. . 

The West had long womed 
about the growing quietness of 
Soviet submarines and, after the 
diversion was revealed, there 
were deep fears that the diver­
sion had been a major contribut­
ing factor. 

The diversion will be a factor 
in quieting Soviet submarines in 
the future as the Soviets mill 
propellers and retrofit older sub­
marines with new screws. 

But was the diversion a factor 
in quieting Soviet submarines 
that currently are in service? On 
this point, the evidence that the 
diversion was not a factor comes 
chiefly from the pers~n w.ho 
blew the whist.le on the divel'Slon 
in the first place. 

Hitori Kumagai, the former 
chief of the Moscow branch of­
fice of Walco Koeki, the trading 
company that handled the trans­
action, first broke the case by 
informing the president of the 
Coordinating Committee for 
Multilateral Export Controhl 
(CoCom), a 16-nation organi1.a­
tion that reviews Western trade 
of sensitive items with the East­
ern bloc, of the diversion. 

Kumagai concluded, based on 
his calculations of propeller pro­
duction and the emergence of 
different Soviet classes of sub­
marines, that delivery and instal­
lation schedules made it doubt­
ful, though not impossible, for 
the Soviet Union to produce 
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high-performance nuclear sub­
marine propellers using Toshiba 
machines before 1985. Yet the 
first of four quieter Soviet sub­
marine classes began appearing 
in 1978. 

The Toshiba propellers could 
not have been put on Sierra­
class and Mike-class submarines 
since both these classes were 
first detected in 1983 and com­
missioned in 1984. It is possible 
that the Toshiba propellers went 
on some of the 20 Victor ill-class 
submarines commissioned be­
tween 1978 and 1985 and Akula­
class submarines commissioned 
in 1985. 

Kumagai points out that since 
the milling machines are capable 
of turning out 48 propellers a 
year (it takes 20 days to mill a 

· single propeller), nearly half the 
Soviet submarine fleet should be 
fitted with quieter screws b>: 
now. Citing U.S. data, Kumagai 
asserts that only 10 or so subma­
rines of the four newest classes 
have become quieter than they 
were at launch. 

The real danger of the diver­
sion "lies in the marked shorten­
ing of the period of ti~e re­
quired for th~ produc~1on of 
propellers ... , Kumagai says. 

So far, despite numerous cryp­
tic statements and classified 
briefings, no evidence has been 
revealed to make the case that 
the Toshiba diversion really 
made a difference in quieting the 
new classes of Soviet 
submarines. 

II 
I 
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Little Chance for Eased Rules on East-Bloc Exoorts, Bryen Says 
By DAVID SILVERBERG any crusade" by Carlucci. 
Defense News Staff Writer· However, another source fa. 

WASHINGTON - While the mlliar with Carlucci's thinking 
United States and Soviet Union said that "there is not going to 
may bask In a warm glow after be a purge per se, but a whole 
reaching an lntennediate-range lot of people are going to feel 
nuclear forces agreement, there uncomfortable." 
seems little prospect for loosen- Export controls were also the 
Ing U.S. controls on exports to subject ofa hearing of the House 
the Soviet Union, according to Energy and Commerce oversight 
Stephen Bryen, deputy under- and Investigations subcommittee 
secretary of defense for trade last Wednesday. 
security. . Although the subcommittee 

"The Soviets are making a hearing was closed to the public, 
push to get us to loosen the con- a joint statement issued by Rep. 
trols and the areas they are tar- John Dingell, D-Mich., chairman 
geting are the ones we have of the House Energy and Com-
lcnown about for a long time," merce Committee and Rep. 
Bryen told Defense News. 1bese Thomas Billey, R-Va., revealed 
areas Include computers, tele- some of the details. They 
communications and radar charged that interagency rivalry, 
networking. International ineptitude and gen-

During the summit, the Savi- eral bunglir.g allowed the diver-
ets made strong efforts to In- sion to the Soviet Union of fur. 
crease East-West trade, hosting naces, industrial presses and 
Secretary of Commerce C. Wll- other items used for the rnanu-
liarn Verity and about 40 Arneri- facture of a strategic composite 
can chief executive officers at material, carbon-carbon. 
the Soviet embassy. Just prior to "It was like a Keystone Kops 
the summit, Verity, a long-time routine," said one congressional 
advocate of Increased U.S.-Sovi- staffer of the Western efforts to 
et trade, told a breakfast meeting prevent diversion of technology 
of reporters that the Soviet for the making of carbon-car-
Union could. become a "large, bon, a heat-resistant composite 
new market for the United used In the manufacture ofwar-
States." head nose cones. 

"A number of companies have According to the Dingell-Bliley 
been smitten by the Gorbachev stat.ernent, carbon-carbon makes 
thing," said Bryen, and there nuclear warheads "significantly 
have been "a flurry of license more accurate" since it enables 
applications" to export such them to withstand the extremely 
items as seismic equipment, oil high heat of atmospheric re-
exploration equipment and entry. 
hydrophones. 

Nonetheless, Bryen, saying he 
believed he was speaking for all 
agencies involved In export con­
trol - defense, state and com­
merce - said the United States 
will continue to abide by Its list 
of sensitive technologies and to 
strengthen the Coordinating 
Committee for Multilateral Ex­
port Controls (CoCom). CoCom 
ls a 16-nation organization that 
reviews Western trade of sensi­
Uve items with the Eastern bloc. 

Bryen also denied rumors that 
he would be leaving the Defense 
Department In the wake of Frank 
Carlucci's accession to the sec­
retaryship. Following the depar­
ture of Frank Gaffney, asmtant 
secretary for International secu­
rtcy policy, there was speculation 
In the export control community 
that Carlucci would force out as-
sociates of Conner assistant sec-
retary Richard Perle, but Bryen 
said he did not believe "there is 
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The Soviet Union approached 
Consarc, a British subsidiary of a 
U.S. firm, to buy a carbon-car­
bon plant in 1982 and signed a 
contract which was approved by 
the British government in 1983. 
While the United States under­
stood the significance of the So­
viet Interest, export of the equip­
ment was not actually prohibited 
under CoCom rules. 

"While U.S. agencies argued 
among themselves about how to 
investigate and respond to criti-
· cal lnfonnation, the technology 
was being sold to the U.S.S.R. 
and equipment was being 
shipped continuously," said Din­
gell and Bliley. 
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Shultz Rejects Sanctions Against Norway 
By NORMAN KEMPSTER, Time& Staff Writer 

OSLO-Secretary of State 
George P. Shultz said Monday that 
it would be "very unfortunate and 
uncalled for" if Congress imposes 

.sanctions against Norway for al­
lowing exports that helped the 
·Soviet Union make its submarines 
more difficult to detecL 

After a meeting with Norwegian 
· Prime Minister Gro Harlem Brund­
Uand, Shultz said he accepts the 
government's explanation that it 
has revamped procedures under 
which the firm Kongsberg Vaapen­
fabrikk sold high technology 
equipment to the Soviet Union. 

"There Is a problem; it has been 
recognized; it has been dealt with, .. . 
Shultz said. · ' 

New Tne ef Propeller 
Kongsberg joined the Japanese · 

firm Toshiba Machine Tool Co. in 
selling to the Soviets equipment to 
manufacture a new generation of . 
submarine propellers that make far 
less noise than previous models. 
Much of Western anti-aubmirine 
warfare strategy depends on detec­
tion of the aound made by subma­
rine engines and propellers. 

Three executives of the Norwe­
gian government-owned Kongs­
berg finn were arrested, but the 
statute of limitations has run out on 
the charges against two of them, 
apparently precluding prosecution. 

Shultz said there was no question 
that the sale had harmed the 
security interests of both the Unit­
ed States and Norway. But he said 

the Administration Is against pro­
posed legislation that would re­
quire the State Department to 
negotiate with Norway and Japan 
over the payment of "compensa­
tion" to the United States. 

Backers of the bill claim that the 
money could be used to upgrade 
U.S. anti-submarine warfare tech­
niques to deal with the quieter 
Soviet vessels. The measure also 
would restrict imports of Kongs­
berg products to the United States, 
a provision that would hit the firm 
hard because it depends heavily on 
sales of its Penguin anti-ship mis­
sile to the U.S. Navy. 

Shultz told a press conference 
that Brundtland "described what 
they had done, which I knew about, 
and provided assurance of their . 
determination to abide by COCOM . 
rules." 

Foem OD Arma TechnoloiJ 
COCOM, the Western allies' Co­

ordinating Committee for Multilat­
eral Export Controls, Is intended to 
prevent the sale of militarily useful 
technology to the Soviet Union or 
its allies. 

Shultz also used his press confer­
ence to attack the European peace 
movement, which enjoys broad 
support throughout Scandinavia. 

Asked by a Norwegian journalist 
if he acknowledges that the newly 
signed U.S.-Soviet intermediate 
nuclear forces treaty vindicated 
'the aetivities of groups that had 
aought to prevent deployment of 
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medium-range ·nuclear missiles in 
Europe, Shultz said the truth Is 
exactly the opposite. 

"If the peace .movement had had 
its way, there would be no INF 
treaty," he said. "There would 
have been no way to get the Soviet 
missiles OUL . 

"It Is only by doing what the 
peace movement did not want that 
we were able to achieve the objec­
tive the peace movement wanted," 
he said. . 

Shultz said the treaty banning 
l?<>th U.S. and Soviet ground­
launched medium-range missiles 
would have been impossible if the 
North Atlantic Treaty Organiza­
tion had not decided to deploy its 
own weapons in that class. There- · 
fore, he said, the NATO deploy­
ment, which was bitterly opposed 
by peace groups, led to the aboli­
tion of nuclear missiles with ranges 
of between 300 and 3,000 miles. 

'Admit They Were Wronr' 
"I would hope that the peace 

movement would . . . admit that 
they were wrong," he said. 

About 300 protesters calling for 
Norway to withdraw from NATO 
marched past the heavily-guarded 
U.S. Embassy and burned Ameri-

- can nags during Shultz's visit. 
He goes to Bonn today to confer 

with West German officials and 
will meet with British officials 
Wednesday in London before re­
turning to Washington from his 
post-summit report to NA TO allies. 
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Man adm.lf S · proceeding on file in the court clerk's 
office in Newark, Shang-Yao Chi plead­
ed "guilty to the indictment" after re-

l h
• tracting his plea of innocence. 

· · He did so in an a pearance before p ot to s IP ·u.s. ~istrict C~urt Ju:fge.Dickinson ))e. 

He was charged with conspiring to 
arrange the shipment of 10 stolen TOW 
antitank missiles from Seattle to Hong 
Kong and then to China. 

bevoJSe on Friday. The Judge then or-

ch• dered sealed "until further order" a 1na arms plea agreement ~nd other papers relat-
ed to the proceedmg, 

By AL FRANK 

A 65-year-old Chinese national, 
whose attorney once described him as a 
vehement anti-Communist, has admit· 
ted in federal court that he was in· 

: v~lved in a plot to smuggle U.S. mis· 
slles to the People's Republic of China. 

According to the minutes of ~h.e 

Debevoise scheduled a Feb. 8 sen­
tencing for Chi, who was returned to 
the Metropolitan Correctional Center in 
Manhattan where the Queens, N.Y., res· 
ident has been held without bail since 
his arrest Sept. 28. 

Chi, who faces a maximum five­
year sentence and a $250,000 fine, was 
arrested in Jersey City by U.S Customs 
officials. 
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. According to the indictment, Chi 
acted as the middleman between two 
unindicted co-conspirators. 

The indictment identified one as 
an official of China's United Nations 
inission. 

At the time, a spokesman for the 
mission said the charge was "total fic­
tion." 

The other conspirator was identi· 
fied as Charles Chang, described as the 
operator of a New York brokerage and 
realty firm. Afte~ pleading guilty in 

CONTINUED NEXT PAGE 
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RommtmnSpy 
Stole .Nuclear Data 
From Canada 
BY AllTJAIN 
.. .,,,,,, Nnl Y_.Ob r.-... 
TORONTO. Dec. 31 - Tht torm& 
head of the Romanian foreiill intelli· 
gence eervice said last week a 
Romanian IP)' stole Canada's nuclear 
technolory for producing heavy water 
IB in Canada-desp Candu nuclear 
reactor. 

Ion Mihai Pacepa. 59, told the 
KillgslDll WIV·Stondard tht' htav>" 
water production facility Romania is 
buildilli to mve ill Candu reactOl'S is 
ba&ed entirely on stolen technolom.• 
from c:anada. .... 

ACXll'ding to Pacepa. the Romanian 
IPY was a chemical engineer working 
for one of Canada's nuclear facilities. 

•If you have IOl'l'lebody who becime. 
an · engineer working on the he;. •Y. 
water technology, it's not difficult far 
him to eet it because he worked , .. ;th 
these blueprints every single da>,". 
Pac%pa is quoted as saying. 

Tht Romanian spy in questi:m h3:! 
become a Canadian with an ider.tity 
taken from death ra:ords of a non· 
Romanian child. · 

This spy was "merely the fu:;t oi 
•11ves of Romanian agents who infil· 
trated Canada to dupe the nuckJr 
industry out of millions of dollars worl.i1 
of Candu technology; the articie said. 

Ann C.Ollins of Canada's ExtEJT.al 
Affairs Ministry has ret>CJMetlly said 
Onawa has never included he;i\')'·\'.'lltzr 
technolo:Y in any sales contract v.-ith 
Romania. but Canada has agreed tc sdl 
virtually all of its other Candu tee::. 
noloin' to that East-bloc country. 
' Besides Romania. Canada has ICM 
Candu reactors to Argentin:i. Bi'a:il. 
Nigeria and South Korea 

Canada has always been trying to 
find more buyen for ill Candu re:ictcro 
to sustain its atomic energy stablish· 
rnenl. In fact. former Prime Mini~tr.r 
~ Tnidtau personally went ·en a 
ules promotion tour to sever;,! 
m.mtries 101ne years back. 

Paa!pa claimed in the intl'l"View with 
the Whig.Standard that the espio:-~ge 
would serve to reduce the num~-:- of 
aimponents and the volume of hea;. ·1 . 

water Romania will have to buy fron1 
C..nadian suppliers. 

-The operation came to us with the 
goal of getting out of {;gnada as much 
as possible without paying the 
Canadian government." he said. 

The R.omanian spy, according to 
Pacepa, was able to photograph 
virtually all the blueprints essential for 
production, and sent the film to 
Romania throuih diplomatic IOUl'CeS. 

Paczpa defected to the West in 1978. 
He now lives under a new identity. k 
was not clilclosed, however, where 
Plcepa currently livs. 

NY City 
Tribune 
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Japan 'Regrets' U.S. Panel Agreement 
To Penalim Toshiba for Export Gaffe 

p · 2 · BY HIROYASU TOMARU 
i Nftl Y..ort Oly Tribtaw ~ 

' TOKYO, Dec. 3> - Japan expressed 
· regret over the weekend about a U.S. 
congressional agreement to penalize the 

, leading Japanese conglomerate, Toshiba 
•Corp., because of illegal exports of 
·sensitive submarine technology to the 
Soviet Union by a subsidiary company. 

The International Trade and Indus· 
·try Ministry (MITI) will soon issue a 
formal protest against the congressiooal 
.legislation aimed at penalizing Toshiba 
and its affiliates, officials aaid. 
' They said the ministry considers 
such action will pose a "threat" to the 
unity of the Western countries. 

Toshiba Machine sold advanced ma· 
chine tools to the Soviet Union in the 
early l!Hls, enabling them to develop 
near-silent submarine propellers. 

The ministry reacted harshly to 
reports that members of a Senate-House 
joint committee agreed Friday to pro­
hibit the Defense Department from 
procuring products from Toshiba and 
its subsidiaries, and mandate removal 
of the products from U.S. post exchange 
(PX) outlets around the world. 

China arms ... CONTINUED 

September to a role in the arms smug· 
gling plot, he agreed to act as an under· 
cover informant and recorded conver· 
sations with Chi. 

The missile shipment would have 
required the approval of the State De­
partment to be legally exported, ac· 
cording to the indictment. 

At bis arraignment two months 
ago, authorities said, Chi and others 
agreed . to transport the missiles to a 
foreign country without first obtaining 
the license. The shipment was to have 
been disguised as aluminum refrigera· 

. tor condensers, they said. 
Yesterday, Claudia Flynn, the as· 

aistant U.S. attorney r~resenting the 
government in last week s hearing, said 
she could not comment .on the case. 

Also unavailable was Alan Zegas 
of West Orange, Chi's court-appointed 
attorney. 
- Zegas said earlier that Chi is vehe­
mently anti.Communist and a Taiwan 
native whose father was killed by Com· 
munists and whose brother was lmpris· 
oned on mainland China. 

He said his client worked as a 
cleaning man, a clothes presser and the 
operator of a business that manufac· 
tured Chinese delicacies. 

27 

A MI1'I official said it ronstitutes a 
denial of Japan's indepeiidena! that 
Japanese firms are unilaterally 
penali7.ed under U.S. laws. 

The official said the amendment will 
also discourage joint efforts by the 
Japanese government and Toshiba to 
tighten controls on exports of strategic 
goods to the contmunist-bloc nations. 

The amendment violates rules of the 
Paris-based Coordinating Committee for 
Expert to Communist Areas (COCOM), 
which state that any violation will be 
handled in aa:ordance with domestic 
regulations of member countries. 

Formal Protest to Follow 

International Trade · and lnduStry 
Minister . Hajime Tamura will lodge a 
formal protest with the Reagan Admin· 
istration if the amendment is enacted 
the official said. ' 

The Japanese ambassador to the 
United States, Nobuo Matsunaga, con· 
veyed Tokyo's regret to John 
Whitehead, deputy secretary of state, 
over the telephone, a Foreign Ministry 
source said Saturday. 

Matsunaga told Whitehead that 
Japan has already penali7.ed Toshiba in 
accordance with Japanese laws, and 
that further U.S. punishment will have 
a negative effect on cooperation among 
the 15 members of the NA TO-affiliated 
COCOM. 

Matsunaga was quoted as saying 
U.S. legislatcrs have ignored the efforts 
of the Japanese government and private 
industries to prevent a recurrence of 
such illegal exports. 

Toshiba Corp. officials in Tokyo 
expressed their sUrprise and dismay 
Saturday over the congressional de· 
cision to include a punitive clause 
against Toshiba in the fiscal 1988 
appropriations bill . . 

A<XXX'ding to Toshiba, the amend­
ment, if put into effect, would exclude 
Toshiba products from PXs where the 
firm earns around $27 million a year 
from sales of home electric appliances. 

However, even if the amendment 
bars the Pentagon from purchasing 
Toshiba goods, it will not cause real 
damage to the firm becau$e this rep­
resents oi:t1Y a fracti()I) of the company's 
total business, Toshiba officials said. 

The ambassador also expressed ron· 
cern about another U.S. congressional 
~. preventi~ Japanese partici­
pation m µ.s. pubhc·works projects, the 
source said. 

Several Japanese companies declared 
Saturday they were "upset" not by 
losing business, but by the ron­
gressional incomprehension of the 
issues. 
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- HIGH-TECH PARANOIA 

The Ban That 
Boollleranged 
TliOMAS H. NAYLOR 

R 
cstrictions on the export of American technology 
to the Soviet Union arc not new. But for the past 
seven years the Reagan Administration has 
adopted an increasingly restrictive policy, 

which a National Academy of Sciences panel criticized 
recently for being "not generally perceived as rational, 
credible and predictable." 

Under Jimmy Carter, export controls were used sparing­
ly, as punitive sanctions to support his Administration's 
human rights policy. Dresser Industries, Sperry-Rand, Armco 
and Control Data were among the relatively few companies 
denied export licenses by the Carter Commerce Department. 

What distinguishes the Reagan Administration's policy 
from that of previous Administrations is the bitter idco­
loaical and political turf war between the Pentagon and the 
Commerce Department over technology transfer policy. 
The feud also involves a broader dispute between business 
and government, and between the United States and its 
allies, over what items arc of strategic value to the Soviet 
Union. Former Assistant Secretary of Defense Richard 
Perle demanded-and got-tough export controls on vir­
tually every kind of technology~ whether military-related or 
not. The Commerce Department, on the other hand, has ad­
vocated a more moderate policy that would impose export 
restrictions only on technologies determined to have direct 
military application. In their most recent clash, the Defense 
Department accused Commerce of deception and bungling 
for allowing a Soviet<ontrolled shipping company in West 
Germany to buy an advanced computer from a Califomia­
bascd company, National Advanced Systems, in September. 
(The company wound up buying a Japanese-made Hitachi 
instead of an l.B.M. computer.) 

The Pentagon has not limited its export control activities 
to American companies. It has lobbied the sixteen-nation 
Consultative Coordinating Committee (COCOM), which 
regulates Western multilateral trade controls, to adopt a 
more hard-line position aaainst the transfer of technology to 
the Soviet Union. But COCOM's mcmbers-includina all 
NATO countries except Iceland and Spain-have been 
unable to reach a consensus on rules and procedures. 
Western European members tend to favor much more 
limited export controls than the Pentagon, covering only 
those exports that arc directly associated with sianificant 

Thomas H. Naylor is a professor of rconomia and business 
administration at Duke University and the author of The 
Gorbachev Strategy: Opening the Closed Society (Ltxington 
Books). 
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military applications. The allies have been pressing the 
United States io cooperate in winnowing out items that arc 
so widely available as to make controls useless. In exchange, 
the United States is demanding that other COCOM mem­
bers improve enforcement. 

The harassment of small U.S. firms that export high­
tcch goods to the Soviet bloc is an example of how Penta­
gon policy makes companies less competitive, even as 
the nation's trade deficit in electronics equipment soared 
in 1986. 

Columbus Instruments, a tiny company located in Co­
lumbus, Ohio, which specializes in equipment used with 
animals in medical research laboratories, learned the hard 
way about the risks of shipping high-tech equipment to the 
Russians. In June 1985 Dr. Jan Czckajcwski, president of 
Columbus Instruments, shipped $228,000 worth of lab­
animal research equipment to a medical symposium in 
Moscow. Included in the shipment were five personal com­
puters valued at $10,000-nonc of which contained statc-of­
thc-art technology. One was a clone of an l.B.M. PC-XT 
made in Taiwan. Dr. Czckajcwski did not think that it was 
necessary to apply for an export license. 

Under the Pentagon's Project Exodus, which was set up 
to stop shipment of strategic items to the Soviet bloc, U.S. 
Customs agents seized the equipment at New York's Ken­
nedy International Airport, descended upon Czckajewski's 
offices, confiscated his files and notified television stations 
of the "critical leak of militarily sensitive technoloay" nar­
rowly averted by the Customs Service. One television news 
report showed a map of the world with a red arrow con­
necting Columbus to Moscow. 

Czckajcwski went to Eastern Europe to check the avail­
ability of microcomputers. To his surprise he found the 
l.B.M. PC-XT and -AT computers readily available in Po­
land. He bought a Bulgarian clone of the l.B.M. PC-XT 
that was virtually identical to his Taiwanese computer. Back 
in the United States, he wondered if he would need an ex­
port license if he decided to ship it back to Sofia. 

Now, two and a half years later, Czckajcwski still does not 
have all of his equipment back, and his bout with the Pen­
tagon has cost him several hundred thousand dollars in lcaal 
fees, time, energy and lost sales. 

One of the most interesting examples of the Reagan Ad­
ministration's hiah-tech paranoia involves a proposal from 
Boston entrepreneur Alan F. Kay to help develop computer 
systems that would enable the Soviet planning agency, 
Gosplan, to become more market-oriented. Kay wrote to the 
U.S. Commerce Department and asked whether an export 
license was needed to hold a seminar in Moscow for 
Gosplan officials, at which he would describe the software 
he'd designed. He received a letter from Dan Hoydysh, then 
acting director of the Office of Technology and Policy 
Analysis, indicating that the seminar would require an ex­
port license since it "presents a significant risk to our na­
tional security." 

Other examples of the Pentagon's attempts to impede the 
flow of Western technology to the Russians include its policy 
of restricting Soviet scientists' access to international scicn-

CONTINUED NEXT PAGE 
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tific conferences and to formerly declassified scientific in­
formation. In May 198S, as a result of Pentagon pressure, 
the organizers of an international conference on laser and 
electro-optical systems classified select papers to keep them 
from Soviet and East European participants. 

Critics of U .S.-Soviet trade claim that the only reason the 
Russians are interested in trade with the West is to obtain · 
technology to achieve military superiority. The Russians are 
often depicted by the Pentagon as scientific incompetents 
who must either buy or steal all of their technology from the 
West. But the thirty-year history of the Soviet space pro­
gram is impressive evidence of their achievements in science 
,and technology. Some of the best mathematicians and scien~ 
tists in the world are Russians. They have state-of-the-art 
technology in medicine, lasers, space technology, steel pro­
duction and nonnuclear power engineering. We are the 
beneficiaries of Soviet advances in coal gasification, 
welding, electromagnetic casting and metallurgical processes. 
Soviet-bloc countries hold over S,000 U.S. patents and some 
of their technology is even used by Pentagon contractors to 
develop weapons systems, including the Strategic Defense 
Initiative. Recently General Motors and General Electric 
were prohibited by the U.S. government from launching 
their communications satellites on Soviet rockets. 

Therein lies an important reason for their interest in joint 
ventures with the West. The Russians are particularly eager 
to gain access to Western marketing, production and finan­
cial expertise. It is a myth, cultivated by this Administra­
tion, that we have the power to deny the Russians access to 
our technology. It is virtually impossible for the United 
States to police the export policies of neutral countries such 
as Austria, Finland and Sweden. It is even more difficult to 
monitor technology shipped to the Third World. Through 
Soviet-owned companies and representatives in the West, it 
is easy for Soviet technicians to observe, use and evaluate 
Western technology in a completely open and legal manner. 

One result of the Administration's efforts to curtail the 
shipment of microcomputers to the Soviet bloc has been the 
creation of a thriving new industry in Eastern Europe­
privately-owned manufacturing companies producing clones 
of American computers. Many types of high-tech equipment 
that are restricted by export conrols are readily available in 
the Soviet Union and Eastern Europe. 

Inter-Design is typical of the new firms that have emerged 
in Warsaw since the mid-1980s. Financed by a $3,000 invest­
ment from a Swedish businessman in 1983, Inter-Design 
produces state-of-the-art microcomputers and process con­
trol devices for Eastern Europe, the Soviet Union and 
China, and computer software that it sells for hard currency 
in Sweden. According to its president, Leonard Zabielski, 
the firm is extremely profitable and employs thirty people, 
most of whom are top-flight electrical engineers attracted by 

"good pay, hard work and extremely interesting projects." 
None of this would have been possible were it not for 
Reagan's tough stand on technology, which restricted the 
supply of American-made computers to Poland. 

According to the National Academy of Sciences panel 
study mentioned earlier, the Administration's effort to 
crack down on the diversion of technology to the Russians 
has essentially failed and is costing the U.S. economy over 
$9 billion a year. The belief that current export controls are 
unduly restrictive, even counterproductive, is gaining 
ground in both political parties and among military and in­
telligence experts. In fact, there is increasing evidence to 
suggest that Reagan's obsession with denying the Soviet 
Union access to Western technology may inadvertently be 
strengthening the hand of the Russians technologically. 
Scientists in Moscow routinely rely on what Harvard Busi­
ness School professor Michael Porter calls "market signals" 
from the Pentagon to help formulate their own technologi­
cal priorities. They give the highest priority to projects 
that are most closely related to the technologies that the 
Pentagon tries the hardest to deny them. 

One way in which the Russians have responded to the 
Pentagon's full-court technological press has been to en­
courage innovation by offering their scientists new incen­
tives. As a result of the economic reforms adopted in June, 
Soviet scientists and inventors can reap further benefits 
from their scientific discoveries by starting their own private 
management consulting practice. In addition, they will soon 
be able to earn patent royalties on their inventions. Many 
Soviet officials hope that these reforms will reduce the 
emigration of scientists to the West. 

Recent developments may lead to some moderation of the 
Administration's technology transfer policy. The appoint­
ment as Secretary of Commerce of William Verity Jr., a 
leading advocate of increased U .S.-Soviet trade, and Caspar 
Weinberger's departure suggest a possible shift in the 

· balance of power away from the Defense Department. Pro­
posals to ease American export restrictions-and to ease the 
Pentagon out of a big share of the export license review 
process-are part of trade legislation before a House-Senate 
conference committee. And the Commerce Department is 

- working on simplifying the thicket of laws and regulations 
that govern the export of thousands of items. In addition, 
since many economists believe that our SIS6 billion trade 
deficit in 1986 was a major contributor to the stock market 
crash, there may be increased pressure on the Administra­
tion from high-tech manufacturers to relax export controls 
on nonmilitary technology. With increased market pressure 
it may become even more difficult for the Reagan Adminis­
tration to conceal the fact that its technology transfer policy 
is not in the best interest of the American people. O 
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Possible business deals, secret 
meetings with Soviets irk Kemp 
By Peter Almond 
THE Wt.SHJNGTON TIMES 

Rep. Jack Kemp has written.Com-
. merce Secretary C. William Verity 
Jr. asking for details of a private 
meeting with Soviet leader Mikhail 
Gorbachev at which specific US.­
Soviet joint venture possibilities re­
portedly were discussed. 

The letter, sent last night, is the 
latest expression of concern by con­
servatives on Capitol Hill and in the 
Pentagon that the Reagan adminis­
tration may be encouraging busi­
ness deals with the Soviet Union that 
could endanger the security of the 
United States and its allies. 

Mr. Verity reportedly met twice 
with Mr. Gorbachev during the su­
perpower summit in Washington, 
and separately with a senior Soviet 
trade official at the Commerce De­
partment. 

"I do not want to see an increase 
in U.S. investments, loans, and joint 
ventures until we are assured that 
Soviet economic and financial gains 
will not be used to fuel Soviet oppres­
sion at home and aggression 
abroad," Mr. Kemp said in his lener. 

Mr. Kemp's fears are shared by 
David Wigg, the Defense De­
partment's deputy assistant secre­
tary for policy analysis, who mon­
itors international trade for 
implications on national security. 

If the Soviets obtain Western 
high-technology equipment, it will 
make the military imbalance in Eu­
rope even worse, he said, especially 
after the signing of the 
intermediate-range nuclear missile 
treaty. 

"It is noteworthy that so little has 
come out of the post:summit 
analysis about the Soviets' intensive 
efforts to secure new business dur­
ing the sum·mit," Mr. Wigg said in an 
interview. 

"I think this silence represents a 
shift away from the usual official 
trade approach [to discourage US.­
Soviet trade], he said. "The adminis­
tration has taken a position that they 
neither encourage nor discourage 
the U.S. business community from 
seeking trade with the Soviets. 

"They now just want to make clear 
there are certain realities in that re­
lationship, for instance that it is hard 
to make money." 

Mr. Verity, whose appointment 

was opposed by conservatives be­
cause of his record as a proponent of 
increased U.S.-Soviet trade, could 
not be reached for comment last 
night. 

But a Commerce Department 
spokesman said Mr. Verity did meet 
Mr. Gorbachev at the Soviet Em­
bassy on Dec. 9, along wfth some BO 
businessmen, and had met with Yuri 
Kamentsev, deputy chairman of the 
Soviet Council of Ministers, who is 
responsible for banking and joint 
ventures , for a half-hour "get 
acquainted" session the day before. 

Also at the Soviet Embassy ses­
sion were James Giffen, president of 
the U.S.-U.S.S.R. 'Irade and Eco­
nomic Council, and Dwayne An­
dreas, co-chairman of the council. 
Mr. Giffen told NBC "Tuday~· show 
they had a "very good conversation" 
with Mr. Gorbachev and Mr. 
Kamentsev, "talking about future 
trade with the Soviet Union." 

Asked if the United States wanted 
the Soviet Union to become an eco­
nomic superpower, Mr. Giffen said: 
"Yes, we do. I think the level of trade 
could go from $1 billion in non­
agricultural trade up to $4-$5 billion 
or more a year, and even higher into 
the $10-$15 billion range." 

Mr. Verity, a close acquaintance of 
industrialist Armand Hammer and 
co-chairman of the U.S.-U.S.S.R. 

"So little has come 
out about the Soviets' 
efforts to secure new 
business during the 
summit." 

'Irade and Economic Council from 
1977 to 1984, has made no secret of 
his desire for much greater U.S.­
Soviet trade. 

He told reporters recently that he 
believes in "building bridges" to the 
Soviet Union through trade. "It's the 
old Yankee clipper ship all over 
again;• he said. 

But a Commerce Department 
spokesman noted yesterday that'"he 
is very careful to dissociate the high­
tech problems from his pro-Soviet 
trading stand." 
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Mr. Wigg said: "We have yet to 
hear what happened on the commer­
cial front" . from the summit busi­
ness sessions, "but I expect there 
will be a substantial upsurge in 
trade. Multibillion-dollar an­
nouncements are to be expected 
across the board ... " 

A declassified State Department 
report recently identified at least 
one-third of the Soviet members of 
the U.S.-U.S.S.R. 'Irade and Eco­
nomic Council as known or sus­
pected KGB agents. 

The council is scheduled to meet 
in Moscow in Maren. Between now 
and then, according to U.S. co-
chairman Dwayne Andreas, the U.S. 
and Soviet businesmen will "negoti­
ate refinements of joint ventures 
and other things. All trade ques­
tions." 

"I don't think this will be like the 
last time when the administration 
championed trade with the Soviets 
in 1972-73;' Mr. Wigg 5aid. "I think 
we have learned from the last 15 
years to take a more realistic, prac­
tical approach. We've learned it's 
very important to safeguard our 
technology." · 

· But neither Mr. Wigg nor Scott 
Sllllivan, director of East-West eco­
nomic security for the Pentagon.see 
how increasing trade. with the So­
viets is in the U.S. interest. 

From 1973 to 1976, at the start of 
"detente" with the Soviet Union, Mr. 
Wigg was chief economist for Eu­
rope for the Export-Import Bank, 
signing off on the credit worthiness 
of East bloc trading companies. 

U.S.-Soviet trade, according to Mr. 
Sullivan, amounts to less than $3 bil­
lion a year, mostly grain to the Soviet 
Union and precious metals to the 
United States. 

"According to Soviet statements, 
their plan is to phase out U.S. grain 
sales. And they are talking about $10 
billion to $15 billion in trade with the 
U.S. They want to sell manufactured 
products. They want to become 
export-competitive," he said. 

How could that be in America's 
interests, Mr. Wigg and Mr. Sullivan 
ask, when the United States is al­
ready taking "an inordinate burden 
of the world's imports?" 

In September, Mr. Wigg told the 
joint economic committee of con-

CONTINUED NEXT PAGE 
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French Deny Le Monde's New Charges 
Of Arms Trade With Iran Under Chirac 
PARIS, Dec. 22 (Reuters) - The French 
government has denied allegations in a 
F.rench newspaper that secret arms 
sales to Iran have continued throughout 
Prime Minister Jacques Chirac's 21 
months in offire. 
• The prestigious . French daily Le 

Monde said an investigation in Portugal 
by its reporters indicated that supplies 
of weapons and explosives destined for 
that country in 1986 and 1987 were 
channeled instead to Tehran despite 
government pledges to the contrary. 

Two French companies already ac· 
cused of arms trafficking, Luchaire SA 
and the state-0wned National Powder 
and Explosives Company (SNPE), sup­
plied Iran by using false end-user 
certificates giving Portugal as the des· 
tination, the newspaper said. 

But a Defense Ministry spokesman, 
speaking on behalf of the Budget 
Ministry, said: "The material mentioned 
was never shipped. Therefore, it could 
not have been re-routed." The Budget 
Ministry is in charge of customs, which 
gives clearanre for arms export. 

Government sources said toP.level ' 
officials were summoned to Chirac's 
offire immediately after the allegations 
were published to draft a response. 
Senior members of Chirac's Cabinet, 
answering previous allegations that 
Franre was trading arms for hostages, 

have repeatedly denied that arms were 
sold to Iran. 

The newspaper's allegations follow 
weeks of damaging political scandal for 
Franre's opposition Socialists, accused 
of dabbling in arms sales to Iran while 
in power from early 1981 until the 
conservative's electoral victory in 
March 1986. 

Socialist Aide Accused 

Jean-Francois Dubos, a senior adviser 
to former Socialist Defense Minister 
Charles Hernu, was charged Monday 
with fraud, corruption, abuse of influ­
ence and infringement of regulations 
governing arms sales. 

Charges against · him and two 
Luchaire executives were · made in 
connection with the sale of almost half 
a million artillery shells to Iran between 
1983 and 1985 in defiance of Franre's 
self-imposed embargo on anns sales to 
the Islamic Republic. 

Describing the newspaper allegations 
as "disinformation," government 
sources notoo they were made a day 
after the charges were laid against 
Dubos, implying the newspaper was 
trying to smear the conservative co­
alition govemment before next year's 
presidential election eampaign. 

\ Le Mon<k said its investigators, 

quoting official and company sources, 
!1ad traced three new cases of apparent 
1llegal sales to Tehran. According to the 
newspaper: 

• A Luchaire official last summer 
struck a deal in Lisbon with a 
Portuguese firm . to deliver 150,CXX> 
artillery shells to Iran by May next 
year. 

• Twire this year, Le Mon<k also 
alleged, the French government's arms 

CONTINTTFn NF Y 1' P t.r~v 

Kemp , .. CONTiNUED 
-- gressrhat the Soviet military 

buildup would not be affected by Mr. 
Gorbachev's economic reforms. 

That brought a retort from the So­
viet leader. 

In a speech in Murmansk Oct. 2, 
Mr. Gorbachev said that "militarist 
and anti-Soviet forces" have an "ar­
tificially created image of an enemy." 

The head of the committee, 
Democratic Sen. William Proxmire 
of Wisconsin, later wrote to Mr. Gor­
bachev, saying: "The question in ev­
eryone's mind is whether the pur­
pose of the reforms is to provide a 
stronger foundation for a new mili­
tary buildup." 

If the SQviets succeed in their 
goals, Mr. Wigg told the committee 
they could enter world markets as a~ 
exporter of manufactured goods 
which would affect Western market 
shares and prices. Easing up on 
tough internal resource allocations 
would permit higher levels of 
spending on the "Soviet military, cli­
ent states, and global adventurism·: 
he said. ' 
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Alexandria Arms Dealer Faces $4 Million Fine 
By Caryle Murphy 
.............. !illll!Wril« 

U.S. Customs officials are aeek­
ing to impose a civil penalty ol al­
most $4 million on Alexandria arms 
dealer Samuel Cummings, following 
an investigation into the marketing 
here of a popular European hand­
gun by his firm, lnterarms, accord­
ing to Cummings and his attorney. 

Cummings, a former Central In­
telligence Agency employe who 
calls himself the •teading (arms) 
trader in the world,• said he re­
ceived a Jetter earlier this month 
saying Customs officials had 
•reached the conclusion we should 
pay approximately $4 million• be­
cause they believe lnterarms mis­
labeled the origin of imported Wal­
ther pistols. 

The letter also aaid Cummings 
could meet with Customs officials to 
discuss the matter before the end of 
January, he said. 

Cummings, who said he has been 
importing the famous Walther pis­
tola for almost 30 years, denied he 
bu miarepresented the origin of 
tbe haodpn.s. 

The ones he imports are stamped 
•made in Germany.• They were as­
aembled in France, then sent to 
West Germany for aafety testing 
before shipment to the United 
States. 

U.S. laws require imported goods 
he labeled with thf> ountry of or­
igin. 

•Even if (Customs} claim[sJ $1, 
we will categoricallf disagree; 
Cummings aaid, adding that •if I 
marked (the guns! 'made in 
France,' I would be in violation of 

Gennan laws.~ 
Steuart L. Pittman, Cummings 

attorney, said S4 million represenis 
tbe value ol weapons that Customs 
has prevented lnterarms from im­
porting beause of the dispute. This 
amount represents "the outside 
penalty- if Customs ultimatly finds 
there was an attempt to •mislead 
people on the origin ol the weap­
ons,• Pittman said. 

Pittman said no date has been set 
for meeting Customs officials in 
what he characterized as •an admin­
istrative step• and •the beginning of 
a process• typical in disputes be­
tween importers and Customs. 

He said an alternate option avail­
able to lnterarms, the exclusive 
Walther agent in the United States, 
would be to challenge the Customs 
findings in federal court. 
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Customs officials declined to 
comment yesterday on the dispute 
wit.h Cununings, saying only th.it 
their investigation was not yet con­
cfuded. "One can always appeal any­
thing like that; one spokestMn said 
ol civil penalties. "These things are 
always negotiabte.• 

The Walther is prized by run col­
lectors for its history. Adolf Hitler 
committed suicide with a Walther, 
and it was the weapon of choice for 
f1Ctional secret agent James Bond. 

In post-World War II, when West 
Germany WAS proscribed from man­
ufacturing arms, the Walther finn 
arranged for the guns to be made 
under license by a French company. 
This relationship has persisted. 

A German-made post-World War 
II Walther pistol costs from $700 to 
Sl,200, while a comparable French­
tMde gun would cost from $400 to 
$700, according to one local arms 
dealer. 

I 
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U.S. sees progress in controlling high-tech exports 
By Stephen E. Nordlinger 
Wuhlngllln Bureau ti The Sun 

WASHINGTON - The admiJlla· 
traUon la gradually makln«i headway 
In persuading It.I chief allies and a 
growtng number of other naUona to 
tighten their rules agatnat dfverting 
high-technology goods of mtlttary 
value to the Soviet bloc, according to 
a top government export control oftl· 
daL 

Acttng Commerce UnderMCre· 
tary PaufFreedenberg laid In an tn· 
tervtew that a high-level meeting la 
to take place ·later thla month be· 
tween top offlctala of the United 
States, It.I NA TO allies and Japan to 
review their export rqlU!aUona. 

In addition, he laid that the ad· 
mtnt.stratJon has reached agreement 
with the chief htgh·tech producers 
among the smaller nauona tn Eu· 
rope - Austria, Switzerland, Swe­
den and Ftnland - to toughen their 
reatrtcUona. NegoUaUona are alao 
taking place wtth larad and South 
Korea. 

Theae reeulta have been prompt· 
ed by the aale of aena!Uve technoklgy 
to the Soviet Union by the Toehlt:a 
Machine Company In Japan and a 
Norwegian ftrm, Kongaberg Vaapen· 
fabr1kk. 

Thia aale caU8«1 an uproar tn 
Congreu, which has juat banned 
the purchue or aale of Toshiba 
product.I tn U.S. mtlltary exchanges 
and cornmtaear1ee llt.art1ng In March. 
The threat of other aancUon1 
agatnat companies that vtolate ex­
port control rules has added to the 
tntereat among other government.a 
tn atrengthen1ng their regulatlona. 

With scant attention. the admln· 
tstraUon has 1ubatantlally beefed up 
It.I own export control enforcement. 
turning It Into one or the govern· 
ment'1 faateat-growtng programa In 
response to the Soviet Unton'I accel· 
enung appetite for high-technology 
equipment and the rapid growth of 
the U.S. htgh·tech lnduatry. 

Next year, $39 mUllon wtll be 
epent on the control system. more 
than flve Umea the 87.3 million 
spent tn 1980. and 510 people will 
be employed clear1ng export llcemes 
and enfordng the control law to pre­
vent diversion of 80phlattcated 
equipment to the Soviet bloc. That 
comparea to 207 people In the con· 
trol operat:IOn In 1980. 

A new separate agency hmdcd by 
Mr. Freedenberg has been created to 
~ve added tmpetua to toughened en· 
loicement.. 

-rbe United States has been very 
vtgoT'OUS" tn enforcing export con· 
trols, aaid Mr. Freedenberg. "Some 
(of the allied governments) have 
been tough." but he said that for eev· 
eral of them. "we have not aeen a 
a1Jn1lar level of actMty." 

Mr. Freedenberg aaJd the forth· 
com.Ing meeting of the allied govem­
menta repre9Cnta a breakthrough In 
tenna of "enhanctng their laws" on 
export control and providing more 
money for enforcement 

It Will be the first hlgh·levei meet· 
tng stnce 1982 of the 16-natlon Co­
ordinating Comrntttee for MulUlater· 
al Export Controls, which was creat· 
ed to prevent the export of mtlltar11y 
valuable equipment to the Soviet 
bloc. 

A comptlauon of laws by the 
members of this group, known u 
COCOM, shows no Cl1mlnaJ aanc· 
Uons or only limited ones for divert· 
tng thla equipment In Spain. Portu· 
gal. Greece and Turkey. That makes 
It extremely difficult to enforce U.S. 
brans on what the government con· 
alders Wegal shipment.a. _ 

Other countrtes have lighter pen· 
alUes than the maximum fine or 
8250,000 and IQ.year sentence for 
a naUonal security vtolaUon that ap­
plies In the United States. 

Under pressure from the United 
States In the wake of the Toshiba 
case. Japan and Norway agreed to 
clamp down on exports r:A senstUve 
equipment to the Soviet bloc. 
. "'I1lere used to be a Ume when 
you got a wtnk and a nod out of the 
Japanese when they talked about 
COCOM." eald Mr. Freedenberg. 
"You don't have that anymore.• 

The administration la moving on 
several fronts to convtnce other na· 
Uons to toughen their export control 
laws and bnng them closer to the 
U.S. pracUce, according to Mr. Free­
denberg. IO that the Soviet bloc can· 
not obtain elsewhere what the Unit· 
ed States refuses to sell Itself. 

Aa sovereign powers, those coun· 
tr1ea cannot be compelled to act but 
")'ou can make It clear to them that 
It la In their Interest one way or an· 
other." he aald. 

The diversion of senslUve equip­
ment as In the Toshiba caae can 
force governments to 1pend billions 
of dollars on new mtlltary hardware 
to counteract the technology that 
has fallen tnto hosWe hands, he 
said. 

"If you prevent It (shipping aenal· 
Uve equipment! by having a better 
enforcement or licensing system, the 
payoff ts enonnoua," Mr. Freeden· 

~sa:; governments In the past 
resisted U.S. appeals to stiffen their 
export restrtcttons because of differ­
ing vtews of what consUtutes mtU­
t.artly stgnlflcant equipment. 
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Partly In response to complaints 
of these governments and U.S. In· 
dustry. Mr. Freedenberg said, fur· 
ther steps will be ta.ken by the Com· 
merce Department to relax the U.S. 
list of restricted Items so that more 
low-technology goods become ellgl· 
ble for shipment to the Soviet bloc 
and more advanced products can be 
aold to other naUons that have ade­
quate export controls. 

As U.S. manufacturers produce 
more sophisticated equipment, he 
aaid, addlUonal products of lower 
technology can safely be aold to the 
Soviet Union. He mentioned. for ex· 
ample, the less advanced penional 
computers, which he said are pro­
duced these daya "In every garage In 
Tatwan." 

"'I1le Russians still don't make• 
good one, but th~ doesn't mean~ 
can't sell them one." he said. 

Chirac ... CONTINUED 

export 1;>oard authorized sales by 
Luchaire to Portugal of 50,000 shells, 
200,000 detonators and 650 tons of 
propellant powder, which Portuguese 
defense authorities deny ever having 
received. 

• Between March 1986 and 
September 1987, SNPE was granted 
licenses to export 2,500 metric tons of 
TNT plus other explosives to Portugal, 
a. quantity far exceeding the CO\.Dltry's 
needs and usual imports, according to a 
Portuguese anns company cited by the 
newspaper. 

A Luchaire spokeswoman declined to 
comment on u Monde's report. The 
SNPE said no one was immediately 
available to discuss the allegations. 

The director general of the state­
owned SNPE, Guy-Jean Bernardy, was 
forced to resign earlier this month but 
no explanati<>n was given. 
· u Monde noted that Portugal, which 

has strong trade ties with Iran, · was 
named by U.S. investigators in the 
lrangate affair as a key operational link 
for arms shipments to both Tehran and 
Nicaraguan contras. 



J 

SPECIAL EDITION -- TECHNOLOGY SECURITY 

DEFENSE NEWS 4 JANUARY 1988 Pg. 7 

Senate OKs Computer Security Bill; Commerce Will Set Guidelines 

By DANIEL J. MARCUS 
o.ftnll News Stiff Writlf 

WASHINGTON -The U.S. 
Senate has pasaed a loni-await­
ed computer security bill that 
ltrips the militaly of authority to 
regulate eensitive unclassifted in­
formation contained in U.S. fed­
eral government computers. 

The legislation, which would 
hand the power over to the Com­
merce Department, la expected 
to be sign&d by President 
Reagan. 

The National Computer Secu­
rity Act of 1987, approved by 
the Senate Dec. 23, authorizes 
the Commerce Department's Na­
tional Bureau of Standards to de­
velop security procedures for 
federal computer systems con­
taining sensitive unclassifted in­
fonnation. Each federal agency 
will have six montm to identify 

. those computer systems contain­
ing sensitive unclassified infor­
mation, such a.s personnel re­
cords, economic projections and 
other unclassified data. 

The National Bureau of Stan­
dards will receive advice from 
the National Security Agency in 
devising the federal computer 
eecurity guidelines. The intelli­
gence agency will continue to 
control classified infonnation in 
the defense sector. 

Bureaucratic oversight of fed­
eral computer security began in 
September 1984, when the pres­
ident signed a govemment poli­
cy directive creating a DoD-dom­
inated steering group, chaired 
by the director of the National 
Security Agency, to develop fed­
eral policy on computer and tele­
communications security and ad­
vise the private sector on these 
matters. 

In October 1986, then-Nation­
al Security Adviser John Poin­
dexter effectively heightened 
military control over civilian 
computer infonnation with the 
fonnal creation and more perv.-

. live definition of the "aensit:ive 
but unclassified" category for 
computerized data. 

This new classification for In­
formation attracted widespread 
protest from industry and civil­
ian agencies alike because it 
"encompassed almost every­
thing and restricted access to 
public information," says Ken 
Allen, vice president of the 
Washington-based Information 
Industry Association. 

· "[What) we were really talk­
ing about is having an intelli­
gence agency controlling civilian 
agency computers and public 
data," says one Senate staffer. 
"A Defense (Department) com­
puter security program is not 
necessaiy for an agency like the 
Labor Department." 

The White House stance on 
computer security shifted away 
from military control with the ar­
rival of Howard Baker a.s White 
House chief of staff and Frank 
Carlucci as the new national se­
curity adviser, says Allen. The 
two officials agreed the regula­
tions were too resaictive, and 
Carlucci rescinded the new clu­
sification in March. 

Meanwhile, Rep. Dan Glick­
man, D-Kan., and Rep. Jack 
Brooks, D-Texas, introduced a 
House bill in January, 1987, 
shifting responsibilicy for federal 
computer security to the Com­
merce Department. 

Donald Latham, fonner usis­
tant secretary of defense for 

33 

command, control, communica­
tions and intelligence (CSI), and 
his deputy, Diane Fountaine, di­
rector of infonnation systems in 
the C'1 otlice, continued to adv~ 
cate military control over federal 
computer security. • 

After lengthy negotiations 
with Congress and the Com­
merce Department, Latham and 
Fountaine dropped their opposi­
tion to the bill in March. The 
House bill was passed in Jun~. 

According to Sen. Patrick Lea­
hy, D-Vt., one of the bill's spon­
aors in the Senate, ''the central 
purpose of this legislation is to 
~the federal computer secu­
rity plan aet forth" in the presi­
denUal directive. Leahy saic\ dur· 
'1ng a December debate on the 
Senate Door that the bill ensures 
"public availability or use of in­
formation shall not in any way 
be limited." 

In a written response to que­
ries from Defense News, Foun­
taine indicates that National Se­
curity Agency oversight of 
national computer security "has 
given rise to widespread concern 
that a defense or intelligence-ori­
ented agency should not have 
the total responsibility of federal 
computer ·sysitms that contain 
non-defense and non-clas~ified 
infonoation. To allay these ecm­
cem ;. the bill properly a.o;!'.igi'" 
the primary responsibiiicy for 
certain computer security mat· 
ters to the National Bureau of 
Standards." 
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On the eve of yar histcrlc summit meeti1g. we ll'ge yu.i make the issue of Soviet Jewry a hllt\ 
i:rloritY Item on yOll' meeti'lg aganda. 

We fully support 1he lqrovament cl U.S.-Sovlet relations and, Ike all people of good wit, 
•or9Y raver an and to the arms race. Howevs, we also believe 1hat peace cannot become 
reality withwt due respect fjvan to roman rt~ts. 

Today, 1.8 mllim Soviet Jews llYe in an ~eaive Soviet envi'onment flat 
d"ong ilhibita thei' atilty to obaerve Jewish cultll'e n1 relglan. While some well knCJM'I 
refuseniks have been alkMed to leave the Soviet lkion recently, 400,000 ottMrs who have 
&XJl'8888d the desi'e to emlgate continue. 'I• aft• 'I•. to be refused permission to leave. 
These acts cl oppression OCCll' in <t'ect vldation of both Soviet law n1 International accords 
aigMKt by the Soviets. 

It is our Slrmg tq>e that as part of any ag'eements reached between 1he lilited Stales and the 
Soviet lkion. that asarances wil be made by the Soviets to allow Soviet Jews to emlg'ate at 
1979 lewla, that Is, 50,CXX>, or more, per y•. It also la Oll' tq>e that these asannces wil call 
fa changes In Soviet pdlcies that wll enable those of Dll' people who choose to remain In the 
Soviet lkion to practice thai' relfjon teely. 

Respectfully, 

~~~ 
Eileen Giiman. President, 
Jewiah Federation of Great« Seattle 

;#; / 
arta.vst.y. Immediate Past Preaident, 

...... --,ion of Gre Seattle 

1904 THIRD AVENUE• SUITE 510 •SEATTLE, WASHINGTON 98101 • 206 / 622-8211 
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MOSCOW -- Prominent refuseniks, including YULI KOSHAROVSKY, 
NATASHA KHASINA, IGOR USPENSKY (see NEWSBREAK, January 8 
for all three), and ANATOL! GINIS (see NEWSBREAK, December 21), 
have written to governmental leaders in the West. to express their concern 
that human rights "may have been bargained away for the major issues 
of disarmament and East-West trade," in the wake of the U.S.-USSR 
summit. 

Based on reports from refusenik-activists in several cities, 
Kosharovsky believes that "authorities have deliberately decided to 
turn the screw," in their new insistence on adhering to the strictest 
interpretation of the 1987 emigration decree's clause on first-degree­
relative status. 

Earlier this month, Leningrad OVIR stopped accepting applications 
from those without first-degree relatives in Israel, and is now telling 
previous applicants that their old documents will no longer be processed. 

On January 5, in Moscow, in the wake of Leningrad OVIR's new 
stance, VYACHESLA V ("Slava") USPENSKY (see NEWSBREAK, January 
8), was refused permission on the first-degree-relative issue, leading 
to speculation by Soviet Jewry activists that Moscow OVIR might also 
be hardening its position. 

Since then, refuseniks have confirmed that a special order has 
been issued to Moscow OVIR officials, instructing them to adhere to 
the emigration decree's strict interpretation. The refuseniks also report 
a marked change in attitude by the officials toward applicants: Where 
recently the officials were civil and even helpful, one refusenik observed, 
they are now impolite and even rude. Similar behavior has been confirmed 
elsewhere, including Rostov and Kiev. 

In response to OVIR's new stance, more than 150 Moscow and 
Leningrad refuseniks delivered a petition of grievances to the Communist 
Party's Central Committee on January 20, focusing on the failure of 
the special Com mission to review "secrecy" refusals; the insistence 
on financial waivers; and the reinstitution of the first-degree-relative 
requirement. 

The petitioners selected a fl ve member delegation, including 
VIKTORIA GORELINKA KHASIN, ALEXANDER FELDMAN, GENNADY 
REZNIKOV (see NEWSBREAK, January 8 for all three) and TA TIANA 
ROZENBLIT, from Moscow, and YOSIF LATINSKY, from Leningrad, 
to meet with deputy head of OVIR Udavichenko. 

The group reported that the OVIR official was "conciliatory 
and appeared sympathetic," urging the refuseniks to cease their public 
demonstrations and letter-writing while their complaints are being 
looked into. 

Commenting later on the meeting, Viktoria Khasin stated: "On 
the one hand we are being told that an attempt is being made to sort 
out the problems; on the other, we are warned to remain silent. We 
pray that they (OVIR) will keep their promise and improve our situation 
within the next few weeks." 

National Office, 10 E. 40 St., Suite 907, New York,N. Y 10016 (212) 679-6122 Washington Office, 2027 Massachusetts Ave , NW, Washington, DC. 20036 (202) 265-8114 
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MOSCOW -- Twenty-nine refuseniks, including participants from Kishinev, 
Dushanbe, Odessa and Dnieprodzherzhinsk, who had been led to believe 
that OVIR would overlook the parental waiver requirement in their 
cases, but were later told they might have to watt up to six months 
for word on their permission to emigrate, held a protest demonstration 
outside the Moscow OVIR on the morning of January 15. 

The event was witnessed by Western media, who interviewed 
and photographed the protestors; and by the KGB, who did not interfere. 
Among the demonstrators were SERGEI MKRCHYTY AN (see NEWS­
BREAK, January 8), who was originally told he had permission, but 
in fact, has been denied a visa; NATALIA SAMAROVICH, YURI 
SEMENOVSKY (see NEWSBREAK, November 25 for both), VLADIMIR 
MESHKOV (see NEWSBREAK, December 21) and SEMON MLECHIN. 

Semenovksy was the focus of another demonstration, outside 
his former wife's work place, where he was protesting her refusal to 
grant him a waiver. 

Several other refuseniks joined the demonstration, which ended 
after only eight minutes when police intervened, rounded up the 
demonstrators, and took them to the nearest militia station, where 
Semenovksy and BORIS ODESSKY were fined (ten and thirty rubles, 
respectively). The demonstrators were released after three hours' 
detention, and Mkrchytyan was forced before a Kangaroo Court at his 
work place, and was then fired from his job. 

MOSCOW -- Among the prominent activist-refUseniks denied permission 
to emigrate on the waiver issue is VLADIMIR DASHEVSKY (see NEWS­
BREAK, January 8), who was reported to have been granted permission, 
but in fact, has been refused because his wife's parents will not sign 
the required document. 

In a letter published in the Philadelphia Jewish Exponent on 
January 15, Dashevsky, an eleven-year refusenik and religion teacher, 
characterized OVIR's waiver requirement as "Unthinkable in any country 
other than Russia ••• Here I am, fifty years old ..• and to leave the country 
I have to ask for permission from my Communist parents-in-law." 

Seeking support in the West in his struggle to em !grate to Israel 
with his wife, and other family members, Dashevsky wrote: "I dread 
the day when my little children who are religious w-1-U have to go to 
Soviet schools and be harassed by their teachers and classmates. Please 
help us leave the country before this time comes." 

MOSCOW -- The family of sixteen-year refusenik PAVEL ABRAMOVICH 
(see NEWSBREAK, December 21) now find themselves in a Catch 22 
situation concerning their permission to emigrate. 

On December 4, on the eve of the U.S.-USSR summit meeting 
in Washington, Pavel and his wife, MARTA, were granted permission 
to emigrate and to be reunited with their son, Felix, in Israel. 

Earlier this month, on going to OVIR for confirmation of the 
exit visas granted to Marta, himself and his mother, he was told that 
no visas have been granted because his mother's documents are "missing." 
This surprises Pavel, as his mother's documents have always been sub­
mitted with those of the rest of the family, as they were on December 
I 0 of last year. 

Complicating matters further, Pavel's brother, Grigory, a refusenik 
for six years, was recently curtly told by OVIR that his old invitation 
from Israel is no longer valid, and he will have to reapply, with an 

·------------·--·-------------' 
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REFUSENIK UPDATE 

invitation from Pavel, who has now been told he does not hav.e an exit 
visa. 

In protest against this bureaucratic double-talk and the family's 
Catch 22 situation, Pavel held a demonstration on January 20, and plans 
another protest on the 29th. 

BAKU -- In a potentially tragic echo of the MlKHAlL SHlRMAN case, 

another leukemia victim, MIKHAIL BUCHMAN, who is in critical need 
of a lifesaving bone marrow transplant from his sister, Frada, who now 
lives in Israel, seeks permission to go there immediately. 

From Israel, Frada has appealed to the International Red Cross 
and the Soviet Red Cross: "I beseech you to help my brother come 
to Israel immediately, so that he does not die." 

MOSCOW -- IZOLDA TUFELD (see NEWSBREAK, January 8) did not 
celebrate on January 13, her birthday; nor will her husband, VLADIMIR, 
have much cause to do so on his birthday, February 14. 

The Tufelds are forced by Soviet intransigence to endure the 
first separation of their thirty-five year marriage: Izolda is in the United 
States on a three month visa for medical treatment, and on January 
12, she underwent brain-tumor surgery at Johns Hopkins Medical Center, 
in Baltimore; Vladimir was refused permission to accompany her, and 
he awaits news of her condition, alone in their Moscow apartment. 

MIRON FAINERMAN and family (Erevan) will reapply for permission 
to emigrate as soon as they receive their new visov, which has been 
sent from Jerusalem by Miron's brother, Ioslf. ... GALINA GENIN 
(Leningrad) (see NEWSBREAK, January 8) has found support from nine 
local families in her struggle to take her autistic son abroad for treat­
ment. • •• Y AKOV KATZ (Dushanbe) (see NEWSBREAK, January 8) was 
recently forced to attend a meeting at his work place, where he was 
criticized for his "personality and behavior," among the latter, having 
spoken to Israelis at the Moscow Book Fair; the teaching of Hebrew; 
and being friendly with Iosif Begun. • .. NATALIA KHASINA (Moscow) 
was again refused permission to emigrate by OVIR head Rudolf Kuznetsov, 
on January 12. She reported that when she requested that her family 
be allowed to leave without her, Kuznetsov, "who was rude and offensive," 
told her that it ls not OVIR's policy to separate families .... Also denied 
permission again, on lack of first-degree-relative status (all Leningrad), 
were VLADIMIR KORENMAN, MIKHAIL OZEROV, MAKSIM RAIKIN, 
LEONID RUBINSON, NATAN RODZIN, who last week completed a 
week-long hunger strike and was told on January 20 that he can no longer 
reapply, as he has no close relatives In Israel; and NATALIA SAFIULINA • 
•• .IL YA REZNIKOV (Moscow), refused on "secrecy" grounds since I 979, 
was also denied permission. • .• ARNOLD SHPEIZMAN (Leningrad) (see 
NEWSBREAK, December 21), who was again refused permission on 
November 17, while his wife and son were given visas, has informed 
authorities that he will renounce his Soviet citizenship in protest at 
the "cruelty and arbitrariness" of the authorities •..• YEFIM SOLODUKHA 
(Leningrad). a "secrecy" refusenlk, has been told that his classification 
will last until 1995. • •• SHIMON TSIRELSON, 74, and his wife, ESTHER 
(Leningrad). both retired engineers and now in their tenth year as 
refuseniks, were told In late December that they have again been refused 
permission to emigrate, on "State Security" grounds. Their sons, BORIS 
and MIKHAIL, who applied independently, were told they must obtain 
"close kinship" invitations. • •. The departure form the Soviet Union 
of ARTHUR URITSKY (Riga), who has permission to emigrate, may 
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be delayed because his wife's parents refuse to sign the necessary 
financjal waiver. 

PERMISSION: Abovian (Armenia): EFIM BORTNIKER and his 
mother, ENA VAISMAN; Kiev: YAKOV FUCH.SMAN; Leningrad: LEV 
FURMAN and family; INNA ROZHANSKA YA LOBOVIKOV, and family; 
Moscow: VIKTOR ELISTRATOV, Professor NAUM MEIMAN, BORIS 
NADGORNY (his parents are stlll refused) and MARK SHAPIRO. 

ARRIVED IN ISRAEL: Erevan: VILI and EVGENIA PALANKER 
(c/o their son, Daniel, Kollel Shamir, 6 Rehov David Yellin, Jerusalem); 
Moscow: IOSIF, INNA and BORIS BEGUN (Kibbutz Maagan Michael, 
and then at Maon Olim, Belt Milman, 30 Tagor, Ramat Aviv, near Haifa) 
and ANDREI LIFSHITZ (Merkaz Klitah, Mevasseret Zion A, Apt. 126); 
Tbilisi: MENASHE SEPIASHVILI, his wife, LALi and son, ZAZA. 

KIEV -- PAVEL YUROVSKY is teaching Hebrew to ten young students 
in his apartment. 

LENINGRAD -- Authorities are still dragging their feet concerning 
allocation of quarters to young Jews seeking to establish a music club. 
Told in December that they would be given space in the Kalinin District 
Culture Center, they now report that the authorities are being evasive. 

MOSCOW -- Activist-refusenik ALEXANDER FELDMAN held 
a program of Israeli music in his apartment on January 10. The event 
was attended by twenty-five young Jews, refuseniks and non-refuseniks. 

Forty unofficial Hebrew teachers from throughout the USSR 
met in the capital recently to discuss Hebrew teaching methods. Similar 
meetings are taking place elsewhere. 

RIGA -- More than forty Jews attended a seminar on Josephus's 
account of the historical battle of Yodfat, held in a private home on 
January 3. 

MOSCOW -- The twenty refuseniks who appealed to the Moscow City 
Court concerning their individual suits against OVIR for violating their 
civil rights have had their appeal rejected, as expected, on the grounds 
that the court is not competent to hear individual actions against the 
visa office. 

Although they have now exhausted their rights of appeal within 
the Soviet legal system, the complainants, including VLADIMIR KISLIK 
(see NEWSBREAK, January 8), have joined forces with the Moscow 
Seminar for Legal Aspects of Refusal, and intend to pursue the matter 
by presenting a letter to the Ministry of the Interior, proposing that 
an "open" court be convened to hear their cases. They have also appealed 
for assistance to lawyers in the West, suggesting that individual lawyers 
adopt refusenik families, and pressure Soviet legal authorities on their 
behalf. 

Meanwhile, VLADIMIR and LUBA MESHKOV (see NEWSBREAK, 
December 21), DMITRY GOLOVATY (see NEWSBREAK, January 8), 
YURI SEMENOVSKY and others who decried Sovietskaya Rossiya's 
November 27, 1987 article charging that would-be emigrants seeking 
to leave without obtaining parental waivers were "heartless abandoners 
of poor relations" (see NEWSBREAK, January 8), had their complaint 
aired, in a preliminary hearing, on January 20 at the Magistrates Court. 

Although no representative from Sovietskaya Rossiya appeared, 
and another session had to be scheduled for February 9, the complainants 
were pleased that they were able to state their cases publicly. 
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MR. FITZWATER: The President's schedule this morning is 
9:00 a.m., staff time; 9:30 a.m., national security briefing. He has 
a meeting with Secretary Carlucci this afternoon. 

Q On what? 

MR. FITZWATER: His regular meeting. 

Q It's the Weinberger meeting? 

MR. FITZWATER: It's the Carlucci meeting. 

Q How quickly they forget. 

MR. FITZWATER: How quickly they forget. 

On the budget, we don't have much to report. We received 
the continuing resolution last night at 4:00 a.m. in the morning. It 
came in a big box about a foot and a half high. And we received the 
reconciliation bill about an hour and a half ago. 

Q Burying it six feet deep? 

MR. FITZWATER: And it's even thicker. so we're 
reviewing those at the moment at the Office of Management and Budget. 
The President expects to have a decision on the two bills later this 
afternoon. 

Q Coverage? 

MR. FITZWATER: I don't have an exact time or many 
details of what will happen. I do expect some kind of ceremony later 
in the day on the signing of those bills, but I just don't have any 
details at the moment. 

Q How much later? 

MR. FITZWATER: My guess that the time slot is anytime 
between 2:00 p.m. and 4:00 p.m. so we'll put a lunch lid on here 
until 2:00 p.m. and we'll be back by then. 

Q So he will sign it then, if you're arranging between 
2:00 p.m. and 4:00 p.m.? 

MR. FITZWATER: Well, unless he vetoes it. 

Q In your wildest dreams he will not veto it, will he? 

Q From what you know, what's -- the intitial reaction 
one of satisfaction? What --
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MR. FITZWATER: Well, you know, we have said that the 
fairne.ss doctrine was one of the issues, and that's not in the bill. 
We had talked about Contra aid and that provision appears close. We 
required that the budget summit agreement needed to be in the bill, 
and that appears to be in the bill as well. 

Nevertheless, there are any number of items that 
be looked at in terms of the spending reductions. There's a 
the language in the reconciliation bill we want to examine. 
just can't give you a final decision. 

have to 
lot of 
so we 

Q There are also a number of so-called Christmas tree 
items -- special provisions for everything from accoutants to reduced 
fairs from Wichita to Dallas -- air fares. What's the White House 
view of attaching that sort of provision to this bill? 

MR. FITZWATER: Well, that's always been the basis for 
the President's argument for a line-item veto -- that those are the 
-- those kinds of things -- kinds of add-ons are the perfect example 
of how a line-item veto could prevent all of this last-minute 
foolishness by allowing the President to cut out the unnecessary 
things and hopefully get a bill much quicker. 

Q Would you expect that if he were to sign this, that 
congressional leaders would be invited down and you'd do a real 
ceremony? 

MR. FITZWATER: I would assume that, yes, I would. Those 
who are still in town, anyway. 

Q What's the reason since the first deadline passed 
on Saturday, midnight -- for keeping most of the government open? 
And what I have in mind are all the monuments, museums -- the offices 
that kept going in expectation of a signature, when if fact, closing 
the government's the hammer that -- or the lever that you get -- that 
you have for getting your way. Why is the administration violating 
the law and spending money without authorization? 

MR. FITZWATER: Well, the purpose, of course, is to keep 
the government open. I mean that's what we all want to do -- the 
Congress and the administration. 

Q Is it legal? 

MR. FITZWATER: And whenever you have a situation where 
there's an indication that the bill is going to be signed or there is 
some degree of certaintly that you'll be able to resolve the problem, 
that's always the preferred course of action. 

Q Did you see the --

Q Well, is that legal to do? I mean, what's that 
based on -- this expectation? 

MR. FITZWATER: That's legal, yes. There is a provision 
in the law that allows for repayment during those periods. I don't 
know exactly where it is, but I do know it's there. 

Q Is the President -- is the White House holding out 
on a lot of computer notes a la the McFarlane thing and so forth? 
Are you still reviewing them in terms of the congressional 
investigating committee? 

MR. FITZWATER: I don't think so. I think there was this 
hex dump of computer prof notes that were turned over to the 
committee not too long ago. Most of it was gibberish, but there had 
been some 

Q Written about McFarlane, right? (Laughter.) 
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Q Bud McFarlane, huh? 

MR. FITZWATER: -- there had been 
cropped up and I see Lee Hamilton's 
So it must be parts of that piece. 
them everything they want. 

some of it that has 
got another one this 
Well, we've cooperated 

Q Oh, so, you're not still reviewing for 
classification and so forth? 

MR. FITZWATER: Well, there may be classification review 
going on because of the volume. But in terms of access and ability 
to get it at some point -- they've got all that. I don't know about 
the exact status of the declassification. There is a committee that 
continues its work and that might be still going on. 

Q I'd like to ask you one other question. 

Q What do you mean by "hex dump"? 

MR. FITZWATER: Yes, Helen, go ahead. 

Q Why has the President been so vocal on the question 
of Soviet Jews and so mute on the question of the repression of 
Palestinians? Is he afraid of Israel? 

~ MR. FITZWATER: We view the continuing violence in the 
occupied territories with serious concern. It is time for both sides 
to step back from confrontation before there are more tragic 
casualties. 

Q Will you slow down, please? 

Q It's time 

MR. FITZWATER: It is time for both sides to step back 
from confrontation before there are more tragic casualties. Both 
sides share a responsibility for this violence. Demonstrations and 
riots on one side and harsh security measures and the excessive use 
of live ammunition on the other 

Q Would you 

Q Could you 

Q Yes, "Both sides share a responsibility --" 

Q Yes, o back to the beginning of, "Both sides -- " 

MR. FITZWATER: "Both sides share a responsibility for 
this violence. Demonstrations and riots on one side and harsh 
security measures and the excessive use of live ammunition on the 
other cannot substitute for a genuine dialogue. The continuing 
occupation is exacting a toll on the 1.5 million Palestinians in the 
territories, and on Israel as well. The effects of occupation are 
not felt in the territories alone. They also damage the self-respect 
and world opinion of the Israeli people. Beyond the impact --

Q Just a minute. 

MR. FITZWATER: beyond the impact on individual 
Palestinians and Israelis, the continuing violence undermines 
prospects for serious attempts at economic progress in the 
territories, and the broader peace process. 

Q What is the President doing personally? Excuse me. 

Q Well, nicely put. Has the President -- what is the 
President's role in all of this? Has he personally communicated his 
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concern to the Israeli leaders? 

MR. FITZWATER: The President, of course, has monitored 
the situation very carefully, he has discussed it with his national 
security advisor, and has been involved in the communications that 
have been made with Israel and with some of the Arab nations. We 
have stressed that we would like to see an end to the violence. We 
have asked for restraint in the use of live ammunition, and have made 
our views known in public as well as diplomatic channels. 

Q You said that the other day. 

Q What do you mean by "communications with Arab 
nations"? 

MR. FITZWATER: The President has been involved in that 
process, but the -- we think the appropriate channel has been 
primarily through our various diplomatic means. 

Q Well, you said that the other day, but the Israeli 
government's response seems to be to announce stiffer crackdown, the 
use of more troops, the use of live ammunition. Is it not fair to 
conclude that Washington either has no ability to have an impact on 
the situation, or is not in fact making a good-faith effort to do so? 

MR. FITZWATER: Well, there are 
that are weighing in on this in expressions 
states is taking an action that we think is 
hopeful for some kind of resolution there. 

any number of countries 
of concern. The United 
appropriate, and we are 
But --

Q Will you not veto a U.N. Security council resolution 
pinpointing Israel as the aggressor here? 

MR. FITZWATER: Well, I can't speculate on what we might 
do. 

Q Well, you said there have been communications with 
Arab countries. To what purpose, first of all? 

MR. FITZWATER: Discussing the peace prospects in the 
region, discussing the situation in general, generally probing to see 
if there's any help that can come from any quarter. 

Q But what do we expect them to do when the situation 
the occupied 

MR. FITZWATER: Well, that's part of what we're talking 
to them about. I just can't be more specific. 

Q And frankly it's a bit confusing as to why this 
statement today. People have been asking for expressions of concern 
or administration reaction day after day, and there has been none. 
What brought the administration to the decision that there should be 
some public pressure? 

MR. FITZWATER: That's not true. I have made two 
statements myself. The State Department has made at least two that 
I've heard. 

Q What was the 

Q Is there any 

Q Let me just -- what led to the decision today from 
this podium to issue a very strong statement? Was there a concern 
that things are really getting out of hand or that the u.s. role is 
being misunderstood? 

MR. FITZWATER: It's very similar to statements that we 
have made in the last few days, but, as you suggest, the situation 
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has not resolved itself. Tensions have not lessened. It becomes 
more serious all the time. 

Q Well, the Israeli qoverment --

MR. FITZWATER: And we simply thought it was valuable to 

Q -- has stepped up its --

MR. FITZWATER: We simply thought it was valuable to 
reiterate our position. 

Q The point is, the Israeli government --

Q Is it -- you have made a number of statements, as 
has the State Department, as you said. Is there any plan by the 
administration to do anything about the situation other than to make 
statements, or any sanctions? Sam mentioned the U.N. I mean, is 
there -- there seems to be a general view that the statements have 
been ineffectual. I mean, so far they haven't changed Israeli 
conduct or the conduct of the demonstrators. Is there any plan to go 
further? 

MR. FITZWATER: Well, there is nothing I can discuss. I 
would say only that we are actively engaged in diplomatic discussions 
on this matter. We are reviewing it with a number of officials in 
the areas, and that includes Palestinians in the territories, and we 
are hopeful that some change can come about, but I'm just not at 
liberty to discuss those specific plans. 

Q Well, have you not -- do you have any reason to 
think -- if I can follow you up -- do you have any reason to think 
that there is going to be any change in the situation? 

MR. FITZWATER: There's just no way to predict at this 
point. 

Q Well, is there any plan for the President to talk 
personally with the leaders of Israel? 

MR. FITZWATER: I just don't want to discuss future 
plans. 

Q In these diplomatic contacts 

MR. FITZWATER: Go ahead, Jerry. Let's go back here. 
You've had some. 

Q You didn't deny that he might want to -- you said 
you wouldn't discuss it, or what? 

MR. FITZWATER: Jerry? 

Q Is his name Jerry? 

MR. FITZWATER: Please, go ahead. 

Q Keep quiet up there, Jerry. 

Q Glad to have you back, Colonel. 

Q Is he still talking? (Laughter.) 

MR. FITZWATER: Go ahead, Jerry. 

Q The statement you issued a moment ago -- is that in 
your name or in the name of the President? 

MR. FITZWATER: Oh, I'm not going to get into job 
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descriptions. (Laughter.) 

Q No, no, no. 

Q What's the President's job description? 

Q No, I want to know if this is Marlin Fitzwater who 
made the statement or --

MR. FITZWATER: No, I'm not going to get into that. I've 
been asked that last week and made the mistake of --

Q somebody made it. 

Q Well, whose statement is it? 

MR. FITZWATER: You know my job and the President's job, 
and I'm just not going to do job descriptions. 

Q 

Q 
Palestinians? 

I'm not asking --

Marlin, who are you talking to among the 

MR. FITZWATER: As I said, Palestinian leaders in the 
territories. There are a number of channels for contacts there, but 
I can't be more specific. 

Q Are we -- is the United States government making 
direct contacts with the Palestinians there or --

MR. FITZWATER: No. 

Q -- or through other Arab governments, or what? 

MR. FITZWATER: I just don't want to describe that 
because of the sensitivity of those contacts. 

Q Have there been any contacts made with 
representatives of the PLO? 

MR. FITZWATER: As I said, I would characterize it only 
as Palestinians in the territories. 

Q 
the occupation 
disturbances. 
ought to solve 

In your formal statement, you twice made mention of 
as being essentially the root cause of all these 
Is that an implicit signal that the Israelis basically 
the problem by withdrawing? 

MR. FITZWATER: No. We say both sides have a 
responsibility. Both sides have a fault, and --

Q What is that? 

Q Do you know what it is, Marlin? 

Q It wouldn't be the President. They wouldn't haul it 
in this way. I assure you. 

MR. FITZWATER: I don't. Lesley, will you see what this 
is all about? 

Q What's going on, Marlin? 

Q What is it? 

Q This is pretty dramatic, Marlin. 

Q They'd haul him out the other way. Don't worry. 
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Q Anyway? 

Q I've heard of devices to avoid a briefing --

Q -- D.C. ambulance. 

MR. FITZWATER: Let me -- initial report is there's 
someone on the tours -- on the public tour collapsed and is receiving 
assistance. 

Q Okay. On this same subject, Marlin -- could we 
stick to this for a minute? 

MR. FITZWATER: Yes? 

Q Marlin, can I just follow up? 

MR. FITZWATER: Go ahead, Leo. You have a follow-up. 

Q What do you mean by both sides -- the Israelis, 
obviously, is one side, but the other side -- is that strictly the 
Palestinians, or are you also addressing the Arab governments 
Jordan, Syria, Egypt -- as also having a responsibility? 

MR. FITZWATER: I'm just addressing the trouble in the 
West Bank in Gaza. 

Q So, the other side, other from the Israelis, are the 
Palestinians and the territories? Is that 

MR. FITZWATER: Well, it's pretty hard to identify beyond 
the people that are there in the West Bank in Gaza. I mean, you 
can't really give it much more identification than that. 

Q In the past, just to be clear about it, the 
administration has made it quite clear that they do not talk to the 
PLO -- that they regard the PLO as a terrorist organization. You're 
not leaving open the possibility that we're talking to the PLO, are 
you? 

MR. FITZWATER: No. 

Q Marlin, twice at least, you mentioned the use of 
live ammunition. Is that something that the United States has raised 
with Israel? Have we specifically -- has the United States asked 
Israel not to use live ammunition in cutting down these riots? 

MR. FITZWATER: We have discussed that with the Israelis, 
yes. And we have -- have suggested that rubber bullets or other 
means are preferrable. 

Q And what did they say? 

MR. FITZWATER: I don't know -- I don't have a response. 

Q Last week I asked whether we were checking to make 
sure that none of the ammunition being used was u.s.-supplied, 
because of the precedent established for the cluster bombs in Beirut. 

MR. FITZWATER: I don't know. 

Q -- it would be a violation -- has anyone checked to 
see whether any u.s.-supplied --

MR. FITZWATER: That, I don't know. 

Q -- U.S. munitions are being used in this case? 

MR. FITZWATER: I don't know. 
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Q Has the President made any phone calls to --

MR. FITZWATER: Let's go all the way back in the corner. 
Go ahead. 

Q Marlin, heading back to the CR -- did the President 
have any reaction to the success in persuading Congress to back off 

MR. FITZWATER: Well, he obviously -- that was one of the 
markers that he put down as they were debating it, and he's glad that 
it's not in there. But -- that was -- that still doesn't affect the 
overall signing of the bill. There are many other things that have 
to be considered. But he is -- he is pleased that it's not in there. 

Q Marlin, on the CR -- another question on the South 
African amendment -- the Rangle Amendment -- is the President 
planning any steps to counteract that? 

MR. FITZWATER: Now, I don't know. I haven't -- do we 
have anything on that? I don't. That may be one of the things we 
have to take a look at. 

Q Marlin, what is your reaction to the announcement of 
a $25 billion deficit coming up in November, bringing it to $56 
billion for the first two months of this fiscal year? 

MR. FITZWATER: Deficits are all bad and they need to be 
reduced and that is what this bill is all about. 

Q Well --

MR. FITZWATER: Whether it is on a monthly basis or 
annual basis, I don't think that is anything thats unanticipated in 
terms of the overall deficit. 

Q 
anticipated? 

Do you think that the revenue levels were less than 

MR. FITZWATER: That I don't know, Nick. You would have 
to ask Treasury Department. 

Q Marlin, I know you don't comment on G-7 activities, 
but there is concern in the financial markets that the kind of vague 
statement in honor of Mom, apple pie, and exchange rate stability 
that is being worked on, would be worse than nothing. It would do 
more harm than good. In view of that concern, why would the White 
House go ahead -- or the Treasury -- and issue such a vaguely worded 
statement without any real commitment to support the dollar? 

MR. FITZWATER: I am not aware a statement has been 
issued. 

Q Well, it's 

MR. FITZWATER: Has it been? 

Q Apparently it's a lead pipe sense that it's going to 
be issued later today according to all accounts. 

Q As soon as he signs the bill. 

MR. FITZWATER: I don't have anything on it. We'll have 
to wait and take a look at it, I guess. 

Q Marlin, would you provide a little more information 
about the degree of the President's involvement regarding Israel's 
territories? 

MR. FITZWATER: There really isn't any more I can add. I 
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described his involvement and that is about all I can say. 

Q Has he made any calls? 

MR. FITZWATER: Let me just say before I go away that the 
President will send a letter to President Aquino this afternoon in 
the Phillipines concerning the tragic sinking of the civilian ship in 
which several hundred people died. He will express his condolences 

Q Thousands. 

MR. FITZWATER: -- and his sympathy for the families of 
the victims. 

Q On the phone call from Congress, will there -- can 
you arrange any coverage on this end when it comes? 

MR. FITZWATER: We'll see what we can do. We don't have 
an exact time on that yet. 

Q You assume that will be before the event this 
afternoon? 

MR. FITZWATER: Probably. 

Q Oh really? 

Q They won't adjourn until they know the President is 
going to sign the bill. 

MR. FITZWATER: Well, I don't know what they might do. I 
don't know. I don't think we have a time for the call at the moment. 

Q Are you going to put out the Aquino letter? 

MR. FITZWATER: We'll try and put that out, yes. I don't 
know when that will be available, but hopefully we will be able to. 

Q I would like to raise the subject of Contra aid in 
this regard. In the Saturday radio address the President said the 
Sandinista government is an unprecedented threat to the national 
security of the United States and I wonder if you could elaborate on 
what the President might have thought about World War II or other 
security threats -- how this can be unprecedented. 

MR. FITZWATER: The location of the country 
geographically in terms of using Nicaragua as a station -- as a 
staging area for expansionist activity in Central America, the Soviet 
support of nearly a billion dollars a year in arms and equipment, the 
very real threat of revolutionary activities from Nicaragua that 
would influence other Central American countries this close to the 
United States. 

Q And that would threaten the national security of the 
United States in an unprecedented manner? 

MR. FITZWATER: Absolutely. I think if you had a nuclear 
beach -- I mean a Soviet beachhead in Central America that was 
staging revolutionary activities in other countries --

Q Well is that the real fear? That there might be a 
nuclear presence there? 

MR. FITZWATER: I said a soviet presence. 

Q Well, you made a Freudian slip, but is there any 
thought that the fear really is a nuclear presence? 

MR. FITZWATER: No, that was a mistake on my part. 
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Q Let me just ask you to comment on the politics of 
the CR a little bit. Of course, the President has consistently 
beaten up on Congress for its lack of discipline in the budget 
process, and there are those up on the Hill, however, who say that 
his lack of leadership in providing direction and never submitting a 
balanced budget has merely contributed to it. What is the White 
House view as to where this process stands and where the President 
thinks he can take it in his remaining year in office? He's tried 
without success for a budget reform. 

MR. FITZWATER: The President has provided leadership 
every year in producing a budget that is a detailed blueprint for the 
Congress that they can follow in achieving budget reductions. At 
least two of the three of them have spelled out a path to a balanced 
budget over a five, six period. That responsibility is clear and has 
been met with precision and strength every year. The President will 
do the same thing again next year. 

Q Are you confident on that regard, Marlin, that they 
are -- that the two-year budget that was negotiated essentially last 
month is going to prevent a repetition of this almost three-month 
delay in getting a budget finalized in six months? 

MR. FITZWATER: I don't know that you can -- you can say 
that agreement will present -- will prevent the Congress from 
delaying and acting as they've done in the past in terms of the 
timetable. It does provide some assurances about cuts that take 
place over two years. But I don't know that it offers any guarantee 
on timing. 

Q 
that earlier. 

Marlin, what's a "hex dump"? You were talking about 

MR. FITZWATER: Well, a hex dump is -- I haven't the 
foggiest idea what it is. {Laughter.) It's spelled H-E-X D-U-M-P 
and it's some computer term that says --

Q It's a program. 

MR. FITZWATER: -- basically, when all else is done you 
go into the computer and you push a button and it kicks out data 
that's been I don't know what -- regurgitated down in the --

Q It's a Hatian program. 

MR. FITZWATER: 
resides in the lower --

lower intestines of those machines and 

Q Well, what does the President think of wanting to 
purge the files? 

Q It's a junkyard language. 

MR. FITZWATER: We say, fine go after everything you 
want. They've purged those babies until --

Q No. 

Q No, McFarlane wanting to purge all the evidence? 

Q Cover up, cover up. 

MR. FITZWATER: I don't know, those computers have been 
purged and regurgitated and vomitted and everything else. 
{Laughter. ) 

Q Well, since Lee Hamilton has chararcterized the memo 
will the White House release the memos? 

MORE #2191-12/22 
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Q After shredding and burning? 

MR. FITZWATER: Pardon? 

Q Since Hamilton has characterized the memo, why won't 
the White House at least release it so that people can read it? 

MR. FITZWATER: We haven't released any documents. 
That's all up to the Committee. 

Q 
in New York? 

Is the Attorney General going to be indicted today 

MR. FITZWATER: I don't think so. 

Q Why not? 

Q Why not? 

Q On another subject. 

Q If he is indicted, will he resign his post to 
President Weinberg? (Laughter.) 

MR. FITZWATER: I don't do indictments either. 

Q Change it to -- after the Attorney General is 
indicted, will he resign? 

Q Has the administration made a decision on how it 
will vote in the U.N.? Now, I mean, this statement will be worthless 
if we veto, as we always have every resolution condemning Israel. 

MR. FITZWATER: I can't predict the U.N. --

Q When does that come up? 

Q You mean you haven't made -- the mind isn't made up 
yet on this subject? 

MR. FITZWATER: We'd have to -- well, you have to debate 
and talk and see how it works out. I don't have a --

Q -- going to abstain. 

Q Well, the debate has been very strong already. 

Q Economic projections for 1 88? Do we have any update 
on --

MR. FITZWATER: We might have that tommorrow, if any kind 
of luck holds, we'll have economic projections and --

Q Beryl in the briefing room? 

MR. FITZWATER: -- get Beryl in the briefing and me out 
of the briefing room. 

Q Oh, no. 

Q What time is that going to be tomorrow? 

MR. FITZWATER: I don't have a time yet. 

THE PRESS: Thank you. 

END 11:30 A.M. EST 



loss of advanced production capabilities in critical in­
dustries could place our defense manufacturing base 
in jeopardy. We must avoid situations where increased 
reliance on other countries for advances in critical 
technologies could, over the long term, turn into 
vulnerabilities. 

Furthermore, the fruits of the free-market economy 
must not strengthen the military capability of our 
adversaries. We, as well as our allies, must continue to 
ensure that economic relationships with the Soviet 
bloc do not weaken our national security. For exam­
ple, we have reached agreement on eliminating pref­
erential credit terms to the Soviet Union. Working 
through the International Energy Agency, we and our 
allies have reduced the substantial risk of Western 
European dependence on Soviet energy. Acting with 
our allies through the Coordinating Committee for 
Multilateral Export Controls (COCOM), we are making 
progress toward ensuring that militarily-sensitive 
technology does not flow to the Soviet Union and that 
competitor firms in COCOM member nations bear the 
same export restrictions as U.S. firms. We will con­
tinue to improve the COCOM review process, to har­
monize and tighten national licensing and 
enforcement procedures, and to encourage greater 
cooperation with allies and friends. The dual objec­
tives of protecting and sharing militarily significant 
technologies pose a challenge, one made more dif­
ficult by rapid technological changes. But it is a 
challenge we must meet. 

We willingly offer our philosophy of free-market econ­
omies to centrally planned regimes. Indeed, it is only 
by adopting market mechanisms that these regimes 
can satisfy the economic needs and desires of their 
peoples. However, market economies only flourish 
where freedom and individual rights are encouraged. 
The IMF, GATI and other international economic in­
stitutions are mainly concerned with improving rela­
tions among free individuals, businesses and financial 
institutions. While we note recent Soviet policy 
statements regarding "reconstruction" and economic 
reform, the Soviet economic system remains at this 
point fundamentally incompatible with participation in 
free-world institutions. Policy statements must be 
translated into positive actions before such participa­
tion can be considered. 
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U.S. DEFENSE POLICY 

A Pol icy of Deterrence 
The third element of U.S. national power is military. In 
some cases, the integrated use of the other elements 
of national power will be insufficient to meet the 
threats to our security interests. We therefore must 
be-and are-ready to employ military power in coor­
dination with the other elements. However, the ulti­
mate goal when applying military force, or projecting 
military power, is to encourage political solutions. 
War is the least desirable alternative, but only by 
being prepared to wage war successfully can we deter 
it. 

America's defense policy throughout the postwar 
period has been aimed at deterring aggression against 
the United States and its allies. Deterrence works by 
persuading potential adversaries that the costs of their 
aggression will exceed any probable gains. Deterrence 
is the basis of our military strategy against conven­
tional as well as nuclear aggression. Because any con­
flict carries the risk of escalation, our goal is to 
dissuade aggression of any kind. 

We seek also to prevent coercion of the United States, 
its allies, and friends. Successful coercion could give a 
hostile power the benefits of victory without the cost 
of war. As discussed earlier, the Soviet threat manifests 
itself not only in the danger of an actual attack, but in 
the form of propaganda, intimidation and coercion as 
well. The Soviets still seek to dominate Western 
Europe and Japan without having to fire a shot-a 
coercive threat which must and will be deterred by 
our political determination, our defense capabilities, 
and our alliance relationships. 

To deter the Soviet Union, we must make clear to its 
leaders that we have the means and the will to res­
pond effectively to coercion or aggression against our 
security interests. While emphasizing our resolve to 
respond, our policy is to avoid specifying exactly what 
our response will be. This is the essense of our 
strategic doctrine of "flexible response;' which has 
been United States policy since 1961 and NATO 
strategy since 1967. Specifically, our forces deter a 
potential aggressor by confronting him with three 
types of possible responses from which we would 
choose at the appropriate time: 
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• Direct Defense: To confront an adversary with the 
possibility that his aggression will be stopped with­
out our resorting to actions which escalate the con­
flict. This is sometimes referred to as "deterrence 
through denial:' Defeating a nonnuclear attack with 
conventional forces only would be an example of 
direct defense. 

• The Threat of Escalation: To warn an adversary that 
his aggression could start hostilities that might not 
be confined in the manner he hopes or envisions 
and that escalation could exact far greater costs 
than he anticipates, or could bear. In this regard, 
NATO's deterrence of a Soviet conventional attack is 
enhanced by our ability and resolve to use nuclear 
weapons, if necessary, to halt aggression. 

• The Threat of Retaliation: To raise the prospect that 
an attack will trigger a retaliatory attack on the ag­
gressor's homeland, causing his losses far to exceed 
any possible gains. Our deterrence of a Soviet nu­
clear attack on the United States is based on our 
resolve to retaliate directly against the Soviet 
Union. 

Maintaining Strategic 
Deterrence 

While deterrence requires capabilities across the entire 
spectrum of conflict, its essential foundation is pro­
vided by our strategic nuclear forces and the doctrine 
which supports them. Nuclear deterrence, like any 
form of deterrence, requires us to consider not what 
would deter us, but what would deter a potential at­
tacker, particularly one whose perceptions of the 
world and value system are substantially different from 
our own. Since we can never be entirely certain of 
Soviet perceptions, we must ensure that both the 
effectiveness of our strategic forces and our will to use 
them, if necessary, are never in doubt. 

In the interest of ensuring deterrence, the United 
States maintains diversified strategic retaliatory forces 
to hedge against a disarming first strike, to complicate 
Soviet attack plans, and to guard against technological 
surprise. To this end we maintain a variety of basing 
modes, launch platforms, and attack vehicles, achiev­
ing diversity through a triad of submarine launched 
ballistic missiles (SLBMs), intercontinental ballistic 
missiles (ICBMs) and bombers. Adequate and sur­
vivable command, control and communications are 
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essential to our strategic force structure and critical to 
the credibility of our strategic deterrent. 

Our strategic forces and the associated targeting policy 
must, by any calculation, be perceived as making nu­
clear warfare a totally unacceptable and unrewarding 
proposition for the Soviet leadership. Accordingly, our 
targeting policy: 

• Denies the Soviets the ability to achieve essential 
military objectives by holding at risk Soviet war­
making capabilities, including both the full range of 
Soviet military forces and the war-supporting in­
dustry which provides the foundation for Soviet 
military power and supports its capability to con­
duct a protracted conflict; and 

• Places at risk those political entities the Soviet 
leadership values most: the mechanisms for ensur­
ing survival of the Communist Party and its leader­
ship cadres, and for retention of the Party's control 
over the Soviet and Soviet-bloc peoples. 

This basic policy of targeting those assets which are 
essential to Soviet warmaking capability and political 
control has been an integral part of U.S. strategy for 
many years. In implementing this policy, the United 
States does not target population as an objective in 
itself and seeks to minimize collateral damage through 
more accurate, lower yield weapons. 

Holding at risk the full range of Soviet assets is 
necessary for an effective deterrent, but is not suffi­
cient. As President, I cannot be limited to the options 
of capitulation or massive mutual destruction in re­
sponse to aggression. We must have flexibility in the 
employment of our strategic forces. For our deterrent 
to be credible, it must be clear to the Soviets that the 
United States has military options appropriate to a 
broad range of plausible situations. 

Finally, the United States requires sufficient residual 
capability to provide leverage for early war termina­
tion, and to avoid coercion in a post-conflict world. 
For this reason, we maintain a nuclear reserve force as 
an integral part of our strategic forces. In addition, we 
maintain Continuity of Government programs to en­
sure the Soviets cannot escape retaliation by initiating 
a quick, "decapitating" attack aimed at incapacitating 
our political and military leadership. Our civil defense 
program also contributes to the Nation's preparedness 
in the event of an attack. 
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ClflONOLOGY 

1917: The czar was overthrown in March. The Pale of Settlement, the 
area where Jews were forced to live, was abolished. More than 500 
anti-Jewish laws passed during the 300-year reign of the Romanovs were 
abrogated. In November the Bolsheviks came to power, promising equality 
of all nationalities and the elimination of anti-Semitism. 

1919: The government established the Yevsektsiya (Jewish Section) to 
oversee the liquidation of Jewish religious and national organizations. 

1920: Within the Soviet Union's new postwar and postrevolution borders 
were 2.5 million Jews. 

1921: By the end of the Civil War, 200,000 Jews had been killed, many in 
pogroms in the Ukraine. 

1923-24: 3,000 Zionists in 150 Soviet cities were arrested and 
imprisone<I. 

1924: Programs were launched to resettle in agricultural communities in 
the Crimea and southern Russia tens of thousands of Jews who had lost 
livelihoods as traders and petty merchants after the Revolution. 

1928: Jewish settlement began in Birobidzhan, a bleak region near the 
Manchurian border. In 1934 the area became officially known as the 
Jewish Autonomous District, though Jews were a small minority of the 
population, with no opportunity for religious or cultural self-develop­
ment. Birobidzhan never attracted many Jews; in 1970 they nl.lllbered 
12,000, less than 10 percent of the area's population. 

Zionism and Jewish culture were attacked. Publication of books and 
materials in Hebrew was ended. A number of Zionists and Jewish writers 
were imprisoned or exiled to remote regions. 

1932: 160,000 Jewish children were studying the Soviet curriculum in 
Yiddish-language schools, primarily in the Ukraine and Byelorussia. By 
the end of the decade, however, all such schools were closed. 
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An internal passport, to be carried by all adult citizens, was 
introduced by Stalin. "Jew" (Yevrei) was designated as a nationality, 
to be shown on the passport. 

1936-38: During the Great Terror, many Jews -- including a number who 
had been active in the Revolution -- were among the victims of Stalin's 
purges. 

1938: Publication of Der Emes, a leading Yiddish newspaper in Moscow, 
was ended. In 1941, publication of Shtern and Oktyabr, other major 
Yiddish newspapers, was also stopped. 

1940: With the annexation of Czech, Polish and Romanian territories and 
the Baltic states, the Jewish population of the USSR exceeded 5 million. 

1941-45: 1.5 million Soviet Jews were victims of the Nazis. Of the 
half-million Jews who served in the Red Army, 200,000 died in the war; 
20, 000 Jews fought as partisans; 160, 000 Jewish soliders received 
medals, of whom 117 were awarded the nation's top military decoration, 
"Hero of the Soviet Union" -- belying Soviet propaganda that Jews did 
not fight in the war but were "hiding in Tashkent." 

1942: The Jewish Anti-Fascist Committee was formed, giving Soviet Jews 
their first organizational framework since the Jewish Section was 
disbanded in 1930. The Committee's primary purpose, however, was to 
enlist financial support for the Soviet war effort by world Jewry and 
to present a bright picture of the situation of Soviet Jewry. 

1947: In a speech at the United Nations, Andrei Gromyko announced Soviet 
support for a Jewish state in Palestine. "During the last war," Gromyko 
said, "the Jewish people underwent exceptional sorrow and suffering •••• 
It may well be asked if the U.N., in view of the difficult situation of 
hundreds of thousands of the surviving Jewish population, can fall to 
show an interest in the situation of these people, torn away from their 
homes and countries." 

1948-53: The "Black Years of Soviet Jewry." Solomon Mikhoels, chairman 
of the Anti-Fascist Committee, was killed by the secret police, though 
his death was reported as the result of an auto accident. Other 
leaders of the Committee were accused of maintaining ties with "Zionism" 
and "American imperialism," and with planning the secession of the 
Crimea from the USSR. 431 Jewish intellectuals, including leading 
writers, poets, actors and musicians, were imprisoned; few returned from 
the camps. In 1952, 24 outstanding writers and poets -- Bergelson, 
Markish, Feffer and others -- were tried secretly and executed. The 
period culminated in the so-called "Doctors' Plot," when prominent 
physicians, mostly Jewish, were arrested and charged with killing 
government leaders and plotting the murder of others, under the 
direction of foreign intelligence services and the "international 
bourgeois organization, Joint" (American Jewish Joint Distribution 
Committee). A wave of anti-Semitism ensued, and Stalin planned the 
mass deportation of Jews to eastern Russia. His death in March 1953 
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brought the release of the doctors, a diminution in anti-Jewish 
sentiment and the release of hundreds of thousands of political 
prisoners, including 150,000 Jews. Thousands of other Jews, however, 
continued to languish in camps. 

1957: The Soviet authorities permitted 3,000 copies of a prayer book, 
Siddur ha-Shalom, to be printed -- a rare exception to the prohibition 
of Jewish religious publications. 

1961: Sovietish Heimland, a Yiddish literary journal published monthly 
in Moscow, appeared. An official publication, it printed only 
government-approved articles. Designed primarily to show the West the 
existence of Soviet Jewish culture, it was not easily available in the 
USSR. 

1961-63: Of more than 160 persons sentenced to death for "economic 
crimes," 60 percent were Jewish, prompting protests by Bertrand Russell 
and other leading Western intellectuals. 

1963: A viciously anti-Semitic book, Judaism Without Embellishment, by 
T.K. Kichko, was published by the Ukrainian Academy of Sciences. In 
1964, at an historic news conference, Morris Abram, president of the 
American Jewish Committee and lJ.S. representative to the UN Commission 
on Human Rights, exposed the Nazi-like character of the ideas contained 
in this book. It was declared to be but the latest in a long series of 
anti-Semitic books published in the USSR. Since that press conference, 
dozens of other anti-Semitic books have been published in the USSR and 
distributed abroad. 

1966: Soviet Premier Alexei Kosygin, at a press conference in Paris, 
indlcated that the USSR would place no obstacles in the way of citizens 
who desired to be reunited with relatives abroad. A rush for ap­
plications for exit visas, mostly by Jews, followed. 

1967: The Six-Day War in the Middle East sparked a new sense of national 
pride among Soviet Jews, but unleashed a vicious anti-Zionist campaign 
by the Government. This was a turning-point in the development of 
Jewish emigration and cultural identity movements. At the same time, 
the USSR severed diplomatic ties with Israel; they have not yet been 
restored. 

1970: In a desperate effort to leave the country, a group of nine Jews 
and two non-Jews sought to hijack a plane on an internal flight from 
Leningrad and divert it to the West. Authorities discovered the plan 
and arrested the group and its accomplices -- 34 persons in Leningrad, 
Kishinev and Riga. Two of them, Mark Dymshits and Edward Kuznetsov, 
were sentenced to death, but their sentences were commuted to 15 years 
after vigorous protests from Western heads of state and others. 

1971: The First World Conference on Soviet Jewry, held in Brussels, 
focused world attention on the plight of Jews in the USSR. 
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In February, a petition seeking the right to emigrate to Israel was 
signed by more than 1,100 Soviet Jews and sent to the United Nations. In 
March, 156 Jewish activists went to the Presidium in Moscow and 
demanded the right to emigrate. Shortly thereafter large-scale Jewish 
emigration from the USSR began. 

1972: The Soviet Information Office in Paris was successfully sued by 
the International League Against Anti-Semitism for spreading "public 
slander against the Jews" in its French-language bulletin. The bulletin 
was fined 1,500 francs and ordered to publish the court's ruling in its 
next issue. 

The USSR instituted an education tax on persons seeking to emi­
grate. The tax, which reached 35,000 rubles for the most highly 
educated (the average Soviet salary was about 2,000 rubles per year), 
was strongly denounced in the West and dropped by the USSR in 1973. 

1975: The Soviet Union canceled the 1972 trade agreement with the 
United States after Congress approved the Jackson-Vanik Amendment 
linking most-favored-nation status for non-Market (communist) countries 
to the right to emigrate, and placed a $300-million ceiling on all loans 
to the Soviet Union by any U.S. government agency, including the 
Export-Import Bank. Jewish emigration figures dropped significantly in 
1975 and 1976. 

1976: The Second World Conference on Soviet Jewry was held in Brussels. 

1977: Anatoly Shcharansky, a Moscow Jewish activist who had sought to 
emigrate, was arrested and charged with treason. After being held in 
solitary confinement for 16 months, he was sentenced to 13 years' 
imprisonment. 

1979: A record 51,000 Soviet Jews emigrated, surpassing the previous 
record of 34,000 in 1973. 

In April, Mark Dymshitz and Edward Kuznetsov, the two defendants 
from the 1970 Leningrad hijacking trial originally sentenced to death, 
were released in an exchange of five Soviet dissidents for two Soviet 
spies held in the U.S. 

1980: Emigration, which had steadily increased from 1976 to 1979, 
declin.ed precipitously as Soviet authorities restricted the definition 
of family reunification and made it more difficult even to apply for an 
exit visa. 

Iosif Mendelevich, the last of the nine Jewish defendants in the 
1970 Leningrad hijacking trial, arrived in Israel. 

1981: 80 Moscow Hebrew teachers were warned by the KGB to stop all 
private lessons. 

,, .. , 



.· 
-5-

1982: Four persons were arrested for documenting anti-Jewish dis­
crimination in admissions to Moscow University's Mathematics Department, 
the country's preeminent faculty, from 1979 to 1981. 

Iosif Begun, well-known Hebrew teacher, was arrested for the third 
time. Having already served terms of two and three years in internal 
exile, he was sentenced in October 1983 to 12 years' imprisonment and 
internal exile on spurious charges of anti-Soviet agitation and prop­
aganda. 

1983: The Third World Conference on Soviet Jewry, with more than 1,000 
delegates from 30 countries, was held in Jerusalem. 

The Anti-Zionist Committee of the Soviet Public, an official body 
led by, among others, General David Dragunsky and jurist Samuel Zivs, 
was founded in Moscow. At a press conference in June, Zivs denied there 
was an emigration problem by falsely claiming that family reunification 
was "basically completed." 

1984: 200 Soviet Jews in 11 Soviet cities participated in a hunger 
strike to protest the arrests of Hebrew teachers and other Jewish 
activists, including Yul! Edelshtein and Alexander Khomyansky, on such 
outrageous charges as "illegal drug trafficking" and "weapons pos­
session." 

In October, emigration reached an all-time monthly low of 29 The 
total 1984 figure, 896, was the lowest since 1969. 

1986: Prisoner of conscience Anatoly Shcharansky arrived in Israel 
after nearly nine years of indescribable suffering in the harshest 
conditions in Soviet prisons. 

A PROFILE 

Population 

The 1979 Soviet census counted a Jewish population of 1.81 million, a 
marked decline from the 1970 figure of 2.15 million and the 1959 figure 
of 2.27 million, even allowing for the emigration of 225,000 Jews from 
1970 to 1979. Leading Western specialists contest the official figure; 
their estimates of the Soviet Jewish population range from 2 to 3 
million. Nevertheless, whatever drop may have occurred other than from 
emigration doubtless resulted from the low ·birthrate among Soviet 
Ashkenazl Jews, the decision of most children of mixed marriages to 
choose a non-Jewish nationality, and the declaration of non-Jewish 
nationality to census-takers by some Jews. 
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Language 

The percentage of Jews in the 1979 census who identified a Jewish 
language (Hebrew or Yiddish) as their primary language dropped to 14.2 
from 17.7 percent in 1970 and 21.3 percent in 1959. 

Where They Live 

The largest centers of Jewish population, according . to the 1979 census, 
are the Russian Republic (701,000), the Ukraine (634,000), Byelorussia 
(135,000), Uzbekistan (100,000) and Moldavia (80,000). Other Jewish 
population centers are Azerbaidzhan (35,000), Georgia (28,000), Latvia 
(28,000), Lithuania (15,000), Tadzhikstan (15,000) and Estonia (5,000). 
The main urban areas of Jewish concentration are Moscow, Leningrad, 
Kiev, Odessa, Kharkov, Baku, Tashkent, Kishinev, Minsk, Chernovtsy and 
Riga. 

Jews are the most highly urbanized nationality in the USSR; 98 
percent live in urban areas. 

Studying and Working 

Soviet Jews have traditionally been disproportionately represented 
.:.nong professionals, university graduates and students. The situation, 
however, is changing dramatically. A quota system at many universities 
and anti-Semitic hiring policies are resulting in smaller numbers of 
Jewish university students, especially at top-flight institutions, and 
restricted job opportunities. 

Jews constituted 15 percent of all scientific .workers in 1950; the 
figure today is less than 5 percent. In 1974, Jews ranked third among 
holders of the Candidate of Science degree (the second highest academic 
degree) and second among holders of the nation's highest degree, the 
Doctor of Science -- but the average age of Jewish recipients was ten 
years more than that of non-Jews, reflecting anti-Jewish admissions 
policies at institutions of higher education in recent years. 

Although Jews are well represented in such fields as art, litera­
ture, music, journalism, medicine, law and science, there are no Jews in 
positions of authority in their professions, except for those used for 
propaganda purposes ; Some professions, such as the military, foreign 
service and the KGB, are practically Judenrein. 

Intermarriage 

In addition to such problems as an aging population and a low fertility 
rate, the Jewish community faces a serious problem of intennarriage. 
Children of intermarried couples have the right to choose the nation-
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ality of eithec parent when they apply for internal passports at age 16. 
In a Soviet study of marriages between Russians and Jews in the Baltic 
republics in the 1960s, it was found that some 90 percent of such 
children chose Russian rather than Jewish nationality. 

Who leaves and Where They Co 

From October 1968 to February 1986, 265,822 Jews left the USSR. They 
came from 200 cl ties, towns and villages in all 15 republics of the 
Soviet Union. 

Large-scale emigration began in 1971 when 13,000 Jews left the 
USSR. The record since then: 

1972 - 31,681 
1973 - 34,733 
1974 - 20,628 
1975 - 13,221 
1976 - 14,261 
1977 - 16,736 
1978 - 28,864 

1979 - 51,320 
1980 - 21,471 
1981 - 9,447 
1982 - 2,688 
1983 - 1,314 
1984 - 896 
1985 - 1, 140 

According to the National Conference on Soviet Jewry, an average of 
39,000 new invitations from Israel, the necessary first step in the 
emigration process, were sent annually from Israel to the USSR from 1974 
through 1977. In 1978, the number increased to 107,000, and in 1979 to 
129,000, but the monthly totals began to decline in the final four 
months of 1979. Since then, ever increasing difficulties in securing 
exit visas and harsh treatment of activists have caused a precipitous 
drop-off. 

The "drop out" phenomenon -- Soviet Jews going to countries other 
than Israel -- has increased sharply since 1972, when 99 peccent of the 
emigrants went to the Jewish state. In 1974, 81 percent went there. In 
1976, the figure was 51 percent; in 1978, 41 percent; in 1980, 38 
percent; in 1982, 27 percent; and in 1984, 37 percent. Whereas the vast 
majority of Jews from such outlying and traditionally Jewish areas as 
Geocgia, Moldavia, Uzbekistan, Azerbaidzhan and Lithuania have chosen 
aliyah, Jews from the more populous and often more assimilated areas 
such as the Russian Republic and the Ukraine have frequently opted for 
emigration to the United States, Canada, Australia and Western Europe. 
Of 265,000 Jewish emigrants since Octobec 1948, 164,000 have gone to 
Israel. 

From January 1968 to 1985 the Hebrew Immigrant Aid Society (HIAS) 
resettled 90,000 Soviet Jews in the United States, of whom the largest 
number went to New York. Other cities with large Soviet Jewish popu­
lations are Los Angeles, Chicago, Philadelphia, Detroit, Miami, San 
Francisco, Baltimore and Boston. 



HIAS has also assisted more than 6,500 Soviet Jews to enter Canada 
where they have been assisted by the Jewish Immigrant Aid Services of 
Canada and the Canadian government. Toronto has attracted 3,500 of the 
total and others have settled in Montreal, Winnipeg, Edmonton, Calgary, 
Hamilton and Vancouver. 

4, 000 Soviet Jews have emigrated to Australia, principally to 
Sydney and Melbourne, where they have been aided by the Jewish com­
munity. A few hundred have established homes in New Zealand. 

In Western Europe, West Berlin has attracted several thousand Soviet 
Jews. Some went first to Israel and later to Berlin, others made their 
way to Berlin from the transit points in Vienna and Rome. They often 
qualify for assistance from both the local and federal German govern­
ments. 

How to leave 

From the day a Soviet Jews applies for emigration to the day of 
departure, months -- often years -- may pass. The process ls long and 
tortuous, marked by arbitrary delays, beginning frequently with non­
delivery of the vysov (affidavit) from Israel, which ls the necessary 
first step in the administration process, and constant harassment. The 
odds today are heavily against potential emigrants. 

To apply for a visa, one must submit to the local OVIR office a 
number of docunents, including: 

(a) A vysov or invitation from relatives in Israel. 
must take this to the records and permissions 
OVIR to have it registered; there he re~elves 
nalres for each adult member of the family. 

(b) A declaration of the applicant's wish to emigrate. 

The applicant 
department of 
two question-

(c) A character reference from his or her place of employment, 
including a letter certifying that the applicant owes no money 
there. 

(d) Permission from the applicant's parents regardless of the 
applicant's age. 

(e) Permission from a former wl fe or husband when children from 
that marriage are involved. 

(f) A certificate testifying to possession of a legitimate resi­
dence permit. 

(g) A birth certificate for every member of the family, a marriage 
certificate and, when relevant, death certificates for parents 
and spouses. 

. . 
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(h) Diplomas from educational institutions. 

(i) An autobiography and six photos of each member of the family. 

Each applicant must also pay 40 rubles for himself and each member 
of his family. 

In many cases, a reply is not received from OVIR for several months. 
If the application is rejected another cannot be filed for six months. 

If an application is accepted, the applicant must within a few 
weeks: 

(a) Resign from his or her place of employment. (In many cases, he 
or she is fired when the first application is submitted.) 

(b) Pay for repairs to his or her apartment. 

(c) Pay 500 rubles for each member of his or her family for the 
right to give up Soviet citizenship, if the emigrant is issued 
an exit visa for Israel. 

(d) Pay another 270 rubles for the exit visa. 

The applicant then goes to the OVIR office to turn in his passport, 
army registration card, work book and a certificate from his apartment 
building superintendent stating that all repairs have been paid for. 
When he receives his visa, he must go to the Austrian and Dutch embas­
sies to get entry visas -- the Dutch Embassy (which handles Israeli 
affairs in the USSR in the absence of Soviet-Israeli diplomatic ties) 
for papers related to aliyah to Israel and the Austrian Embassy for a 
transit visa. He must then submit copies of every personal document to 
the Ministry of Justice after paying three rubles for each document 
given to the Ministry of Foreign Affairs. 

Finally, the amounts of money demanded of each applicant represent 
a tremendous financial sacrifice. For example, the 500-ruble payment 
for loss of citizenship is approximately three months' salary for the 
average Soviet worker. 

Prisoners of Zion 

There are now more than twenty Prisoners of Zion, including eight 
arrested in Moscow after Gorbachev took office in 1985, jailed because 
of their desire to leave and their efforts to study and teach Hebrew and 
other aspects of Jewish culture. They are serving their terms under 
often harsh conditions with restricted access to medical care, visits by 
relatives and mail. 

Among the handful of prominent Soviet Jews released from the Soviet 
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Union in early 1986 was Anatoly Shcharansky. After nine years of 
terrible sufferings in Soviet labor camps, he was allowed to leave in 
February. Because of his activities as a human rights activist, as well 
as his efforts to emigrate to Israel, Shcharansky had been a special 
target of the Soviet Government. In 1977 he was arrested on trumped-up 
charges of working with the CIA and sentenced to 13 years in prison. The 
Soviets insisted that he be released in a "spy swap," assuming that it 
would lend some credibility to their specious charges of subversion and 
spying. In addition to Shcharansky, Eliyahu Essas of Moscow, one of the 
pillars of the movement for Jewish religious education, was allowed to 
leave as were the activist Goldstein brothers of Tbilisi, who had also 
been waiting for many years. A number of other notable refuseniks and 
former Prisoners of Conscience, including Ida Nude! and Vladimir Slepak, 
remain behind. 

Refuseniks 

Jews whose application to emigrate have been refused are known as 
"refuseniks." 

Refuseniks undergo physical hardship and psychological suffering. 
Most are fired from their jobs and expelled from universities and 
professional associations. They are denied the opportunity to continue 
their studies and to work in their chosen fields, and they and their 
families, including children, are frequently subjected to harassment 
and surveillance. Today there are about 15,000 refuseniks. Nearly 
1 ,200 have been waiting to emigrate for more than ten years. They live 
as "internal refugees" in a kind of suspended animation without even a 
prisoner's knowledge of the length of his sentence. 

Culture and Religion 

Jewish culture has been deliberately throttled in the Soviet Union in 
recent decades, to the point where it is virtually nonexistent today. 
From the late 1940s to August 12, 1952, more than 400 Jewish intel­
lectuals disappeared into Soviet prison camps never to return. The 
"Night of the Murdered Poets" -- August 12, 1952, when Stalin ordered 
the murder of 24 leading Jewish writers, actors and intellectuals 
-- marked a low point in this campaign, from which Jewish cultural life 
has never recovered. 

Today there are no Jewish schools in the USSR, nor such Jewish 
cultural institutions as publishing houses, lecture courses and other 
intellectual activities. Jewish publishing consists of a four-page 
Yiddish newspaper, the Birobidzhaner Stern, which appears several times 
per week in 1,000 copies, and, though printed in Yiddish, only reprints 
articles from the local Soviet newspapers and contains no Jewish 
content, and Sovietish Heimland, a monthly literary journal in Yiddish, 
published in Moscow in 7,000 copies, of which approximately half are 
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exported to prove to a skeptical West the existence of a Soviet Jewish 
culture. The articles in Sovietish Heimland are of varying quality, 
essays often sounding like articles in Pravda translated into Yiddish. 

Almost all Soviet Jews speak Russian, but the Government does not 
permit publication of Russian-language Jewish magazines or newspapers. 
For the approximately 2 million Jews in the country, only three or four 
books in Yiddish are published each year. When books dealing with 
Jewish religion, history, literature, the Holocaust, or language books 
for the study of Hebrew, are sent into the country via the mail, they 
are confiscated. Brave individuals who attenpt to fonn study groups are 
harassed and, if they have no other means of employment, can be threat­
ened wl th arrest on the charge of "paras! ti sm." 

From time to time dramatic or musical ensembles have performed in 
various Soviet cities on government-approved Jewish themes. Welcome 
even as such appearances may be, they have been few in number. 

Despite harassment, several ulpanim -- study groups -- have been 
functioning in Moscow and other cities. These and occasional unofficial 
publication of articles and manuscripts today represent the only true 
Jewish cultural life in the USSR. 

Only 55 synagogues remain, served by a half-dozen rabbis. No 
rabbinical seminaries exist; the few Jews permitted to study for the 
rabbinate must travel to Budapest to attend the only remaining seminary 
in Eastern Europe. 

Anti-Semitism 

A most ominous development in recent years has been the proliferation of 
explicit anti-Semitism in the Soviet press and broadcast media. The 
USSR, now the world's biggest distributor of anti-Semitic literature, 
publishes books by well-known anti-Semites in editions of hundreds of 
thousands (among them Trofim Kichko's Judaism Without Embellishment and 
Judaism and Zionism, and Yevgeni Yevseev's Fascism Under the Blue Star). 
These authors do not bother with such code words as "anti-Zionism"; they 
state openly that Jews are disloyal, manipulative, unassimilable, and 
the center of an international conspiracy to control the world. Judaism, 
Torah and Talmud are attacked in crude, vulgar terms. Newspapers have 
carried cartoons reminiscent of Nazi Gennany; documentaries on prime­
time television implicate Jewish "traitors" in CIA plots; anny in­
doctrination films charge that Jews worked hand-in-glove with Nazis 
during World War II. A recent study prepared for the Presidium of the 
Supreme Soviet by Valery Emilianov, a researcher for the Soviet Academy 
of Sciences Institute, is a thinly disguised update of the vicious and 
spurious The Protocols of the Learned Elders of Zion. 

Why has the Soviet Government unleashed this anti-Semitic campaign? 
Professor John Armstrong of the University of Wisconsin believes that 
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while the Soviets hope liberalized emigration will improve their 
tarnished image, particularly with the Helsinki process focusing world 
attention on their human rights violations, they want to be sure it does 
not encourage other dissident groups. Therefore Soviet citizens must 
perceive Jews as untrustworthy aliens that the country is better off 
expelling. So the Anatoly Shcharansky case was used to "prove" that 
Jews are Zionists, that Zionists are traitors, and that other dissidents 
are exploited by such traitors -- an object lesson, the Government 
hopes, to all dissidents who press their case too vigorously. 

Hebrew and Yiddish in the USSR 

The use by a minority of its distinctive language has been declared a 
human right in a number of international agreements. The International 
Covenant on Civil and Political Rights (1966), for example, declares: 
"In those States in which ethnic, religious or linguistic minorities 
exist, persons belonging to such minorities shall not be denied the 
right in community with other members of their group, to enjoy their own 
culture, to practice their own religion or to use their language." And 
the UNESCO Convention against Discrimination in Education (1960) 
recognizes "the right of members of national minorities to carry on 
their own educational activities, including the maintenance of schools 
and, depending on the educational policy of each State, the use or the 
teaching of their own language •••• " The Soviet Union, like scores of 
other countries, is a signatory to both agreements. 

Jews in the Sov let Un ion, who numbered 1. 8 million in the 1979 
census, ranking 16th among more than one hundred recognized Soviet 
nationalities, are the only statistically significant group in the USSR 
that is not afforded the opportunity to study the languages 
traditionally associated with it, namely, Hebrew and Yiddish. 

It is instructive to compare the situation of Jews with those of the 
1.9 million geographically dispersed ethnic Germans and the 900,000 
Chechen-Ingush, two national groups who were, for many years, the 
victims of internal deportation and official persecution for alleged 
collaboration with invading Nazi armies. Both the Germans and the 
Chechen-Ingush now have access to mother-tongue secondary schools and 
several teacher-training programs, institutes of higher learning and 
research institutions where language study and, by extension, cultural 
identity ls promoted. In other words, few obstacles are placed in the 
path of a German or a Chechen-Ingush who desires to become fluent in the 
language associated with his people. 

The Jews, on the other hand, enjoy no schools. where either Hebrew or 
Yiddish ls taught as a primary or foreign language (there have been 
unconfirmed reports that a few Yiddish classes have been introduced in 
the so-called Jewish Autonomous District of Blrobidzhan, 5,000 miles 
east of Moscow and the home of less than 1 percent of the Soviet Jewish 
population), no institutes of higher education where either language is 
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taught (with the exception of four institutes in Moscow, Leningrad and 
Tbilisi that teach Hebrew for diplomatic, intelligence, Russian Orthodox 
theological and archaeological purposes and that are closed to Jews), 
and no adult education, correspondence or privately organized but 
State-recognized classes, despite frequent documented requests by Soviet 
Jews for the establishment of classes and the accreditation of teachers. 
As a result, several score self-taught Hebrew teachers are conducting 
small groups that are not recognized by the State and subject, there­
fore, to the whim of the authorities. 

What we are witnessing is part of a larger Soviet effort to strip 
Jews of their national and cultural identity by denying them the tools 
for maintaining and fostering that identity, notwithstanding Soviet 
signatures on the above-cited international agreements or, for that 
matter, the Soviet constitution itself, which acknowledges that: 
"Citizens of the USSR of different races have equal rights ••• to use 
their native language ••• [and] any direct or indirect limitatl.on [of 
this right] ••• is punishable by law." 
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