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MEMORANDUM FOR: 

FROM: 

SUBJECT: 

see Distribution 

Philip W. Arno- ~~ 
Chairman, ~ 
Interagency Public Diplomacy working Group on 
countering Libyan Terrorism 

coordinating Meeting 
Friday, May 30, 2:30 PM, Room 840 

There will be a coordinating meeting at the working level this 
Friday to take stock ·and-~lan Agency activities for the coming 
few weeks. 

We will also discuss comments from the field, a full set of 
which is attached. 

The agenda: 

1. Discuss comments from posts. 

2. Plan Agency activities for early/mid-June period. 

3. Discuss availability of experts and expertise. 

DISTRIBUTION: 

P/D - Mr. Pollock 
Ms. Ashley 

P/F - Mr. Newman 
P/P - Mr. Cattell 

Mr. Scherr 
P/R - Mr. Wessell 
P/G - Mr.Fischman 

Mr. Romerstein 
Cmdr. Farlow 
Ms. Bruckner 
Ms. O'Keefe 

P - Ms. Super 

.. 



TV - Mr. Timrud 
Ms. Adam 

E/V - Mr. Daks 
Mr. Taylor 

VOA - Mr. Chatten 
Mr. Thompson 

Area Policy Officers 
AF - Mr.Haley 
AR - Mr. Johnson 
EA Ms. Sullinger 
EU Mr. Crouch 
NEA Mr. caterini 

,. . 

- 2 -



May 27, 1966 

Public Diplomacy Action Plan on 
Countering Libyan Support for Terrorism 

An overwhelming majority of responding posts requested an increase in 
wireless file coverage on terrorist issues. Many stated the most 
useable form is texts, statements, speeches, by-1 iners, etc. by US 
officials. Several posts requested evidence that would confirm Libyan 
involvement in terrorist activities. Noted were several indications 
that American Participants, Worldnets, EDs or TPCs would not be 
effecti~e in raising the awareness of their reader/viewerships because 
of specific sensitivities involved. 

Below is a more detailed breakdown of what posts are requesting to 
strengthen programming on this issue. 

AF AR EU* EA 

# of Posts responding 1 0 8 14 6 
Wireless File Policy texts/statements 6 7 8 6 
Evidence/independent condemnations 3 2 6 
Pamphlets/chronologies 1 1 3 1 
Books 1 
TV/Video 4 2 3 4 
Briefings/interviews 2 2 3 
VOA coverage 2 1 3 1 
IV projects/Journalists 2 1 3 2 
Worldnet 2 4 1 
Electronic Dialogue/Telepress Conf. 1 
American Participants 1 1 

NEA 

1 0 
1 0 

1 
2 

1 
1 
2 
4 

3 
1 

* Several posts questioned the use of a documentary and the human rights 
group contacts. 
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May 28, 1986 

MED I A REQUESTS 
Public Diplomacy Action Plan on 

Countering Libyan Support for Terrorism 

BE8!~B 
AmParts, 

WFile/ TPC, ED 
t9§1 tr.~§~ I~ ~QB rn1.~n§ !~§ ~r.i~!ing§ 

Accra X 
Antanarivo X 
Bamako X X 
Kinshasa X X X 
Lagos X X 
Libreville X 
Monrovia X X 
Nairobi X X X 
Niamey X 
Port Louis X 

AMERICAN _REPUBLICS 
AmParts, 

WFile/ TPC, ED 
tQ§1 tr.~§§ I~ ~QB rn1.~;I§ !~~ ~r.i~!ing§ 

Buenos Aires X 
Caracas X X 
Suatemala X 
Kingston X 
Mexico X 
Nassau X X 
San Jose X X X 
San Salvador 

EAST_ASIA/PACIFIC 
AmParts, 

WFile/ TPC, ED 
f'.9§1 er.~§§ I~ ~QB ;~1.~n§ !~§ ~ti~!ing~ 

Indonesia X X 
Malaysia X X 
Rangoon X X 
Seoul X X X X 
Manila X X X X 
Tokyo X X X 
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rn8QE~ 
AmParts, 

WFile/ TPC, ED 

tQ§!: Er.~22 H ~Q0 5Q1.~fl§ !~? ~r.i~U.!!9§ 

Athens X 

Ankara X X 

Bonn X 

Brussels X X X 

Bucharest X X X 
Budapest X X 

Helsinki X 

Lisbon X X X X 

Moscow X X 

Paris X X 

Prague X 

Valletta X 
Vienna X X X X 

Warsaw X X 

NEAR _EAST/NORTH_AFRICA 
AmParts, 

WFile/ TPC, ED 

tQ§!: Er.~22 I~ ~QB 5Q.!.~;l§ !~? ~r.i~!i!!9? 

Amman X 
Colombo X 
Dhaka X X X 

Doha X X X X 

Islamabad X 
Jerusalem X X 

Kathmandu X X 

Kuwait X X X 

Rabal X X 

Sanaa X X 
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UNITED STATES 

INFORMATION AGENCY 

INCOMING 
TELEGRA 
/? 

033934 ICA294 
23/19162 

MAY 86 
FM AMEMBASSY BUENOS AIRES 
TO USIA WASHDC IMMEDIATE 7957 
BT 

AR-03 f..=.il /009 A4 

.e-o--t+. P" r"1' E jlj I I A t----eUENOS AIRES 0475·3 

USIA FOR P/G, LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING 
GROUP 

E. 0. 12356: OADR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 034713 

ALTHOUGH THE SOUTHERN CONE IS SOMEWHAT ON THE PERIPHERY OF 
THE U. S. -LIBYAN CONFRONTATION, WE CERTAINLY ARE COGNIZANT 
OF THE NEED TO INTENSIFY MISSION CONTACTS WITH OTHER CON­
CERNED ORGANIZATIONS AS WELL AS A STEPPED-UP DISTRIBUTION 
OF APPROPRIATE INFORMATIONAL MATERIALS. THIS HAS ALREADY 
OCCURRED AS MATERIALS BECAME AVAILABLE. TO DATE, THREE OF 
THE SEVEN PRINCIPAL DAILIES OF THE NATION'S CAPITAL HAVE 
EDITORJALIZED IN SUPPORT OF THE AMERICAN ACTION. WE ALSO 
HAVE ORGANIZED A CONFERENCE CALL ~LECTRONIC DIALOG) 
BETWEEN MIDDLE EAST EXPERT DR . COLL. AND SELECTED MEDIA 
HERE IN BUENOS AIRES WHICH PROVED TO BE VERY PRODUCTIVE. 

IT IS WORTH REPEATING THAT OUR POSITION IN ARGENTINA IS 
NOT CENTRAL TO THE CONFLICT BUT ANY TIME A SUPERPOWER IS 
PERCEIVED TO BE "PICKING ON" A SMALL THIRD WORLD COUNTRY, 
MANY PROBLEMS ARE CREATED WHICH WE ARE BETTER OFF WITHOUT. 
IN THE CASE OF OUR UNILATERAL MILITARY ACTION AGAINST 
LIBYA, MANY ARGENTINE POLITICAL FIGURES EXPRESS CONCERN 
THAT THIS WILL SOMEHOW SET A PRECEDENT FOR POSSIBLE U. 5. 
MILITARY INVOLVEMENT IN CENTRAL AMERICA. WE FULLY AGREE 
THAT TO TURN THIS AROUND, A PLAN SUCH AS THAT CONTAINED IN 
REFTEL IS NECESSARY AND, TO THE EXTENT TO WHICH IT IS 
APPLICABLE, WE WILL CONTINUE TO APPLY IT. IT WOULD BE 
PARTICULARLY HELPFUL IF SPECIAL STUDIES CAN BE COMMISSIONED 
WITH WHICH TO POPULATE USIA' S WIRELESS FILE ON THE VARIOUS 
ASPECTS OF THE STATE-PROMOTED TERRORISM COMING OUT· OF 
LIBYA AND THE LENGTHS TO WHICH THE UNITED STATeS WENT 
BEFORE RESORTING TO RETALIATORY STRIKES. VALLIMARESCU 
BT 
114763 

·; DECLASSIFIE 
NLRRM # 1110~( 

BY ~ JAR 
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UNITED STATES 
INFORMATION AGENCY 

INCOMIHG 
TELEGRAM 

----------------------------------------------------------------
ACTION OFFICE PG-01 
INFO AC0-01 DS0-02 DIS-01 AR-03 /008 AJ 6 

----------------------------------------------------------------
0 2100142 MAY 86 
FM AMEMBASSY GUATEMALA 
TO RUEHIA / USIA WASHDC IMMEDIATE 4740 
RUEHC/SECSTATE WASHDC IMMEDIATE 6775 
BT 
S ~ T GUATEMALA 05419 

USIA 

FOR LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356: DECL: OADR 

SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 34713 

51 PLAN OUTLINED IN REFTEL DOES NOT HAVE APPLICABILITY 
IN GUATEMALA SINCE LIBYAN TERRORISM HAS NO .PROFILE HERE. 
POST HAS SENT WIRELESS FILE MATERIALS AND OTHER PRINTED 
INFORMATION ON LIBYAN TERRORISM TO KEY CONTACTS AS PART 
OF POST' S EFFORTS TO DRAW ATTENTION TO THE OVERALL PROBLEM 
OF TERRORISM. POST CONTINUES TO WELCOME BACKGROUND IN­
FORMATION ON LIBYAN TERRORISM AS WAY OF KEEPING - LOCAL 
AUDIENCES' ATTENTION FOCUSED ON WORLDWIDE' TERRORISM. 

WATERS 
BT . 
•5419 

DECLASSIFIED 

--b"-'-S-1-tate--~=~:~ SE~ 

.. .. 
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UNITED ST ATES 
INFORMATION AGENCY 

INCOMING 
TELEGfi mv1 

~ ' 0 2 S0 0 5 1C A3 55 
2 1 / 2 ! 2 9Z 

---- ------------ --- ---------- -----------------------------------
/,C T IO N or-- F IC E 
I NF O J\ C0 - 0 1 

P G-_'1.J.. 

/\ R--03 
VG -0 1 MAC- 0 5 

PP F N- 0 2 PPF - 01 
/ 03 2 A5 9 

MS-03 
VBB-01 

DI S-0 l NEA-03 
VB XC-0-1 VB XN- 0 I 

VBL - 01 

DS 0 -02 SVC- 0 1 
PR- 01 P PF L- 0 1 

VBN-01 VBR - 01 ---------- ---- --------------------------------------------------
R 2 1 2 1222 MAY 86 
F M AMEMBASSY KINGSTON 
TO RUEHC / S ECSTATE WASHDC 7098 
RUEHI A/ USIA WA SHDC 3778 ~v- ET KINGSTON 05 0 60 

FOR LIBY A/ TERRORISM PUB L IC DIPLOMACY WORKING GROUP 

E. 0. 12356 : DECL: OADR 
SUBJECT : PUBLIC AFFAIRS GUIDANCE 86-34-COUNTERING LIBYAN 
SUPPORT FOR TERRORISM 

1 . SEs;,,((T - ENTIRE TEXT 

2. ~ ILE INTERN ATIONAL ISSUES NOT IMMEDIATELY RELEVANT 
TO THE CAR IBBE AN OFTEN RECEIVE LIMITED ATTENTION IN THE 
JAMAIC AN ME DI A., THE US ACTION IN LIBYA GENERATED WIDE 
MEDIA CO VER AGE IMMEDI ATEL Y FOLLOWING THE BOMBING . MOST 
JA MAICANS WERE QUIC K TO CONDEMN TERRORIST ACTIVITIES AND 
EXPRESSED SUPPOR T FOR SEE KING WAYS TO CONTROL THE~ THEY, 
NEVERTHELESS , HAD MIXED FEELINGS ABOUT THE USE PF FORCE 
RATHER TH /\ N RE L I AN CE ON DIPLOMACY AND INTERNATIONAL LAW 
TO PROVIDE SOLUTIONS TO THE PROBLEM HOWEVER LOCAL 
ATTENTION QUIC KL Y SHIFTED TO MORE PAROCHIAL CONCERNS . 

3 . POST EFFORTS TO SUSTAIN MEDIA INTEREST IN LIBYAN 
TFRRni:nt:;T Ar.TJ\/TTTFS I\Nn PUB L IC SUPPORT FOR us POI tCY 
TOW ARDS L IB YA INCLUDE STATE MENTS MADE BY US AMBASSADOR 
AND THE DISSEMINATION OF SELECTED WIRELESS FILE ITEMS BY 
USIS KI NGSTO N. POST DOES NOT FEEL MORE EXTENSIVE PUBLIC 
DIPLOMACY EFFORTS AS OUTLINED REFTEL WOULD BE SUCCESSFUL 
AT PRESENT IN JAM AIC A. 

(DR AFTED : USI S: J MORAN / APPROVAL : USI S : DGBESOMl 
SOT I RHOS . 
BT 
115060 

• 

t'JiCU\~FiEO 

Gw!efln JU~/~t ,~~-MAAA DATE'S, -_ 



PAGE 01 

utwrlss IF I ED 
UNITED STATES 

INFORMATION AGENCY 

ti I 

INCOMING 
TELEGRM,1 

025061 ICAl44 
19/17092 

----------------------------------------------------------------ACTION OFFICE P-01 
INFO AC0-01 DS0-02 AR-03 PG-01 / 008 A3 

----------------------------------------------------------------R 1917052 MAY 86 
FM AMEMBASSY SAN SALVADOR 
TO RUEHC / SECST ATE WASHDC 2922 
RUEHIA / USIA WASHDC 0805 
BT 
UNCLAS SAN SALVADOR 06901 

USIA 

FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E.O. 12356: N/ A 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN . ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF : USIA 24713 

I. SAN SALVADOR THINKS THE PLAN OUTLINED IS AN 
EXCELLENT ONE , BUT OF LIMITED APPLICABILITY HERE. 
WE HAVE ENCOUNTERED NO CRITICISM OF OUR ACTIONS 
AGAINST LIBYAN TERRORISM IN THE PRESS OR IN 
PERSONAL CONTACTS (EXCEPT, OF COURSE, FROM FMLN 
TERRORISTS, WHO ARE FRIENDS OF LIBYA AND THE 
PLO). 

2 . MOST SALVADORANS ACCEPT THE POINTS WITHOUT 
BEING ASKED TO, SO WE DO NOT PLAN HIGH PROFILE 
PROGRAM ON THIS. 

HAMIL T"ON 
BT 
#6901 

U~IED 
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I S/1744Z 

----- ------------------------------------------... ---.. ---....... ------
ACTION OFFICE AR-03 
ltlFO AC0-01 OS0- 02 VG-01 DIS-01 !'.§.:!!!. PR-01 PGF-02 PP-01 

PPFL - 01 PPF-01 VOAM-01 VBB-01 VBXC-01 VBXN-01 VBL ·01 

VBR-01 /021 Al 5 
----------------------.. ---------... -. ------.. ----.. ------ -- .. --- -----

0 151744Z MAY 86 
FM AMEMBASSY SAN JOSE 
TO RUEHIA/USIA 1/ASHDC IMMEDIATE 6463 

INF~O RUEHC/SECSTATE 1/ASHDC IMMEDIATE 7932 
BT 
LIMIT OFFICIAL USE SAN JOSE 04717 

FOR USIA P/G 
-STATE 'LIBYA/TERRORISM PUBLIC DIPLOMACY 

\/ORK I NG GROUP' 

E. 0. 12356: NIA 
TAGS: PTER, CS 
SUBJECT : PUBLIC DIPLOMACY PLAN ON. COUNTERING 

LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 03413 

I. MEDIA/POLITICAL ATMOSPHERE: AS ONE OF THE THIRD 
1/0RLO'S LONGEST - STANDING DEMOCRACIES AND A FIRM 

. ALLY OF THE U.S . , COSTA RICA HAS LONG HAD A 
NEGATIVE VIE\/ OF LIBYAN TERRORISM, AS EXPRESSED 
BY GOCR FIGURES, MEDIA, AND SUCH PUBLIC OPINION 
A~ INrnRHAI TU 'HAN IN TMr qRfrT" Pnl 1 ~ MMannor1·~ 

SUPPORT FOR SUB VE RS I ON AND TERROR I SM HAVE BEEN 
DENOUNCED REPEATEDLY IN LOCAL PRESS, 1/HICH ALSO 
STRONGLY SUPPORTED 4/14/86 U.S. STRIKE AGAINST 
TR I POL I AND BENGHAZI. Al THOUGH PRES I DENT OSCAR 
AR I AS CRITICIZED STRIKE, HE OENOUtlCED KHADDAF I'S 
ACTIVITIES; IN ANY CASE, MANY COSTA RICANS 
SUBSEQUENTLY ATTACKED HIii FOR HIS STATEMENT 

OPPOSING THE U.S. STRIKE . 

2. BOMBING OF U.S. CONSULATE BUILDING IN SAN JOSE 
4/17/86 IIAS IIIDELY RUMORED TO HAVE BEEN LINKED TO 
4/14 U. S. STRIKE, THOUGH NO LEADS HAVE BEEN FORTH-
COMING. AT THAT TIME U.S. AMBASSADOR LEI/IS TAMBS 
SAID POSSIBILITY OF LIBYAN-BACKED RETALIATION 

"COULD NOT BE RULED OUT.' 

3. GIVEN ABOVE, A MAJOR PD PUSH IN COSTA RICA 
IS NOT NECESSARY. IN BROAD TERMS, BOTH PEOPLE AND 
GOCR ALREADY SUPPORT U.S. POSITION ON LIBYAN 

TERROR I SIi. 

4. POST HAS ALREADY CARRIED OUT A HIGHLY 
SUCCESSFUL ELECTRONIC DIALOGUE ON LIBYA 111TH 

GEORGETOIIH UNIVERSITY MIDDLE EAST EXPERT~ 
~ int I CH REC£ I VEO BROAD Pl AV ON THREE flAJDR 

COSTA-RICA!! RADIO STATIONS. SUCH INFO AS HAS 
BEEN AVAILABLE ON LIBYA'S ROLE Ill TERRORISM (BOOKS, 
1/F ARTICLES, VOA FEEDS) HAS 6[Etl :;EUT All ALONG 

TO APPROPRIATE CONTACTS. 

~- OF ITEMS H£N:IONED IN PLAN, MO:;T u:;EfUL TO POST 

l 
llOULD BE SEIIOIIIG SENIOR JOURNAL 1ST TD IV PROJECT 

HENTIONED IH PARA 6 REFTEL; TV DOCUMENTARY AHO 
WORLDttEI PHO~RAM Ot◄ THI S TOPIC ; AIIO 0ll~OIIIG 
FEATURE NAllRIAL ALSO OUTlllllD IH P~Rll b NHTEL. 
THC:,[ WOULD f-iiOVIOl u:; lHE TOOLS 10 lit~CH, AS 
APPROPRIAIE , RROAO MEDIA AUOIFNCE:; , ~HALLER 

MESSAGE TO A TARGET AUDIENCE AT THE OPPORTUNE 

MOMENT . 
STANLEY 

BT 
14711 

IHFlllfllCF 1,R(lllf', , fltlO IIIFl llflll ,n (.(ltt[Ar,1~ Ill A ~ 
rMt ~l ' lfllT MIO r.OtlTll lll(•II ', rrrn~T 10 ,,[T 11! ( 

LIMITED orr1, Al. usE 

U10186 ICA9SS 
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- - - - .. -- - - - .. -- - -· - - - - - - - - ·· -- - - - - -- - - - --- - - - - -- - - - - - --- -- - - --- --- - -
.r,crro; ,1 o;-:;:rc.E p(;-01 ~ 
u~r-o .··. co - 0 1 osci-0~ v c-01 1\ R -02 NEA-03 PR-0 1 ES,£.;:_JJ2.,.J PPFL-01 

PPr- N -- 02 P PF -C l V OAM-0 l VBEl-0 1 \/B XC-01 VB~ VBL-01 
V8r;.-O l VVBN-91 / 0 2 5 ,\ l 
------------ ----------------------------------------------------

P 2417122 MAY 86 
FM AMEMBASSY NASSAU 
T O R U E H C / S [ CS T I', T E I'/ A SH DC P R I OR I T Y 5 5 8 7 
RUEHI A , · IA WAS HDC PH IORITY 1 775 
BT 
SE RE T NASSAU 02105 

FOR LIB YA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 1 2356: DECL: 0 /,DR 
T /\GS: f"TER, BF 
SUBJECT: PUBLIC DJPLO~,lt, CY ACTIOI-.J PLAN ON COUNTERIN G 
L.IB Y/1. N SUrf·' (lRT FOR TERRORISM, 

REr : Al USIA 34711 , Bl USIA 34713 

I. SECRET ENTI ~ E TE X T . 

2. POST r-ULI .. Y SU Pf' O,ITS AGENCY'S SI X TY-DAY ACTION PL AN 
AN D Wil.l. DO EVERYT~Il-1~; IN O UR PO l'i Ef~ TO RC:ACH ~ACRE 
COMt ·'.Uf-JI rY LEADERS t, ND CP:iNION-MOL.Oi:::RS. 

3. POST WILL M,KE EVEP Y EF~ CR ' TO INCREA~~ INFORMATION 
OLITPUT RY PRESS r,Et. : ---~=c:: s, SPC C I ,\ L AR TICLE DISTRIBUTION 
TO K~Y GO V ERNMENT AND COMMUNlTY ELEMENTS ANO MEDIA 
REACTION R[PCR TI NG. 

4 . PO S T COULD PROB ABLY PLACE A TV / FILM DOCUMENTARY 
FOCUSEfJ ON TR ANSATLANTIC COCPE R~ TION. ADVISE ON 
DETAILS ,-,:JD WHEl'J POST C/1N EXPECr IT . 

5 . REOU~ S r A GENCY !NCR EASE WF ~ RTICLES THAT CAN BE 
U S E D B Y L E S S " / •, F 1° E CT t. D P OS T S" (P AR A 6 , R E F TC:: L 8 ) . 
DOBRIANS t<.Y 
BT 
ll 2 l 05 
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PAGE SI 831626 ICA3S9 
22/2887Z HUKAN RIGHTS VIOLATIONS INHERENT IN TERRORIST 

- --- - - ----- - ----- -- ----- - - - ---- - - - - - ----- - - - --- - ----------- - ---- ATTACKS OH CIVILIANS. IN ADD IT I ON, THE ABUSE OF 
ACTION OFFICE PG - 81 HUKAN RIGHTS IN LIBYA IS AN UNTAPPED SOURCE FOR 
INFO AC0 - 81 OS0- 82 VG - 81 AR- 93 NEA-93 PR - 81 PPFL-81 PPF-81 REFUTATION OF QAOHAFl ' S SELF-STYLED IKAGE .OF 

OD - 91 VOAK - 81 VBB-91 VB XC- 91 VB XN-81 VBL-81 VBR - 81 RULER BY POPULAR ACCLAKATIOH. POST IS IN 
/821 A4 8 CONTACT 111TH VENEZUELAN CORRESPONDENTS IN US IIHO 

- - --------- - ---- - ------- ------ - --- - ----- - ---- - - -- - - - ---------- - - CAN IE PUT IN TOUCH 111TH HUKAN RIGHTS NGOS 
P 222881 Z KAY 86 
FK AKEKBASSY CARACAS 
TO RUEKC/SECSTATE IIASHOC PR I OR I TY 1778 
RUEHIA/USIA IIASHDC PRIORITY 7788 
8T 
UNCLAS CARACAS 1496S 

FOR L IBYA/TERRORISK PUBLIC OIPLOKACY WORKING GROUP 

E. 0. 12356: N/ A 
TAGS: PTER, PROP, VE 

s. I lll'L EIIENTAT I ON. ,osT HAS CONDUCTED TWO 
SUCCESSFUL TELEPRESS CONFERENCES ON SUIJECT FOR 
PRINT JOURNALISTS 111TH DR. ALIERTO CDl.l. WE 
URGE "ORE SPOKESPERSONS IE KADE AVAILABLE IN 
THIS° AND OTHER ELECTRONIC 11EDIA FORIIATS. 

6. II HAVE FOUND WIRELESS FIL£ KATERIAL 
INVALUABLE DURING THIS CRISIS AND URGE IIORE OF 
THE SANE . CERTAIN ARTICLES SUCH AS CHRONDI.OGIES 
GET ALl10ST AUTOIIATIC ,LACEKENT IN KAJOR 

SUBJECT: PUBLIC DIPLOKACY ACTION PLAN ON COUNTERING 

1 
DAILIES. LONGER PIECES, PREFERABLY IN SPANISH, 

LIBYAN SUPPORT FOR TERROR I SK 

REF : USIA 34713 

1. SUl111ARY. ACTION PLAN CORRESPONDS CLOSELY TO 
111SSION' S PUBLIC DIPLOKACY OBJECTIVES ON THE 
SUBJECT. 111SSION ACTED IMMEDIATELY TO COUNTER 
LI BYAN PROPAGANDA. \IE HAVE KADE A 11AJOR EH ORT 
TO CONTACT OPIN I ON LEADERS PER SONALLY AND I/Ill 
CONT I NUE TO SO. OUR EFFORTS TO KEEP THE LOCAL 
PUBLIC INFORMED OF LIBYAN SUPPORT FOR TERRORISK 
Cl)WT, H•!•• "' ••, n~ 0011•o•rs , ... , ... ~~HT, c~ ~r 
PLAN THROUGH EXPANDED PRINT AND ELECTRONIC 11EDIA 
PLACEKENTS AS WELL AS INTERACT I VE TPC ANO 
IIORLDNET PROGRAl1S. \IE URGE PARTICULAR EKPHASIS 
ON THE ROLE OF LIBYAN PEOPLES' BUREAUS IN 
FOHENT I NG TERROR I SK. 

2. BACKGROUND. IN JANUARY, FOLLOWING OBSERVED 
SURVEILLANCE OF EKBASSY BY SUSPECTS IIHO WERE 
FOLLOWED TO LIBYAN PEOPLES ' BUREAU, GOV ORDERED 
A SWEEP OF LIBYAN FRIENDSHIP ORGANIZATIONS, 
CLOSING KOST ANO PUBLICLY DISPLAYING SUBVERSIVE 
KATERIAL SEIZED. PUBLIC EXPOSURE OF ACT I ON BY 
VENEZUELAN STATE SE CUR ITV POLI CE RECE I VEO NO 
LASTING PUBLIC ATTENTION. SUBSEQUENT [XPULS I ONS 
OF DIPLOKATS AND OTHER NATIONALS WORLDWIDE HAS 
KORE THAN VINDICATED GOV ACTION. IN CONTINUING 
OUR EFFORTS TO COKBAT LIBYAN OISINFORKATION, WE 
URGE A FOCUS ON THE USE OF LI BYAN PEOPLES' 
BUREAUS AND "FRIENDSHIP SOCIETIES" IN 
SPONSOR I NG, DIRECT I NG AND SUPPLY I NG TERROR I ST 
OPERATIONS. 

3. GOV AISTENT I ON IN VOTE ON SE CUR ITV COUNCIL 
CONDE11111NG US ACTION WAS CRITICIZED NOT ONLY 
FII011 THE EXTREME LEFT, IUT AL SO FROtl THE CENTER: 

I.E. THE ~RGUl1ENT THAT US VIOLATED INTERNATIONAL 
LAIi IN ITS ATTACKS ON LIBYA AND IS DOING SO IN 
THREATENING FURTHER KILITARY ACTION. \IE NEED 
KORE, BETTER, KORE COHERENT HATERIAL EXPLAINING 
THAT IIHAT WE ARE DOING IS LEGAL. THIS 11ATERIAL 
IS PARTICULARLY 111PORTANT FOR OUR CONTINUING 
EFFORTS TO KAINTAIN CLOSE PERSONAL CONTACT 111TH 
OPINION LEADERS ON THIS ISSUE, AS WELL AS TO 
BROADEN AND DEEPEN PUBLIC UNDERSTAtlDING AND 
SUPPORT Of A STRONGER VENEZUELAN ST.,.CE AT UN 
AND IN POLITICAL INTERNATIONALS. 

4. HUKAN RIGHTS ANGLE IS l'AIITICULARLY 
INTERESTING. VENEZUELANS ARE VERY SENSITIVE TO 

ARE IEING KOVED IN PRESS/INFORIIATIOH KITS TO 
PROKI NENT OPINION- KAKE RS AND GOVERNIIENT 
OFFICIALS. 

7. POST HAD SCHEDULED AIIPART BRIAN nlCHAEL 
. JENKINS FOR 11AY TO SPEAK ON TERROR IS", BUT VISIT 
IIAS POSTPONED. WE REnAIN EAGER TO PROGRA" HIK 
OR ANOTHER SPEAKER ON SUBJECT. FLOWER 
IT 
14965 

UNCLASSIFIED 

131626 ,cuss 
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UNITED STATES 
INFORMATION AGENCY?\ (1. 

INFO AC0-01 DSO-Ql_ DIS-01 AF-05 P-0'1 /011 A4 l 

0 211653Z MAY 86 

FM AMEMBASSY KINSHASA 

TO RUEHIA / USIA WASHDC IMMEDIATE 6290 

RUEHC / SECSTATE WASHDC IMMEDIATE 8446 

:\ C / 1 KI r<SHASA 08594 

USIA 

FOR LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356 : DECL : OADR 

SUBJECT : PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 

L !BYAN SUPPORT FOR TERRORISM 

REF: USIA 34713-C 

KINSHASA SUPPORTS THE PUBLIC DIPLOMACY ACTION PLAN 

DETAILED IN REFTEL AND WILL BE PLEASED TO PARTICIPATE 

TO THE EXTENT POSSIBLE. UNFORTUNATELY. THIS PLAN IS 

NOT APPLICABLE TO OUR PROGRAM BECAUSE MOST OF THE 

ORGANIZATIONS AND GROUPS LISTED IN REFTEL DO NOT EXIST 

I N Z A I RE. HO WE VER, WE DO HAVE AN AUD I ENCE FOR AGE NC Y 

PROVIDED MATERIAL, INCLUDING WIRELESS FILE FEATURES, 

TV AND VIDEOTAPE .PROGRAMS. SATELLITE FILE AND VOA 

FEATURES (IN FRENCH). HENNING, ACTING 

BT 
#8594 

029169 

DECLASSIFIED 

INLlUMINli 
TELEGRAM 

ICA20'3 

21/16592 

-.. 

SECR~ i: L~r-~ ~ 
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21/89S7Z I/ANT TO FOLLOII UP ANO FINO THE NIGERIANS INVOLVED FOR 

--- - - - -------- - -- - ---- - - - ----------- ------- - -------------------- POSSIBLE NED I A Pl AY . \IE UNDERSTAND THAT SINCE THEY I/ERE 
ACT ION OH I CE PG - 91 
INFO AC0-91 OS0-82 VG - 81 DIS-SI AF-BS PR-81 ~ PP-81 

Es88 PPFA-81 PPF - 81 VBRA- 81 VBB-81 VBXC-81 VBXN-81 
VBR-81 /838 Al IS 

R 2189582 MAY 86 
Fn AHEMBASSY LAGOS 
TO RUEH I A/US I A 1/ASHDC 843 I 
RUE

0
HC/SECSTAJE 1/ASHDC PRIORITY 9272 

IT 
S E C . T LAGOS 85889 

USIA 

FOR LIBYA/TERRORISM PUBLIC DIPLOMACY 1/0RKING GROUP 

USIA FOR AF, NEA 

STATF FOR AF/11, NEA 

E. 0. 12356: OECL : OADR 
TAGS: NI LI PTER 
SUBJECT: PUBLIC DIPLOl1ACY ACT ION PLAN ON COUNTERlkG 

LIBYAN SUPPORT FOR TERRORISH 

1. 

2. POST I/El C011FS INITIATIVE OUTLINED IN REFTEL. 
ALTHOUGH QAOHAF I DOES HAVE HIS SUPPORTERS IN NI GER I A ANO 
THE U.S. AIR STRIKES NET 111TH CONSIDERABLE OFFICIAL ANO 
IIEDIA CONDEMNATION, NANY NIGERIANS ARE DFEPLY SUSPICIOUS 
OF LIBYAN INTENTIONS. THAT SUSPICION IS FUELED BY 
NIGERIAN CHRISTIAN HOSTILITY TO THE LIBYAN LEADER'S 
ISLAHIC FERVOR ANO BY A PERCEPTION SHARED BY BOTH HUSlln 

I 
AND CHRISTIAN NIGERIANS THAT •QADHAFI HAS CLEAR 
TERRITORIAL AMBITIONS IN THE REGION. THIS BECANE 
EVIDENT IN THE I/EEKS AFTER THE U. S. AIR RAID, I/HEN THE 
INITIAL I/AVE OF [NOTIONAL NEDIA CRITICISN OF THE U.S. 
ACTION GAVE 1/AY TO A TIDE OF OPINION PIECES ANO LETTERS 
TO THE EDITOR CRITICIZING QAOHAF I ANO CALL I NG ON 
NIGERIANS TO TAKE ANOTHER LOOK AT THE THREAT POSED TO 
NIGERIA BY THE LIBYAN LEADER. RECENT PRESS ARTICLES 
HAVE 4LLEGEO SUBVERSIVE LIBYAN ACTIVITIES IN NIGERIA AND 
DESCRIBED LIBYAN EIIBASSY INVOLVEIIENT 111TH CHADIANS AND 
GUNT SYIIPATH I ZERS RES I DENT HERE. NATURE OF THE STORIES 
INDICATED OFF I CIAL SOURCES. All OF THIS POINTS TO A 
P~ILIC DIPLONACY OPPORTUNITY REFTEL SEEKS TO EXPLOIT. 
NEREIIITH POST'S. SUGGESTIONS. 

3. nosT -EFFECTIVE 1/EAPDN \IE COULD USE I/AS NENTIONED IN 
REFTEL AS A "COMPENDIUM OF BELLICOSE AND COMPROMISING 
QADHAFI STATEMENTS' SUPPORTING AND PRAISING TERRORIST 
ATTACKS.. \IE I/ANT TO USE NI S (ANO OTHER APPROPRIATE 
LIIYANS'I 01/N I/OROS AGAINST Hin, ANO DOING SO 1/0ULD 
CARRY GREATEST CREDIBILITY. 1/E KNOii THE LIBYAN LEADER 
NA$ IIADE MANY SUCH STATEMENTS IN THE PAST, ANO BEING 
AILE TO REnlND NIGERIANS OF THEn 1/0ULD BE VERY USEFUL. 

C. THREE NIGERIANS I/ERE REPORTEDLY INJURED IN THE 
ATTACK ON THE VIENNA AIRPORT IN DECEMBER 1985, BUT ONLY 
ONE NIGERIAN PAPER PICKED UP THE STORY AND THEN PROMPTLY 
DROPPED IT. THERE I/AS NO . SUBSEQUENT MEDIA COVERAGE OR 
INTEREST IN THE INJURED NIGERIANS. POST 1/0ULD LIKE TO 
DETERnlNE IF ENBASSY VIENNA HAS ANY . ADDITIONAL 
INFORnATION ON THOSE INDIVIDUALS, INCLUDING NANES (1/HICH 
LOCAL PAPER DID NOT NAVEi AND ADDRESSES IF KNOIIN. \IE 

AT THE AIRPORT ANO -APPARENTLY TRAVELING, THIS NAY BE. 
INPOSSIBLE, BUT \IE WOULD APPRECIATE AN EFFORT TO OBTAIN 

THEIR NANES AND ADDRESSES. 

S. STATEHENTS BY OTHER GOVERNHENTS, PARTICULARLY IN THE 
THIRD 1/0RLD, CONOEnNING l lBYAN ACTIVITIES 1/0ULD BE VERY 
USEFUL. I ND I A, \IE UNDERSTAND, RE CE NTL Y CAUT I ONEO THE 
LIBYAN ENBASSY ABOUT RECRUITING FOR QADHAFl ' S " ISLAtllC 

LEGION. • 

6. REFTEL PROPOSED MEDIA OPPORTUNITIES 111TH HIGH-LEVEL 
U. S. OFFICIALS TO DISCUSS TERRORIStl. HUCH OF THE 
NI GER I AN-GENERATED NEI/S ABOUT THE UN I TED STATES COMES 
FROtl Tl/0 NEWS AGENCY OF NI GER I A CORRESPONDENTS BASED IN 
NEIi YORK ANO I/ASH I NG TON. THESE WOULD BE I DEAL 
JOURNALISTS TO INCLUDE IN INPORTANT BRIEFINGS. IN NEIi 
YORK, THE NAN CORRESPONDENT IS TONY IOIGO, AT (2121 
681-4588 OR (2121 7SC-S13S . IN 1/ASHINGTON, HE IS BISI 
OLAI/UNtll; AT (2821 662-7311 , 

7. FINALLY, REFTEL ALSO tlENTIONS A SPEC I AL IV PROJECT 
ON TERRORIStl. POST SUPPORTS THIS IDEA AND 1/0ULD LIKE TO 
NOHINATE A CANDIDATE IF PROJECT HATERIALIZES. PLEASE 

ADVISE. 
noNSLATT, ACTING 
BT 
IS&89 
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l~l~~U~TIO~Al !ffiL ttlQERY FOR PEAC ~F~L :ETT'. E~~HT OF 
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4. EDI TO?. \ Al o It: 111 [ \{UiYAtl PRf SS , ON TIIE OTHER 
HAI JO , \,[ ··£ Pr., a lC TAE .Y CR ITICAl OF U. S. A~TIONS, THE 
POs T H~L i• 01:cuss10•,:, \! I TH EDIT OR$ Al-ID GP. Ve \! :~E 

Ol~TR \P tlf.,,' Til ~,e!', /s l/ 0 GOVEH tltlE liT CiJ: \Tf.~l S OF THE 
USG "f~ CT $! ' ! ! T~" C: L IO YM4 TERRCR l ~M. ~L THOUGH THE 

[DI JCqJ [ ""•~~:ED~~~[ OI GREF OF ~YH?~ l \1 1 FDA ANO 
UNl•,,STAII.-' ,, U. S. ACT IO ri :i, TH ERl \/Ao ii(l EVI DE! /C. E 

or TH \ 3 1,. ,;s£•,Uf!I T lD IT ORIAL COM11f.NI S OR ,R TICl[S 
011 lHE 1:;:, i,t . IH l h \S RESPECT , l'H t s E CCilh i. i S SEl MEO 

TO cot,f 0il t1 TO 1 HE F.l f' ER I t'lCE f.l srnH[Rr - - TliP.T 

r xf"R ES$101IS o, SYMP/\ TH \' Al:O UtlO ERSTMIO IIIG ARE t\ OT 
01r r I CIJl I TC' IIUR Ill FRl 'Jr.,r CO!IV [ RS /tl 101-1, ~UT ~RE 

F, ;;P.E LY TR;d1~i.P,TF O 11IT 0 \'Uol IC STATr.::rn TS. 

5. Qt, TII !: OTl'.lr. Hr.•W, \It H/: V[ li01 \CCO THf.1 LUHR S 
10 1H[ rn110H IIJ TH E 1', (1/ V/,t f Pf,F.s~ S[ [H TO GE C. PL IT 

t.60U1 IH IIALr P.~ 1\Jl fl : 1110·: : \/HO OPl'O~c TH[ U.S. 

t,Cl \ ~!! /1 !10 li\0~[ \/i:O [ XPl:[~S SOIi[ DEf,F. ff or :;uf' f'OR T 
\'OR TH f. /,CTIV\i. lH( n w LEl f[R :; Tllf. f ll~';'i'i Y IT'H f 

~'. [ L, ·• , :·rt ! CY n ;rr·::; ,~ TC: .. 3 Cl-! THI ~~ I S~ 1
.'~ . FI RST , i ,'t 
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UNITED 'sT A TES 
INFORMATION AGENCY 

ACTION OFFICE PG-01 
INFO AC0-01 DS0-02 VG-01 DIS-01 AF-05 P ·-01 PR-01 

INCOMING 
TELEGRAM 

PP-01 PPFA-01 PPF-01 VBRA-01 VBB-01 VBXC-01 XN-01 . 

O 

2116

~::-::~-::23 __ Al __ 10 _____________ -~----------~------- ~\~- - __ 

FM AMEMBASSY NIAMEY - . 
TO USI;tSHDC IMMEDIATE 2113 · 
BT · 
SEC ET NIAMEY 03782 

USIA 

FOR P/G 

E. 0. 123 56 : DECL: OADR 

SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON -COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF:/ USIA 34713 

I. S - ENTIRE TEXT . 

2. POST SUPPORTS SUBJECT PLAN IN ITS BROAD OUTLINE, 
ALTHOUGH WE BELIEVE THAT CERTAIN ELEMENTS OF IT WOULD NOT 
BE APPLICABLE IN OUR ENVIRONMENT . HERETOFORE, US ACTIONS 
AGAINST LIBYA HAVE MET WITH QUIET APPROVAL AT SENIOR 
LEVELS OF THE GON, WHERE LITTLE SYMPATHY FOR ANO A GREAT 
DEAL OF WARINESS TOWARD OADHAFI PREVAILS . HOWEVER, THIS 
APPROVAL HAS NOT BEEN EXPRESSED PUBLICLY AND IS NOT 
LIKELY TO BE . RECENT US-LIBYA EVENTS, IF COVERED AT ALL 
BY THE TIGHTLY CONTROLLED PRESS, HAVE BEEN RePORTEO 
WITHOUT COMMENT . THIS IS NOT TO SAY THAT CERTAIN GOVERN-
ME NT OFFICIALS OR MEDIA ACTORS WOULD NOT MAKE GOOD 
TARGETS FOR AN NNFORMATION CAMPAIGN DEALING WITH LIBYA'S 
ROLE IN SUPPORTING TERRORISM, OR THAT FUTURE EVENTS 
WOULD NOT LEAD TO MORE PUBLIC DEBATE ON THE ISSUE. 

3. WE STRONGLY BELIEVE THAT FOR THE MOMENT THE BEST 
COURSE OF ACTION WOULD BE TO PROVIDE, WITHOUT FANFARE, 
DOCUMENTATION CONFIRMING THE LIBYAN ROLE TO SELECTED 
CONTACTS IN THE GOVERNMENT AND MEDIA, AND MORE BROADLY IN 
THE ACADEMIC COMMUNITY WHERE THE MOST SCEPTICISM TOWARD 
THE US POSITION LIES. THIS DOCUMENTATION WOULD BEST 
INCLUDE EVIDENCE OF A "SMOKING GUN " IN QADHAFI' SHAND 
ANO SUPPORT FOR THE US POSITION FROM LEADERS IN COUNTRIES 
OTHER THAN THE US, INCLUDING THE MOSELM WORLD AND ELSE-
WHERE IN AFRICA. NEEDLESS TO SAY, FRENCH LANGUAGE 
VERSIONS OF WHATEVER MATERIAL SUPPLIED WOULD BE ESSENTIAL. 
BOGOSIAN 
BT 
113782 

.:t-.. 

SECRET o 
BY 

.. 
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024903 I CA0 •o 0 
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VOAM-01 T VP-· 04 TVS-02 TVX-Ol V8R,\-0I VBN-01 / ()28 Al 5 

----------------------------------------------------------------
R 1914452 MAY~ 
FM AMEMBASSY /ICC 
TO RUEHI/\ ✓ USI WASHDC 
RUEHC / 7,E STATE WASHDC 
BT 
C O N 6 I D E N T I /I 

5 342 
0343 

L ACCRA 03819 

FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP, EICL , 
TV, AND AP 

E. 0. 
TAGS: 
SU8J: 

12356 : DECL : O ADR 
PROP, LY 
PUBLIC DIPLOMt, CY ,' CTTON PLAN 
SUPPORT FOR TERRORISM 

bN COUNTERING LIBYAN 

REF: (A) USIA 347 l l ; (8) USIA 34713 

I. AS MISSION AND MEDIA REACTION REPORTING DOCUMENTS, 
THE GOG AND ITS MEDIA APPEAR STRIDENTLY ~ND TO MANY 
GHANAII\NS REPUGN ANT L Y) PPO-C ACH AFI . WITHIN THE LIMITS 
THIS IMPOSES WE MUST STEER CLEAR OF SEEMING TO EMULATE 
THE OVERSTATEMENT AN D HYSTERI A WHICH CHARACTERIZE THE 
LIBYAN / US ISSUE HERE TO DATE . TH ANK S TO OUR POPULAR 
BI-WF-El~LY PUBLICATION , AMANNEE, ANO EXCELLENT SUPPORT 
FROM P .' PFA THROUGH USINFO AND AF FILE CHANNELS , OFFICIAL 
STATEM'=.NTS , MCST ESPECIALLY BY RE/>.GAN AND WALTERS, HAVE 
BEEN VERY EFFECTIVE . THE WEEKLY ABC NEWS , NOW SHOWN 
TWELVE TIMES A WEE K TO AN INVARIABLY JAMMED HOUSE. HAS 
HAD MI\JOR IMPACT OF ;\ ~~OST POSITIVE SORT AHU.J G ITS 
LIMITED AUDIENCE . APART FROM FIRST-CLASS AG ENCY 
MATERI,\L \'.' E HAVE 8CE~.J ll ECEI VIN G THERE ARC, 1:0'1/EVER, 
MODEST BUT IMPORT AN T MEASURES WHICH COULD H~LP GREATLY, 

2, ACT I ON REOUE STED : 

TO SHOW SELECTED ABC 

G, MILITARY, 

H .ir-A EDI I\ TE PROVISION OF 25 COPIES EACH (AT AGENCY 
EXPENSE) OF IMPORTANT ANALYTICAL WORKS ON OADHAFI ANO 
TERRORISM, I.E . BOOK.S SUCH AS COOLEY'S BIOGRAPHY, 
MONOGRAPHS , ETC . SUCH · DOCUMENTATION WOULD BE STUDIED 
AND TREASURED BY MANY THOUGHTFUL GHANAIANS AT HIGH 
LEVELS IN AND OUT OF GOVERNMENi , MOREOVER, IT WOULD 
SUPPORT Ot~E OF THE MISSION'S MOST IMPORTANT RESOURCES 
POLITICAL OFFICER ALAN ROY , PREVIOUSLY ON THE DOS LIBYAN 
DESK AND /IN ELOQUENT SPEAKFR . SIMILAR COLLECTION RUSHED 
TO OUR LIBRI\RY SHELVES WOULD BE ANOTHER SIMPLE BUT 
SIGNIFICANT HELP, GIVEN OUR LIBRARY STAFF OF ONE. 
JONES 
BT 
1t 38 19 
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UNITED STATES 

INFORMATION AGENCY 

INCOMING 
TELEGRAM 

019341 IC/\539 
15/11112 

----------------------------------------------------------------
ACTION OFFICE PG-01 
INFO AC0-.01 D~ DIS-0_1 AF-05 E-08 

0 1511072 MAY 86 
FM AM~MBASSY ANTANANARIVO 
TO RUEHIA/USIA WASHDC IMMEDIATE 2558 
RUEHDT/USMISSION USUN NEW YORK IMMEDIATE 0277 
RUEHC:;:S CSTATE WASHDC IMMEDIATE 1122 
BT 
SECRET ANTANANARIVO 01865 

USIS 

USIA FOR P/G LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 
AND E/VGA STATE FOR LIBYA/TERRORISM PUBLIC DIPLOMACY 
WORKING GROUP AND AF /E, BOB SNYDER 

E. 0. 12356: DECL: OADR 
SUBJECT: NY, USUN LIBYA/TERRORISM BRIEFING FOR IV 

REMY RALIBERA BEFORE DEPARTURE MAY 24 

REF: (Al US.IA 34711, CBI USIA 34713 

1. (SECRET - ENTIRE TEXT) 

2. POST STRONGLY URGES THAT AN APPOINTMENT BE MADE FOR 
IV FATHER REMY RALIBERA AT THE USUN . DURING HIS UPCOMING 
STAY IN NYC, MAY 21 THROUGH 24. (CONTACT IN NY: USIA 
PRESS CENTER . ) HE SHOULD BE BRIEFED ON ALL ASPECTS OF 
THE LIBYAN/TERRORISM PROBLEM COVERED IN REFTELS . 
RALIBERA IS EDITOR OF THE INFLUENTIAL CATHOLIC WEEKLY, 
"LAKROA," ONE OF THE FEW FRANK , FORTHRIGHT AND INDE­
PENDENT PUBLICATIONS IN MADAGASCAR . 

3. POST'S COMPLETE RESPONSE TO REFTELS WILL FOLLOW 
SEPTEL. TORMEY, ACTING 
BT 
II 186 5 



CO~NTIAL . 
UNITED STATES 

INFORMATION AGENCY 
PAG E 01 

ACTION OF F ICE PG -0 1 
INFO AC0-01 D~ DIS-01 AF-05 P-01 

R 2 1 1 2 2 2 Z MAY 8 6 
FM AMEMBASSY BAMAKO 
TC RUEHIA / USIA WASHDC 
RUEHC / SECSTATE WASHDC 

BT r C O N F I D E N T I A 

USIA 

2660 
5 137 

L 8AMAKO 02901 

/ 01 1 A3 

FOR LIBYAN TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356 : DECL: OADR 
SUBJECT: PUBLIC DIPLOMACY EFFORTS 

REF : USIA 34713 

1. GIVEN LOCAL CONDITIONS AND SENSITIVITIES, POST HAD 
ALREADY PLANNED ACTIVITIES DIRECTED AT TWO AUDIENCES: 
GOVERNMENT DECISION MA KERS AND INFORMATION SOURCES; 
AND GENERAL AUDIENCE THAT UTILIZES CENTER AND LIBRARY. 

2 . FIRST AUDIENCE HAS BEEN TARGETED TO RECEIVE ALL AVAIL­
ABLE POLICY TEXTS (IN FRENCH , FROM WIRELESS FILE AND 
ARS / PARIS IN USA DOCUMENT SERIES) AND RELATED BACK­
GROUND MATERIALS. 

3 . PROGRAM OF SEVERAL ENGLISH LANGUAGE VIDEO TAPES ON 
EVENTS LEADING UP TO AND THE AFTERMATH OF THE ATTACK 
ON LIBYA AND INFORMATIONAL MATERIALS ~ACKGROUND AND 
TF.XTS TN FRFNr.H ANn Ft--1(';1 TSH . TNCt.unrNG STATE' POLICY 
STATEMENTS) IS SCHEDULED FOR SECOND AUDI ENCE. 
JACQUETTE 
BT 
112901 

CONFl\f NT I AL 

• 

INCOMING 
TELEGRAM 
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PAGE 01 

l NCOMl~Nli 
TELEGRAM 

C\j· 1~ 
028677 ICA925 

21/13382 

-----------------. ---- -------- . ------------ ------------------
~CTION OF~lCE PG-01 
INFO AC0-01 D~ DIS-01 ,AF-05 P-01 / 0 1 1 A3 

-------------------~- ------------------------- ----------------
R 2112082 MAY 86 
FM AMEMBASSY LIBREVILLE 
TO R~UE·HIA /, USIA WASHDC 4058 
RUEHC/SE STATE WASHDC 5438 
BT 
SEC ET LIBREVILLE 01611 

USI . 

USIA FOR P / G 
STATE FOR LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356 : DECL: OADR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLA,N ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 34713 

1. (5) ENTIRE TEXT. 

2. POST AND EMBASSY STRONGLY SUPPORT COORDINATED PUBLIC 
DIPLOMACY APPROACH OUTLINED REFTEL . THE HIGHEST LEVELS 
OF THE GABONESE GOVERNMENT ARE SOLIDLY BEHIND OUR ACTIONS 
ON LIBYA / TERRORISM, AND MEDIA COMMENTARY HAS BEEN LIMITED 
AND MODERATE . THERE IS NO SIGNIFICANT SECTOR OF 
PUBLIC OPINION IN GABON THAT REQUIRES ACTIVE COUNTERING. 
WE WOULD UNDERLINE TWO FOCI FOR THE WORKING GROUP WITH 
REGARD TO QUR LOCAL COMMUNICATIONS ENVIRONMENT: 

A. GABON RECEIVES A LARGE PROPORTION OF tTS INFnRMATTON 
THROUGH FRANCE. PLACEMENT IN AND CONCENTRATION ON FRENCH­
BASED MEDIA (AFP, THE MAJOR TELEVISION CHANNELS, JEUNE 
AFRIOUE, .. RFI, ETC.) WILL YIELD DIVIDENDS HERE ANO 
THROUGHOUT FRANCOPHONE AFRICA. 

B. NOW THAT THE IMMEDIATE WAVE OF DIPLOMATIC AND MEDIA 
ATTENTION FOLLOWING OUR HUMILIATION OF KADAFI HAS ABATED, 
WE WILL NEED TO DRAW OUR INTERLOCUTORS ATTENTION WITH 
DOCUMENTARY, PHOTOGRAPHIC, ANO OTHER INDISPUTABLE FACTUAL 
EVIDENCE TO SUPPORT OUR ARGUMENTS. WE MUST BE PREPARED 
TO RE-EXAMINE DECLASSIFICATION OF HITHERTO SECRET 
INFORMATION TO MEET THE NEEDS OF EFFECTIVE PUBLIC 
DIPLOMACY. 

3. THIS MESSAGE WAS JOINTLY DRAFTED BY PAO AND CHARGE. 
HART 
BT 
II 1611 

. 
. (f 
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UNITED STATES 
INFORMATION AGENCY ' ~,-84 

PAGE 01 026908 ICA071 
20/16072 

----------------------------------------------------------------
ACTION OFFICE PG-01 
INFO AC0-01 os'o"=02 VG-01 DIS-01 AF-05 NEA-03 PR-01 PGF-02 

PP-01 PPFA-01 PPFN-02 PPF-01 VOAM-01 VBRA-01 VBB-01 
VBXC-01 VBXN-01 VBN-01 VBR-01 /029 Al 5 ----------------------------------------------------------------

R 2015442 MAY 86 
FM AMEMBASSY MONROVIA 
TO RUEHIA/USIA WASHDC 4568 
~~:H:-7:ATE WASHDC 4698 rn ET MONROVIA 05536 

USIA 

USIA FOR P/G, INFO AF MONK . STATE FOR LIBYA/TERRORISM 
PUBLIC DIPLOMACY WORKING GROUP. 

E.0. 12356 : DECL: OADR 
TAGS: OPRC, PTER 
SUBJECT : PUBLIC DIPLOMACY ACTION PLA~ ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 34713 

1. (SECRET - ENTIRE TEXT. l 

2. A/PAO AND POLOFF HAVE DISCUSSED . REF CABLE AND ITS 
APPLICATION IN LIBERIA. FOLLOWING IS OUR CONSENSUS 
OPINION CONCERNING BEST POSSIBLE COURSE OF ACTION THIS 
COUNTRY: 

A. THE GOVERNMENT OF LIBERIA AND THE LIBERIAN PUBLIC 
ARE ALREADY . PRO-U . S . ON THE LIBYAN ISSUE . A MASSIVE 
PUBLIC DIPLOMACY CAMPAIGN CONCERNING THIS MATTER WOULD 
BE, IN LIBERIA, PUSHING ON AN ALREADY OPEN DOOR . 

8 . LIBERIA HAS BEEN HELPFUL ON THE LIBYAN QUESTION IN 
THE OAU BUT, UNDERSTANDABLY, DOES NOT WANT TO BE "OUT 
FRONT" ON U.S. -SUPPORTED INTERNATIONAL ISSUES BECAUSE 
IT CONJURES UP THE IMAGE OF LIBE~IA AS A PUPPET STATE. 

C. PRIVATE FORA SUGGESTED FOR PUBLIC DIPLOMACY EFFORTS 
ARE IN LIBERIA ALMOST COMPLETELY ABSORBED IN DOMESTIC, 
POLITICAL AND ECONOMIC ISSUES . 

0. POST WILL CONTINUE TO FEED WIRELESS FILE STORIES 
TO MEDIA, CONDUCT PRIVATE BRIEFINGS OF GOVERNMENT 
OFFICIALS AND REPORT RESULTS . . 

E. IN SUMMARY, POST AND MISSION BELIEVE WE ARE ALREADY 
GETTING THE MAXIMUM COOPERATION ON THIS ISSUE WHICH WE 
ARE LIKELY TO GET IN LIB.ERIA. KEY 
BT 
115535 

··; DECLASSIFIED 
,· NLRRffl -~ t -?,70 f 

BY p_JtJ -· NARADATE /V · 
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UNITED STATES 

INFORMATION AGENCY 
PAu[ 01 0l940~ ICAS7 '1 

15/1200Z 11357 
--------- ----- ----- ------ ---- --- ------- --- ---- -- ----------- --- --

ACTION OFF IC£ PG-01 

' IIJ,O A~0-01 OS0 -02 OIS - 01 AF - OS tlEA - 03 P-01 /014 A3 1 

---------------------------------------------------- ... -----------
R 1S1143Z MAY 86 

FM AMEMBASSY PORT LOUIS 

TO RUEHIA/USIA 1/ASHOC 3374 

RUEHC/SECSTATE 1/ASHOC 7416 
BT ?' I i I BE ll.:::::::1"8RT LOUIS 01357 

~~EC TE~'°'"' DO,NO"OI"' 

USIA 

INSTRUCT I ONSI 

FOR l lBYA/TERRORISM PUBl IC DIPLOMACY \IORKING GROUP 

E. ~ 12356: OECl : OAOR 

SUBJ: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 

LIBYAN SUPPORT FOR TERRORISM 

REF : (Al USIA 34713 (Bl PORT LOUIS 762 
(Cl PORT LOUIS 1111 

I. C - ENTIRE TEXT 

~- POST APPRECIATES GUIDANCE PROVIDED REFTEl A. 
ALTHOUGH MAURITIUS HAS ACQUIESCED TO OAU AIIO NAM 
PESOLUTIONS CONDEMNING U. S. BOMBllffS IN l lBYA, THE GOH 
H~<:: .,n C:VHPATMV rno I IAVAU TEPDnDl<::M TMI": U4<:: ~IIAI 1.r., V 

SHO\IN BY THE VERY BALANCED STATEMENT IT ISSUED AFTER U. S. 
ACTIOtlS AGAINST l lBYA ON APRIL 14 (REFTEL Bl. FURTHER, 
THE GOH ACTED PROMPTl y \/HEN I NF OR MEO BY THE EMBASSY or 
POTENTIAL THREATS AGAINST THE MISSION FROM A FEIi 

PRO-l lBYAN HOTHEADS FROM THE SMALL FUNDAMENTAL 1ST MOSLEM 

COMMUNITY HERE. TIIO YEARS AGO, THE GOH CLOSED THE l lBYAN 
PEOPLE'S BUREAU IN MAURITIUS ON SIX HOURS' NOTICE AFTER 

IT \/AS PERCEIVED THAT THE BUREAU \IAS MEDDLING IN INTERNAL 
POLITICS ANO STIRRING UP TROUBLE BETIIHN HOSLEHS AND 
HINDUS IN MAURITIUS ~EFTEL Cl. IN LIGHT OF THESE 
ACTIONS, IT CAN BE SEEN THAT THE GOH TAKES SERIOUSLY 

LIBYA'S SUPPORT FOR TERRORISM, IS COMMITTED TO PRIVATELY 
SUPPORTING U.S . ACTIONS AGAINST l lBYA, ANO \/Ill 
CONTINUE ITS EVEN-HANDED PUBLIC STANCE. ANY REQUESTS BY 
THE USG FOR HORE PUBLIC CONDEMN AT I ON or LIBYA BY THE 

GOH \IOOLD BE UNI/ElCOHE INASMUCH AS THEY COULD DAMAGE 

MAURITIUS ' CREDIBILITY IN THE THIRD 1/0RLD ANO REDUCE ITS 

EFFECTIVENESS AS A HOOERATING FORCE IN THE NAM AND DAU. 

3. THE l OCAL PR I NT ANO BROADCAST MEO I A FUN CT I ON IN THE 

CONTEXT OF A LIVELY PARLIAMENTARY DEMOCRACY . THEY ARE 
All OPEN TO USIA MEDIA PRODUCTS ANO All CARRIED 

EXTENSIVE COVERAGE OF THE U.S. POSITION AFTER THE RECENT 
U.S . ACTIONS AGAINST LIBYA. SEVERAL CARRIED POST-
SUPPLIED FULL TEXTS OF PRESIDENT REAGAN'S SPEECH . 
EXCEPT FOR TIIO SHALL LIBYAN SUPPORTED WEEKLIES, 1/HICH 
H~VE NO CREDIBILITY OUTSIDE THE FUNDMENTALIST MUSLIM 
: ::·1111m1T t , ALL MEDIA I/ERE EVEN-HANDED IN ITS TREATMENT 
OF THE U. S. 'S ACTIONS . 

4. \IE I/Ill COtlTINUE TO Dl~cu:;s LIBYA ' S SUPPORT FOR 
IIORLDI/IOE TERP.ORl '.i M OU A OtiE - 011-0NF. BA'.ilS 111TH GOl1 

OFFICIALS, JOURUALISTS AND OTHER MAURITIANS. 1/E I/Ill 
AL SO COIHIIIU[ TO DI S: [HIN~TE APPROPRIATE MEDIA PRODUCTS 

ON THIS THEME AS THEY ARE RECEIVED, TO HIGHLIGHT THEIR 

IMPOHl~NCE, ~NO ro HlPORI Oil !HEIR HHCTIVENE;.,, \IE 
00 NOT FEEL THAT ANY NE~ HIGH - PROFILE INITIATIVE IS 

· Jll"flrlFn •I IHI ~ lll1 F. cor111rp; 

nr 

019409 ICAS72 

• 
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~DENTIAL 
U~!IT:::D STATES 

INFOFUv1ATION AGENCY 

I N C O ~ • I ' I •, !ii l'ib 

~ELEGRi\t,l 

f AGE O I OB 91 8 IC A07 3 
2l/150H 

-- --- ------ ---- --- -----·- ------ -------- --------- -- -- --------- ---
ACTION OFFICE EU-03 
lllFO AC0- 01 OS0-02 VG-01 OI S- 01 PG-01 PR - 01 PGF-02 PP-01 

PPFU - 02 PPF - 01 VOAM-01 VBB - 01 VB XC-01 VB XN-01 VBN-01 

VBR - 01 /022 Al 5 
---------- ----- ------ - ------------- ----------- --- ----- ------- ---

0 211500! HAY 86 
FH AHEH6A 5SV ATHENS 
TO RUEHIA / USIA 1/ASHOC IMMEDI ATE 5554 
RUEHC /S ECSTATE 1/ASHOC IMMED IATE 94 88 
RUEH TH/ AMCONSUL THE SSALONIK I 909 8 

BT 
C oyr D E N T I A L ATHENS 09543 

USIA 

FOR LIBYA/TERRORI SM PUBLIC DIPLOMACY 1/0RKltlG GP.CUP 

E. 0. 12356: DECL : OADR 
SUBJECT : PUBLIC DIPLOM /;CY ACTION PL AN Otl COUNTERING 

LIBYAN SUPPORT FOR TERRORI SM 

REF : USIA/ 713-C 

I. COrENTIAL - EtlTIRE TE X.T. 

2. POST WELCOMES ACTION PLAl·I DEVELOPED REF AtlD 
FINDS TOPICS LI STED IN PAR A 6 Of REF HIGHLY 
APPROPRIATE TO HOST COUNTR Y PROBLEMS AND 

CONCEIITRATE MAINLY ON MEDIA ACTIVITY ANO PRESS 
PLACEMOITS (NOTE THAT Ill LPTT~R HALF OF PL AtHIED 
SIXTY-DAY PERIOD, MAtlY KEY CONTACTS HERE \/ I LL BE 
ON VACATION, BUT ATHEtl S PRES S IS DI STRIBUTED 
NATIOIIALLY AND SO WILL CONTINUE TO REACH THEN). 

3. GOG HAS AtlNOUNCEO VISIT TO ATHHIS OF SYRIAN 
PRESIDEIH ASSAD HAY 26 -28. VISIT \/ILL UNDOUBTEDLY 

REVIVE COMMHHS PREVIOU5L Y MACE IN SOME SECTORS OF 
LOCAL PRESS, TO THE EFFECT THAT PROOF OF LIBYA' S 
INVOLVEMENT IN TERRORISM IS NO GREATER TH Atl 
SYRIA'S, AtlD THUS THAT USG I S IN EFFECT OPERATI NG 
ON DOUBLE STANDARD IN TAK I NG ACT I ON AGA I ti ST THE 
FORMER BUT NOT THE LATTER . ANY ADDITIONAL 
MATERIALS ON THE PART I CUL ARLY COMP ELL IIIG NATURE OF 
THE EVIDENCE AGAINST l IBYA , PRESS GUIDANCE, ETC . , 
WILL BE PARTICULARLY RELEVANT FOR POST IN THIS 

Tll1E PERIOD . 

4. IN RECEtlT \/EEKS, POST HAS O I STR I BUTEO MANY USG 

PUBLIC STATEMENTS ON LIBYAN ltlVOLVEMENT IN 
TERRORISM FROM ALLIED MEETINGS SUCH AS TOKYO 
SUMMIT (SEE PARA 3 OF REF) TO PRESS ANO OR S 
MEMBERSHIP; CONDUCTED A TELEPRESS CONFERENCE ON 
LIBYAN INVOLVEMENT IN TERRORISM 1/HICH GOT 
PROMINENT FRONT-PAGE PRESS COVERAGE HERE ; 
INTE NSIFIED CONT ACTS WITH POLITICAL SCIEtlCE GROUPS 
ON USG CONCERN OVEP. THE ISSUE OF UII ITEO ACTION ltl 

THE FACE OF LIBYAN TERRORIST ACTIVITY, ETC . 

5. ADDITIONAL TELEPRE SS COI-IF ERENCES ON SUBJECT IN 
NEAR FUTURE COULD RI SK REDUtlOANCY UNLE SS A VERY 
HIGH -LEVEL AOMlttl STR ATIOII SP OKESP ERSOtt WAS 
INVOLVED OR Utl LE SS SOIIE MAJOR LATE-6 REAKltlG tlE\IS 

EVENT \/AS DISCUSSED. 

6. THE WIRELES S FILE HAS BEEN AN INVALUAf,LE TOOL 

IN EXPLAINI N~ A~ O CRE ftl lHG UN OfR STAH Oltt6 FOR USG 
,. , ,.. ., ,~ 11.11 n uni 1r \l nt1 I 1 1'.. V t\ ! I l t ! l/nl \l~HF"II T IH 

TERROR ISM. POST CAH PUT TO GOOD USE All THE 
ADDITIONAL MATERIAL \IE CAN GET ON THIS SUBJECT , 
ESPECIALLY BACKGROUNDERS ANO PIECES ON CURRENT 
STATE or AFFAIR S ltlSIOE LIBYA, 1/HICH MEET 111TH 

GROWING INTEREST HERE AMOttG TARGET AUDIENCES . 

1/0ZNIAK 
BT 
19543 

028918 ICA073 
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UNIT!:D STATES 

INFOHMATION AGENCY 

PAGf 01 on 102 1 c~oo·1 

21/14022 BT 
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ACT I 011 OFr I CE PG-01 
INFO ~C0-01 D, 0- 02 OIS-01 P-01 [U-03 /009 AJ I 

0 2l 14Cn MAY 86 

FM AflEMt /:.SS Y A'UIARA 
TO P.UEHC/:ECSTAT[ IIASHOC lt:ttEOIATE 20~6 
RUEHIA/USlf. \.'.,s1w : !lil1EO IATE 2741 
BT 

1,,-9 E C "'I! E _.,,t,.11~~-RA 05444 

FOR L IBYJI/ TE RF. ORISH PU6l IC OIPLCt1ACY \/ORr.lHG GROUP 

£. 0. 12356: DECL: or.OR 
SUF .JECT: PUBLIC DIPLOl-11\CY ACTl~II PLAII OH COU tHE RIIIG l lB"IAII 
su ,·, vRT FOR fE r.;,c·1sM 

?H: IAJ USI II 034713- S, (! .1 l'ZiA 034711-S 

l. PO~T 6fl1E\IE, Tll tT THE f l.: 8'. IC DlrtOMO.CY ACTIOH ru." 
CUTL I :,ro 111 1-f F , I S A GOOD W ·lf. f AL APPROACH TO THE ISSU E. 
HO\/EVER, \IE H,.VE A f[\I oesrnVATl u: 1~ 011 TH[ PLAN AS IT 
HO\/ CXI STs WO 0:1 THE SPECIFIC PRCGLE11S LI KHY TO 6£ 
ENCO'JtlTE r.EO I fl TURUY. 

2. II[ c1,:,JRS[ Tl'[ CALL F'.r. "MEDIA OPFO,T UH ITtES" 
AT A II I GII LE\-, L, URGlfiG i!Et.VY U"E C•F liORLOIIET TltlE FC~ 
TERRGr. lS/1-REl/•TED PROGJ1Al1HING A~IO FRFQUEHT ACCES'; TO 
RAH:I IIIG ~McR 1C,1N OFFICIALS SY REPRE SEIHATIVES OF THE 
f t1r[ IGN tlEDII;, lfi OUR VIEi/, THE LEAST PROOUCTIVE 
FG.' [STIOU ltl THF ACTIOfl PLAN IS LIKELY TO CE THE CALL 
FOR GREATER lliTEP.P.CTICN \IITII HUHAII RIGHTS AND HllMAHITARIAN 
GROUPS, Sl liCE IN OUR EXPLRIEllCE GROUPS OF THI S flATURE 
ARE Gfl-!ER ;'.I. LY Oi?OS£0 .TO .~ .M[O REHLI ATION BY THE 
VICTIMS or TER RIJf. lSM AIID PfiONE TO EQU '.1E RESf0;!:. ES TO 
TERRORI SM 111TH H'iRORISl1 ITSELF. 

3. IN ISLAMIC CO';:: iR! ES, I/HEN IT CONES TO ARtiED CONFLICT, 
NO Al10UNT OF PR O(:· OF QADAFF I'S INVOLVEMENT 111 TERROR I SH 
\/Ill COMFUTE LY C'.ITI/EIGH THE SYl'IH• THY FOR LIBYA 
GEUERATED BY C011HON OR Sll11LAR CULTURAL AND RELIGIOUS 
BACKGROUNDS. THE TENDENCY AHONG THE MUSLIM MASSES TO 
SID£ 111TH AHY ISLAMIC COUIHRY IN A MORTAL CONFLICT 111TH 
AUY CHRI STI Aft COUY TRY L 1£S IN PSYCHOLOGICAL PROCES.:: ;:s 
TOO INGRAINED ANO MURKY TO 6E REIIO VED BY O~R EXPL MIATIONS 
AND EXPR[SSIOtlS OF OUTRAGE. Pll BL IC CONOEl1NATION Or 
LIBYAN TERRORl ~M BY THE LEAOERs'oF SUCH COUNTRIES 1/0ULD 

HELP OR AttATICALLY, BUT HORAL COURAGE IS NOT IN GREAT 
SUPPLY THESE DAYS, EVEN AHOH G S011E OF THE NATO COUNTRIES. 

4. IN TURKEY, A DEGREE OF PUBLIC SYMPATHY FOR LIBYA 
IS FOUNDED UPOtl !SLAM, THE DAVID Af:0 GOLIATH COMPLEX, 
LIBYA'S SUPPORT FOR TURKEY OURlllG ANO AFTER THE CYPRUS 
INTERVENTION OF 19H, BILLIONS OF DOLLARS IN TRADE AHO 
UNPAID DEBTS, ANO THE GOVERNMENT'S HESITANCY TO TAKE A 
PRINCIPLED STANO. OUR HOST POTENT 1/[APON IH THE \/AR OF 
PERSUASION HAS BEEN THE UNSUCCESSFUL l I BYAN ATTEMPT TO 
BLOII UP TH£ Al1ERICAN OFFICERS' MESS IN ANKARA IN APRIL 
ANO THE SUB:;EQUENT TURK I SH PRESS COVERAGE OF TH[ 
INVESTIGATION AND THE TRIAL OF THE PERPETRATORS . IN 
SHORT, GOOD POLICE \/ORK ANO ACCURATE, TIMELY INTELLIGENCE . 
ARE TH£ KEY ELEIIENTS IN SHAPING PUBLIC OPINIO!I ON 
TERROR I SH, BOTH IN TURKEY AtlD El SEIIHERE. 

~- FINALLY, SOVIET SUPPORT FOR LIBYA, SYMBOLIZED IN 
TURKEY BY THE GRENADES INTENDED FOR THE OFFICERS' OPEN 
HESS IH ANKARA, SHOUL.D BE IDENTIFIED MIO EXPLOITED 

FULLY. ·scoTTOH 

I t-!COM I NG 

~ 
TtLEGHAM 

1 131/t)IJ · 
028702 ICA001 

.. 

-' DECLASSIFIED 
NLRR q~i ~ oo 

BY ~-- •ARADATE 1t>l1~l,in 
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----------------------------------------------------------------
ACTION OFFICE 
INFO AC0-01 

PPFN--02 
PPFE-01 

PG-01 
Ds6'=02 DIS-01 

TV-02 VOAM-01 
/ 032 Al 5 

PD-02 NEA-03 PDS-03 EU-03 PP-01 
TVP-04 TVS-02 TVX-01 VBE-01 VBN-01 

----------------------------------------------------------------
P 2214182 MAY 86 
FM AMEMBASSY BUDAPEST 
TO RUEHIA / USIA WASHDC PRIORITY 2705 
INFO RUEHXE / EAST EUROPEAN COLLECTIVE 
RUFHOL / AMEMBASSY BONN 0545 

BT -
RUF7-JA/ SMISSION USBERLIN 0061 

SE RE T BUDAPEST 04581 

E.O. 12356 : DECL: OADR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 34713 

1 . WE APPRECIATE BOTH THE SUBSTANTIVE AND PROCEDURAL 
CONTENTS OF REFTEL. 

2. OFFICIAL GOH PRONOUNCEMENTS TO THE CONTRARY , AND 
NOTWITHSTANDING--OR MORE LIKELY- 3 BECAUSE OF THE PRESENCE 
IN LARGE NUMBERS OF LIBYAN STUDENTS IN HUNGARY ~HO ARE 
TYPICALLY REFERRED TO IN PRIVATE CONVERSATION IN TERMS 
OF "OVERPAID, OVERSEXED AND OVER HERE") PUBLIC OPINION-­
PRIVATELY EXPRESSED--CLEARLY FAVORS U. S. MEASURES 
AGAINST LIBYAN TERRORISM. 

3. NEVERTHELESS, GIVEN RESTRICTED POSSIBILITIES FOR 
OUR PUBLIC IN:-ORMATION ACTTVTTTF.S HFAF FSPFC":TAI I Y ()N 
THIS TOPIC, WE RELY ON OFFICIAL STATEMENTS FOR DISTRI­
BUTION THROUGH WIRELESS FILE TO OUR RATHER SUBSTANTIAL 
SUBSCRIPTION LIST. 
4. AGENCY PAMPHLETS--AND EVEN VCR' SON REFTEL THEMES-­
CAN NOW BE DISCREETLY PLACED WITH SUCH FOREIGN POLICY 
INSTITUTIONS AS THE HUNGARIAN COUNTERPART TO FSI. 
CHIKES 
BT 
II 4 5 8 1 

DECLASSIFIED 
Dept.~ Gukhl , -.July JIJ !9_!f-. 

BY. J J RA, DA1E~ l/ 
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ACTION CFFIC E 
INFO ACO- Q:J 

PG F -02 
VP.YIJ - 01 
/ 038 Al 

----------------------------------------------------- -----------22 / 0 92 7 2 

EU - 03 
DS 0- 0 2 VG-0 1 
P P- 01 PPFN-0 2 

VBE - 0 1 VB~J - 01 
I 0 

MS- 03 DI S ·- 0 1 
PPF- 0 1 DR- 01 

VB U- 02 VBR- 01 

NEA-03 P G- 0 1 
DD-01 VBB-01 

V0 /1.- 0 2 D-03 

PR-01 
VB XC-01 

PPFE - 01 

----------------------------------------------------------------0 22092 3 2 MAY 86 
FM AMEMBAS S Y MOSCO W 
TO RU EH I A/ USI A WA SHDC IMMEDIATE 4814 
RUEHC /S ECSTA TE WAS HDC IMMEDIATE 5141 
I NFO RUEHX E / EASTE RN EUROPEAN POSTS 
BT 
S E C I\ E "'I'- MOSCO '/✓ 0 8720 

"FOR LIB YA/ TERRORIS M PUBLIC DIPLOMACY WOR KI NG GROUP" 

USI A FCJ R EU (RUTH), P / G 

ST ATE FO R EUR / SOV 

E. 0. 12 356: DECL : OADR 
T AGS : UR , US, L Y, OPRC , PROP 
SUBJECT : PUBLI C DIPLO MA CY ACTION PLAN COUNTERING LIBYAN 

?PPORT FOR TERRORISM 

1. 7ET - ENTIRE TEXT . 

2 . POST HAS NO SUBST ANTIVE CO MMENT ON THE ACTION PLAN 
OUTLINED REFTEL . TH E CABLE CO RRECTLY NOTES THAT THE 
SOVIET LJ l·HO N IS THE ULTIMATE SOURCE OF MUCH DISINFOR­
MATION REG ARDING LIB YA . THIS WILL NOT CH ANGE IN THE 
IMMEDI ATE FUTURE, SO LONG AS THE SOVIET GOVERNMENT 
PERCEIVES IT TO BE IN ITS INTEREST TO SUPPORT LIBYA, 
AT LEAST RHETORIC ALLY . WE ARE ADDITIONALLY HAMPERED 
HERE IN THAT THE SO-C ALLED " THIRD COUNTRY RULE" MAKES 
IT QUI1E DIFFICULT FOR US TO DISTRIBUTE GENERAL 
BAC KGROU ND INFORMATION ABOUT LIBYA . 

3. GIVEN THESE CONSTRAINTS , WE FEEL THE MOST 
EFFECTIVE MATERIALS TO DISTRIBUTE TO OUR SELECT LIST 
OF SOVIET RECIPIENTS IN MOSCOW AND LENINGR AD ARE 
OFFICIAL TE XTS FROM THE HIGHEST ADMINISTRATION 
SOURCES , PARTICULARLY THE PRESIDENT AND SECRETARY 
OF STATE . SUCH MATERIAL, WHICH WE TRANSLATE INTO 
RUSSIAN, CAN BE DISTRIBUTED HERE WITHOUT MAJOR PROBLEM. 
IT DOES GET READ . 

4 . OF COURSE THE BROADER SOVIET PUBLIC CAN BE REACHED 
ONLY BY THE RADIO SERVICES: THE VOA , RFE / RL , AS WE 
HAVE SEEN FROM THE CHERNOBYL ACCIDENT , THE SOVIET 
PUBLIC DEFINITELY DOES LISTEN TO THESE STATIONS. THE 
TOPICS LISTED PARA 6 REFTEL APPEAR APPROPRIATE FOR 
SOVIET AUDIENCES. PARTICULARLY USEFUL WOULD BE IN­
FORMATION WHICH DEMONSTATES OADHAFI' S ISOLATION FROM 
MUCH OF THE ARAB WORLD, AND THE FULL RANGE OF QADHAFI' S 
TERRORIST ACTIVITIES. COMBS 
BT 
118720 
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P 211428L MAY 86 
FM AMEMBASSY VIENNA 

TO RUEHIA/USIA 1/ASHOC PRIORITY 9832 

~,::::•:1 •:; •::•:I:::: 81"5 

US IS 

USIS FOR P/ G 

FOR L IBYA/TERRORISN PUBLIC DIPLOMACY I/ORK ING GROUP 

E. 0. 12356: OECL : OAOR 

SUBJECT : PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERROR I SM 

REF : (A)USIA 3'713-C, (8) USIA 2641-C 

1. -USIS VIENNA I/ELCOt1ES THE INITIATIVES AUD PROPOSALS 
CONTAINED IN REFTEL A, ANO CONSIDERS MANY OF THEM TO BE 
POTENTIALLY VERY USEFUL ADDITIONS TO OUR ONGOiNG 
ACTIVITIE S IN THIS AREA. 

2. SEVERAL DEVELOPMENTS I/Ill ENHANCE OUR ABIL ITV TO 
HIGHLIGHT TERROR I SN IN THE COMING I/EEKS: 

-- THE JUST- CONCLUDED VISIT TO VIENNA OF DEFENSE 
SECRETARY 1/EINBERGER HAS SERVED TO HEIGHTEtl AUSTRIAN 
PUBLIC AIIARENESS OF THE PROBLEM OF TERROR I St1 IN GENERAL. 
ltHERUAT I ONAL TERROR I SM, ANO OAOHAF I'S SUPPORT FOR IT, 
I/ERE INCLUDED IN THE SECRETARY'S DISCUSSIONS 111TH 
AUS TR I A'S LEADERS. A USEFUL OPPORTUNITY TO CONT I NUE 
DIALOGUE AT THIS LEVEL I/ILL OCCUR DURING THE VISIT OF 
AUS TR I AH CHANCELLOR SI NOIIATZ · TO I/ASH I UGTON, NOii SET 
FOR JUHE 24. 

-- AL THOUGH IT IS STILL OVER THE HORIZON, THE CSCE 
REVIE\I CONFERENCE, 1/HICH IS TO CONVENE IN VIEIINA IN 
NOVEMBER, SHOULD PROVI OE AN EXCELLENT OPPORTUNITY TO 
RE I NF ORCE I/ES TERN CONCERNS ABOUT TERROR I SM AS A HUNAN 
RIGHTS ISSUE (BASKET II ll Of THE FIRST IMPORTANCE, ANO 
AS A HREAT TO ALL NATIONS. \IE SUGGEST THAT THE 1/0RKING 
GROUP DISCUSS Ill TH MEMBERS OF THE FUTURE U. S. DELEGATION 
THE PLACE TERRORISM SHOULD OCCUPY ON THE CSCE AGENDA, 
ANO THE U. S. APPROACH TO TH IS ISSUE IN VIENNA. 
3. RE PARA FOUR OF REF TEL A, \IE BELIEVE THERE IS 
1/IOESPREAD PUBLIC AIIARENESS IN AUSTRIA THAT TERRORISM 
IS A LEGITIMATE SECURITY CONCERN; BUT MANY 1/0ULD NOT 
AGREE THAT THE EUROPEAN APPROACH UNTIL NOii CAN BE 
CHARACTER I ZED AS • APPEASEMENT". TH IS IS OF COURSE 
THE NUB OF OUR PUBL IC AH A I RS CHALL ENGE : TO CONVINCE 
EUROPEANS THAT STRONGER MEANS - - INCLUDING ARMED FORCE -­
OF DEAL ING WITH TERRORISM I/ILL IN FACT HAVE THE DESIRED 
EFFECT. MOST AUSTRIANS 1/0ULO PROBABLY REJECT COMPARISONS--
IIIPLICIT IN REFTEL A -- BETIIEEN THE CURRENT SITUATION 
111TH QAOHAFI .AND THE INTER-I/AR SITUATION 111TH HITLER. 

ON THE OTHER HAND, SOVIET PROPAGANDA AND DISINFORIIATION 
ATTEMPTS ARE LARGELY DISBELIEVED OR INEFFECTIVE. FROII 
OUR VANTAGE POINT IN VIEHNA, \IE PERCEIVE 1/IDESPREAO 
DISAGREEIIENT WITH U.S. RECENT ACTIONS, BUT ALSO A DEGREE 
OF PUBLIC APPRECIATION FOR THE POSITION IN IIHICH THE U. S. 
FOUND ITSELF AFTER THE MOST RECENT SERIES OF TERRORIST 
OUTRAGES. \IE DO NOT BEL !EVE THAT SOVIET EFFORTS I/ILL 
WORSEN I/HAT CAN BE CHARACTERIZED AS AN HONEST OISAGREEIIENT 
OVER TACTICS BETI/EEN Tl/0 CONCERNED GOVERNIIENTS ANO 

PEOPLES. 
4. 1/E BEL !EVE THE FOLLO\lltlG PROPOSALS OF THOSE 
CONTAINED IN REFTEL A IIOULO BE PARTICULARLY EFFECTIVE 
GIVEN THE ENVIRONMENT IN 1/HICH 1/E OPERATE: 

-- A SERIES OF 1/0RLDNET INTERACTIVES 111TH HIGH-LEVEL 
ADIIINISTRATION OFFICIALS, I/HO CAN BE AS SPECIFIC AS 

POSSIBLE COIJCERNING EVIDENCE OF LIBYAN COMPLICITY IN 
TERRORIST ACTS. THE PURPOSE OF SUCH INTERACTIVES 1/0ULO 
BE TO GEHERATE AN EXCHAtlGE OF VIEIIS ANO lllFORMATION 
BETIIEEN INDIVIDUALS \/HO ARE CONCERNED 111TH THIS SUBJECT 
IIATTER, AND, MORE IMPORTANTLY, TO GENERATE NEIIS COPY. 

-- ONE-ON - ONE INTERVIEI/S 111TH TOP ADMINISTRATION 

829164 ICAISS 

OFFICIALS IIOULO BE EAGERLY RECEIVED HERE. \IE HAVE IIET 111TH 
Ill XED SUCCESS IN RECENT ATTEMPTS TO ARRANGE JUST SUCH 
INTERVIEIIS THROUGH USIA FOR PROMINENT AUSTRIAN JOURNALISTS, 
I/HO ARE EAGER TO I/RITE ON THIS SUBJECT. 

-- \IE ALSO 1/0ULO BE INTERESTED IN NOMINATING PARTICIPANTS 
FOR AN I. V. PROJECT. IN THE INTERIM, AS PER THE 
SUGGEST I ON IN REF TEL A, OUR TIIO JOURNAL! ST PARTICIPANTS 
IN THE OHGO I NG "CURRENT ISSUES IN ARIIS CONTROL• REGIONAL 
PROJECT, PETER HARTOS ANO ERHARD STACKL, SHOULD BE 
BR I EFEO. 

-- AMERICAN PARTICIPANT TOURS \IOULD ALSO BE USEFUL, 
PARTICULARLY IF THE INDIVIDUALS SELECTED COULD SPEAK FOR 
THE ADMINISTRATION AND HAVE NEIISIIORTHY THINGS TO SAY. 

-- UNDER OTNER ACllVITIES LISTED IN THE REFTEl, 1/E 
BT 
1744S 
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ACTION OFFICE PG-01 
INFO AC0-01 DS0-02 DIS-01 P-01 EU-03 /009 A4 

P 2114282 MAY 86 
FM AMEMBASSY VIENNA 
TO RUEHIA/USIA WASHDC PRIORITY 9833 
RUEHC/SEC ~TE WASHDC PRIORITY 4416 
BT 
SEC ET SECTION 02 OF 02 VIENNA 07445 

USIS 

USIS FOR P/G 

FOR LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356: DECL: OADR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 

PARTICULARLY WELCOME THE PROSPECT OF INCREASED INFORMA­
TION ON "UNCLASSIFIED / DECLASSIFIED DATA ON TERRORIST 
GROUPS, NETWORKS, BANKING TRANSACTIONS, ETC . " THE 
MORE SUCH HARD DATA WE CAN PRODUCE, THE MORE UNTENABLE 
WILL ARGUMENTS ABOUT LACK· OF JUSTIFICATION FOR CONCERTED 
ACTION BECOME . THE CHRONOLOGY OF LIBYAN-SPONSORED 
TERRORISM AND A LISTING OF TERRORIST INCIDENTS IN EUROPE 
WOULD ALSO BE VERY USEFUL . 

WE DO NOT, HOWEVER, PERCEIVE THAT A TV/FILM 
DOCUMENTARY ON TRANSATLANTIC COOPERATION WOULD BE USEFUL 
HERE.. AUSTRIAN STAT

0

E TELEVISION WOULD PROBABLY NOT BE 
INTERESTED IN AIRING SUCH A PRODUCT, AND OTHER USES 
WOULD BE LIMITED . 

5. WE LOOK FORWARD EAGERLY TO THE IMPLEMENTATION OF 
THESE INITIA'TIVES, AND PARTICULARLY TO ENHANCED ACCESSI­
BILITY 9F OFFICIAL SPOKESMEN ON THIS SUBJECT. KOOB 
BT 
117 445 

~ · · 

INCOMI~ 
TELEGRt 

029105 ICA156 
21/16142 
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ACTION OFFICE PG-01 
INFO AC0-01 DS0-02 P-01 EU-03 /009 A3 

----------------------------------------. -------
~AY 86 

FM AMEMBASSY WARSAW 
TO RUEHIA / USIA WASHDC PRIORITY 8362 
RUEHC / SECSTATE WASHDC PRIORITY 1361 
INFO RUEHXE / EASTERN EUROPEAN POSTS 
BT / 
CON I DENT I AL WARSAW 5453 

USIA FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0 . 12356: DECL: OADR 
TAGS: PTER, PL 
SUBJECT : PUBLIC DIPLOMACY ACTION PLAN FOR COUNTERING LIBYAN SUPPORT 
FOR TERRORISM 

REF : USIA 

2 . THE FFICIAL POLISH POSITION WHICH WILL, BE AND HAS 
BEEN REFLECT~D IN THE GOVERNMENT-CONTROLLED MEDIA 
HAS FOLLOWED AND CAN BE EXPECTED TO FOLLOW THAT OF THE 
SOVIET UNION IN EVERY RESPECT . THERE IS, HOWEVER, A 
LARGE PORTION OF THE POLISH PUBLIC WHICH ITHANKS PRIMARILY 
TO FORE I GN RADIO 8R0,\DCASTS) IS WELL INFORMED ON THE 
LIBYAN IS S UE . JUDGING FROM THE TELEPHONE ' CALLS AND LETTERS 
TO THE QHTOOEEN TO MONITOR CAREFULLY THE 
POLISH PRESS AND TO RESPOND TO SPECIFIC ARTICLES WITH 
LET.TERS FROM THE IO OR PAO STATING U. S. POSITIONS AND 
PROVIDING AS MUCH FACTUAL BACKGROUND MATERIAL AS POSSIBLE. 
IN THIS EFFORT, TIMELY AND COMPREHENSIVE WIRELESS FILE 
COVERAGE IS INVALUABLE . 

5 . IT GOES WITHOUT SAYING (BUT WE WILL SAY IT ANYWAY) THAT, 
BECAUSE FOREIGN RADIO BROADCASTS ARE SO IMPORTANT TO THE 
POLISH PUBLIC , VOA PROGRAMMING IS ABSOLUTELY IRREPLACEABLE 
IN THIS EFFORT. 
HARROD 
BT 
•5453 
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AGTION OFFICE 
INFO AC0-01 

EU-03 
VBE-01 

PG-01 
D~ VG-01 

PP-01 PPFN-02 
VBN-01 VBR-01 

DIS-01 PD-02 NEA-03 
PPF-01 VO AM-01 VBB-01 

PPFE-01 / 029 A2 2 

PR-01 PGF-02 
VBXC-01 VBXN-01 

----------------------------------------------------------------
0 1912252 MAY 86 
FM AMEMBASSY VALLETTA 
TO RUEHC / SECSTATE WASHDC IMMEDIATE 8381 

i~ ::::::T:M:~:::TE 2979 

USIA 

E. 0 . 12356: DECL : OADR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN . ON COUNTERING 

LIBYAN SUPPORT FOR TERRORISM 

REF : USIA 34713 

1. S - ENTIRE TEXT 

2. THIS MISSION FULLY SUPPORTS 60-DAY ACTION PLAN ON 
COUNTERING LIBYAN SUPPORT FOR TERRORISM AS DESCRIBED 
REFTEL . BECAUSE OF MALT A'S PROXIMITY TO LIBYA AND 
THE SPECIAL RELATIONSHIP BETWEEN THE GOM AND LIBYA 
THIS PUBLIC DIPLOMACY PLAN IS PAR.TICULARLY RELE_VANT 
HERE . 

3 . PUBLIC . OPPOSITION TO AND CRITICISM OF INTERNATIONAL 
TERRORISM IS STRONG IN MALTA AND FREQUENTLY EXPRESSED 
IN THE INDEPENDENT PAPERS THE TIMES / SUNDAY TIMES AS 
WELL AS IN THE OPPOSITION NATIONALIST PARTY PRESS . 
THE LABOR PARTY / GENERAL WORKERS UNION PRESS AND XANDIR 
MALTA, LIKEWISE, OPPOSE TERRORISM, BUT HAVE DESCRIBED . 
THE U. S. ATTACK ON LIBYA AS AN ACT OF TERRORISM ITSELF . 
ALL SECTORS OF MALTESE PUBLIC OPINION ARE CONCERNED 
ABOUT THE DANGERS TO MALTA FROM ANY MILITARY ACTION 
AGAINST LIBYA. MALTESE ECONOMIC INVOLVEMENT WITH 
LIBYA, IN THE FORM OF EMPLOYMENT. FOR MALTESE IN LIBYA 
AND LIBYAN INVESTMENTS IN MALTA , MAKES IT DIFFICULT 
FOR THE GOM TO DISTANCE ITSELF FROM LIBYA. HOWEVER, 
THE MORE SPECIFIC EVIDENCE WE CAN PUT BEFORE THE MALTESE 
PUBLIC, THE STRONGER WILL BE MALTESE OPPOSITION TO 
LIBYAN~SUPPORTED TERRORISM AND THE HIGHER THE PROBABIL­
ITY OF THE GOM LIMITING ITS RELATIONSHIP WITH THE 
QADHAFI REGIME. 

4. THE KINDS OF MATERIALS DESCRIBED PARA 6 REFTEL, 
IN A FORMAT SUITABLE FOR PRESS PLACEMENT, WILL BE 
MOST USEFUL. WE DO NOT SEE ANY ROLE FOR AN .AMPART 
ON THIS SUBJECT, AL THOUGH ALL OTHER IDEAS REFTEL 
WOULD BE APPLICABLE HERE . 

MATTHEWS 
BT 
t1127 9 
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ACTION OFFICE 
INFO AC0-01 

PFA0-01 
VBU-02 

PG-0\ 
050-02 

PPF-01 
VBR-01 

VG-01 
DR-01 

VOA-02 

P-01 PDF-03 PR-01 PGF-02 EU-03 
VBB-01 VBXC-01 VBXN-01 VBE-01 
PPMI-02 PPFE-01 / 030 A2 

----------------------------------------------------------------
P 160858Z MAY 86 
FM AMEMBASSY PRAGUE 
TO RUEHC/SECSTATE WASHOC PRIORITY 2395 
RUEHIA/USIA WASHDC PRIORITY 3685 
BT 
~ I◄ FI C"E I ◄ Tl• 1.-PRAGUE 02619 

SECSTATE FOR LIBYA TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356: DECL: OAOR 
TAGS: PREL, PROP, CZ, US 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF : USIA 34713-S 

1. C - ENTIRE TEXT 

2. GIVEN THE PUBLIC AFFAIRS CLIMATE IN CZECHOSLOVAKIA, 
ONE OF THE MOST LOYAL SOVIET ALLIES AND A FIRM "FRIEND" 
OF LIBYA, THERE IS LITTLE ACCEPTANCE OF OUR MESSAGE 
WITHIN THE AUDIENCE OF GOVERNMENT.AND MEDIA LEADERS HERE . 

3 . AS WITH OTHER FOREIGN POLICY ISSUES, THIS MISSION 
WILL CONCENTRATE ITS £FFORTS ON FOREIGN MINISTRY 
AND OTHER OFFICIALS w·Ho, WHILE PUBLICALLY DISPUTING 
OUR POSITION, MAY BE REACHABLE BENEATH THE SURFACE 
ANO OVER THE LONG TERM CZECHOSLOVAK MEDIA 
WILL ADHERE ONE-HUNDRED PERCENT TO THE SOVIET POSITION 
VIS-A-VIS LIBYA . 

4. V 
EFFE 
T ,· -
AND . INTELLECTUALS BECAUSE OF THE .WIDESPREAD LISTENERSHIP 
ANO THE HIGH DEGREE OF RELIABILITY AND CREDIBILITY ENJOYED 
BY VOA ENGLISH LANGUAGE ANO, PARTICULALRY, CZECH/SLOVAK 
LANGUAGE BROADCASTS. 

5. THIS IS A MISSION-CLEARED CABLE . 
BT 
112619 

SCHMIOT 

BY 

~ DECLASSIFIED 
NLRR . !/ '* .,._.,. 7 . 

~ NARA. DATE/l)hq/,'f 
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----- -------- ------------ -------- --- PROVIDED (PARA SIX), :;ONE ITEMS \/Ill BE OF HORE 

11/TEREST TO OIJR AUDIEllCE:; THAN OTHERS . IH GENERAL, 

0 731519Z HAI 66 

FH AMEnBASSY PARIS 

TO RUEHIA/ USIA i./1,~tlOC IHHEOIATE 3217 
11ff0 :iUEHCtSECSTATE 1/ASHOC 7565 
BT 

--e-,._~A E....,SECTION OJ OF /J2 PARIS 22a16 

USIA FOR LIBYA/TERRORISM PUBLIC OIPLO~ACY \IORKIHG GROUP 

E. 0. 12356: DECL: OADR 
TAGS : PTER 

SUBJECT: PU6LJC DIPLO~ACP ACTION PLAN OH COUUTERING 
ll6YAN SUPPOR T FOR TERROPISH 

REF: USJ~713 

I. ~T - E!IT I RE TEXT 

2. \IE ARE Iii GEriE~Ai. ACCORD \IITH THE Ff,CP O:;EO PUEL IC 
DIPLOMACY ACtlo;, PlMJ oun IIIED IN TliE R£FTEL. FRANCE 
l!AS CE rn VERY MJCH AT TIIE CEIIT[R OF THE TE~RORIST 

MAELSTROM, BOT!1 AS A VICTIM AND AS All ACTIVE COl18ATANT 
AG4 I HST TERROR I Stl. 

3. AS A CONSEQllf.1/CE , TERROR I SH HAS 6EEN VERY HUCH ON 
TIIE MINOS or THE PRES S HERE ANO \IE HAI/E Ef(JJ ACTIVE ON 
THE SUBJECT roR MAN Y MONTHS . MANY OF THE I DEAS 

OUTL INEO IN THE RfFTfl (ESP. PARAS THr.EE r.110 SIX) ARE 
COIISISTENT 111TH OUR ACTIVITIES Ill 1/HICH \IE HAVE am, 
EIIGAGEO -- MEDIA EXro·suRE.,FCR SEfllOR A~HltllSTRATION 
OFFICIALS IE .. G. DEPUTY SECRETARY \IHITEHEAO); 

FACILITATIVE ASSISTAUCE TO JOURNALISTS INTERESTED IH 
TERRORISM P.tlO TRAI/Ell ING TO THE U.S. (SEE SEPTEL EN 
ROUTE REQUE STI NG ASSISTAIICE OH BEHi1LF OF 

'INTERSCOO?"); POST BACKGROUNDERS FOR 60TH FRENCH ANO 

ffl'il I CAri JbURNAL I STS; IIORLDNET CE. G. \II TH OAKLEY, ON 
LIBYA, ETc.l; nJ STRICUTJOtl OF PRltlTEO MATERIALS. \IE 
1/0ULD \/El CONE Er!HAliCEO OPP OR TUN IT I ES FOR FRENCH 

JOURNAL! STS SUCI! AS THOSE oun I ~ED IN PARA s IX (MED I A 
OPPORTUNITIES, HI.GH LEVEL I . V. PROJECT) AND \IOULD HAVE 

NO TROUBLE COM I NG UP Ill TH \/Ell -OU Al IF I ED, INFLUENT I Al 
JOURNALISTS TO PARTICIPATE. 

4. \IE DO HAVE A FE\/ SPECIFIC OUESTIOllS/MISGIVJNGS 
1/HICH \IE \/ILL RAISE HERE: 

- PARA THREE'S PROPOSAL FOR INTENSIFIED CCNTACTS 111TH 
ANO THE EXPLORATION OF "TANGIBLE ACTIONS" BY 
ORGAII I ZAT I OIIS SUCH AS PILOTS' ASSOC I AT I ON, TRAVEL 

INDUSTRY, ETC. REQUIRES CLARIFICATION. IT \IOULD NOT 
BE All APPROPRIATE USIS ACTIVITY; IF IT \/ERE TO BE 
PURSUED BY EMBASSY OFFICERS, ADDITIOHAL GUIDANCE AND 
INSTRUCTIONS \IOULD BE REQUIRED. 

- CONTACT 111TH HUMAII RIGHTS ORGAIIIZATIONS !PARA THREE) 
HIGHT PROVE OF l lMITED VALUE. \IE SUSPECT THAT 

ORGANIZATIONS IIIVOLVEO IN FAHltlE RELIEF, AID TO AFGHAN 
GUERRILLAS OR SUPPORT FOR SOVIET REFUSENIKS 1/0ULD BE 
RELUCTANT TO ASSOCIATE THEMSELVES 111TH PUBLIC 

STATEtlENTS 011 l lBYAN TERRORISM, IIOT tlfCESSAR!l Y 

BECAUSE THEY DI SAG RH BUT Bl CAUSE THEY liOUL D BE UNEASY 
ABOUT Ellr.AGING Ill ACTIVITIES OUTSIDE THEIR SPECIFIC 
AREA OF INTEREST. 

- AMONG THE LIST OF TOPICS OH I/Hf.CH l!ATERIALS I/ILL BE 

THE FRENCH I/Ill BE MORE 11/TERESTEO Ill SPECIFIC FACTS 
AIID FIGURES (E.G . DESCRIPTION OF TERRORIST TRAINING 
CAMPS IN l lBYAI THM-I lti GENERAL MATERIALS (E.G. 

COMPEHDIUH OF BELLICOSE AtlO (UtOCOMPROMISING OADHAFI 
STATEMENTS). 

/

-1/E ARE DUBIOUS ABOUT THE UTILITY HERE OF A TV FJLH 

ON TRANSATLANTIC COOPERATION {PARA SIX) . IN THE FIRST 

PLACE, \IE DOUBT THAT 1/E COULD PLACE IT 011 TV ANO \IOULD 

HAVE l IHI TED USE f'OR IT El SE\IHERE. HORE I MPORTANTl Y, 
THE FRENCH DO t/OT l lKE TO PUT INTERNATIONAL 

COUNTER TERROR I SH EFFORTS IN THE PUBLIC SPOTl IGHT; THEY 
BELIEVE THAT PART OF THE EFFICACITY OF SUCH 

CODPERAT I ON COMES FROM A LACK OF PUBLIC I TY AND 1/0ULO 
PROBABLY ti OT \IAIIT TO AS SOC I ATE THEMSELVES, AT LEAST 
NOT OVERTLY, 111TH A USG FILM ON TERRORISM. 

- IN A MORE GEllERAL SENSE, \IE BELIEVE THAT OUR PUBLIC 
DIPLOMACY EFFORT 011 TERRORISM MUST BE SELECTIVE ANO 
MUST CONCENTRATE ON QUALITY RATHER THAN QliAIHI TY OF 

ACTIVITY. ONE OF THE \IORST THINGS 1/E CAtl DO IN FRANCE 
IS TO SUGGEST AN IRRATIONAL OBSESSION 111TH THE 
SUBJECT, AND PART I CULARl Y \If TH lfBYA. FRENCH 

AMBASSADOR TO THE U. S., EMANUEL DE MARGERIE, SET THIS 
TONE 111 AN OP-ED PIECE IN THE MAY 20 EDITION OF THE 
NE\/ YORK TIMES . HE \/RITES: "IT IS 1/IDELY BELIEVED 
THAT UtlOUE ATTrtHION TO TERRORISM HAGtllF IES ITS 
EFFECTS A HUNDRED-FOLD. SUCH ATTENTION IS VIRTUAL 
ADMISSION THAT TERRORISTS HAVE ACHIEVED ONE OF THEIR 
OBJECTIVES . ' \IE I/Ill HAVE TO RESPECT THIS CONCERN IF 
BT 
12816 

833638 I CA182 
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0 231519Z MAY 86 
FM AMEMBASSY PARIS 
TO RUEHIA/USIA WASHDC IMMEDIATE 3218 

INFO RUEHCfSECSTATE WASHDC 7566 

BT 
,&---[ e RE t-=SECTION 02 OF 02 PARIS 22816 

USIA FOR LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356: DECL: OADR 

TAGS : PTER 
SUBJECT : PUBLIC DIPLOMACY ACT I ON PLAN ON COUNTER I NG 

WE ARE TO HAVE AN IMPACT HERE. COURTNEY 

BT 
# 2 8 16 
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ACTIOll OFr!CE ~~:i'.~ 
I IIFO AC0- 0I o:o-i: DI : - 01 EU-OJ / O~ . P2 21 

R 22 1034l HAI i. ~ 
FM AHEHBAS SY LI SBOll 
TO RUEHIP /U~ I A 11• : HOC 5023 
RUEHC/SECSTATE IIASHOC 21aa 
BT 

..,..,~ C-11 ff 5[CTIOII 01 OF 92 l l$BOII 05281 

US I A 

FOR LIBH/TERRORl:H PUBLIC OIPLOMACY \IORKIIIG GROUP 

LO. 12356 OECL : OADR PAO : TEPHEII ti . CHAPLIII 
SUBJECT: PUBLIC AFFAIRS GUIOAII CE 8G-J4 

COUHTERIIIG LIBYAII SUPPORT FOR 
TERROR I :11 

REF : USIA 34713 - C 

I. POST BEL !EVES THAT PUBLIC AFFAIRS EFFORT Oil 
COUIITERHIG TERROR l :H I S LOIi(, OVEROUE AIIO \IE 
COIIGRATULATE AGEIICY AIIO DEPARTMENT FOR BREADTH 
OF EFFORT PROPO:EO Ill REFTEL . THI S TELEGRAM 
\/Ill RESPOl/0 TO :PECIFIC POll!Vi RAl$ED Ill REFTEL 
ABOUT \/HAT IS APPL I CABLE TO PORTUGUE$E SITUATION 
BUT AT THE OUTSET \IE 1/ISH TO EXPRESS OUR 
CONVICTION THAT \/HILE A CONCERTED PUBLIC AFFAIRS 
EFFORT MUST BE HADE BOTH TO DEFEIW OUR ATTACK 
ON LIBYA AND TO HOLD THE LIBYANS ACCOUNTABLE 
FOR THEIR ROLE 1H SH. TE -SPONSORED TERROR I SM 
1/E BEL !EVE THE EFFORT SHOULD BE SOMEIIHAT 
BROADER AND DEAL 111TH THE OVER-ALL THREAT 
THAT TERROR I ST ACTIVITY AMYi/HERE (NOT JUST 
MIDDLE EAST-ORIGINATED) POSES TO THE CITIZENS 
OF DEMOCRACIES \IORLD\IIDE. SUCH AN EFFORT 
1/0ULD OBVIOUSLY EMPHASIZE THE LIBYAN ROLE 
BUT 1/0ULD ALSO POIIIT TO TERRORIST ORGAIIIZA-
TIOMS ELSEIIHERE 1/HICH THREATEN THE STABILITY 
OF DEMOCRAT! C HATI ONS AND THEREBY RE I NF ORCE 
OUR CONVICTION THAT TERRORISM IS A THREAT 
COMMON TO US All 1/HATEVER THE SOURCE. 

2. REFTEL PARA 3: "POST INVOLVEMENT" : 
POST AGREES Ill TH GEHERAL THRUST OF SUGGESTED 
ACTIVITIES INVOLVING USIS POSTS. STATEMENTS 
BY THE GROUPS MENTIONED IN THIS PARAGRAPH 
1/0ULD BE HELPFUL, PART! CUL ARLY BY THOSE I NVOL YEO 
IN INTERNATIONAL TOURISM-RELATED FIELDS, 
I NTERIIATI ONAL L All EtlF ORCEHENT AGE NC I ES AHO 
BY PROMINENT EUROPEAN POLITICIANS. IN THE CASE 
OF PORTUGAL THE PORTUGUESE GOVERNMENT HAS 
CAUTIOUSLY FOLLOIIED THE ,tAO OF THE MAJOR 
EEC MEMBERS AND \/AS ONE OF THE LAST TO ACT 
IN I HPLEHENTI NG SPECIFIC COURSES OF ACTI OIIS 
DESIGNED TO ISOLATE LIBYA. THE HECIA HAS 
MADE RELATIVELY LITTLE EDITORIAL COMMENT BUT 
CAREFULLY-CRAFTED BY-LINERS 111TH STATISTICS 
ON THE HUMAN COSTS OF TERROR I SM CAH PROBABLY 
BE PLACED 111TH SELECTED JOURNALS. IN THIS 
REGARD THIS POST PROPOSED IN JANUARY THAT THE 
LEADING LOCAL NE\ISPAPER, "DIARIO DE NOTICIAS" 
SEND A REPORTER TO THE U. S. FOR IIEEK-lONG 
SERIES or IN-DEPTH INTERVIEI/S 111TH GOVERNMENT 
AND PRIVATE SECTOR EXPERTS ON TERROR I SM. 
TO GIVE tHE REPORTER A "EUROPEAN FLAVOR" liE 
ARRANGED FOR HIM TO ALSO SPEAK 111TH BRITISH 

O;O);~ ICAao; 

2211 onz 

~, 
/ 

EXPERT S. THPIIK$ TO ViS ISTAII CE PROVIDED BY 
THE AGrncy • s FOREIGII PRE SS CEIITER AIID AMERICAH 

r
MBASSY LOU DOH THE REPOqTER ' S TR IP IS TAK I NG 
LACE THIS I/EEK . \/HILE \IE CAIi NOT PREDICT 
HE COIITEIIT OF THIS SERIES OR ITS EVEIITUAL 

MPACT IT IS OUR HOPE THAT THE SERIES \/ILL 
AKE AN ANALYTICAL LOOK AT THE IMPACT or 

TERRORISM THROUGHOUT THE 1/0RLD AIIO THE HEAVY 
HUHAN PR I CE CITIZENS OF DEMOCRAT! C ~ATI OllS 
HAVE PAID AIID \/ILL CONTINUE TO PAY IF 
TERRORISM IS NOT DEALT 111TH. 

3. REF TEL PARA 4: OBJECT! YES OF 60 DAY PLAN: 

POST COIICURS 111TH THESE OBJECT! YES . THE 
PORTUGUESE PUBLIC BY-AIID-LARGE SUPPORT 
EFFORTS TO ISOLATE TERRORIST$ . \/HILE THE 
GOVERtlMENT OF PORTUGAL COIIDEl1NS TERROR I ST 
ACTIVITY IT HAS BEEN SLO\I TO TAKE SPECIFIC 
ACTIOtlS AGAINST THE L l~YAHS. AS Otl OTHER 
HAJOR INTERNATIONAL POLITICAL AND ECOI/OtllC 
ISSUES THE GOP TAKES ITS LEAD FROM COUNTRIES 
SUCH AS FRANCE, GERMANY AND ENGLAND. 

4. REFTEL PARA 5: AUDIEIICES AND APPROACHES : 

\IE BELIEVE THAT \IE CAN ACCOMPLISH THE GOAL 
STATED FOR 1/E:iTERN EUROPEAII AUDIENCES ASSUMING 
THAT \IE ARE PROVIDED 111TH COMPREHENSIVE, 
DISPASSIONATE ANO FACTUAL PROGRAN MATERIALS 

AND TALKING POINTS. 

BT 
•~281 
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ACTION OFFICE PG·Ol 

INFO ACO·Ol OS0-02 01:i·Ol EU-03 / 008 Al 21 

R 221834Z MAf ab 
FN AIIEMBASSY L I SBOH 
TO RUEH I A/US I A IIASHOC 5924 

;~:C:~::D:2 l:;g 02 LISBON 95231 

USIA 

f OR LI BY A/TERROR I SN PUBLIC DIPLOMACY I/ORK I HG GROUP 

E. 0. 12356 OECL: OAOR PAO STEPHEII II. CH APL I II 
SUBJECT : PUBLIC AFFAIRS GUIDANCE 86·34 • 

5. IN TERMS Of SPEC If IC PROPOSED PROGRAN 
ACTIVITIES IIE 1/ELCOME All ATTEMPTS AT 
EXPOSIUG FOREIGN JOURNALISTS TO KEY AOIIIHIS· 
TRATION POLICY - MAKERS (AIIO IMPLEMEIITER: Of 

THAT POL ICYI . SIIICE THERE ARE HO PORTUGUESE 
fULL·TIME CORRESPOIIDEHVi BASED IN THE U. S. 

\IE \IOUL O HOPE THAT MEAIIS CAN BE DEV I SEO TO 
INCLUDE THE PORTUGUESE IN A FOREIGN JOURNALIST 

TOUR AND IV PROGRAM. ADD IT I OIIAL LY, IT OBVIOUSLY 
STREIIGTHEHS THE ADMINISTRATION'S CASE TO HAVE 
A SIGN If I CANT HUMBER OF NON-GOVERNMENT ORGAN I ZA· 
TIOHS HAKE PUBLIC STATEMENTS ANO TAKE ACTIOIIS 
SUPPORT I VE Of GOVERIIMEHT POL I CY . THE PROPOSED 
TV EFFORTS IF DONE I/Ell COULD HAVE ENORMOUS 
IMPACT ANO \IE ANTICIPATE PROBABLE PLACENEHT OH 

PORTUGUESE TELEVISION Of A COMPREHENSIVE 
DOCUMENTARY TREATING TERRORISM'S GLOBAL 

IMPACT. \IORLDNET INTERVIE\IS 1/0ULO BE NORE 
USEFUL THAN FOREIGN PRESS CENTER BRIElftlGS 
BECAUSE Of THE ABSENCE Of PORTUGUESE JOURNALISTS 

BASED IN IIASHIHGTDII OR HEIi YORK. THE OTHER 
STANDARD PRODUCT PROPOSALS (\IF ARTICLES AND 
TEXTS, VOA FEATURES, ETC. J 1/0ULD HAVE SOME 

USE BUT EXPERIENCE SHOWS THESE 1/0ULD BE HAINLY 
FDR BACKGROUND VALUE RATHER THAN PLACEHENT . 

6. REFTEL LISTING OF TOPICS TO BE TREATED 
ON LIBYA: \IE CONCUR Ill TH THEMES AS FAR AS 
THIY GO. AGAIN, \IE THINK BY EXPANDING THE 
PUBLIC AFFAIRS FOCUS TO INCLUDE OTHER SOURCES 

OF TERRORISN \IE WOULD HOT BE DILUTING OUR 
EFFORTS BUT RATHER \IE 1/0ULD BE INCREASING 

OUR CREDIBILITY AHO ENHANCING OUR CHANCES 
FOR GREATER I MP ACT BOTH IN PERSOtlAL CONTACT 

OPPORTUNITIES AND IN PLACEMENT PROSPECTS. 

IN SUM, FOR PORTUGAL \IE 1/0ULD LIKE TO SEE: 
IIORE BY-LINERS BY AOHINISTRATION OFFICIALS 

1/HICH CAN BE PLACED EXCLUSIVELY 111TH 
NEWSPAPERS OR 11AGAZltlES; A FORE I GIi JOURNAL I ST 
TOUR AND IV PROGRAM DESIGNED TO FAl11LIARIZE 
JOURNALISTS Ill TH OUR POL I CY AIID PROPOSED 
ACT I DNS; A TV DDCUNEHTARY 1/H I CH DEALS 111 TH 
THE GLOBAL THREAT OF TERRORISM; ONE OR Tl/0 
Al1PARTS I/HO CAN PROVIDE UON·SPECIAL 1ST 

AUDIENCES 111TH All HISTORICAL CONTEXT ON THE 
UCKGROUND ANO OBJECT I VES OF INDIVIDUAL 

TERRORIST GROUPS ; OIIE OR MORE PUBLICATIONS 

PROVIDING CHRONOLOGIES OF TERRORIST ACTS 
DURING THE LAST 20 TO 30 Y~ARS AHO IDENTIFYING 

THE GROUPS INVOLVED, THE t R NETH ODS AIID 

030738 ICAo07 

22/10412 OBJECT i VES. IIE AL SO BEL I E1/E TH AT All 

POLITICIAIIS AIIO JOU?IIALISTS PARTICIPATING 

IH THE IV PROGRAN SHOULD IH ONE 1/AY OR 
AIIOTHER BE EXPO:EO TO $0MEOIIE IBE IT A 
GOVERUMEIIT Off ICIAL, JOUP.IIAL 1ST OR SOMEOIIE 

ELSEJ I/HO CAIi IIIFO~M THEM Of THE DEPTH Of 
THE AMERICAN PUBLIC 'S OUTRAGE AT TERRORIST 

ACTS ANO OUR COIICERtl THAT OUR All lES BE 

SUPPORT I VE. CHAPLIN 

BT 
15281 

8307 18 I Cl. 
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FOR LIBYA/HRROR l ~11 PUBLIC OIP LOH~CY \/ORKll'G C.ROIJP 

E.O. 12356: DCCL : OPO R 
SUBJECT: PUOLIC OIPL~;1A CY ACTI(::: PLA II 011 CUUIITERl!IG 

LIB YAH :uPPORT roH T[RRO~l:H 

RH : (Al 11:ilA 34711, (Bl IJ, IA 147 \J 

I. (COIIFIDEtHIAL · EIITIRE TEXTi 

2. 8fC AU: t FIIILAIIO 1: IIOT FART OF THE NATO 
ALLIAtlCE , 1:; At! AC TI VE PAR TICIPnllT It( Utl MIDDLE 
EA::-T P£11GE·K[EPlt-iG OP[RATIOti : , HA: A VERY RE:TRICTIVE 
IMMIC.RAT IOtl (A IID REFUGEEI POLICY P.110 H[IIC( A VCR "/ 
SHALL FOHEI C,tl (A t-10 /I.RABI CO Hl1IJ111lY, kliO II A, 110 L IEY Atl 
DIPLOMATIC PRESENCE, OtlLY PART Of THIS ACTIOtl PLAII 
CAN BE APPL IEO HERE. OUR HAit! GOAL ltl FltllAtlO, \IE 
BELIEVE, , HOULD BE TO ACHIEVE UtrnHBtr,uou:; UNOER:iTAtlDltlG 
OF THE U. $ . :i TAND AGAlti:iT T[RRORl 'i H, AN D TO GAIN 
~CCEPTAtlCE FOR ECOtlOHIC AtlD POLITICAL ACTIOtl:; AGAIN:T 

l lB '' AN SUPPORTED TERRORl:M. 
3, A PUBLIC DIPLOt1ACY ACTIDtl PLAII FOR THIS COUtHRY 
HUST TAKE ltlTO P.CCOUNT 1110 or FltllANO'S PRIME 
CONCERtlS : IT MU~T 1101 FORCE r1 NLAtlO TO TAKE SIDES 
BETIIEEN EA:iT At-ID IIE:iT AtlD IT 11UST MAltlTAIH A 
SYMPATHETIC UIIDERSTANDlllG AT All TIME S OF THE SITUA· 
TIOII or S11All tlAl IONS . FIHLAIID PLACES GREAT EMPHASI:; 
ON COMPL I AtlCE Ill TH ( HTERtlAT I OtlAL L All AtlD COIIS I 5TEtHL Y 
CONDEMNS AtlY U5E OF VIOLEtlCE TO ,Ol~E INTERtlATIO!IAL 
DISPUTES, AllO THESE FACTORS HUST ALSO BE RECKONED 

Ill TH. 

4. A PUBLIC DIPLOMACY ACTION PLAN FOR FINLAND SHOULD 
EMPHASIZE OUR DESIRE TO I/ORK 111TH FRIEtlDLY STATES 
IN COHBATTING THE TERRORIST THREAT, SHOULD 
AVOID CASTING THIS AS AN EAST/I/EST ISSUE, SHOULD 
IDENTIFY THE STRUGGLE AS OllE AIMED AT TERRORISM, AND 
SHOULD STRESS THAT TERRORISM lllCREASIIIGLY THREATENS 
THE BASIC NORMS OF CIVILIZED SOCIAL AtlO POLITICAL LIFE. 
SINCE OPINIOtl·MAKERS SOMETIMES ARGUE THAT THE ROOT 
CAUSE OF MIDDLE EASTERll TERRORISM IS THE PALESTINIAN 
PROBLEM, \IE HUST ALSO :- JINT OUT THAT THE U. S. PLANS 
TO CONTINUE TO I/ORK TOI/ARD A. tlEGOTIATEO RESOLUTIOtl 
OF THAT PROBLEM BUT THAT It IS ILLUSORY TO THINK THAT 
A RESOLUTION OF THAT OR AtlY OTHER REGIOtlAL ISSUE 
1/0ULO QUICKLY REMOVE TERRORISl1 FROM THE SCENE. 

5. OUR AUDIEtlCE HERE 1/DULD BE DRA\lll MAINLY FROM 
INFLUEtlTIAL INDIVIDUALS AtlO MEDIA. THE BEST MEANS 
OF REACHING THIS AUDIENCE, \IE BELIEVE, IS INTENSIFIED 

PERSONAL COtlTACT AtlO STEPPEO·UP 01 STR I BUT I ON OF 
APPROPRIATE INFORt1ATIOll MATERIALS . VE 1/0ULD 1/ISH 
PARTICULARLY Ill OUR MATERIALS TD EMPHASIZE PUBLIC 
EXPRESSIONS OF COOPERATION AUD ACTION FROM OTHER 
NATIONS •• PARTICULARLY SMAcL AIID NEUlRAL NATIONS . 

O' CONNOP 

CONFI 

INCOMING 
TELE GI\ H;,1 

03032a ICAS' 
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ACTION OFFICE P G- 01 
INFO AC 0- 0 1 D~ DIS-01 

R 2113512 MAY 86 
FM AMEMBASSY BUCHAREST 
TO RUEHIA / U I A WASHDC 5316 
RUEHC / SECS ATE WASHDC 8936 
BT 

P-01 EU-03 / 009 A4 

CON L BUCHAREST 03605 

USIA 

THIS IS A JOINT EMBASSY / U~IS MESSAGE 

FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E, 0. 12356 : DECL: OAOR 
SUBJECT : PUBLIC DIPLOMACY ACTION PL~N FOR COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF : 

J, 

USIA y113 

(CONFJDENTIAL - ENTIRE TEXT , ) 

2 , POST AGREES WITH THE GOALS OF THE ACTION PLAN, BUT 
OUR ABILITY TO CARRY IT OUT AS OUTLINED IS LIMITED BY 
THE POLITICAL ENVIRONMENT IN WHICH WE WORK. 

3 . WIRELESS FILE MATERIAL , WHICH WE DISTRIBUTE TO A 
SELECT AUDI ENCE OF GOVERNMENT OFF I CI AL S, AC A DEMI CS , AND 
MEDIA REPRESENTATIVES , IS ONE OF OUR MOST EFFECTIVE 
METHODS OF E XPL AI NING OUR POSITION. SOME OF THE ITEMS 
WE HAVE DISTR J BUTEn RF.C:F:NTI. Y ARF PRFSTOENT RFAC.AN' 5 
SPEECH TO THE NATION FOLLOWING THE LIBYAN MISSION, 
WHITE HOUSE FACT SHEETS ON LIBYAN AND INTERNATIONAL 
TERRORISM AND A STATE DEPARTMENT RELEASE EXPLAINING THE 
U, S , POL ICY ON TERRORISM, 

4 . WE ALSO HAVE A GOOD AUDIENCE FOR SCREENINGS OF 
FOREIGN AFFAIRS VIDEO TAPES AT OUR LIBRARY AND ALREADY 
HAVE USED A NUMBER, INCLUDING AN ABC NEWS SPECIAL CON­
TAINING PRESIDENT REAGAN'S SPEECH ON TERRORISM AND 
BRIEFINGS BY SECRETARIES SHULTZ AND WEINBERGER. MORE 
TAPES ON THE SUBJECT WOULD BE WELCOME . 

5 . EMBASSY AND USIS OFFICERS HAVE DISCUSSED TERRORISM 
IN GENERAL AND THE LIBYAN SITUATION IN PARTICULAR WITH 
GOVERNMENT OFFICIALS AND A WIDE RANGE OF GONTACTS. 
GOVERNMENT OFFICIALS NATURALLY PARROT PRESIDENT 
CEAUSESCU'S STRONG CONDEMNATION OF OUR ACTION IN LIBYA, 
BUT WE FOUND AN UNUSUAL AMOUNT OF SUPPORT FOR OUR ACTIONS 
AMONG OTHER CONTACTS . 

6 . FOR LARGER AUDIENCES WE RELY ON VOA, WHICH HAS A 
GOOD LI STENERSHI P HERE . STROVAS 
BT 
113605 

- - - _\. ...... , 
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21/l 70H 
-- ---------- -- -- ----- ---------- ---- ---- --- -- ----- ------------ ---

ACTIOI! OFFICf P~ 

INFO ACO-r.1 0~0-U2 iJl~-UI P-01 EU-DJ /009 AJ I 

------ --------- --------- -------- -------- ---------- -- ---- --- .. ----
R 2l1700Z HAY SG 
fH AMfHfl lt>SY BRU ~~ ~l:; 
TO RIJEl!IA / U:;IA 1/A ~HOC 9414 

RUEHC/SfCSTATE 1/ASHOC 16•6 
RUEADl/11/IISC 1/1\SHOC 
RUEA0\/1//1/H I TEHOUSE 1/ASHOC 
RUEKJC S/S ECOEF 1/ASHCC 
BT 
LIMITED ilCIAL USE ~ECTIOII 01 OF 02 BRUSSELS 07268 

US I A 

FOR: PIG 

E. 0. 12356: II/A 

SUBJECT: P1J6LIC OIF,011ACY ACTIOtl PLAtl 011 COUIITERIIIG 
LIBYAH SUPPORT FOR TERRORI SM 

REF : USIA 34713- C 

l. THIS IS A JOIIIT EMBAS5 Y/USIS RESPO:lSE. 

2. \IE CONCUR Ill TH THE PROPOSED PUBLIC O I PLONACY 
STRATEGY 1/ l lH EXCEPTIOH OF TV/FILM DOCUMENTARY FOCUSED 
OH TRAtlS ATI.AiHIC COOPF.RATIOl-l liHIC~ 1/0ULO HAVE LITTLE 
pgnr.gr,H 11 <: r If.I ~"' ' r.lllM 

3. THIS MISSIOll HAS PUP.SUED A VERY ACTIVE ROLE Ill 
DENOUNCING MR. QAOHAFl ' S ROLE Ill INTERtlAT IOtlAL 
TERRORI SM . THE FACT THAT EELGIUM REPRESEIITS USG 
INTERESTS Ill LIDYA, MEAHS THAT THE BELGIAII PUBLIC IS 
KEENLY INTERESTED IN \/HAT TRAIISPIRES BETI/EEN LIB YA ANO 
THE USG. THIS MEAIIS THAT ON A GOVERllMEIIT TO GOVERHMEtlT 
LEVEL, THIS MISSION IS Ill DAILY COIITACT 111TH HIGH LEVEL 
GOB OFFICIALS TO EXPLAIN OUR POLICIES AUD TO EXCHAHGE 
INFORMATION . \IE CONSIDER TIIE RELATIONS BETI/HN OUR 1110 
GOVERNMENTS IN THIS AREA. TO SE OUTSTANOltlG. 

4. THAT DOES NOT, HO\IEVER, HEAN THAT \IE SEE EYE-TO-EYE 
WITH THE BELGIAN GOVERNMENT OR THE BEL&IAN PUBLIC ON ALL 
ISSUES SURROUtlOING TERRORISM AIIO OUR RESPONSE TO LIBYA. 
TH IS EMBASSY HAS MA I NTA IIIEO A HIGHLY VIGOROUS PRIVATE . 
ANO PUBLIC DIPLOMACY PROGRAM AT ALL LEVELS TO COHVINCE 
BELG I ANS THAT OUR ANAL Y:iE S OF THE CAUSES OF TERROR I SM 
AND OUR RESPONSES HAVE BErn CORRECT . 

S. THE FOLLOIIING ARE A FEIi EXAMPLES OF I/HAT WE HAVE 
DONE OVER THE LA~ T SEVERAL MOtlTHS : 

A. Ill JANUARY , AMBASSADOR SIIAEBE HOSTED A BREAKFAST FOR 
DEPSEC 1/HITEHEAO AIW A11BASSADOR OAKLEY 111TH THE BELGIAN 
PRIME MINl:iltR, FOREltitl MltUSTER, JUSTICE MINISTER ANO 
OEFE":;E MINISTER TO EXPLAIN THE LIBYAII ROLE IN 
INTERNATIONAL TF.RRORISM. THI S I/AS FOLl.0\/ED BY A PRESS 
CONFEREIICE AT THE Al1BAS:iAOOR'S RESIOEUCE ATTENDED BY 
MORE THAii 40 BELGIAN ANO INTERNATIOIIAL PRESS 
REPRE SENTATIVES ; 

B. THE PRIME MIIII STER HO:ilE~ OEP :;[ C \;IIIHHEAO OIi A 
RETURII .Vl ~IT 1:1 Al'R IL Al A Br.E~~fA:;T \/ll[R[ HRRORl:il1 1/1\3 
THE TOPIC OF DI SCU SS ION , A FRE SS CCllfERENCE OFF.II 10 THl 
BELGIAII PRE,S 1/A:i ALSO HELO AT NATO HHOQU~RTEH:i OIi 
APRIL 18; 

C. 

t\AOE 11£AV( u:;f OF \IIRELEs:; FILE ART ICLE S, \/HITE HOU~E 
OOCUMttHS MIO STATE DEPARTMENT RELEASES ON TERRORISM. 
\IE H~VE DEVELOPED A ~P( CIAL NAIL ING L 1ST Ori THIS THEME 
UHICH IIIClUOES JOURN1\LIST5 IIIW FOREIGN MINISTRY 
OFFICIALS; 

D. USIS BRUS:;ELS HA:i PARTICIPATED IIITERACTIVELY IN AT 
LEAST FIVE \IORLONETS I/HERE TERRORISM ANO LIBYA HAVE BEEtl 
THE MAIN TOPICS OF DISCUSSION. THESE HAVE INCLUDED: 

MARCH 25 WI TH \IE I NBERGER 
APR IL 7 Ill TH ARMACOST 
APRIL 16 111TH SHULTZ 
APRIL 18 111TH WEINBERGER 
APRIL 24 111TH SHULTZ 

E. \IE ALSO ARRAIIGED FOR A SPECIAL INTERVIEII IN FRENCH, 
APRIL 25 Ill TH UN AMBASSADOR I/ALTERS ANO THREE MEMBERS OF 
THE FRANCOPHONE BELGIAN MEDIA 1/HICH LEO TO EXTENSIVE AND 
VERV FAVORABLE COVERAGE; 

F. THE HISS I OH PROGRA 
MEO AMPART AMB EDI/ARO MARKS, 
FORi lER UEPUTY DIRECTOR OF STATE'S OFFICE OIi TERRORISM, 

. AT A SERIES OF MEETINGS ANO DISCUSSIONS WITH BELGIAN 
PARLIAMtNTARY DEPUTIES, MFA OFFICIALS , EIGHT 
REPRESENTATIVES OF THE MEDIA ANO SEVERAL UNIVERSITY 
PROFESSORS. 

G. FINALLY, 1/E HAVE HAO A SERIES OF OHE-ON-ONE MEETINGS 
UtTH 1<r• nrr1r101 • aun M<~R<Q< nr TM< M<ntA Tn n1or11•5 

THE USG APPROACH TO TERROR I SH. 
BT 
17263 

FROM BEFORE TH[ Fln 5T 1/HITEH EAO Vl:ilT, Tiff 1"0 ·; 1 11~$ \._ .-

. I I ~n T r n 'lt r:- I r. I M ' II ' r. . ( ~J 

929218 ICA21I 
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R 2315072 MAY 86 
FM AMEMBASSY BONN 
TO RUEHIA / USIA WASHDC 0217 
RUEHC / SECSTATE WASHDC 1321 
BT 
SE 1/E T_BONN 16305 

USIA 

FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356: DECL: OADR 
SUBJECT : PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: USIA 34713 - C 

1. (U) THIS IS I\ JOINT- ST/\TE-USI/1. MESSAGE . 
(C) THE PLAN AS GIVEN FOR EUROPEAN PUBLICS IS 

APPLICABLE IN THE FRG. 

3 . (C) A CONSIDERABLE AMOUNT OF MISSION EFFORT HAS 
ALREADY BEEN DJRECTED TO THE ACTIVITIES AND AUDIENCES 
IDENTIFIED IN Pi\RAS 3 AND 5 OF REFTEL. WE PLAN TO 
CONTINUE THESE EFFORTS. 

4. (C) USIS HAS BEEN PARTICUL/\RLY SUCCESSFUL RECENTLY 
IN UTILIZTNG ouTc;TANl1TN(.; I\MPARTS Al'll F TO SPFAK AT FXPFRT 
LEVEL WITH COUNTERP/\RTS . AMBASSADOR EDWARD MARKS WAS 
SUCH A SPEAKER WHO PERFORMED EFFECTIVELY WITH KEY 
AUDIENCES IN THE FRG. THE PROVISION OF SUCH AUTHORITATIVE 
SPEAKERS SHOULD BE CONTINUED. CATHERMAN 

BT 
116 305 
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ACTION OFFICE PG-81 
INFO AC0-81 DS0-02 DIS-81 EA-83 /988 AS 16 

0 21C893Z MAY 86 
FM AMEMBASSY JAKARTA 
TO RUEHIA/USIA 1/ASHDC IMMEDIATE 7UI 
RUEHC/SECSTATE 1/ASHOC I MMCD I ATE 4983 
BT 

~ JAKARTA 88353 

USIAC 

FOR LIBYA/TERRORISM PU6LIC DIPLOMACY WORKING GROUP 

EO 12356: DECL: OADR 

SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

REF: A. 7 ' 34713-C; B. USIA 2641-C 

1. (T • ENTIRE TEXT. 

2. POST WELCOMES SUBJECT INITIATIVE AND BELIEVES MOST 
CLEMENTS DESCRIBED REFTEL ARE RELEVANT FOR THIS 
COUNTRY. I NOONES I A HAS AL SO BEEN THE TARGET OF 
TERRORISM (~IRCRAFT HI.JACKING IN 1981, BOMBINGS 'IH 
IS84, AND ROCKET/BOMB ATTACKS ON FOREIGN EMBASSIES 
INCLUDING THE U. S. · THIS MONTH) AND HAS TAKEN FIRM STEPS 
TO APPREHEtlD AND PROSECUTE PERPETRATORS. THE MEDIA 
AND GOI SPOKES~EN HAVE COtlOEMNED THE USE OF TERRORISM 
F~R POLITICAL ENDS, AND EVEN THE NORMALLY LEFTIST PRESS 
IS CR tT I CAL OF SUCH ACT I ON'a . 

3. AT THE SAME TIME, HOIIEVER, INDONESIA IS A NOtl· 
All GtlED NAT I Otl AND Ill LL NOT TAKE A STRONG PUBLIC 
STANCE 1/HICH RISKS A BREACH 111TH THE NAM, THE OIC, 
ETC. FOR TH IS REASON THE GO I TH IS \/EEK DEC I OED TO 
RECEIVE THE LIBYAN DELEGATION TRAVELING IN SOUTHEAST 
ASIA, ALTHOUGH \IE ARE ASSURED IT \/Ill BE DONE 1/ITHOUT 
PUBLICITY A~D HO PEOPLES BUREAU \/Ill BE OPENED IN 
JAKARTA AS A RESULT. THE GOI \/Ill LIKELY MAINTAIN 
THIS AMBIVALENT PUBLIC· POSTURE FOR THE FORESEEABLE 
FUTIJ~E. 

828192 ICA628 
21/8838Z 

4. POST \/Ill USE AGENCY MATERIALS OUTLINED IN REFTEL TO 
INCREASE INFORkATIONAL PROGRAMS . ON TERRORISM. \IE 
E SPEC I All Y SUPPORT AND URGE fROHPT ACT I ON ON THE Pl Atl 
IPARA 6) FOR MEDIA OPPORTUNIHES 111TH TOP ADMINISTRATION 

SPOKESMEN AND FEEL THIS 1/0ULD BE ESPECIALLY TIMELY IN 
VIEi/ OF RECENT EVENTS IN JAKARTA. FYI, THE SOLE FULL· . 
TIHE INOOIIESIAN MEDIA REPRESENTATIVE IN THE US REPORTS 
FOR "KOMPAS, • THE NATION'S LARGEST AND HOST PRESTIGIOUS 
DAILY NEWSPAPER. SHE IS: 

HS. THREES NI 0 
385 EAST 48TH STREET, APT. 7X 
NEIi YORK CITY, N. Y. 18816 
TELEPHONE (212) 661 ·2839 

S. WIRELESS FILE FEATURES AND SATELLITE FILE CLIPS ARE 
ALSO LIKELY TO BE I/Ell RECEIVED BY LOCAL MEDIA. POST 
LOOKS FORWARD TO TH IS AND OTHER MED I A PRODUCTS OUTLINED 
TO TAKE ADVANTAGE OF CURREIIT LOCAL AIIARENESS 'or THE 

I ssur OF TERROR I SM. BERG 

BT . 
18353 

.. 
cA · 
N 

828192 ICA6211 

j DECLASSIFIED 
NLR 1-¼ ~i-,111rr 

BY fkW NARA DAtr;.!M!:!ll¥ 
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16/llH7Z ACADEtllCS . ROUTINE ATTENDAIICE IS ABOUT 79, BUT \/HEN VTR 

------------------ - ------ ------ -------- - ---------- -------------- NEIIS ·1 TEtlS ON THE AtlER I CAN ACTIONS AGAINST LIBYA BEGAN 
ACTIPN OFFICE PG-01 COMING IN ATTENDANCE JUMPED TO OVER 100 AND 1/0ULD HAVE 
IIIFO AC0 - 01 DS0-82 VG-91 DIS-01 EA-BJ P-Cl PR-01 PGF-02 GONE HIGHER HAD THERE BEEN SUFFICIENT SPACE. AtlY VTRS 

PP-01 PPFF-81 PPH!l VBB-81 VBXC-01 VBXH-81 VBF-81 MADE AVAILABLE CAN BE USED AT THE CENTER AND I/ILL BE 
VBR-81 /821 A4 SEEN BY AN INTERESTED AND INFLUENTIAL AUDIENCE . KYLE 

--- ------------------ ------- ------------------------------------ BT 
R 16C756Z MAY 86 12677 
FH AtlEMB ASSY RANGOON 

TO RUEN I A/US I A 1/ASHDC 2455 

USIA 

FOR LIBYA/TERRORISM PUBLIC DIPLOMACY 1/0RKltlG GROUP FROtl 
THE AMBAS SADOR AND CPAO 

E. 0. 12356: OADR 

SUBJECT: PUBLIC?DIPLOMACY ACTION PLAN ON COUNTERING 
LI BYAN SUPPORT FOR TERROR I Stl 

REF: USIA 347tJ -C 

1. THE BURMESE GOVERNMENT AND BURtlESE NEI/S MED I A (All 
01/NED AIID CONTROLLED BY lHE GOVERNMENT! HAVE AVOIDED 
All PURL IC COMMENT ON. TERROR I SM OCCUR I NG OUTS I or BURMA, 
INCLUDING RECENT EVENTS INVOLVING LIBYA AND THE UNITED 
STATES. COVERAGE ·OF THE RAIO ON LIBYA I/AS RESTRAINED AND 
BALANCED AND THE SRUB IS DETERMINED TO MAINTAIN A NEUTRAL 
PUBLIC STANCE. TH IS IS ST At/OARD PR ACT I CE ANO THE EMBASSY 
HAS NO REASON TO EXPECT AN EXCEPT I ON UNDER PRESENT 
C IRCUMSTAIICES. COIISEQUEN1\. Y, MANY OF THE GOOD I NIT I AT IVES 
OUTLINED IN REFTEL 1/0lllD NOT APPLY IN THE BURMESE 
CONTEXT • 

. 2. THE IMPRESSION GAINED THROUGH DIRECT CONTACTS BETIIEEN 
EMBASSY OFFICERS AND BURMESE OFFICIALS IS THAT THERE IS 
A QUIET UNDERSTANDING ON THE PART OF THE BURMESE FOR 
THE AMER I CAN POSIT I ON AND ACT I OHS TAKEN. 

3. PUBLIC KNOI/LEDGE or INTERNATIONAL TERRORISM GENERALLY 
AND THE HOST RECE!IT EVENTS PARTICULARLY IS OBTAINED 
THROUGH I/IRE SERVICE ARTICLES (OVERIIHELHINGLY SUPPLIED 
BY AP AND REUTERS) CARRIED IN LOCAL NEWSPAPERS, VIS NEI/S 
ITEMS CARRIED ClN BURMESE TELEVISION AND BY LISTENING 
TO FOREIGN BROADCASTS. THE VOICE or AMERICA AND BBC 
SHARE A NEAR HONOPOL Y OH FORE I GIi BROADCAST AUD I ENCES IN 
BURMA. ABOUT 18, 8811 COP I ES EACH OF TI HE AND NEIISIIEEK ARE 
IMPORTED AND DISTRIBUTED BY THE GOVERNMENT. 
4. FOREIGN 111 SS IONS ARE NOT PERIi i TTED ACCESS TO THE 
BURMESE NEWS MED I A BUT ON TH IS ISSUE THE El1BASSY 

PERCEIVES NO PUBLIC AFFAIRS OBSTACLES. NEI/S COVERAGE 
HAS BEEN ADEQUATE ANO FAIR AHO CAN BE EXPECTED TO 

RfHAIN SO. 

S. HIGH LEVEL BURMESE OFFICIALS ARE CLEARLY INTERESTED 
IN RECE I Y IHG I NFORl1AT I ON ON THE ISSUE OF TERROR I SH AND 
THE EMBASSY HAS I/Ell ESTABLISHED CHANNELS FOR GETTING 
IT TO THEl1. PRINTED MATERIALS GIVING U. S. POSITIONS AND 
FACTUAL BACKGROUND ARE THE EASIEST AND HOST EFFECTIVE 
11EDIUl1 FOR THIS PURPOSE . \IE HAYE BEEN PASSING TO THE 
SENIOR LEVEL or THE FOREIGN 1111IISTRY SUCH MAT°ERIAL AND 
KNOii THAT THESE MATERIALS I/ERE INITIALLY AT LEAST 
PASSED TO THE PRESIDENT. 

6. THE US IS AMER I CAN CENTER HAS A 1/EEKL Y YTR PROGRAl1 
REGULARH ATTENDED BY 1110-LEYEL OFFICIALS, EDITORS AND 

~-

821312 ICA314 
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28/8542Z NOST OF \/MAT 1/E SAY I/Ill Sll1PLY BE DISNISSED Al10NG 

---------------------------------------------------------------- $ONE I NPORTANT AUD I ENCES IN TH IS ENV I RONNE NT. 
ACTION OFFICE EA-83 

INFO AC0-81 DS0-82 VG-81 DIS·OI PG-81 PR-81 PGF-92 PP-91 
PPH-91 PPF-81 VBB-81 VBXC-81 VBXN-81 VBF-81 VBR-81 
/928 Al 12 

··--··---··-·-----·-·-·-·-----·-··--·-------·--------------·---· 
R 2HS37Z NAY 16 
FN ANENBASSY KUALA l Ul1PUR 
TO RUEHC/SECSTATE IIASHOC lfll 
RUEH I A/US I A IIASHDC 5864 

~ECTION 81 OF 82 KUALA LUNPUR 84689 

DEPT FOR LIIYA/TERRORISN PUBLIC DIPL011ACY WORKING GROUP 

USIA FOR EA 

E. 0. 12356: OECL: OAOR 
TAGS: PTER, NY 
SUBJECT: PUBll C DI PLONACY ACT I ON Pl AN ON COUNTER I NG 

l llYAN SUPPORT FOR TERROR I SN 

REF: (A) USIA 34713, (8) USIA 34711 

1. ✓,NTIRE TEXT. 

2. IIE IIELCONE THE CONCERTED 69-0AY ACTION PLAN, IUT 
CAUTION THAT SUCCESSFUL PUBLIC AFFAIRS ACTIVITIES 
IN NALAYSIA ON TERRORISN OVER THE NEXT 68 DAYS I/Ill 
ar1111111r (CM(ITIVITY Tn TWI\ •~v11>nMNCIIT •Mn "U(f a• 
INPLENENTEO 111TH CARE. THE GOii' S ORIGINAL CONOEl1NATION 
Of THE 1011BING ANO SUBSEQUENT STATENENTS BY PRESENT 
ANO FORNER SENIOR OFFICIALS PLACED THE NARKERS FOR A 
PRESS SENSITIVE TO THE DESIRES OF ITS GOVERNl1ENT. 
THEY HAVE AS I/Ell CREATED A CLl11ATE THAT DISCOURAGES 
THE PUBLIC EXPRESS I ON OF OTHER VI EIIS. THE PR I NE 
NINISTER CONTINUES TO CHARACTERIZE ACCUSATIONS OF 
LIBYAN TERROR I SN AS "ALLEGED,• 110ST RECENTLY ON NAY 5 
IN A SPEECH OPENING THE SOUTH/SOUTH CONFERENCE IN 
KUALA LUHPUR. NORE RECENTLY, IN 11l0-11AY, THE GOii 
RECEIVED THE PERSONAL REPRESENTATIVE OF QAOHAFI IN 
A NODERATELY PUBLICIZED FIVE-DAY VISIT, CONDEl1NING 
ONLY THE U.S. 10118 I NG. 

3. IIE NUST Al SO NOTE THE HIGHLY EIIOT I ONAL TONE OF 
THE NALAY PRESS, REPEATEDLY REPORTED BY THIS POST, 
IN COIIIIENT I NG ON ANY POL I CY OR ACT I ON PERCEIVED 
AS AN ATTACK ON THEIR CO-RELIGIONISTS. ON SOl1E 
NIDEAST ISSUES, AND THIS IS ONE OF THE11, THEY APPEAR 
TO BE BEYOND REASON. CRITICISII IN THE NON-IIALAY 
PRESS, ON THE OTHER HANO, HAS TENDED TO SEE OUR 
BOl1BING OF l lBYA AS AN UNIIELCOl1E RECRUDESCENCE 
OF GUNBOAT OIPLOIIACY. 

4. NONETHELESS, SOIi£ ELEIIENTS OF THE 68-DAY ACTION PLAN 
ARE INDEED APPL I CABLE HERE. THE POST HAS PLAYED THE 
TERRORISN ITEIIS IN THE EXTER~Al WIRELESS FILE IN FULL 
WITHOUT COMPLAINT AND I/ILL CONTIIIUE TO 00 SO. IN 
EARLY MAY, AMPART JERROLD GREEN (SEE Kl 84133) 
DISCUSSED LIBYA AND TERRORISM WITHOUT PUBLICITY 
WITH SENIOR OFFICIALS OF THE 11FA, THE DEFENSE COLLEGE, 
AND THE STRATEGIC INSTITUTE \IMO, ABOVE All, SOUGHT 
THE EVIDEHCE OF LIBYAN INVOLVEMENT IN TERRORISl1 
THAT LED TO THE BOMBING RAIO. 

5. THE NOST 111PORTANT 11111EDIATE OBJECTIVE IN 
TIIIS ENVIRONl1ENT IS TO ESTABLISH !HE CREDIBILITY OF 
THE EVIDENCE OF LIBYAN DIRECT SUPPORT OF TERRORIS" 
BEYOND ~NY DOUBT. UNTIL THAT IS FIR"LY ESTABLISHED, 

6. 111TH THAT 11111EDIATE OBJECTIVE IN NINO, OF THE 
ACTIVITIES PROPOSED IN PARA. 6, THE FOLLOIIING ARE 
LIKELY TO .BE NOST EFFECTIVE IN NALAYSIA: 

Ill THE PARTICIPATION OF SENIOR GOii OFFICIALS 
IN TNE DEPARTNENT'S ANTI-TERRORIS" SENINAR. A FEIi 
IIOIITNS AGO THE GOii ACCE'1£D IN PRINCIPLE THE SECRETARY'S 
INVITATIOII FOR TEii TO TWELVE SENIOI OFFICIALS TO 
ATTEND THIS SENINAR AT OUR EXPENSE. THIS PROGRA/1, 
sruc11· 011 OUR I NAIi Li TY TO FI ND IIUTUALL Y CONVEII I ENT 
DATES, 111ST NOii IE IIIPUIIENTED. 

. 121 All IV &RANT Ott THE TNEIIE OF TERROII I SN 
FOIi SEIIIOR EDITORS. 

131 A U.S.&. OFFICIAL AILE TO FURNISH CONVINCING 
EVIDENCE IN COIFIOENTIAL HIEFINGS TO GOii OfFICIAlS 
DISPOSED TO BE SKEPTICAL Of l llYAN FUNDING AND DIRECT 
SUl'POIIT OF TERROII I SN. 

(4) IIATEIIALS IN ANY FORl1AT, PARTICULARLY THE 
11£ll-PUILICIZED EAST BERLIN PEOPLE'S BUREAU INTERCEPT, 
THAT STRENGTHEN THE CRED 111 LI TY OF THE EV I DENCE AGAINST 
QADHAFI FOR SELECTIVE DISTRIIUTIOII. 

ISi · THI$ POST Will NOT IE AILE TO DEVELOP 
VOIILDNETS, EDS, OIi OTHER PUILI C, NI GN-l'ROF I LE PROGRAIIS 
111 IIAL AYl:,. OIIJI ., TNF NUT !: I XTY no~ TNO~F 111111!:F 

VIEWS DIFFER FROtl THE PUBLIC STATEIIENTS OF THE GOii, 
INCLUDING SO/IE EDITOIIS, ARE Slll'l Y NOT GOING TO 
IT 
14619 
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TAGS: PTER, MY 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 

EXPRESS THEM PUBLICLY IN THE CURRENT ENVIRONMENT, 

7. THE MISSION WILL UNDERTAKE A SERIES OF ONE-ON-ONE 
MEETINGS WITH SENIOR EDITORS AND MEMBERS OF THE 
PROFESSIONAL INTERNATIONAL AFFAIRS COMMUNITY TO DISCUSS 
LIBYA AND TERRORISM. IN THESE MEETINGS, WE WILL 
CAREFULLY PLANT THE IDEA THAT TO THE EXTENT MALAYSIA 
IS PERCEIVED AS SUPPORTIVE OF LIBYA AND TERRORISM 
IN A GENERIC SENSE, THERE WILL BE AN UNQUANTIFIABLE 
BUT NEGATIVE IMPACT HERE ON INVESTMENT AND TOURISM. 
WE WILL ALSO POINT OUT THAT LIBYA'S ACTIONS CAN ONLY 
ERODE SYMPATHY IN THE WEST FOR THE PLIGHT OF THE 
PALESTINIANS. OADHAFI' S RECORD OF ATTEMPTS TO 
DESTABILIZE OTHER ISLAMIC NATIONS IS ANOTHER THEME 
WE WILL PURSUE HERE. FOR THIS WE WILL NEED BACKGROUND 
MATERIALS ON LIBYA'S EFFORTS TO DESTABILIZE LEBANON, 
TUNISIA, THE SUDAN, AND WEST AFRICAN NATIONS. 
SHOE SMITH 
BT 
II '46el9 
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USIA 

E. 0. 12356 N/A 
SUBJECT PUBLIC DI PL OMA CY COUNTER I NG LI BYAN SUPPORT FOR 
TERROR I S11. 

REF : USIA 34713 

1. THE FOLLO\IING ARE MISSION COMMENTS ON THE PUBLIC 
DIPLOMACY PLAN'S APPLICABILITY TO THE REPUBLIC OF KOREA 
ANO 111SSIOII PLANS FOR IMPLEMENTATION. 

2. THERE ARE A NUMBER OF FACTORS THAT INFLUENCE ROKG 
PUBLIC POSTURES ANO THOSE OF THE ROKG-GUIOEO MEDIA TOWARD 
L !BYAN SUPPORT FOR TERROR I SH. THESE ARE: 

_CONCERII FOR THE LARGE KOREAN INVESTMENT IN CONSTRUC­
TION FACILITIES ANOCONSTRUCTION CONTRACTS IN LIBYA 
(ABOUT 5 BILLION DOLLARS! 

- CONCERN FOR THE SAFETY OF THE LARGE NUMBER OF KOREAN 
CITIZENS IN LIBYA (APPROXIHATELY 23,8981 

- KOREAN RELATIONS 111TH THE ARAB \IORLD--A NAJOR 

SOURCE OF KOREAN OIL INPORTS 

- KOREAN RELATIONS 111TH THIRD \IORLD COUNTRIES WITHIN 
THE NONAL I GNED IIOVENENT, I/ff I CH AL SO HAVE BEEN 
CRITICAL OF US ACTIONS AGAINST LIBYA 

- KOREAN SENSITIVITY TO NORTH KOREAN ATTEIIPTS TO SEIZE 
ON ROKG ACT I OHS THAT CAN BE PORTRAYED AS SOUTH 
KOREAN SUBSERVIENCE TO THE US, PARTICULARLY ON 
ISSUES ·or GREAT IIIPORTAHCE WITHIN THE THIRD WORLD 

- GENERAL KOREAN PERCEPT IONS THAT PROBLENS ANO 
DEYELOPNENTS IN AREAS BEYOND THE I IIIIEO I ATE 
SERIOUS SECURITY CONCERNS IN ANO AROUtlD THE KOREAN 
PENINSULA ARE NOT ONES IN \IH I CH KOREANS SHOULD 

BECO/IE DIRECTLY INVOLVED. 

- THE FACT THAT KOREA IS ITSELr THE VICTIN OF STATE­
DIRECTED TERRQRISII, PARTICULARLY THAT Of NORTH 
KOREA, ANO THAT A LARGE MEASURE OF RO~G ANO MEDIA 
EFFORT IS DIRECTED TOIIA~O MAKIIIG KOREAN PUBLICS 
AWARE OF THE TERRORIST THREAT. 

- THE WISH OF KOREA, AS A CLOSE MILITARY ALLY OF THE 
US, TO MAINTAIN A HIGH LEVEL OF COOPERATION WITH 

THE US ON ALL SE CUR I TY I S,UES. 

3. AS A CONSEOUENCE OF THESE f ACTORS, THE AOKG HAS 
APPARENTLY FOUND THAT lHE BEST COURSE OF ACTION IN FUBLIC 
OIPL011ACY ON THIS ISSUE IS TO"SAY AS LITHE AS POSSIBLE . 
THE ROKG HAS NOT IS~UED ANY PUBLIC STATEHENTS ON THE US 

ATTACK AGAINST LIBYA. KOREAN t1f.OIA C011MENTARY HAS URGED 

021718 ICA386 

CAUTION ANO RESTRAINT IN ANY MILITARY ACTION, UNILATERAL 
OR OTHERWISE, AGAINST LIBYA, 1/fflLE CALLING FOR GREATER 
INTERNATIOtlAL COOPERATION TO ISOLATE AND COMBAT TERRORISH. 

4. PRIVATELY, THE ROKG HAS TOLD US THAT THEY SUPPORT THE 
US HIL ITARY ACTION AGAINST LIBYA, THAT THEY HAVE STEPPED 
UP THEIR SURVEILLANCE CF LIBYAN CITIZENS IN KOREA, THAT 
THEY WILL NOT SELL ARNS TO LIBYA ANO THAT THE ROK 
PRESENCE IN LIBYA I/ILL GRAOUALL Y OIHINISH. THEY HAVE ALSO 
STATED THE ROK WILL SUPPORT OTHER INTERNATIONAL COOPER-
AT I VE HEASURES TO COHBAT TERROR I SN. HOIIEVER, KOREAN 
DELEGATIONS TO IIULTINATIONAL GATHERINGS LIKE THE IPU HAVE 
BEEN INSTRUCTED TO RENAIN "NEUTRAL• ON THE SUBJECT OF THE 

US ATTACKS ON LIBYA. 

S. THESE FACTORS SUGGEST THAT KOREAN PUBLIC AND THE ROKG 
IIOULO ONLY RESPOND RELUCTANTLY ANO UNDER SIGNIFICICANT 
PRESSURE TO REQUESTS FOR GREATER PUBLIC ENOORSEHENT AND 
SUPPORT OF U. S. POLICIES DIRECTED AT LIBYAN-SPONSORED 

TERROR I SM. 
6. GIVEN THE CONSTRAINTS THAT PRESENTLY EXIST ON KOREA 
ITSELF UNDERTAKING MORE ACTIVE ANO SUPPORTIVE PUBLIC 
OIPLOHACY CN THIS SUBJECT, THE MISSION BELIEVES THE BEST 
COURSE FOR U.S. PUBLIC OIPLONACY HERE IS A TWO-PROilGED 

APPROACH . 

7, THE HISSION BELIEVES \IE CAN BE HOST EFFECTIVE IN OUR 
PUBLIC 01 PLOMACY Ill TH THE ROK PUBLIC IF OUR NESS AGE 
FOCUSES ON NORE GENERAL ISSUES Of STATE-SPONSORED 
TERROR I SN ANO THE NEED FOR INTERNATIONAL COOPERATION TO 
rnMtUT IT DATUrD TUAM nw Tlf': I\AnUAtl D~~!'~~~ - u,u,~n•~~ T 

PROGRAHS, VCR PROGRAMS ANO FOREIGN PRESS CENTER BRIEF I tlGS 
INVOLVING KOREAN CORRESPONDENTS ARE ELEHENTS THAT \IOULO BE 
PART I CUL ARLY EFFECT I VE IN REACH I NG KOREAN HASS AUD I ENCES. 
BT 
15422 
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R 2102502 MAY 86 
FM AMEMBASSY SEOUL 
TO USIA WASHDC 8898 
BT 
C-0-N F I D E ~ T I AL SECTION 02 Of 02 SEOUL 05422 

USIA 

E. 0. 12356 N/A 
SUBJECT PUBLIC DIPLOMACY COUNTERING LIBYAN SUPPORT FOR 

' 8. MISSION PUBLIC DIPLOMACY THROUGH PERSONAL CONTACTS, 
PRIMARILY WITH GOVERNMENT OFFICIALS , MEDIA EDITORS AND 

. COMMENTATORS, AND ACADEMIC SPECIALISTS, ·CAN BE EFFECTIVE ON 
BOTH THE BROAD ISSUES OF STATE-SPONSORED TERRORISM AND THE 
MORE SPECIFIC ACTIVITIES OF LIBYA. ·1N PARTICULAR, TIMELY 
AND APPROPRIATE WIRELESS FILE MATERIALS AND PAMPHLETS ON 
THE VARIOUS TOPICS LISTED IN REFTEL PARA SIX Will BE USEFUL 
IN REACHING KEY KOREAN ELITES WITH AMERICAN POLICIES IN . 
THESE AREAS. RE ID 
BT 
#5422 
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BT 

~H 01 OF 02 MAIIILA 16604 

US I A 

FOR LIBYA/TERRORl:H PUBLIC DIPLOMACY 1/0P.Kltl', GROUP 

E. 0. 12356: DECL : OAOR 
SUBJECT : PUBLIC DIPLOMACY ACTIOII PLAII OH COUIITERIIIG 

L IBYAfl SUPPORT FOR TERRORl'.iM 

REF : USIA 34713 

I. THE po:;T 1/[LCOM[:i THE OPPORTUIII TY TO COMMENT 014 THE 

PUBLIC DIPLOMACY ACTIOII PLAII 014 COUIITERltlG LIBYAN SUPPORT 
FOR TERRORISM. TO DATE, FILIPlflO ATTITUDES TOI/ARD 
INTERHATIOIIAL TERRORISM HAVE RAflGEO FROM PAROCHIAL TO 

INOIFFEREIICE . THE LATTER STATE HAS BEEN EXEMPLIFIED BY 
THE O IHI CUL TY ~HI CH THE U'.iG HA'.i HAO IN RE CEIIT MOIITHS 
IN COflVINCING FILIPIIIO AUTHORITIES THAT SECURITY 
MEASURES AT MANILA'S INTERNATIOl4AL AIRPORT ARE SERIOUSLY 
DEFICIENT. REPEATED 1/ARNINGS THAT THE AIRPORT \/Ill BE 
DECLARED UIISAFE FOR US CARRIERS HAVE BEEN NEEDED TO GET 
REHEOIAl ACT IOU STARTED (THAT PROCESS IS tlO\I UNOER\IAYI. 

FURTHER, REACTIOII OF THE GOP TO THE US ATTACK ON LIBYAN 
INSTALLATIONS \/AS, IN THE I/OROS OF VP LAUREL, "NEUTRAL• . 

2. THE MANILA MEDIA PROVED TO BE SOMEIIHAT MORE 
EXPRESSIVE. USING FOREIGN SOURCES, MOST MANILA PUB­

LICATIONS REPORTED THE U.S. MILITARY ACTION IN LIBYA 
AS A MAJOR INTERNATIONAL NEIIS EVENT, NOTING REACTION IN 
EUROPE ANO THE ARAB 1/0RLO. I/HILE THE U.S. POSITION ON 
TERROR I SM IIAS ACCURATELY REPORTED, IT \/AS NOT EHPHAS I ZED. 

THERE \/AS VERY l lTTLE COl111EIIT IN THE HECIA ON THE 
INCIDENT, EXCEPT FOR AN ARTICLE ON THE OP-ED PAGE OF THE 
MANILA BULLETIN ACCUSING THE US OF FOllOIIING AN ANTI· 
11USLll1 FOREIGN POLICY. THE "01Pl011ATIC PRESS CORPS" 
FROM MANILA DAil !ES HADE THE USUAL ROUNDS OF THEIR BEAT 
REPORTING ON VP LAUREL'S COMMENT AND VISITING THE LIBYAN 

AND U.S. El1BASS I ES. THE l I BYAN EMBASSY ISSUED A STATEMENT 
ALLEGING THAT U.S. ACTIONS \/ERE ACTUAll Y RETALIATION 

AGAINST LIBYA FOR LOSS OF 1/HEELUS AIR BASE. THIS OBVIOUS 

ATTEMPT TO Pl AY ON ANT I ·BASE SENT I MENTS AMONG SOl1E 
FILIPINOS RECEIVED SCANT ATTENTION IN THE MEDIA. RATHER, 

FILIPINO 11EDIA AND OFFICIAL CONCERN AND C01111ENT FOCUSSED 
ON THE NEED TO PROTECT THE \/Ell -BE I NG OF • 20, eee- FI LIP I NOS 
ALLEGEDLY 1/0RKING IN L:aYA AT THE T111E OF THE ATTACK. 
NO REPORTS HAVE BEEN RECEIVED THAT ANY FI l IP I NOS \/ERE, OR 
HAVE BEEN, HARMED. HOST RECENTl Y, HOIIEVER, AT THE 
RECOMl1ENOATIOH OF A DEPUTY FOREIGN MINISTER, PRESIDENT 
AQUltlO RECEIVED A FOUR-HAN LIBYAN DELEGATION 1/HICH 
CLAIMED THAT THE U.S. \/AS 11ANIPULATING THE NE\IS REGARDING 
THE U. S. ATTACK OH LIBYA. THE PHILIPPINE HEIIS AGENCY 
REPORTED THE MEETING ANO INCLUDED A DENIAL BY THE CHIEF 

DELEGATE THAT LIBYANS \/ERE BEHIND TERRORIST ACTS, 

CLAIMING THAT " LIBYA HAS All THE TIME REJECTED ANY 
TERRORIST ACTION AND THERE IS A LAIi IN 0\ltl COUNTRY THAT 

PUNISHES SE VE RELY ANY ACT OF TERROR I SIi. • 

22/1023l 

030716 ICA 

POPULATIOIL 11011-SPECIFIC THREATS TO AMERICAIIS IIERE 

RECEIVED FROM THE MUSLIM AREAS OF MINDANAO, REOUIRING THE 

EMBASSY TO ISSUE A IIARHING THAT AMERICANS "AVOID NON­
ESS£11TIAL TRAVEL Ill P~EOOMlllAIITlY MUSLIM AREAS' OF THE 
COUil TRY . SE VER Al HUIIOREO FI l IP 1110 MUSl I MS DEHOtlSTR~TED 

IN fROIIT OF THE EMBASSY FOR A DAY OR T\10, BUT NO 

VI OLEIICE \/AS REPORTED AflD THEIR EFFORT \/AS LOST Ill THE 
GEHERAl MELEE OF PRO-MARCOS, AIHl·US AGITATIOII 1/HICH \/AS 

ENSUING, IN GREATER NUMBERS, AT THE SAHE TIME. ANTl·US 

11USlll1 DEMOIISTRATIOHS ALSO TOOK PLACE IN MAJOR CITIES 

OF SOUTHERN 111NOANAO, INCLUDING DAVAO \/HERE USIS HAS A 
BRANCH PO:iT . IN THE LATTER INSTANCE, THE 11USL IH 
DEHOtlSTRATORS HELD A BRIEF RALLY IN FRONT OF THE USIS 

CENTER, TORE 001/N THE US FLAG AND BURNED IT WM llE 
OENOUIICING U.S. INTERVENTION IN LIBYA DURING THE NAVAL 
EXERCISE CONFRONTATION IN THE BAY or SIORA. 
4. THE "NEUTRAL ITV" OF THE GOP AND THE TENDENCY OF THE 
FILIPINO MUSLIMS TO SUPPORT LIBYA 00 NOT PROVIDE A FERTILE 

11EOIA ENVIRONMENT \/!THIN 1/HICH TO HIGHLIGHT QUAOHAFl'S 
ROLE IN INTERNATIONAL TERRORISM. HOIIEVER, THERE ARE 
OPPORTUNITIES AHO VENUES IN 1/HICH \IE CAN DIRECT FILIPINO 
ATTENTION TO INTERNATIONAL TERRORISM, TO DESCRIBE U. S. 

AND OTHER NATI011'3 ATTEMPTS TO DEAL 111TH THE GRDIIING 
THREAT AND TO PERSUADE FI l IP I NO AUD I ENCE$ OF THE NEED TO ·~ 

TAKE HEASUIIES TO COMBAT THE COMMON DANGER. 

~. THE POST HAS ALREADY BEEN ENGAGED IN DISTRIBUTING 
APPROPRIATE 1/IRELESS FILE ITEMS, SPEECHES AND TEXTS TO 
THE HECIA. SELECT ARTICLES ON TERROAISl1 FROM A 1/IOE RANGE 

OF PERIODICALS HAVE BEEN INCLUDED IN OUR POPULAR ARTICLE 
ALERT SERVICES TO HUNDREDS OF OPINIOll-110lDERS AND SPECIAL 

BT 
16684 
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USIA 

FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0 . 12356 : DECL : OADR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 

ITEMS , SUCH AS THE STATE DEPARTMENT GIST ON TERRORISM, 
HAVE BEEN DISTRIBUTED TO OUR ENTIRE DRS PARTICIPANT 
AUDIENCE . MOST RECENTLY , WE H/\VE ALSO PLACED SPECIAL 
VOA REPORTS ON THIS SUBJECT WITH OUR R/\DIO CALL-IN LINE, 
WHICH SERVES OVER FORTY FILIPINO RADIO STATIONS. 
CONCURRENTLY , BACl".GROUND MATERIAL , INCLUDING THE ABOVE, 
HAS BEEN PROVIDED TO MEMBERS OF THE MISSION IN ORDER TO 
BETTER PREPARE THEM FOR DISCUSSIONS ON THE SUBJECT WITH 
THEIR PERSONAL CONTACTS , 

6 . FOR FUTURE PLACEMENT , MORE PRINT ITEMS ALONG THE LINES 
OF THOSE CITED IN REFTEL WOULD BE USEFUL. OF PARTICULAR 
INTEREST WOULD BE CHRONOLOGIES ON LIBYAN TERRORISM, 
U.S. ATTEMPTS TO DEAL WITH THE LIBYAN PROBLEM THROUGH 
DIPLOMACY , THE ECONOMIC IMPACT OF TERRORIST ACTIVITIES AND 
COOPERATIVE EFFORTS BEING UNDERTA KEN BY OTHER THIRD 
WORLD COUNTRIES TO DEFEAT INTERNATIONAL TERRORISM. THESE 
WOULD BE USEFUL AS MAILERS TO DRS AUDIENCES AND FOR 
SPECIAL DISTRIBUTION FROM USIS DAVAO TO MUSLIM CONTACTS . 
THE FILIPINO AUDIENCE IN MANILA AND OTHER METROPOLITAN 
AREAS IS MOST LIKELY TO BE RECEPTIVE TO INFORMATION ABOUT 
THE DANGER OF TERRORIST ACTIVITY TO THEIR INTERNATIONAL 
VISITORS, THEIR OVERSEAS WORKERS (MANY OF WHOM WORK IN 
THE MIDDLE EAST) AND OTHER INNOCENT PERSONS . THE 
MESSAGE COULD ALSO BE REINFORCED WHEN CONVEYED BY 
VISITING US AND OTHER SPEAKERS TO TOURIST AND TRAVEL 
ASSOCIATIONS (A MAJOR ENTERPRISE AND FOREIGN EXCHANGE 
EARNER IN THE PHILIPPINES) WHICH CONVENE FREQUENTLY IN 
THIS COUNTRY . FILM CLIPS OF SUCH SPEAKERS ARE PLACEABLE 
ON TV AND INSERTS OF TERRORIST INCIDENTS WOULD ALSO BE 

• USEFUL FOOTAGE FOR FILIPINO TV STATIONS , ESPECIALLY WHEN 
TIED TO NEWS ON INTERNATIONAL MEETINGS, SPEECHES, AND 
REPORTING ON INTERNATIONAL INCIDENTS . IF APPROPRIATE 
MATERIALS CAN GET PLACED ON INTERNATIONA t WIRE SERVICES 
IT WOULD BE HELPFUL LOCALLY SINCE THESE SERVICES ARE 
USED EXTENSIVELY IN THE PHILIPPINES. ALSO, ARTICLES 
FROM INTERNATIONALLY RECOGNIZED PUBLICATIONS , SUCH AS 
THE LONDON ECONOMIST, WOULD BE WELL RECEIVED . AND, 
FINALLY, IF THERE ARE APPROPRIATE MATERIALS PRODUCED 
BY MUSLIM STUDY CENTERS IN INDONESIA OR MALAYSIA, THEY 
WOULD BE USEFUL FOR PLACEMENT AND DISTRIBUTION IN THIS 
COUNTRY . MORTON 
BT 
116604 
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USIA 

FOR LI BY A/TERROR I SIi PUBLIC O I Pl O~ACY \/ORK I NG GROU~ 

E. 0. 12356: DECL: OAOR 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORI SII 

· I. T - ENT IRE TEXT> . 

2. IIISSION HAS REVIEIIED THE PUBLIC OIPLOIIACY \IORKING 
GROUP'S ACTIOtt PLAN AND COMIIEt:OS THE ltlTERAGENCY GROUP 
FOR A THOUGHTFUL ANO COMPREHEHS I VE PROPOSAL TO ADDRESS 
AN ISSUE OF E XTREIIE I NTE RNAT I ONAL URGENCY. SEVERAL OF 
THE APPROACHES DESCRIBED IN THE I HTER 111 PLAN ARE 
RELEVANT TO JAPAN ANO SHOULD FINO RECEPTIVITY HERE, 
P~RTICIII ARI y IN VIFU nr TMF REC£NT FVFtlT~ THAT MAVF "AOF 

THE JAPANESE 110RE Al/ARE OF THE ADVERSE O I MEtlS IONS OF 
INTERNATIOIIAL TERRORISII. THE JAPANESE (AT LEAST UNTIL 
VERY RECENTLY) HAD Al\lAYS VIEi/ED TERRORISII 111TH A 
0 I HERE HT PERSPECTIVE FROl1 THAT OF THEIR \IE STERN All I ES. 
OtlE NEEDS ONLY LOOK AT JAPAN' S PAST HISTORY OF YIELDING 
TO THE DEMANDS OF THE JAPAIIESE RED P.RIIY AND ITS RELE~SING 
OF RADICAL FACTION 11E11BERS TO UNDERSTAtlD THIS. T"E 
JAPANESE PASSENGERS KILLED IN THE AIR LANKA 80118 EXPLOSION 
EARLi ER TH IS IIONTH, THE DEBATES ON TERROR I SH OUR I NG THE 
TOKYO SUl1111 T ANO THE 80118 I NG OF THE JAPANESE EIIBA:.SY IN 
JAKARTA LAST \/EEK HAVE FORCED THE JAPANESE TO TAKE A 
LONG, HARD LOOK AT ITS FOREIGN POLICY REGARDING TERRORISl1. 
THUS, DESPITE JAPAN' S HEAVY DEPENDENCE ON Oil FRON lHE 
111DDlE EAST, THESE RECENT AND UNEXPECTED EVENTS HAVE 11AOE 
DIRECT I HPACT ON JAPAN AND I TS CIT I ZENS AND HAY HAVE A 
SOBERING EFFECT ON JAPAN ' S VIE\IS REGARDING THE MIDDLE 
EAST, PART ICUlARL Y TOI/ARDS LIBYA. 

3. THE FOLLO\IING ARE OUR COl111ENTS REGARDING THE 
PROPOSALS DESCRIBED IN THE INTERIM ACTION PLAN: 

!Al POST I NVOl VEHENT -- (ll POST RECOMMENDS THAT 
APPROPRIATE U.S . AND ALL I ED STATEMENTS BE CHANNELED 
THROUGH TH£ 1/IRELESS F llE FOR SPEE~ AND EASE OF 
REFORIIATTING AT TffE POST FOR 1/IDER (BUT SELECTIVE) 
DISTRIBUTION, l2l IF RESOURCES AVAILABLE, POST \/Ill 
CONSIDER OUTSTAHOltlG ~NO SEMINAL ARTICLES FOR TRANSLATION 
AND INCLUSION IN SPECIALLY DESIGNED PACKET lllKE TffE SDI 
PACKET) FOR SELECTIVE DISTRIBUTION TO KEY MEDIA CONTACTS 
AND APPROPRIATE DRS CONTACTS, (31 POST \/Ill BE ON TffE 
LOOK OUT FOR APPkOPRIATE ARTICLES AND FULL TEXTS 1/HICH 
NAY BE OF INTEREST TO THE AGENCY AND FORIIARD TO 
WASHINGTON VIA USIHFO, (4) POST ALSO REQUESTS THAT ANY 
PUBLIC AFFAIRS GUIDANCE OH THIS SUBJECT BE UPDATED 
PERIODICALLY ; THE SE 11ATERIALS SERVE A'S VALUABLE 
BACKGROUND IIATERIALS FOR OFFICERS IN DISCUSS I ONS 111TH 

THE IR CONTACTS . 

(Bl PUBLIC OPINION POLLS: IT SHOULD BE NOTED TOO THAT 

82 -1328 ICA679 

JAPAN IS ONE OF THE SUBJECTS FOR THE AGENCY ' S HULT I-
COUNTRY SURVEY ON TERRORISM AND LIBYA. 

ICl AGENCY PROPOSALS: THE POST STRONGl Y SUPPORTS THE 
VARIOUS PROPOSALS DESCRIBED IN PARAGRAPH 6·. HOST, IF 
NOT All, \/Ill BE APPLICABLE IN JAPAN. 1/E ESPECIALLY 
ENDORSE THE ONE-ON-ONE MED I A I NT ERV I EIIS AND THE TE~ROR I Sl1 
SEMINAR FOR FOREIGN CORRESPONDENTS IN 1/ASHINGTON 1/HICH 
SHOULD INCL UOE HOii TERORR 1 S11 DISRUPTS A COUNTRY'S 
£CONOl1IC AND SOCIAL LIFE -- TOURISl1, AIRLINES, INVESTMENT 
IN BUSINESS, ETC. CONTINUED BACKGROUNDERS AND OTHER 
1R IEF I NGS ON Tff IS SAHE SUBJECT AT TH£ FOREIGN PRESS 
CElHER SHOULD ALSO BE INCORPORATED INTO THE ACTION PLAN. 
AS THE AGENCY IS Al/ARE, JAPANESE COIIRESPONDENTS REGARD 
FPC ACTI VI T 1 ES AS EXTREHEl Y USEFUL. 
ONE QUESTION ON THIS SECTION, HOIIEVER: 11110 IS EJCPECTED 
TD FUND THE HIGH-lFVEl IV PROJECT -- THE AGENCY OR THE 
PARTICIPATING POSTS? PLEASE ADVISE. 

4. 11EAN\lllllE, POST Will AWAIT ADDITIONAL DETAILS 
REGARDING PROJECTS PER PARAGRAPH 6 FOR ANY UPDATES . 
SHELL ENBE RGE R 
IT 
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~TE c/E T AMMAN 05185 

USI/FOR P / G, NEA ; STATE FOR NEA/P, NEA/ARN 

E.O. 12356 : DECL : OADR 
TAGS : SOPN, PREL, JO 
SUB JECT: PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 

USIA 34713 REF: 

1. S~T - ENTIRE TEXT . 

2. MISSION WELCOMES PUBLIC DIPLOMACY PLAN TO DEAL 
WITH LIBYA AND TERRORISM. WHILE JORDANIAN MEDIA HAS 
PROMINENTLY RUN EXTENSIVE STRAIGHT-FORWARD COVERAGE OF 
RAID, INCLUDING FULL TEXT · oF PRESIDENT'S TV STATEMENT 
OF TOKYO SUMMIT RESOLUTION AND OF EEC COUNTRIES' 
ACTIONS EXPELLING LIBYAN DIPLOMATS , ETC., · QADHAFI 
STATEMENTS DENOUNCING U. S., TV NEWS COVERAGE OF 
AFTERMATH OF RAID, HOSPITAL SCENES OF INJURED 
CHILDREN AND CIVIL I AN S , AND ARAB LEADERS' STATEMENTS 
CRITIC/IL OF U. S . HAVE ALSO BEEN PLAYED UP . EDITORIALS 
AND COLUMNS HAVE BEEN OVERWHELMINGLY CRITICAL OF U.S. 
AND SYMPATHETIC TO LIBYA, WITH ONE SIGNIFICANT 
EXCEPTION, AN AD-DUSTOUR APRIL 27 EDITORIAL CALLING 
ON ARABS TO CURB TERRORISM AND ON .QADHAFI TO STOP 
NEEDLESS PROVOCATIONS. 

3. J OR DANI ANS HAVE NO LOVE FOR OADHAF I <HE BURNED 
THEIR EMBASSY IN THE EARLY 19805 AND HAS BEEN 
INVOLVED IN ATTACKS ON JORDANIANS AND PALESTINIANS). 
HOWEVER, J '."°S. ATTACKS ON HIM HAVE PROMPTED A 
KNEE JERK REACTION IN SUPPORT OF ARAB LIBYA AMONG 
MOST OF THE JORDANIAN PUBLIC, ALWAYS SKEPTIC.AL 
OF U.S. ACTIONS AGAINST ANY ARAB COUNTRY. 

4 . WE HAVE MADE GOOD USE OF OFFICIAL STATEMENTS, 
BRIEFINGS AND WIRELESS FILE CHRONOLOGIES OF THE 
LIBYAN INVOLVEMENT IN INTERNATIONAL TERRORISM WITH 
THE MEDIA AND IN DISCUSSIONS WITH GOVERNMENT 
OFFICIALS AND OTHER EMBASSY CONTACTS. WE AGREE 
THAT USE OF INTERNATIONAL . MEDIA, ESPECIALLY RADIO, 
WILC BE VERY PRODUCTIVE CHANNEL TO KEEP DEGREE 
OF LIBYAN INVOLVEMENT IN INTERNATIONAL TERRORISM 
IN MINDS OF JORDANIANS. BOEKER 
BT 
115185 
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FOR LI BY A/TERROR I SM PUBL IC O I PL OHACY 1/0RKHIG GROUP 

E, 0. 12356: OECL: OAOR 

TAGS: N/A 
SUBJECT: PUBLIC DIPLOMACY ON LIBYA ANO INTERNATIONAL TERRORISM 

REF: (A) USIA 34713-S; (Bl DHAKA 2958-LOU 

1. S - ENTIRE TEXT . 

2. THE ENVIRONMENT FOR ADDRES SING THE ISSUE OF LIBYAN INVOLVE­
MENT IN INTERNATIONAL TERROR I SM HAS NOT CHANGED SIGNIFICANTLY 
SINCE THE MODERATE, BUT NEGATIVE REACTION TO THE U, S, AIR 
STRIKE AGAltlST LIBYA. \/HILE A FEIi LETTERS TO THE EDITOR ANO 
EDITORIALS CRITICIZltll) THE U. S. ACTION CONTINUE"TO APPEAR ltl THE 
PRESS, HIG H-LEVEL CONTACTS INSIDE ANO OUTSIDE THE GOVERNMENT 
PRIVATELY EXP RESS -A GREATER UNDERSTANDING FOR THE U,S , ACTION AS 

AH UtffAVOR /16L E ATT I TUOE TOI/ARDS COL. QAOHAF I, AMONG TH IS 
GROUP OF BANGLADESH IS, THE LI BYAN LEADER HAS FEIi SYMPATHIZERS . 
THEY ALSO FEEL THAT THE U. S. OVER REACTED BY USING MILITARY 

FORCE TO " 
COMBAT QAOHAFI. HOIIEVER, THE tlEEO TO MAINTAIN BANGLADESH ' S 
STATUS AS A NON-AL IGNEO, MUSLIM NATION PLACES LIMITS ON 
THEIR PUBLIC RESPONSES TO THE U. S. CAMPAIGN TO COUIITER 
TERRROISM. UNLESS OTHER NAM AND OIC COUNTRIES ALTER THEIR 
PUBLIC PRONOUtlCEMENTS, BANGLADESHIS \/ILL MOST LIKELY CON­
TINUE TO RESPOND ON T\10 LEVELS : DIHINISGING PUBLIC 
OECLARATIOtlS CRITICAL OF THE U. S. STRIKE ANO URGING 
PEACEFUL SOLUTIONS ANO PRIVATE EXPRESSIONS OF DISDAIN FOR 
QADHAFI At-10 UNDERSTANDING OF THE U.S. ACTION. 

3. LOCAL POLICE ANO GOVERNMENT OFFICIALS KEEP A 1/ATCHFUL EYE 
ON LIBYAN ACTIVITIES IN BANGLADESH. THEY HAVE BEEN MOST 
COOPERATIVE IN~ ROVIOING HEIGHTtNED SECURITY FOR THE MISSION 

, IN THE \/AKE OF THE U.S . AIR STRIKE. IN RESPOtl!it TO THEIR 
REQUESTS, \IE HAVE SHARED AS MUCH INFORHATIOII AS POSSIBLE ON 

INTERNATIONAL TERROR I ST ACTIVITIES. 

4. AS OUTLINED IN REFTEL 8, \IE BELIEVE THAT HIGHLIGHTING 
THE LOCAL IMPLICATIONS ON INTERtlATfONAL TERRORISM 11979 
HIJACKING OF A PLANE BY THE JAPANESE RED ARYMY, LIBYAN SUP­
PORT f OR COL ,' f AR OUK, RECRUITMENT OF BANGLADESH IS FOR TRAIN I NG 

IN LIBYA) RATHER THAN FOCUSSING EXCLUSIVELY ON LIBYAN ACTIONS 
I/ILL BEST CONVEY THE U.S. POSITIOII ON THEISSUE TO BANGLA-
DESH I AUD I ENCES. \IE NEED TO SHOii HOii THEY ARE DIRECTLY 
CONCERNED. THE SUBJECT OF l lBYAN OR MIDDLE EASTERN TEROR-
ISM NEED NOT BE TABOO, BUT \IE MUST CAREFULLY DISTINGUISH BE­
T\IEEN U.S . COUNTER-TERRRORISH POLICY ANO U.S . POLICY IN THE' 
MIDDLE EAST . WE ALSO NEED TO STRESS THAT THE U.S . COUNTER­
TERRORISM POL ICY IS NOT A EUPHEMISM FOR ACTIONS AGAINST 
THE BOG'S FELLOII NAl1 AND 11USLll1 NATIONS. • 

~- THUS FAR, \IE HAVE APPROACHED THE SUBJECT Of 
LIBYAN-SPONSORED TRRORISM 111TH GOVERNMENT OFFICIALS, 

928200 ICA606 

RELEASES ANO BACKGROUND MATERIALS FOR THE LOCAL MEDIA. 
THE POLITICAL SECTION HAS USED SOME OF THESE SAME MATERIALS 
111TH MFA OFFICIALS WHO, AT U. S. URGING, ARE \/ORK ING 
TERRRORISH INTO THE SAARC AGENDA. THE KIND OF DETAILED 
INFORMATION DESCRIBED IN PARA 6 OF REFTEL A \/ILL HEIGHTEN 
THE IMPACT OF THESE EFFORTS . THE MORE DETAILED THE INFOR-
11ATIOII, THE BETTER \IE CAN COtlVEY THE SERIOUSNESS OF THE 

ISSUE. 

6. AMONG THE OTHER INTI IATIVES MENTIONED IN PARA 6, SPEAKER 
PROGRAMS OR TELEPRESS CONFERENCES 111TH HIGH-LEVEL USG OFFICIALS 

ARE APPROPRIATE 111' THE BANGLADESH ENV I RONHENT. A U. S. 
SCHOLAR ON THE MIDDLE EAST \/HO CAME TO DHAKA SHORTL V AFTER 
THE U. S. AIR STRIKE \/AS HOST SUCCESSFUL II EXPLAINING THE 
SERIOUStlESS OF L !BYAN ACTIOllS, THE US ' S TEMPERED RESPONSE 
THROUGH DIPLOMACY ANO SANCTIONS, AND THE REASOI-IS \/HY 
PRES I DENT READGAN \/AS LEFT Ill TH NO OPT I ON BUT THE USE OF 
MILITARY FORCE . HE ALSO HIGHLIGHTED THE DISTINCTION BETIIEEN 
US RELATIONS 111TH THE ARAB 1/0RLD ANO US POL ICY TOI/ARDS LIBYA. 

FUTURE SPEAKERS COULD TOUCH Otl THESE SAME THEMES \/HEil 
ADDRESSING BANGLADESH AUDIENCES. 

7. POST PLANS. \IE BELIEVE THAT A STEADY, LOIi-KEY APPROACH 
TO THE I SS UE OF TERROR I SH IS BE ST SU I TEO TO THE -BANGLADESH 

ENVIROt!HENT . DISSEMINATING INFORMATION FROM WASHINGTON 
IN THE FOH OF 1/IRELESS FILE ARTICLES, BROCHURES ANO I/HITE 
PAPERS \/Ill BE OUR MAIN ACTIVITY, SUPPLEMENTED BY A SPEAKER, 
TELEPRESS COtffERENCE, OR AUDIO-VISUAL PROGRAMS. \/HILE 
THIS EFFORT \/ILL EXPLAIN THE U. S. POSITION ON THE ISSUE, 
IT \/ILL PROBABLY NOT CAUSE AN ABRUPT CHANGE IN THE VIEIIS 

EXPRESSED BY OUR BANGLADESH I CONTACTS. 

FUR GAL 
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s~ce ~; f (!" , ~:;i ?Ell [T ;· fAt! 

E.O. 1•~j:(j : P~C!..: r, ::i~ ~ 

Sll~ J[ Ci : rt1r: :c r, ;rl~~ ,'• :1 /-.{ Tl~:l rl ~.1: '.) !~ Ctu: 1H:i,i \V 
l I 6Y.r· . ..i lJF' f'(:t t i r,~ l~i 1: ~·- : $!'i 

2. ~s cuq 1-i:' D; / .. , ti.CT I or: P.f ' .. · ·, hi\\'~ H[GI.I: /\ill. \' 

HLL•~:rr :.T~{.;, r;i:•. I Si:'\ '.l ' S s:H U , ·-Cf !L':1~\L tlUE FAPE RS 

~::.vr ·i;;i r 0;;• :L'1 EXi'i-i[ :/[') ti:A~LY 1;,. : ~ ; •\Ch o: 
~l :G c'. , : .-.: .:, ·:.; , d,G t;G , T or·; rn j:~.l!l tl' ~C HTH I 1:G 
r : r;, .. . ~1 /'.i iu :; n, U. c. iFFG~i'.i TO T!i\.:i,:; ; 1'1£ T,Rr.,,: 1:;r­

S\JPf' ":-' i ! I;·; :.:d) fti(. f;'.Jh i' Gl!'.~ ;.::T iO: l$ :)f l"C'J~H~i!; f? 
o;.L • .. : l Ir':~. THAT ur [·'., 'TI 011 TO Tf: F. IJ. J, P[·S IT i OIi 

\lt.i:~ .U .iT \l l ~IElY CE MC!'CST~AT EG ?'J~ l !h! !t:G 1H[ U.S. AIR 
5 Ti,! .. E Oil T:, ; ~-:LI AiW S(ti(,h .'.Z I, l!OT Ci,L Y 111 ~H, f re ,s 
BUT Alm .:, ,,, p_1:s 0: f, t:l!:,,:s OF AtlT I - AMEf.lC,14 

DEHO t: '1'nAT I .,:; TH RlluGH Q,I T If' COUl·iTiiY. ,L HOUGH THE 
GCV,1 :·: ,r;r-~u11 Etr:;.·,;wH IC 11lClf: Ha \li:: ll[ITliFF [ ,(F P.£,S[U 

All OPl!nO:I REG:\~ :: : ·• Tli E U.S. P; ljS Cli Llr.·,, •·:,:, 
HPORT(D l HE Df.t'.·:.•:· '•T\ Ol iS 1,.,;A l!l>T THAT /.r , ,c.! AIID 
OUH fOL !CY 11: eEil:.I Ac VIS /' VIS l iF.Y4, THE GO , ERl·lf-iEt: T­
O\Jli[D 1-ifli l ' ; ·: .. !. PRE~S TR V"I !lE~SYVE P.S HAVE JO !~[D 
\.'.•r.l[lffl.' · ' Lv Ill THE CL AMOR T0 R£PO~T PAKl '.;.W/\ 
p[! •,: ,IC ' "i/. lTi ON TO THE U.S. STAIIC £ At,D TO f XF RE ~S 

n:1R o~r. ll [ 1; r.: 1''[ ED!lORIAL OPIIIIONS. 

3. THAT SAID, IT lo ALSO TRUE THAT CO!IVE ';~mOHS 
Ill TH I IJO IV I DU .1L GOVERNMENT OFF IC IMS /\NO fie l!SP~PER 
EDITORS, FOR EXAMPLE, IIIOICATE THAT THERE IS AN 
INHE REflT DI STAS TE FOR TER RC RISH AT LEAST ANO! IG 
PAKISTAll' S ll lT ELLIGEIITSI A, At!D TH AT Tll( Y HP.H 110 
RESPECT FOR or.OH Ar I 's ~ECOGN I ZED HFORTS TO SUPPORT 
THAT MEAtiS lC r..N ENO . HO\/EVER, \/HEIi IT IS THE U.S. 
(AUD I SR AELl VERSUS A (AtlYl HUSL I H Sl ATE (Sl, THE PAKS 

PUBLICLY \/Ill CHCO~E THE MUSLll1 CAU SE EVERY TIHE. 

4. TH US , \./HILE ATMO,PIIEP.E IH P/1KISTMI IS llOT 
COIID IJCl\1£ TO EFFECTI VE IHPLEMENTATIOll OF TliE ACTIOII 
PLAH IT SELF, THERE ARE THIIIG S 1/H ICII \IE HAVE am, 
OO!tlG A~U \Ill L RE ~B LE TO 00 BETTER \ii TH SO!if er THE 
PUBLIC AFF/ilR, ViATERl~LS TO OE HADE .AVAILABLE UllDER 
THE AC T I ON fl Ml. S0,1[ OF THE AV£t!U[ :; ~r POST 
IN l/OLVEMtllT 0Ull :::to Ill HErlEI. P/tHA TH RE E ARE 
Af'l' L!C~.PLE HrRE, PARTl~ULtrLY Tit[ OISTRlilU 1 IO:I OF 
APl'ROFR IA TE ltlf OP. ln, :31lA L HAHR l/ll o. TO lH( EXTEtlf 
lHAT THO Al:[ AVAIL~.fil[, \.I[ Ci\! , P,[~ T v:;E STATEME!IT :,, 

P.Ri !CL[S R[f!FCTIII G rrni • Tff.l!ORloll Iii' hOT 

MITl · LIBYP!il VIEi', fiY lHI RO \IOR,C LEA~Er.~. AR TI CL[S 
PROVING ! Hf LIIIK~ BETWEEN LIE YA AQO i[RPORl:H nl~HT 
p[:;O EE Uc [ Fl; l . Ao YOU SUGG[ Si, CCIIT 11:U ED Pt Al' OF 

SHHl1Ell1 S BY l•. 5 .•. ::n [ LIR OPE AI/ lEP.vE, , Of 
DFTERlllliAT1,,·1 TO CCMbA T TER RORISM P.lln TO COOrE P.A TE !ti 

TH H EFF Olli t.R[ U,H UL. 1·1or:E so l'.R£ ITEM S 
\LL USTRWIIG THE E,' FE CilVEllESS OF $!.I CH Of.TE~h!l:ATI O~ 

t liO COOPER AT I c::. 

5. F/1C TU "L l1.;llf: IP.LS OF TllE SORT l lSTEO AT THE Et:0 
OF RffTE L Pl, r. ~ i !X ~Ill 6E 110,T EFF ECTI VE IH 
pf,. K I: !Ali, POSS If.!.\' G~? liER I NG so:it Pll6 L IC M<. O I A 
AT H NT10'L 110\/,· v[R, \if .\'I ll PR!l i/'.R II Y U~E ou r. 
1:r_;;T HLY t·\W!J l .L.ti•~t• !,~[ :• f1f. i!S ~J;O VI Ei.i~' f' UCLIC ATIOii 
Ar:u OlhfR OiRLC, 1,, ~,:s TO OI S,El111li;Tf. SLICH US EFUL 
l~HHR IP.l ~ TO THO~E \!110 11.FL UENGE PUH L IC OPINION It•: 
P;\II IS WI - - 11-1 Go'vrn:1t,E IH, ACAOtHIA AN D THE MECIA . 
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CON F ~ENT I AL KU\IAIT 029 25 

E. 0. 1235 6: DECt: OADR 
SUBJECT: PUBLIC DI PLOl1ACY ACTION PLAN ON COUNTERING 

LIBYAN SUPPORT FOR TERRORISM 

REF : Al USIA 34713 (SI, Bl KU\IAIT 2263 (LOU) 

FROM AMBASS ADOR AND PAO 

I. DISCUSSION IN KU\IAIT OF LIBYAN SUPPORT FOR TERRORISM 
1/0ULD BE AFFECTED BY STRONG POSITIVE AND IIEGATIVE FACTORS. 
ON THE POSITIVE SIDE, KUIIAIT IS A COUIITRY THAT SHARE S A 
DEE P CONCERN ABOUT TERRORI SM 111TH THE U. S. THIS COUNTRY 
HAS CEEN A VICTIM OF TERRORI Stl, ANO IT SH ARES 111TH US A 
DE l:RHltlATION TO ACT RESOLUTELY TO COUNTER SUCH ACTIVITY . 

2. ON THE NE GATIVE SIDE , KU\IAIT- - AlONG 11 1TH OTHER 
COUNTRIES IN THE REGION- - HAS EXPRE SS ED SHARP PUBLIC 
CRtTICISH OF THE U. S. AIR STRIKE AG ~INST LIBYA. STATE-
MENTS OF COIIDEMIIAT I ON HAVE COME FROM THE GOVERNMENT , THE 
PRESS AND 11-:0H SSIONAL SOCIETIES. MANY KUIIAITIS REGARD 
THAT STRIKE AS AN ACT OF TERROR I SH. A SPECIFIC CONSE-
QUENCE OF THE GOK'S UN\IILLINGNESS TO PERl1 1T A PUBLIC 
CHARACTERIZATION OF COL. QADDAFI AS A TERRORIST \/AS ITS 
REFUSAL TO PERMIT DI STRIBUTION OF THE ISSUE OF "VOICE" 
HAGAZINE 1/HICH INCLUDED A QUOTATION OF SECY SHULTZ 
CHARACTERIZING Hitt THUS. 

3. PUBLIC HONOUNCEHENTS, HOIIEVER, ARE NOT I DENT I CAL 
111TH PRIVATE OPINIONS . THERE ARE MANY IN THE GOVERNMENT 
AND OUTSIDE OF IT \/HO CONDEMN STATE-SPOtlSORED TERRORIStl 
IN GENERAL ANO QAODAF I IN PARTICULAR. SUCH INDIVIDUALS 
1/0ULD BE OPEN TO DISCRETE EXCHANGES ON COIJ NTERING LIBYAN 
SUPPORT FOR TERROR I SH OUTS I OE THE PUBLIC FORA. 

4. POST REGARDS THE FOLLOI/ING APPROACHES AS THE HOST 
PRODUCTIVE !PLEASE SEE ALSO SUGGESTIONS IN REF Bl: 

--AN INTERVIEII IN THE NEXT TEN DAYS 111TH AMBASSADOR 
QUA I NTON, FORHER DI RECTOR OF THE OFF I CE FOR COMBATTI NG 
TERRORISM, BY THE LEADING ARABIC DAILY, "AL-QABAS," 1/HICH 
CIRCULATES THROUGHOUT THE ARAB IIORLD AND IN EUROPE. THE 
SUBJECT OF LIBYA IS BOUND TO AR I SE, ANO THE I NTERV I Ell 
111 ll PROV I DE AN OPPORTUtl I TY TO EXPLAIN OUR POLI CY or 
COUNTER I NG LI BYAN SUPPORT FOR TERROR I SH. 

--STEPPED-UP OVERSEAS DI STR I BUT I ON or APPROPRIATE I NFORHA 
TJONAL tlATERIAL, ESPECIALLY THROUGH THE WIRELESS FILE, 
INCLUDING FULL TEXTS OF OFFICIAL STATEMENTS. 

--BRIEFING FOR SECURITY BRANCHES OF TIIE GOK. POST HAS 
PREVIOUSLY HENT I OHEO BR I AN JENKINS OF RAND CORP. , CHER IF 
BASSI OUN I ·or OE PAUL u. , FORMER SY/TAGS OFFICER B0\111AN 

BRIEFERS. THERE 1/0ULO UNDOUBTEDLY ALSO BE POSSIBILITY OF 

- - A TPC 111TH SIMILAR AMERICAN PARTICIPANTS HIGHT ALSO BE 

ARRANGED 111TH OFFICIALS OR AIRLINE REPS. 

--POSSIBLE ED OR IIEAIIET ; HOWEVER, tlltlltff HAS DECLINED TO 

PARTICIPATE ON PREVIOUS OCCASIONS. 

IR\lltl 
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USIA 

DEPT FOR L IEYA/ TERRORISM PUBLIC DIPLOMACY \/ORK ING GROUP 

USIA FOR PIG , IIEA THORHHILL 

E. 0. I 23Sb: II/A 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAY ON COUtlTERING 

l lB YAt-1 SUPPORT FOR TERRORISM 

REF: (Al USIA 3471 3- C, (Bl USIA 34 711 -C, (Cl COLOMBO 

02970-C, (0) US I A 27694 

I. LAST MOIITH , USIA IN REFTEL (01 SOUG HT OUR VIEIIS 
ON 1/II AT ~AS co11:; 1orn ED BE ST FOR us REG AR Oll:G PUBLI C 
DIPLOMACY EFFORTS IN SRI LANKA VI S-A-V I S LIBYA AHO 
TERRORISM. THO SE VIEI/S I/ERE EXPRE SS ED IN REF TEL C, 
AND \IE FEEL TH AT THEY STILL HOLD, AIID SHOULD HOLD FOR 
THE INDEFINITE FUTURE. FOLLOI/ING IS A REITERATIOII OF 
TMn <: r \IIC'IJC: \./ITU c: nMC' t'I "GnOt1T IOt·!: 

- (Al OUR INTERESTS CAN BEST BE SERVED BY PER SOU AL 
COUTIICTS AllD BY THE Cot,TIIIUED, EXPAIIDED AVAILABILITY 
OF M~TERI ALS FOR M[DIA PL ACEHENT ON TERRORISM FROM THE 
1/IRELE SS FI LE AIIO OTHER SOURCE S lE. G. , USIIIFO ' S AIID 
GIST). OUR TRACK RECORD ON MEDIA PLACEIIENT OF MATERIALS 

ON TERRORISM HAS BEEN VERY GOOD, 111 SPITE OF THE 
GOVERNMENT'S DIRECT ANO INDIRECT COIITROL OF THE MEDIA, 
AND I TS PUBLIC SUPPORT OF THE HAM COUOEMHAT I ON OF THE 

U. S. BOMBING OF LIBYA. 

- (Bl FOR THE INDEFINITE FUTURE, AHO PERHAPS ONLY 
UNTIL SOME KIND OF OPTIMISM IS POSSIBLE REGARDING THE 

THE RESOLUTION OF SRI LANKA'S TAMIL TERRORIST­
SEPARATIST PROBLEM, OUR BE ST INTERE STS MAY NOT BE 
\/ELL SERVED - AUD MAY EVEll BE HARMED - BY A HARD-HI TT IIIG 

AIITI-TERRORIST, ANTI QADHAF I PUeLtc POSTURE IN SRI 
LANKA INVOLVIUG THE USE OF OTHER RESOURCES SUCH AS 
Al1PART SPEAKERS AND ELECTRONIC DIALOGUES. \IE BELIEVE 
TH IS BECAUSE OF A tlUM6ER OF DOMESTIC CONCERNS, 

INCLUDING: 

(I) THE GOVERNMEtlT, FOR I TS OIIN REASONS, 
tlEEDS AND \IAIITS MOSLEM SUPPORT , AIID \IOULD BE LOATH 
TO SUPPRESS 110SLE11 ANTI-AMERICAN ACTIVITY . PUBLICLY, 
SINCE SUBSTA~TIAL ELEttEtlTS OF THE MOSLEM POPULATION 
ARE PUBI ICLY PRO• OADH AFI (HI S PICT LIRE I S PROMINENTLY 
ON DISPLAY IH MOSLEM HOMES) AIIO ANTI -AMERICAII (ON 
THE LIBYAN RAID ISSUE), AtlY ATTACK· DELIBERATE OR 
EVfN PERCEIVED - HY USIS ON OADHAFI , COULU PROVIOE 

A PRETEXT FOR POSSIBLE VIOLEHl COUNTER-REACTIOIL 
NOTE : THE PLO, IRAH AND LIBYA All HAVE DI PLOMATIC 

MI S~IONS IN COLOMBO. 

(21 THE GSL IS LESS THAN PLEli, ED 111TH THE U.S. 

POLICY OF COIIDEHIUNG AIID MILIT ARY ATTACKING LIBYAN­
SPONSORED TERRORISM, \/HILE REFUSttlG TO PFRMIT THE 
SALE OF II , S. Mll lTARY HARO\/AR[ TH[ G~l SAY S IT HEEDS 

TO SUPPORT IT S ANTI -TAMIL l[ R~ ONl ~T CAMP AIGII . A 

HI GH AIHI-LIB YAli TERRORI ST PUBLIC PROFILE OH OUR 
PART \/ILL ONLY CONTRIBUTE TO THIS IRRITATION . 

2. OU TIIE QUE STION OF MEDIA PLACEMENT AtlO PERSOtl AL 

CONTACT , \IE KNOii THAT ON THE PART OF MAl(Y PEOPLE I/HO 
COUNT IN SRI LAHKA, INCLUDING GOVERHMENT OFFICIALS 
AND REPRESEIITATIVES OF THE MEDIA, THERE IS A VERY REAL 
ABHORRENCE OF I NTERNAT I OHAL TERROR I SH AS SUCH, AND 
OF QAOHAFl ' S VERSION Ill PARTICULAR . HOIIEVER, THESE 
PEOPLE, HOST OF \/HOH ARE OUR KEY CONTACTS, CAN ' T OR 
1/0N'T BE HORE PUBLIC IN THEIR VIEIIS GIVEN THE DOHESTIC 
CONCERHS MENTIONED ABOVE. THEY ARE, NEVERTHELESS, 
NOT OPPOSED TO SEE I NG THEIR VI EIIS A I RED I ND I REC TL Y 
IN THE FORl1 OF PUBLISHED ARTICLES SUPPLIED BY USIS, 
AND BY CHANCES TO SHARE THEIR VIEIIS - AND HAVE THEl1 
REINF.ORCEO - THROUGH DIRECT, PERSONAL CONTACT 111TH 

HISSION PERSONHEL. 

3. IN SUH, \IE BELIEVE \IE SHOULD EXPLOIT THESE POSITIVE 
FACTORS AND CONT I NUE TO FOCUS ON HEDI A PLACEHENT AND 
PERSONAL CONTACT, 1/H I LE KEEP I NG OUR OTHER PUBLIC 
DIPLOMACY RESOURCES ltl RESERVE FOR ·us[ \/HEY THEY 
ARE HORE LIKELY TO BE EFFECT I VE, AND THERE IS LESS 
DAtlGER OF A COUNTER - PRODUCTIVE EFFECT. OPPEN 

. BT 
#3866 
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USIA 

FOR LIBYA/TERROR I SPI PUBLIC O I PLO/tACY \/ORK I NG GROUP 

E. O. 12356: DECL : OAOR 
SUBJECT: PUBLIC DIPLOl1ACY ACTION PLAN ON LIBYAN SUPPORT 

OF TERROR I sn 

AH: USIA 34713 

l. CONFIDENTIAL • ENTIRE TEXT. 

2. POST BELIEVES THAT THE PUBLIC OIPLOPIACY PLAN OUTLINED 
IN REFTEL \/ILL BE USEFUL IN ENCOURAGING PUBLIC UNOER· 
STANDING OF U. S. ACTIONS AGAINST LIBYAN TERRORISl1 ANO 
THE NEED FOR INTERNATIONAL EFFORTS TO COPIBAT THE RI SE 
OF STATE-SPONSORED TERRORISPI. QATAR DOES NOT HAVE 
DIPLOPIATIC RELATIONS 111TH LIBYA AND GOQ LEADERS ARE NOT 
~VMPUMFT Ir. rnuaon~ oaouc, . s UrTOR IC OR FSCIPIOFS . 

LO.CAL PIEDIA, HOIIEVER, IS PIUCH PIORE CRITICAL OF U. S. 
ACTIONS. THEREFORE, \IE SEE THE PR I PIARY TARGET FOR 
ACTION PLAN TO BE THE GENERAL PUBLIC, 111TH QATARI LEADER· 
SH IP AS A SECONDARY AUD I ENCE TO INVOLVE IN INTERNATIONAL 
ASPECTS OF U.S. ANT I ·TERROR I SPI EFFORTS. 

3. 11£ IIELCOl1E ALL EFFORTS TO STEP UP DIRECT AND INDIRECT 
DI STA I BUT I ON OF I NFORPIAT I ONAL PIATEA I AL THROUGH PLACEll£NT 
IN INFLUENTIAL EUROPEAN AND PIIDOLE EASTERN PIEDIA. IIE 
CAN ALSO USE INCREASED ARABIC WIRELESS FILE PIATERIAL SUCH 
AS ARTICLES ON THE HISTORIC RISE OF INTERNATIONAL 
TERRORISPI AND LIBYAN SUPPORT OF TERRORISTS, PUil IC STATE· 
IIENTS ON TERAORISPI, AND CHRONOLOGIES OF LIBYAN TERRORIST 
ACTIVITIES ANO U.S. DIPLOPIATIC EFFORTS TO DEAL WITH THE 

PROBLEPI. 

4. PIISSION DOES NOT BELIEVE THAT THE QATARIS IIOULD 
RESPOND FAVORABLY TO A VISIT BY AN ll1PART ON TERRORISl1. 
NOi/EVER, 11£ IIOULD LIKE TO HAVE A TELEPRESS CONFERENCE 
\IITN A TOI' EXPERT ON TERRORISPI, PREFERABLY SOl1EONE \/HO 
HAS WRITTEN ON THE SUBJECT. T\IO NAPIES WHICH C011E TD 
PIIND ARE DAV ID LONG (STATE DEPARTIIENTI AND CLAIRE 
STIRLING, IUT 11£ ARE OPEN TO SUGGESTIONS. THE TPC 
IIOULD IE FOR EDITORS OF LOCAL PAPERS AND THE QATARI NEI/S 
AGENCY. IT \IOULD FOCUS ON THE RISE OF INTERNATIOIIAl 
TERRORIST NETIIQRKS ANO LIIYA'S Rot.£ IN SUPPORTING THESE 
GROUPS. I DE ALLY, THE TPC 1/0ULD CONVEY THE 11ESSAGE THAT 
TERRORISl1 IS A GLOBAL CONCERN NEEDING COLLECTIVE INTER· 
NATIONAL EFFORTS TO CONTROL. 11£ \IOULD LIKE TD HOI.D THE 
TPC AS SOON AS POSSIBLE AFTER THE ENO Of RAl1ADAN 
FESTIVITIES IN PIID·JUNE. 

c}f­

lNCOMING 
TELEGRAM 

126681 1 cm, 

S. 11£ ALSO SUPPORT THE IDEA OF AN IV PROGRAPI FOR · L • ,..;•?fo LI'~..,~./ •i i'-
SEN10R JOURNALISTS ANO REGIONAL SEl11NARS ON TERRORISl1 . ~' 

THESE ACTIVITIES COULD BE HIGHLY EFFECTIVE IF SUITABLE .DepL1:-· ~ -A' ,o:! 'Y~.-. - . l v 
CANDIDATES CAN BE IDENTIFIED. VOA PAOGRA11111NG ANO 1'W'\l'l " ' .,_ ~ , 
OTHER ELECTRONIC 11EDIA SUPPORT SUCH AS VCR'S IIOULD HAVE 
AN l~PACT ON A SPIALL, IUT SELECTIVE AUDIENCE IN QATAR. 

"ACINNES CONFI DENil.AL 
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FM AMCONSUL JERUSALEM 
TO RUEHIA / USIA WASHDC IMMEDIATE 4736 
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BT 
LIMITED OFFICIAL USE JERUSALEM 01933 

USIA 

FOR LIBYA/TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E. 0. 12356: N/ A 
SUBJECT: PUBLIC DIPLOMACY ACTION PLAN FOR COUNTERING 
LIBYAN SUPPORT FOR TERRORISM 
REF: USIA 34713 

1 . ENTIRE MESSAGE LOU . 

2 . PROGRAMS AND OTHER ACTIONS OUTL. INED REF TEL SOUND 
EXCELLENT ON A WORLDWIDE BASIS, BUT HAVE LIMITED 
APPLICABILITY TO MY PROGRAM IN JERUSALEM. SPECIFICALLY, 
THE WORLDNET AND OTHER SATELLITE PROGRAMS ARE NOT POSSIBLE 
DUE TO THE ABSENCE OF ANY INDIGENOUS VISVAL MEDIA IN 
THE WEST BAN~, . ALSO, /,N AMPART PROGRAM ON THIS SUBJECT 
IS NOT RECOMMENDED AT THIS TIME, SINCE IT WILL BE IMPOS­
SIBLE TO FOCUS ON THE LIBYAN / TERRORISM ISSUE WITHOUT 
BEING SIDETRACKED ONTO THE ENTIRE RANGE OF ISRAELI­
PALESTINIAN ISSUES . 

3 . WE DO, HOWEVER, SEE A POSSIBILITY IN PARTICIPATING IN 
THE HIGH LEVEL IV PROGRAM FOR SENIOR JOURNALISTS MENTIONED 
PARAGRAPH SIX, AND WOULD LIKE TO BE KEPT ABREAST OF 

'

DEVELOPMENTS. THERE ARE SEVERAL POSSIBILITIES FOR PART­
ICIPATION IN SUCH A PROGRAM AND IT COULD HAVE A VERY 
GREAT IMPACT AT THIS TIME. ADDITIONAL PRINTED INFORMATION 
FOCUSING ON ALLIED COOPERATION IN FUTURE MOVES AGAINST 
LIBYA AND TERRORISM ARE ALSO VALUABLE TO US. 
GOOD 
DRAPER 
BT 
II 1933 
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FOR LIBYA / TERRORISM PUBLIC DIPLOMACY WORKING GROUP 

E . 0 . 12356 : DECL: OADR 
TAGS : N / A 
SUBJECT : PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING 

LIBYAN SUPPORT FOR TERRORISM 

REF : USIA 34713 

I. CONFIDENTIAL - ENTIRE TEXT . 

2 . NEPAL IS A STRICTLY, CONSCIENTIOUSLY, NON-ALIGNED 
THIRD-WORLD COUNTRY . STATEMENTS ISSUED AFTER LIBYAN AIR 
RAID BY GOVERNMENT CONDEMNING LIBYAN-SPONSORED TERRORISM 

(BUT NOT U.S . AIR RAID) WERE IN FACT CRITICIZED IN 
INDEPENDENT PRESS AS NOT BALANCED ENOUGH. PRESS DENOUNCED 
ALL INTERNATIONAL VIOLENCE , INCLUDING U.S . ATTACK, ANO 
CALLED FOR PEACEFUL SETTLEMENT OF DIFFERENCES . 
OBVIOUSLY, GREATEST NEED HERE IS FOR EDUCATION ON TRUE 
NATURE OF TERRORISM, AND EXTENT OF STATE SPONSORSHIP 
OUTSIDE BOUNDS OF CIVILIZED BEHAVIOR, ESPECIALLY BY LIBYA . 

3 , THERE HAVE BEEN TERRORIST INCIDENTS IN NEPAL, OVER 
DOMF.STTC: ISSUF.S (MONARCHY / PANCHAYAT SYSTEM VS . MORE 
COMPLETE DEMOCRATIC / SOCIAL i ST S YSTEM) . CLEARLY, PUBLIC 
AND GOVERNMENT ARE AGAINST TERRORIST ACTS. HOWEVER, 
INFORMATION ABOUT INTERNATIONAL AND STATE-SPONSORED 
TERRORISM WILL HELP UNDERSTANDING OF ANO INCREASE 
SUPPORT FOR U. S . POL I CY. 

4. THUS, GOALS ONE ANO FIVE, PARA FOUR REFTEL (ACHIEVE 
UNDERSTANDING OF U.S . POSITION , AND ENCOURAGE STRONGER 
STANDS AGAINST TERRORISM> APPLY TO THE PUBLIC DIPLOMACY 
EFFORT IN NEPAL. 

5 , FULL RANGE OF INFORMATION ACTIVITIES AND SUPPORT 
ITEMS, ESPECIALLY WIRELESS FILE ITEMS AMPLIFYING OFFICIAL 

STATEMENTS, AND INCREASED DISTRIBUTION OF INFORMATIONAL 
MATERIALS, WILL MOST EFFECTIVELY ADDRESS THE ABOVE GOALS. 

6. NO ADDITIONAL SUGGESTIONS, EXCEPT THAT TERRORISM 
SHOULD BE INCLUDED IN MANY IV GROUP PROJECTS, SUCH AS 
"DECISION-MAKING IN U.S . FOREIGN POLICY," AND THE 
JOURNALIST-DIRECTED "CAMPAIGN '86 . " HARLEY 
BT 
•3802 

• 
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TO RUEHIA/USIA VQ~HDC IMMEDIATE 4893 
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US I A 

FOR LIB YA TE RROR iJM PUBL IC DIPLOMACY 1/0RK IIIG GROUP 

L O. 12 :S&: D[C l : O~DR- 0 (:, MI TH, JAl1[ :; El 

SUB JECT: PUEl lC DIP LOM ACY ACTIOII PL AII 011 COUIITERING 
LIB YAN SUPPORT FOR TER RORl ~M 

REF : USIA 34 713 

I. IIJI THIS IS A JOIIIT STATE -USIA ME SSAGE. 

2. (Cl M1$S IOII El £11[ 1IT, HAVE HE VI EIIEO Tift PIJ BL I C DI PLO -

n,cs1a 1CA72o 

2l/09 16Z 

MAC Y ACTIOll PLAII Otl COUIITfPltlG L IB YAII SUPPOR T FOR 
TERRORI SM OU TLI HEU Ill REFTEL AIIO OFFER TH E FOLLOIIIIIG 
COMM[ IITS 011 I TS APPL I CAB I l I TY IN THE MOROCCAII rnv I ROllMEIH 
NOTING MIS:.I ON PLAHS , OR ACT I ON ALRE ADY TAKEN, TO 
IMPLEMENT APPROPRIATE SUGGE STIONS . 

3. ~) MOROCC AII ENV I RONMENT: AS DE SCRIBED IU RABAT ' S 
3965 AND 3829 THE MOROCC AN REACTION TO THE U.S. RAIO ON 
LIBYA \/AS MIXED, STIRRING A DEBATE BETIIE[ll THOSE HOLOIIIG 
A SUSPICIOUS VIEi/ OF QAOHAFI ANO THOSE IOEtHIFYIHG 111TH 
TH( UNION 111TH LIBYA OR 111TH IDEAL S OF l:i l AMIC, ARABIC 
SOLIDARITY. FOR THE PUBLIC, OR AT LEAST THE HON-GOVERN-
11ENT Al PRE SS, THE RE ACT I ON TO THE RAID \IAS COLORED 111 TH 
A STRONG ELEMENT OF IDENTIFICATION 111TH THE IIORTH AFRICAN, 
ARAB, I SLAMIC TIES THAT EXI ST 111TH LIBYAIIS . THUS, 
IIISSION EFFORTS TO COUNTER l lBYAN SUPPORT FOR TERRORISM 
HUST EXPLOIT THE MOROCCAII REMEMBRANCE OF OAOHAF I ' S 
ERRATIC AND OFTEN HOSTILE BEHAVIOR TOI/ARDS MOROCCO OVER 
THE YEARS ANO AVOID THE REKINDLING OF IIEGAT I VE REACTIONS 
TOI/ARDS MILITARY ACTIOtl AGAINST A SISTER ARAB STATE AND 

ITS PEOPLE. 

4. (Sl THE POST HAS, SINCE THE RAIO, TAKEN A SERIES OF 
ACT I OHS, HANY OF 11M I CH ARE RE COMMENDED REF TEL, TO AMPLIFY 
U.S. AND All IED PUBLIC STATEMENTS FROM PROMINENT PUBLIC 
INTERNATIONAL 11EETINGS. THE POST \/ILL EXPAND ITS STEPPED­
UP DISTRIBUTION OF APPROPRIATE MATERIALS TO IIICLUDE A 1/IDE 
RANGE OF CONCERNED ORGAN I ZAT I OIIS• PARTICULARLY IN THE 
BUSINESS/COMMERCIAL COMMUNITY . THIS \/ILL BE IN CONTEXT OF 
INTENSIFIED CONTACTS 111TH THESE GROUPS TO COMIIUNICATE 
OPPOSITION TO TERRORISM ANO 10 STATES SUPPORTING IT . 

A FOCUS OH OTHER STATES SUSPECTED OF SUPPORT OF 
TERRORISM \/Ill LENO STRENGTH TO U. S. ARGUMENTS THAT ALL 
SOURCES OF SUPPORT TO TERROR I SH ARE CONDEMNED . 

~- (Cl THE POST'S MEDIA REACTION REPORTING \/ILL REPORT 
FULLY ITEMS SUPPORTIVE OF THE FIGHT AGAINST TERRORISM. 

6. (S) \/HILE IT IS NOT LIKELY THAT MOROCCO \/OULD 
PUBLICLY SUPPORT 111LITARY ACTION AGAINST LIBYA, THE HISSIO 
HAS COMMUNICATED AT ALL LEVELS OF OFFICIAL CONTACT THE 
UNITED STATES ' CONCERN 111TH OFFICIAL MOROCCAN TIES TO THE 
LIBYAN STATE AND U. S. DETERMINATION TO CURB LIBYAN SUPPORT 
OF TERRORISM. THE POST \/ILL CONTINUE TO EXPLOIT THE 

AMBIVALEIJCE ANO SUSPICIOII TOI/ARO SUPPORT OF LIBYA TH~ 

03057a IC '7'.I 

BE EII OCCP.'.:IOIML Y EVIDE IIT Ill OFFI CI AL AIIO ED ITORI AL STATE -
MENTS CONCER tt lllG OAOH AFI ' S IIITER llATIOIIAL BfHAV I OR . 

7. IS) AMOIIG THE APPROACHE S OUTLIIIED Ill THE REFTEL , 
1110 I RECT REIJIFORCEMEII T FROM EUROPE All MEO I A SOURCE S IIOULD 
CERTAllllY HELP 11 1TH MOROCC AII LE ADERS \/HO REL Y HEAVI LY Ct, 
EUROPEAII MEDIA SOURCES TO STREtlGTHEN THE CREDIBILITY OF TH 

U. S. POSITION. 

8. (Cl liOMlflATIOHS OF l ttTERt(ATIONAL VISITORS FOR \/HOH 
THESE I SSUES ARE PERTltlENT (SOIIE ARE FORESEEN FOLLOIIIHG TH 
69-DAY ACT I Oil Pl AHi 111 l l BE BROUGHT TO THE ATTCNT I ON OF 
\/ASH ltlGTOII SO THAT THE IR rROGRAMS MIGHT INCLUDE APPROPRIAT 

BR I Er I NGS ABOUT TERROR I SM. 

9. (SJ THE MISSION LOOKS FORIIARD TO RECEIVING THE ADOI­
T I ONAL AGENCY AND DEPARTMENTAL MATER I Al S DE S I GNED FOR USE 
Ill TH HIGH LEVEL CONTACTS AND MEDI A ON THE ISSUE OF 

TERROR I SM. 1/H I TE 

BT 
15939 
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USIA 

FOR LI SYA/Tf RROR I SH PUSL IC DI PL OHACY \/ORKIN~ GROUP 

E. 0. 12356: DECL : OADR 
SUBJECT : PUBLIC DIPLOMACY ACTION PLAN ON COUNTERING LIBYAN 

SUPPORT FOR TERRORI SM 

REF : USIA 34713 

1. S· ENTIRE TE XT. 

2. SUMMARY: YEH[III AUDIEIICE, 111TH FIRST-HAND KNOIILEDGE OF 
LIBYAN TERRORI SM, \/ILL BE RECEPTIVE TO SUBJECT ACTIOUPLAN . 
HOST EFFECT I VE I TEH:i ARE THOSE AUTHORED BY AR ABS, \/HO MORE 
EASILY ESCAPE THE STIGMA OF ATT ACKING A FELLO\I ARAB STATE 
TMetl nn eHHlrou~ OR rt!ROP~AN~ rnn ~IIHHARV 

3. KEY ELEMENTS OF THE REFERENCED ACTION PLAN ADDRESS VITAL 
CONCERNS OF THE LEADERSHIP OF THE YEMEN ARAB REPUBLIC (VARI . 
YEHEIII OFFICIALS \/ILL READILY COtlCEOE IN PRIVATE COII VER S· 
ATIOIIS THAT THEY HAVE EXPERIEIICED FIRST HAND THE TERRORIST 
TACTICS OF OADHAFl ' S REGIME. LIBYA SUPPLIED ARMS AND HOUEY TO 
THE NATIONAL DEMOCRATIC FRONT DURING THE 1979-82 IIISURGENCY 
AGAINST NORTH YEMEN , IT THREATENED VITAL YEMENI SECURITY AND 
COHHERCIAL IIITERE STS BY MltllNG THE RED SEA IN 1934; AtJD LIBYAII 
AGENTS \/ERE SUSPECTED or PLAYING A ROLE IN AN ABORTIVE COUP 
ATTEMPT AGAINST PRESIDENT SALIH. FURTHERMORE, LIBYA ' S SUPPORT 
FOR IRAN IN THE GULF I/AR CONTRASTS VIVIDLY 111TH YEMEN'S SOLID· 
ARITY 111TH IRAO. THUS, AN INFORMATION CAMPAIGN llltlCH CHRONICLES 
LIBYAN SUBVERSIVIVE ACTIVITIES, PARTICULARILY THOSE DIRECTED 
AGAINST OTHER ARAB REGIMES , COULD REACH A HIGHLY RECEPTIVE 
AUD I EtlCE IN THE VAR . 

4. ONE IMPORTANT OBSTACLE LIMITS THE POTEtHIAL EFFECTIVE· 
NESS OF THE ACTIOII PLAN, HOIIEVER . BOJH UNILATERAL U.S . ACTIONS 
TAKEN AGAINST OAOHAFI AND COLLECTIVE IIESTERN INITIATIVES 
AL I KE ARE P.EGRE iT ABLY PERCE I VEO N YEMEN AS OUTS I OE •AGGRESSION" 
AGAINST A FELLOW AR AB STATE . \/HILE LESS APT TO TAKE THIS 
POSITION IN PRIVATE COIIVERSATIOflS, YEMENI OFFICIALS APPARENTLY 
FEEL CONSTRAINED 8\' POPULAR SENTIMENTS WHICH CHAtiPION LIBYA' S 
CAUSE \/HEN CONFRONTED BY ANY NON-ARAB POWER. 

5. IN YEHEH, THE MO:;T EFFECTIVf ltiFORMATIOtlAL H~! E~IAL~ 
AGAINST LIBYAN TERRORISM ARE ACCORDINGLY THOSE AUTIIOREO DY 
ARABS RATHER THAii BY AMERICANS OR EUROPEANS. OtlE EXCELLEtiT 
EXAMPLE , CARRIED I N THE HAY 9 ARABIC 1/IRELESS FIL£, I/AS HIE 
POSITIVE ASSESS MENT OF THE ANTI-TERRORISM MEASURES l AK[H AT 
THE TOKYO SU11ll1 T BY THE IRAQI At1BASSADOR TO THE U. S. ANGTIIER 
EFFECTI VE ITEM, CARRIED Ill THE AP RIL 28 EUGLI SII FILE OIILY , 
WERE THE EXCEF. PT :; OF AH AP~IL ~S EDITORIAL BY fH[ 

JORDAlllAll OAll Y AL·OUSTOUR.• . THE AL" AIIRAM lOITCRIAL OF 
MAY 7 (\IIREL£ S:i FILE, JIEA 319) \/AS ANOTHER. 

6. THF VOA ARARIC SFRVICE IS AN EXCELLENT VEHICLE TO Ar.OUAINT 

01~85 3 I CA066 

COJI SIDERED SUPPORT FOR QAOHAFI OU THE SOLE BASIS OF HIS ARAB 
AFFILIATION . TO BE MOST EFFECTIVE , HOIIEVER, VOA PROGRAl1S FOR 

1 HE YEMEN I AUO I ENCE S~OULO I DE ALLY BE OR AF TED BY NAT I YE 
SPEAKERS OF ARAS IC, \IHO CAH BEST COt◄ VEY THE ARGUMEtHS THAT 
ARE MOST LIKELY TO BREACH CULTURAL BARRIERS . THEY SHOULD MAKE 

FULL USE OF ITEMS MENTIONEO IN PARA 4. UNFORTUNATELY, THE 
EFFECTIVEtlESS OF VOA BROADCASTING TO YEMEN IS LIMITED BY THE 

GENERALLY IIEAK SIGNAL LISTENERS RECEIVE. 

7. AS A FINAL NOTE, THE ARABIC WIRELESS FILE SHOULD CONTINUE 
TO CARRY COMPLETE TEXTS OF U.S. AND ALLIED STATEMENTS OF 
TIIESE ISSUES. \/It I LE OF LIMITED USE Ill TH THE GENERAL PUBLIC, 
THESE TEXTS ARE IHPORTANT "TOOLS FOR BRIEFING THE YEMENI 

LEADERSHIP. 
HCCREAOY 
BT 
13476 
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June 12 ,, 1986 

MEMORANDUM FOR: Interagency Public Diplomacy Working Group on 
countering Libyan Terrorism 

FROM: Philip W. Arnold~v 
Working Group Ch~~rman 

SUBJECT: Working Group Meeting 
Monday, June 16, 10:00 AM USIA Room 868 

I suggest the following agenda for the June 16 meeting: 

-status of current projects 

-Discussion of field responses and comments 

-Preparation of mid-term report to the NSC 

Please pass any comments or further suggestions to Joel 
Fischman, USIA P/G, 485-8644. 



Libya 

GADHAFI: _ ONE NO LONGER FOLLOWS THE LEADER 

Between an Army Which Is Stirring and the People 
Who Are Doubting, He Is Increasingly Isolated 

Gleaming portraits - of Col. Gadhafi dotting the avenues of Tripoli, 
triumphal arches studded with martial slogans, frescoes showing the 
valiant Libyan army shooting down myriad American planes ••• The ritual 
iconography had been respected for one of the revolution's most sacred 
days: the anniversary of the 1970 evacuation of the American base, 
Wheelus. The traditional parade also took place: scouts and Bedouin 
horsemen in ceremonial dress. A rdther thin crowd, obviously thinking 
of something else, watched these festivities. But the outstanding 
event was elsewhere: the podium intended to receive Gadhafi for his 
big speech remained desperately empty. Instead of one of those 
theatrical performances of which the "leader of the revolution" has 
the secret, Libyans had to be satisfied with a dull televised speech 
obviously recorded in advance. 

I 
With a euffy fface, hesitant speech, and an absent-minded air, 

laboriously reading his text, Gadhafi looked likethe shadow of himself. 
From this insipid statement, Libyans will have at least retained one 
thing: they will have to tighten their belts a few more notches. 
Priority will be given "to the country's strategic needs," and "the 
output of the public service will be reserved for export." Libya, 
which a short while ago was very generous with its dinars which it 
distributed in abundance to the four corners of the earth to support 
such and such a "revolutionary" enterprise, has entered a period of 
"thin camels." For the festival of Fitr, the breaking of the fast 
marking the end of Ramadan, 'Tripoli tans not belonging to the nomen­
klatura had to give up the usual feasts. store shelves show gaping 
holes. Butter has become an almost unobtainable commodity, and soap 
has disappeared from the shops. 

If, according to Lenin, communism was the soviets plus electricity, 
"Gadhafis~• was up to now the Little Green Book plus video recorders. 
His people listened to Gadhafi's ideological-warlike ramblings with _ 
indulgence as long as plenty prevailed. The decline in oil revenues 
and the U.S. · c raid dealt a rou h blow to the image of the 
"leader. Within six years, Libya has seen its receipts from lack 
gold collapse. They have fallen by 80 percent, going from $23 billion 
in 1980 to $4 billion in 1986. The American bombing on 16 April had 
shattered the myth of the invincibility of the revolution. The Ameri­
can lanes were hardly bothered by the ground-to-air missiles or by 
Libyan air de ense, and the inhabitan s of Tripoli an Bang azi 
abruptly became aware of their vulnerability. The idea that Gadhafi's 
adventurism represents a danger for the population is gradually gaining 
credit. grumbling is perceptible not just among the lower classes and 
the middle class: the army is also said to be shaken, The military 
refusES to be considered responsible for the inadequacies discovered 
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at t he time of the Ame r ican bombings , 

In the face of this l a t ent rebellion, Gadhaf i is Qetting tough. 
He is strengthening the powe rs of the people's committees wh ich control 
the country, the administration, and the army, He spe nds most of his 
time in the oasis of_Beyda, about 100 km e ast of Tri 011 and nev er 
seeps in e same wo nig ts in succession. His personal g uard 
has been severely purged: it is now made up exclusively of members of 
his own tribe, Prudent, he seems to have t emporarily toned down hi s 
terrorist in i tiatives. American secret services even s ay they are 
convinced that some planned operations were cancelled after the 16 
April raid. 

Gadhafi is also seeking support from Moscow where the regime's 
number two man, Maj, Abdel Salem Jallud, went in late May. The Kremlin 
had shown remarkable prudence at the time of the American raid, But 
the Soviet Union might well take advantage of the situation to increase 
its influence, A Russian military delegat i on arrived last week in 
Tripoli to examine the means to "strengthen Libya's defense capabili­
ties," But wary of Gadhafi's uncontrollable temperament, the USSR 
might be tempted, accord i ng to some experts, to encoura ge the "leader's" 
gentle ouster to the advantage of more resolutely pro-Soviet elements, 
Already the revoluti onary command council seems to be exercising much 
tighter control over Gadhafi's acts and deeds, The one who wanted to 
be the standard bearer for all the world's oppressed, the one who 
imagined inflaming the universe one day, the inspired Bedouin who dreamed 
of Saharan cava lcades and an empire of the sands extending from the 
Atlantic to the Mediterranean,is today only an isolate d hors eman lost 
in his mirages, 

Pierre Beyla u 

Caption 

The anniversary in Tripoli: 
held at arm's lengtr., 

a thin crowd and portraits of Gadhafi 

gf_Jc l\Jaw~ington ~unc(l 
MONDAY, JULY 14, 1986 

Exit this way 
Even as reports spread from 

Libya that Col. Muammar Qaddafi 
has lost much of his power over 
the Revolutionary Command 
Council, and as terrorist acts in­
volving Libyans have fallen out of 
the limelight since the U.S. bomb­
ing attack, Western governments 
still are pressing for greater re­
ductions in the number of dubious 
diplomatic personnel attached to 
the Libyan people's bureaus. Aus­
tria is the latest, requiring Libyan 
diplomatic representation in Vi­
enna to be cut in half. 
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