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ISSUE PAPER NO. 35 

COGNIZANT ACTIVITY: STATE, DEFENSE, CIA, JCS 

SUBJECT: Country Team Briefings 

ISSUE: A terrorist incident often forces an Embassy Country Team to 
deal with the variety of resources the USG has committed to combat 
terrorism. All USG employees need to be better aware of the 
terrorist threat overseas. At present only employees of State, AID 
and USIA are required to take the FSI course on coping with 
terrorism. Some agencies offer their own training, but most do not. 
In many posts a majority of employees are not from these agencies and 
therefore may not have had any briefing on terrorism before arriving 
at post. 

The Ambassador may be required to present potential options or 
describe our capabilities to the host nation. Prior knowledge of USG 
policies, resources, and cap~bilities will ensure a quick transition 
to the necessary crisis management. 

i 

PROPOSAL: The State Department should move ahead with plans to 
expand the coping with terrorism course from one to two days. The 
course should cover the policies, resources and capabilities 
committed to combatting terrorism, as well as security matters, and 
be given to employees before departing for post. 

The NSC should direct that this course become mandatory for all 
USG employees, whose agencies do not offer equivalent alert training. 

The State Department should require all posts to establish their 
own briefing program for newcomers, which includes risk assessment 
and other country specific situations. Furthermore, 
counter-terrorism exercises at post should be combined with a 
detailed briefing on U.S. counter-terrorist policies and capabilities. 

The State Department should proceed with its plans for a special 
high level briefing on security and terrorism for Ambassadors, DCM's 
and Chiefs of Mission conferences. State, working with DOD and CIA 
should put together a briefing paper on crisis support capabilities 
which can be sent to Chiefs of Mission when a crisis is anticipated 
or immediately after it has begun. 

STAFF CONTACT: Mr. B. Hutchings, 395-4950 
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COGrilZANT ACTIVI~Y: NSC, FBI, TR!:;ASURY 

SUbJ~CT: U.S. Intrastructure Vulneraoil1ties 

ISSUE: S~veral recogniz~a authorities have inaicated that the u.s. 
infrastructure is e:x tr emely vulnerable to acts of terror ism or 
sabotage. Examples incluae the computer izea banking system, power 
grids, ana conununication~ networks. ~ources claim what is neeaea is 
a long-term program of security enhancement to minimize the ettects 
of terror ism or sabotage against these facilities. Most sources 
agree that while there does not appear to be an immediate threat, 
the ease with which infrastructure targets can be attacked with 
potentially catastrophic results make them lucrative for terrorists 
in peacetime and vulnerable during open hostilities. 

PROPOSAL: NSC should direct FEMA to take the lead in an interagency 
study to identify the extent to whicn these .infrastructure assets 
are vulnerable and propose near- and long-term programs to rectify 
what appea~s to be a potentially serious national security problem. 

STAFF CONTACT: CAP~ L. H. Boink, ~95-6177 
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Issue Paper No. 37 

COGNIZANT ACTIVITY: JUSTICE, STATE, DEFENSE, CIA 

SUBJECT: Interference with theMovement of Nuclear Material 

ISSUE: Domestically, there is increasing evidence of 
organized interference directed against Department of Energy 
(DOE) nuclear material shipments. Organized surveillance, 
demonstrations and actual harassment of shipments by 
antinuclear groups are increasing steadily in numbers and 
militancy. Most of the protesters being arrested for 
illegal acts of interference are not being prosecuted, 
primarily because of budget and manpower constraints. 
Protest organizations openly state that future DOE shipments 
will attrac~ · even larger demonstrations and increased civil 
disobedience because of the reduced threat of prosecution. 
Present Federal statutes do not provide for criminal 
penalties unless acts of violence occur or if trucks, trains 
or other government property is damaged. 

Overseas, similar, if not necessarily affiliated, 
protest organizations such as Greenpeace or 'the "Greens• in 
the FRG harass movements from port-of-entry to military 
installation and between installations. In several 
instances they have broken through the perimeter fencing, 
entered installations and caused damage. While none of 
these activities have, as yet, actually prevented movement 
of materials or damage to them, the increasing stridency of 
the movements and their apparent frustration with their 
present inability to shape events argues that they may 
pursue extralegal means to impede or stop movement of U.S. 
nuclear materials. 

PROPOSAL: Existing legislation should be reviewed against a 
potential terrorist threat to movements of nuclear materials 
to see whether any loopholes to prosecution exist. 

Internationally, additional emphasis should be placed on 
all-source intelligence collection on known antinuclear 
groups. Consideration should be given initiating bilateral 
talks with selected host countries on standards of 
protection for shipments and for active prosecution under 
the law for criminal acts. 
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COGNiZANT ACTIVI~Y: JUSllCE 

SUbJEC~: lmprov~a Security for Nuclear Reactor Facilities 

ISSUE: Mo&t background checks by nuclear pc.1oter reactor licensees 
are lirnicea to St~te ana local f i~es. These file~ tlo not incluae 
information about an inoividual' s er iminal recora, it any, in other 
parts of th~ country. 

'l'he S~cur i ty ot nuclear power tacili tJ.es i.::a er i. tical to the 
prevention of a nuclear terror ism inciaent. At the present time, 
power reactor licensees only have access to State ana local files. 
'l'hese licensees neea access to certain intormation in FBI er iminal 
history f i!es to assist in screening prospective nuclear tacility 
employees. Aaditionally, there are no c~rrent provisions calling 
for a backgrounci investigation on any individual having unescortea 
access to nuclear reactor facilities. 

A comniission repott inaicated that between 1974 and 198~ there were 
32 possible deliberate acts ot damage at 24 operating reactors ana 
reactor construction sites. A 1983 Commission memorandum concluaed 
that the major threat of sabotage to a nuclear plant is as~ociate<i 
with tne insider. By giving the nuclear power. reactor licensee 
assess to FBI criminal history files and thus give the Bureau the 
authority to help screen inciividuals having unescorteci access to 
sensitive areas of the nuclear plant, we will greatly aid in 
preventing sabotage from within. Legislation has been introauceo 
(Anti Nuclear Terroris~ Act of 1985, 5274). 

::.:1The Nuclear Regulatory Commission has considered various means of 
·.! controlling insider sabotage, including security clearance procedures, 

·~psychological testing, and implementation of a two-man rule in all 
.. vital areas of nuclear power reactors • 

. PROPOSAL: New procedures should be implemented to improve security 
for nuclear power reactors, including new legislation if required. 

~·· Before pursuing new legislation, the results of the NRC study of this 
~ question should be re~iewed and the reasons why NRC has failed to seek 
·-such legislation should be evaluated. 

, .d 
STAFF CONTACT: COL D. L. Cole, 395-4950 



ISSUE PAPER NO. 41 

COGNIZANT ACTIVITY: STATE, JUSTICE 

SUBJECT: Adequacy of the International Legal System to Deal 
with Terrorism 

ISSUE: The international legal system, judging by every 
recent terrorist incident, has both the legal means and the 
legal obligation to bring the offenders to justice in some 
manner. The legal system can be improved, but it is already 
adequa te. 

Nevertheless, various private initiatives, in the U.S. and 
abroad, should be encouraged to work out closer 
international legal cooperation. The usefulness of these 
endeavors also lies in establishing personal contacts 
between U.S. and foreign government officials and scholars 
working on international legal problems. 

The immediate problem area is to encourage governments to 
implement fully the legal obligations that they have already 
accepted. · 

PROPOSAL: The Departments of State and Justice should seek 
every opportunity to improve the international consensus for 
governments to act in counter-terrorist events to the full 
extent of the authority available to them. To this end, 
State and Justice should continue government to government 
contacts and should continue to stimulate appropriate 
initiatives from the private sector. 

STAFF CONTACT: CAPT. D.J. McMunn, 395-4950 
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ISSUE PAPER NO. 4-3 
COGt;It:.A.NT ACTIVITY: All Departmentb and Agencits 

SUBJECT: U.S. Prt:sence Abroad 

ISSUE: The threat posed by terrori~m to U.S. interests, personnel 
ano property abroaa, and accept~nce of its likely continuation, has 
lead to a number of actions designed to harden the target CJ.nd/or 
rtduce it in size. Those efforis have not been fully coordinated, 
nor have all agencies fully participated.~ 

In a. few high-threat posts, the difficult decision to remove 
dependents has been made and implemented. On occasion, only 
children have been sent home, a measure which automatically removes 
some parents as well. Wnen matters become quite serious, mdjor 
staff reductions have taken place. All of these actions are in 
response to actual or anticipated terrorist acts, usually after the 
fact, and are int~nded to limit the exposure. This reaction may 
represent partial. ' achievement of the terrorist• s goals, but the 
costs and consequ~nces, real or perceived, of successful attacks on 
employees and/or dependents are probably and potentially far 
greater, particularly if nothing significant was done in advance to 
lessen the danger by, for example, cutting back wherever po~sible. 

" 
The "bricks and mortar" approach, making U.S. installati6n,s and 

residences more difficult to attack, is very expensive. Fur.ther. 
its effectiveness is limited to the extent that not all threateoe6 
agencies or persons are, can be, or are willing to be included in 
the protected building/area. Since terrorists will seek sc.ft 
targets, successful efforts to protect one facet of the: u.s. 
presence may result in increased danger for anothe~ in the same city. 

PROPOSAL: The Department of State si1ould direct Ambassadors in all 
designated high-threat areas to institute a thorcugn review of the 
personnel requii.c-ements of all Agencie~ represented, in-country, in 
order to reduc• the exposure of personnel and facilities to 
terrori~t attacK~ to the minimum consistent with effectiveness. The 
review should cllrefully examine the question of hardening all 
Embassy-related ~c1; i ties, or including them within a security 
perimeter, regal?»i~ss- of practice& prevailing elsewhere. The 
Department of Defe'n~ should direct the appropriate CINCS tc 
undertake simila~ revj.ews for tneir conunands ,. . - - -

NSC should create an interagency committee of all agencies 
with representation abroad to report to the NSC the results 
of each agency review, so that appropriate reductions of 
personnel abroad can be ordered. 

STAFF CONTACT: LTCOL Robert Earl, 395-4950 



ISSUE PAPER: 4- 4-
COGNil.ANT ACTIVITY: STATE, CIA 

SUBJECT: International Researcl1, Dev~lopment, and Acquisitio~ 
( RD&A ) In i t i at i v es \. 

-:. 
ISSUE: A review of current RD&A progra~~ indicates that while tnerE 
has been occasional interaction between the U. S and foreign 
combatting terrorism RD&A communities, these ad hoc exchanges could 
be much more productive than is now realized. 

PROPOSAL: The State Department, through the Interdepartmental Group 
on Terrorism (IG/T), should continue to pursue bilateral 
arrangements for RD&A exchanges with selected foreign counterparts 
such as we are already carrying out with the UK and the Israelis. 
We recognize how .difficult it is to structure formally bilateral 
relationship on a matter as sensitive as counter-terrorism defensive 
capabilities and technologies. We need to keep pressing for greater 
cooperation, while understanding that progress, which will be based 
on mutual trust trust, will develop slowly. 

STAFF CONTACT: CAPT L. H. Boink, 395-4950 

ISSUE 44 
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ISSUE PAPER NO. 45 

COGNIZANT ACTIVITY: STATE, TREASURY 

SUBJECT: Protection of Foreign Dignitaries in the United 
States 

ISSUE: The Report of the Secretary of State's Advisory 
Panel on Overseas Security (Inman Report) noted 
fragmentation of responsibilities and duplication of effort 
in the protection of foreign dignitaries and missions in the 
United States. Noting the advantages of centralization, the 
report recommended " •••• the ultimate transfer of protective 
responsibilities of all foreign officials to the Diplomatic 
Security Service." However, the principle of reciprocity 
has been firmly established in the protection of visiting 
heads of state for the past 15 years -- they recognize 
protection from the same service as does the President of 
the United States. For political rather than security 
reasons, this system may not be reversible. Moreover, the 
liaison relationship benefits of discharging this duty are 
extremely helpful to the Secret Service in their primary 
function of protection the President and Vice President 
during trips abroad. 

More fundamentally, two points should be noted. First, 
almost all terrorism directed against the United States 
occurs abroad; we obtain greater security benefits to our 
leaders by adequate protection abroad than to foreign 
leaders when they visit the United States. Second, 
centralization of protective responsibility for all visiting 
foreign dignataries will do more than provide the appearance 
of reciprocity -- it will significantly enhance security to 
a level significantly superior to the existing system. 

PROPOSAL: The current system in which the Secret Service 
provides protection for visiting heads of state should 
continue. However, in order to reduce the fragmentation and 
duplication problems identified (correctly) by the Inman 
Panel, the Secret Service responsibility should be broadened 
slightly to include visiting heads of state "and the 
accompanying party." This addition would preclude the 

CO~AL 
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egregious duplication that exists now in which, for example, 
the head of state is protected by the Secret Service but the 
head of state's spouse is protected by the State 
Department. A motorcade, as another example, would become 
wholly a Secret Service responsibility whenever the visiting 
head of state was part of it. If the visiting foreign 
minister or other foreign dignitary were to break off from 
the motorcade or head of state's party for separate business 
elsewhere, protection responsibility would revert to the 
State Department. 

STAFF CONTACT: LTCOL R. L. Earl, 395-4950 
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TAGS: PTER 
WBJECT: SUMMIT SEVEN: C~UNTER-T[fi~ORISH coc: ERATION 

1. ~- Et/TlkE TEXT 

2. PlC ASE DELIVER THE FOllC~ING LETTER TO DR. GERHARD 
HE UER, DIRECTOR, ltHERllAL SECURITY b[fAP.TMEN T, MllllSTRY 
OF THE I tmR I OR. 

3. ~ EGIN TEXT: 

OHR OR. HEUER: 

TllE EXCELLENT SET OF fRC1 OSALS FOR l !;TEliSIFYING 
r ·J ~T ER-TERRORIST ACTIVITIES AMON G lHE SEVEN, CO NTAIN ED 
1:: YOUR lETlER OF JULY 24, HAS GIVE I~ US A HEAT DEAL TO 
\ ·RK ON. MY HPL Y, ~tHO TO YCUR r ~.~ .. oS AlS roR ~r. TION, 
P. EFlECTS THE VIE\IS OF THE UhRIOUS ci:J:.ccr.::EO AGEHCIES 
THE UNllEO SlATES GOV ERN~ENT. 

I. AN D 2. T .. c SH::OARD EUROPLAll P.E ~ORTlll G fORMAT~ Oil 
TERROR IST Gr.oUPS t.UO INCIOEIHS FOUllb oROAD SUPPOR"f AMOflG 

l' ::11ED ~TATES A!: [ !:CIES. so::c Cl'. l\1!GioS Al:O : ~0 1T! r l1S ~: llE 

clJGGESTEO, AS OUTl ED BF.LOii, IN l " b ~ R TO IO AKE iHl:SE 
FC~MATS AS LO~?ATi L LE AS POSSIBLE WITH THOS E BEl~G USED 
SY CUR A&EtlC I ES ANO TO MAKE THEN AS CC~\PlE TE AS 
POSSIBLE. THIS SHOULD FACILITATE E ~CHA U GES AMONG US. 
P.DDITIOtiALLY, \IE SUGGEST EXPA!IDING lHE SE CTION ON 
ll:DIVIDUAL TERRORISTS. THESE FORMAlS CO\'iPlEMENT AND 
Kt l::FCR CE INITI ATIVE S ALREADY tr "R 'l,. Krn BY THE UIU TED 
~TATE S lnTELLIGENCE C0MHUN ITY TO DE~tLOP THE 
rau1HERTER?.OR I SH MUTUAL ASS I STAricE l'1; 0GRAH (CHAP) AIJO 
REl AIE D T\10-1/AY CGi,PUTERIZED EXc1;w'.;ES OF lt:FORMA'flON 
µ1TH llAISOH SERVICES OF CC?. TAIN no~[ R ~rEN TS, IN CLUDIN G 
i~OS E OF THE ,S EVEN MEt1EER COU lnRI ES OF THE ECOUOHIC 
SUMM IT. 

;:: f:~U E TRIED TO FALAllCE EEll:EEN lH~ l:EE D FOR 
7

.., 
cc.::0 lE1 EllESS, so THE F0r.t1A TS \/ILL st USLFUl TO~ 
SrtCIAL llEO cor:sur.ERS, AllD Sll~PL 1c1'rv, so TEAT THEY 1111.L 
~E SUITABL E FOR OISTRIEUTION AMOllG THE VARIOU S 
G~ ~[ C ~~EGT S I/HO ARE TO RECEIVE THE N. T~E SUGGESTED 
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· .;'JT ' .. I C.. H f.(· - 1 ~1l S d;; . 11 C: ~ r. - : ~. Y C:. •• 1_ :-!:.: i O 

; r CEl .E : :: c:.£ f.,; i' · i S , ,) 10 l nAT LHS Trol '. ' Ill .c ' .t T. 
\'U R Cl":C ccN SH. MS r ; CM d E I.EEO TO f r.OiE C T ' - i cO)S f. .) 

: ~U r.CES , MAii.TAi!! cc:.FlltNT IAllTY, I.OT J t Cc -r.DIZE 
i OSS IClE CRIMll ! ~ L fP.O oECUTIONS, r•;o STILL '.: ss ~i:1 :;AE lH E 
l !;t0 ;\ :1ATIOtl AS l.'IDElY AS POS SIBLE. 

l ' ITH f:cSfECT TO THE Flf:ST OUESTION, \IE Fol l EVE THAT r'E 
fEPO~TS ' H ~U lO EE E XCH~~ G E D IHRO UGH EST ALl ! SH ED 
llnELL IG !:NCE CH A::NELS, AND, IN OUR CASE, ·-= ~LO BE nr- o: 
~VAIL P R LE TO l.PFRCPRIATE INTELLIGE~CE AHD E ~rCRCEhENT 

~GENCIES A~D THE DEPARTnENT OF STATE, T~EY YOUl O GOT SE 
DISTRISUiED 10 THE IMMIGRATION P.'!D NATl'f.l,LIZATION 
C-:1,VIC E, lliE c~.L·G 11;r or.c: r,; NT P. G:~: cy OR 1H£ CcPJ.R i ~T ~· 

JUS TICE. hi' ', '.EVE R, lHIS 11 :r c?.r.ATIC:~ l:OUlD ~E F.EVIEl. ~ D 

CLOSELY TO SEE l:ri tTHER IT MIGHT BE OF USE TO THESE OR 
~THER AGENCIES. IN OUR VIEll, THE REPORT! ESSENTIAL LY 
rnout o BE r.!: INTEll IG[ !i CE TOOL. Fl' R E XA~:Pl E, \IE DO ~ OT 

r !i VIS t.GE 11~ 1 .. E[l l! G usr o, IN lHI~ F0i:H, 10 ~. : ~O?.T i: r. ~L 

t i,OCEEOll:Gs UR It: 1.:;y l.'AY \'n lCH CWLD eECc ~.: r UBll C. 
~: :OULD IT r ' LOi-. E 1;ECt~ ~· 1. r.v 10 USE lHIS II i ' .:.Tl 01 / IN 
:ucH l!AYS, ' cnlilSSIC:l OF l~E b: IG l! :i- TING s ; :.TE :;UST EC: 
rcTAINE D IN hOVANC E. 
I I 

3. ON CO l~TROl l ING THE TRAV EL OF SUSi' EC TEO HilR ORISTS, l..'E 
'U?PORT THE l.?.RAl:GEr.CllT S llORKED OUT SY Tr.£ i ' cVI GROUP. 

l :::: Util"d:O STATES J'.!: O c ,. : : ~DA Sf:A~E A VcoY c - N I. , : ~ ~ . ·:o 
I.kt: llui:KING ON SINIL /,R ARr:~t:Gr.ENTS BILAHR~LLY •• SH ::D 
1HESE AoRAI:: HEN TS, AS CAtl BE SEEN Ft.OM OUR ; ?. OPOSE O 
l.DOITICN TO iH E STAl:OARDIZED REPORTING FC i:MATS , \IE 
CELIEVE THAT THE DEVELOPMENT OF A DATA ei=K t N S~SPEC l cO 

1LR RORISTS V0ULD EE A USEFUL A ~ EA FOR C00 f [ ~ ;•1 0N. 

4. l:ITH R[G;.Ro TO A G'' EATER o.cu.r:GE OF 1... .;TIO!l : i; 
Fltrnt<CIAL tr.•!ISACTIOllS EY OR FOR TL:f. P. CIRl~T ~ .. " :1HT 1c •; s, 
>'E \/Ill ~E Fi>EPAf;EO 10 s :; ;, r11 T SPECIFIC r.:c ., ... ,o!.Df. Tl l'::s ~T 

1HE NEXT 1-. EETI NG. 

S.P.NO 6. VE Ar.E FU LLY i' r.Er-t:; EO iO CO OPEfAT E AT THE 
LEVE L WF ~UR OIPLO!:f, ilC i OST S IN \'.'. ?. IC IJ S l < . ,!RIES TO 
COU!ITER Tti.1:0RIS T THREATS. llE ~ G RE E THAT A Sc ::s1ELE ~ ·~y 

10 PKOCEEO IS FOR E~CH MIUIS lRY OF FOREltN ~FFAIRS TO 
INSTRUCT ITS POSTS OF THE EXISTENCE OF Tf IS CCO?ERAT I :~, 

l.llO E!' .: CURAGE THEM TO ME ET, EXC HAl:GE llif( f;"; TION ON TH E 
l·'ATUR E Al:O EXTENT OF THE THREAT AT POST, J. ',Q REPV~T c ' :K 
C.11 M' LSURES IOR c: :rn1t:G COOPEF.ATICtl P.ND fO;l EnEF.GEllCIES, 
ll: E s • c•;;;11v CFFICE IN THE DEP~Vir .cNT OF n ~TE \/Ill 11-. :: 
lilE I ;: ~o ON TH IS f..CTIUITY ro~ TH E u!;ITtO STP ES 
c- ov rn:r.EN T. 
~ 0 1/EUE R, ll:FC i\tiA TIOll 11:\' ~ L UlllG ltHElL IGEt'CE SOUR CES »:J 
lllTELLIGENCE llA l tJN RELATIONS S ~ OUL D RE~AIN IN 
INTELLI GENCE CHANUELS. 

\ 'E P. r i' RC: CI ATE F.ECEIVl!iG YCUR LIST OF T. E T:'- '.ORIST "o:c : ~T 

(XISTlt:G AT YOUR U~R IOUS DIPLOMATIC PORTS. I Ylll ! ~~ ) 
Vou SEPARAT ELY A LIST OF OUR DIPL OMATIC fCSTS f5 ROA O 
\'HER E !HERE IS A SIGlllFICl\IH lt:RRCRIST HREAT. IT MAY 
\ 'Ell BE US[FUl FOR ALL pJ.:;TICIPATl"G GOVfF. :." ::ri rs TO 
CXCHANGE THESE LISTS, CEVIOUSlY, HCH G(1\'oi'.l.1"1ENT \/ILL 
~AUE ITS O~N CRITER IA AND ITS 01.'N VIEllS C!ll THE DEG ?EE OF 
1HR EAT TO ITS CITIZENS IN DIFFERE~T COUNTRIES. 

1 . . \IE I.RE IN FULL l.G1 fEt:::!:T O!I THE ME;~ 1;; ::s ·· ~u s11::. ST 
10 11'\PlE~ENT THE VIE!:l:A c., ::\'Ekl ICN c1: Olfl ( · ~ il C ~ ·:o 

(OllSUL AR RELUIOllS, SPECIF IC~LLY IN SUPr:•r.l 1i. G THE 
CFFO,TS OF H E CO UN CIL Or EL·' OPE, l! .: F. U '. oD .:.: :: :; lf l i~ - : 11 
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•;,(.'NG 1HE <L\' EN 01/ DIPL C~.~ TS !'fl IE\l[O TO BE E 1:G~GED IN 

'Rl\ ORIST RFLATED AC TIVI TlfS, ~.1:0 l !'" 'l'd l/G THIS 
. :JPEi\ ..':. TI O f~ 1:~ C·~ i? r'"'':.:l'~ T.',j !':.$ ;·. 1 f ;; ~TS. 

'..' !TH h1 Si 'tCT TO i.cFUS AL 10 ~.cl Lr T i.:; y rL !,ot:: .',SA 

01PLC.:iAT \.:J O Ht.S i.cfll Ei.1'r LL ED rRCI! r' :Olii[ R 1.11r1RY fCR 

iEt.t.0RIST l\[l/\HD ACTIVITIES, l!E SUGG[ST THAT, AS A FIRST 

~ TEP, THIS l.E ACCEPTE D AS P. lJl C~ATJ C h::• 'S lKE SEVEN, PllO 
THAT A FUBL IC hlli:OU!/CEii:N T TO T:l!S EfFl cT £E ll~CLU D E D IN 

THE Flt/Al cr: .. ~\U llJr· UE OF THE HEADS OF STATE I'.fTER TH E 

TOKY O SUHHIT. WITH RESPE CT TO DIPLCMA TS EXP ELLED 6¥ 
OTHER COUNTRIES, \IE FR0?0S E THAT PARTI CI PAT ING 

GOVERNHEHTS CONSU LT FIRST BEFO~E DlCI DI UG ON VHETHER TO 
REFUSE TO P.CCEP T THE PERS ON. 

8. \/llE :1Er- 1 .. :. D TO YO!JR ' '.j JJ/T /'i .JUT l l nt N Sl~Ylli G mo 
~0:·1) [!!! .. G c00i'ER/,TIO!l TO FI GH T H ;, F, c, i;JSJ1 10 0·1nER 

STATES, I l:OUL O LI KE TO Mr.KE A SO' ECIFIC SUGGESTI ON. 

' 'EFCRE ThE EJ:O Of 19 8S \'HEN U.PAN ASSL1t1[S Ti ! SUl"it11T 

SEVtN CHA Ju;•.i; sHJ P, I 1:~UL D U!: GE \'OU TO CALL A FN L0\1-UP 
:o<ETll!G 10 T!:AT P.EL D LAST M!.i. CH II/ Ec::N . f[r. HAPS A 

i~.:.crJCAL \ ',W TO i kOCrrn \.'OUL O r.E TO CAL L A CIJE-D AY 

l~El l NG OF lHE SEV EN, \/ !TH THE C0AL OF O ~ T A IHJUG THE 
AGilEr.ENT OF PARTICIPATING ECVEHUr.lNTS ON THE 

su::vAR OIZED R[PCRTING FORMA T P.r.D ON THE VP.RIOUS r.EASURE S 

\.'E HAVE DISCUSSED. 

THIS HE ETltlG COULD BE IHr1EOIAlEL Y FOLLOllED BY A so:;E\/HAT 
LA:>r.ER O'iE ['ES I u .rn TO EXPLORE TllE EXTENT TO 1,1;: I CH OUR 

l.Gf ~E tiEl'1 S COULD GE ~. CCEPH'.. L E l'O OTHER GOVl:P.ll ::rnTS THAT 

SHARE T ~E AIPROAC H SUGGESTED, ARE THREATENE D BY SOME OF 
THE SAME TER ROi\I ST G~OUPS AS THREAT EN THE SEVEN !',NO \l lTH 

l:KOSE LA\I ElffOil CEt,tfl T AJ; D INTHL I GEtlC E AGENCI ES \ '~ S80UL D 

BE ABLE TO COOP ERA TE SATISFACTORIL Y. COUNlRIE S I VOULO 

~ROPO~ E rcR YOUR CO~Sl ~ ERATIDN AS l~VITEES TO SU CH A 
1.1'.!:Grn r.cETlliG AP. E SPAIN, fC[GJUM, TH f;tH[f;LrJ/OS AN D 

uE l:tiAR K. 

I LOOK FOi;\.'Ai\D TO GElTlllG TOGCTJ:E R \llTH YOU SO ON. 

SJl:~:R ELY, 

.~C' :.tR T B. Ot-Kl EY 

DIRECTOR 
OF FICE FCR COUNTER-TER RDRISH -NO El"iERGENCY PLANNING 
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DECU\SSi! IC:D 
" D'f) ~ •. :JJ.1 !Jo 7Z, 

-SE!C!Ul'f 
November 7, 1985 

TO: Robert B. Oakley 

FROM: RBBentley 

SUBJECT: Comments on Issues Papers of Vice President's Task 
Force on Terrorism 

I have divided the papers into three categories: 

A. Issues on which State and the Task Force agree.{PJ' 
papers) 

B. Issues on which State and the Task Force disagree, 
but where State's views are properly represented {~. papers). 

c. Issues on which State and the Task Force disagree, 
but where State's position is misrepresented. <1.L papers). 

Issue Paper 

1. National program - B 

2 •• National Policy - A 

• National Coordinator - C 

-- 4. Definition of Terrorism - B {but State's views are 
stronger than TF indicates) 

5. Coordination of Public Diplomacy/Statements during an 
Incident - A {Virtual adoption of State's paper) 

6. Policy for Active Response to Terrorist Threats and 
Incidents - B 

• International Agreements for Combatting Terrorism - B 

8. Extradition Treaties - A {adoption of State's position) 

9. Response Options to Terrorism - B 

"- 10. Counter-terrorism Exercises and Simulations - B {but 
understates State's View) 

• Intelligence Fusion Center for Terrorism - B {final 
State proposal, submitted late, is that NIO/CT coordinate 
other agencies; fusion center overshoots the mark) 

Hostage Family Liaison - B 



13. Foreign and Domestic Public Awareness - C (repeats most 
of State's paper, but adds some -- see marked areas) 

14 Government-Media Relations During a Terrorist Incident 
- C (marked portion is a section State rejected in the 
original proposal) 

15. Murder of U.S. Citizens Abroad - A 

16. Deployment of Counterterrorist Forces - C (State 
isagreed strongly with the original draft, which argued for 

the deployment and use of CT forces at the outset of an 
incident. State proposed readiness, but quick deployment of 
EST) 

17. Operational Security of JSOC/DELTA - A (DOD must have 
weighed in) 

18. Prohibition of Training and Support/Counter-terrorist/ 
Mercenary Training Camps - A (State position adopted) 

19. Congressional Oversight of Counter-Terrorist Operations 
- A (State position adopted) 

20. Expanded HUMINT Capability Against Terrorism - A 

21. Paramilitary Terrorist Response Capability - A 

22 Multilateral CT Strike Force - A 

23. (TS) - B (but State views not reflected) 

Increased Coordination with Law Enforcement Elements 
Domestically and Overseas - C (State's disagreement 
understated. The bottom line of State's proposal is to give 
greater attention to coordinating with police, but retain 
the Ambassador's current authority to decide how best to get 
the job done in our missions.) 

2 • Rewards - B (TF doesn't agree that it is being done.) 

26. International Informal Incentives - A 

27. Terrorism as a Crime - A (State's formulation adopted) 

28. Death Penalty for Hostage-taking - A (State's 
formulation adopted) 

29. FOIA - C (New recommendation takes State's criticism -­
that FOIA adequate -- partially into account, then ascribes 
a lesser point to State as its dissent.) 



30. Terrorism Intelligence Analysts - A 

PSYOPS to Combat Terrorism - C (marked portions of 
recommendations are all new) 

32. Controlling Cross Border Travel of Known Terrorists - A 
(Although TF added a new idea) 

33. Review Provisions of Vienna Convention - A (however, TF 
did an about-face and accepted State's position) 

34. Preventing Flyaway of Hijacked Aircraft - A (Issue 
dropped. State's position adopted) 

35. Country Team Briefings - B 

36. U.S. Infrastructure Vulnerabilities - A (Note NSC dig 
at IG/T) 

37. Interference with the movements of Nuclear Material -
C (but we may agree to drop the issue) 

38. Improved Security for Nuclear Reactor Facilities - C 
(but minor) 

39. R&D for Combatting Terrorism - B 

40 (TS) - B (but State not asked to comment) 

41. Adequacy of the International Legal System to deal with 
Terrorism - A (State proposal adopted) 

Deployment Policy for JSOC - C (The issue in this paper 
wa "automatic deployment"~ that has been dropped in the 
restatement of the issue and of our dissent) 

43. U.S. Presence Abroad - A (Additional State idea -- to 
use the NSC to make reductions work -- is not a dissent, but 
a suggestion for implementation.) 

44. International RD&A Initiatives - B (a question of 
degree) 

45. Protection of Foreign Dignataries in the U.S. - C 
(State (SY) feels very strongly that the Secret Service must 
agree to take on a broader role. In final State version, 
submitted late, SY wants NSC to resolve the difference) 

(additional State papers not taken into consideration by the 
TF) . 

46. EST Deployment Policy 
47. Use of Intelligence Exchanges for Policy Purposes. 



OFFICE OF THE VICE PRESIDENT 

WASHINGTON 

PRINCIPALS' MEETING 
OF 

VICE PRESIDENT'S TASK FORCE ON COMBATTING TERRORISM 
NOVEMBER 12, 1985 

4:00 P.M. - 5:00 P.M. 
ROOSEVELT ROOM - WHITE HOUSE 

AGENDA 

o Opening Remarks - The Vice President 

o Progress Report - Admiral Holloway 

o Discussion of Draft Recommendations 

o Plans for Final Report 

(Note: Draft Recommendation No. 45 should be under Tab 2 to be 
rewritten vice Tab 3.) 



OFFICE OF THE VICE PRESIDENT 

WASHINGTON 

List of Participants 
for 

The Third Meeting of the Vice President's 
Task Force on Combatting Terrorism 

12 November 1985 
4:00 p.m. - 5:00 p.m. 

THE VICE PRESIDENT 

State 
Secretary George P. Shultz 

Roosevelt Room 
White House 

Deputy Secretary of State John Whitehead 
Director of the Off ice for Counterterrorism and Emergency Planning 

Ambassador Robert B. Oakley 

Treasury 
General Counsel Robert M. Kimmitt 
Deputy for Security Affairs and Crisis Management J. Robert McBrien 

Defense 
Secretary Caspar w. Weinberger 
Deputy Assistant Secretary for Defense Noel Koch 

Justice 
Attorney General Edwin Meese III 

Transportation 
Secretary Elizabeth H. Dole 
Assistant Secretary for Policy and International Affairs 

Matthew z. Scocozza 

Off ice of Management and Budget 
Associate Director for National Security and International Affairs 

Dr. Alton Keel 
Deputy Chief of National Security Division Robert Howard 

Central Intelligence 
Deputy Director John N. McMahon 
National Intelligence Officer for Counterterrorism Charles Allen 

Joint Chiefs of Staf t 
Chairman, Joint Chiefs of Staff Admiral William Crowe, USN 
Director of Joint Special Operations Agency/JCS MG Wesley Rice, USMC 
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.. 

Federal Bureau of Investigation 
Director ot the Federal Brueau of Investigation 

Judge William H. Webster 
Executive Assistant Director of Investigation Oliver B. Revell 

White House 
Assistant to the President Fred F. Fielaing 
Deputy Assistant to the President for National Security Affairs 

VADM John Poindexter 
Staff Member in Ottice of National Security Affairs 

LCOL Oliver North 
Chief of Staff to the Vice President Craig Fuller 
Assistant to the Vice President for National Security Affairs 

Donald Gregg 
Executive Director, Vice President's Task Force on Combatting 

Terrorism, Admiral James L. Holloway, III, (Ret.) 
Deputy Director of Vice President's Task Force on Combatting 

Terrorism, Ambassador Edward Peck 
ADM M. Staser Holcomb, USN, Retired, Consultant to the Vice 
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COL Dave Cole, USA 
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LTC Pat Daly, USAF 
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MEMORANDUM FOR 

SUBJECT: 

OFFICE OF THE VICE PRESIDENT 

WASHINGTON 

6 November 1985 

THE SECRETARY OF STATE 
THE SECRETARY OF THE 'l;REASURY 
THE SECRETARY OF DEFENSE 
THE ATTORNEY GENERAL 
THE SECRETARY OF TRANSPORTATION 
THE DIRECTOR, OFFICE OF MANAGEMENT AND BUDGET 
THE DIRECTOR OF CENTRAL INTELLIGENCE 
THE CHIEF OF STAFF TO THE PRESIDENT 
ASSISTANT TO THE PRESIDENT 

FOR NATIONAL SECURITY AFFAIRS 
THE CHAIRMAN, JOINT CHIEFS OF STAFF 
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION 
CHIEF OF STAFF TO THE VICE PRESIDENT 
ASSISTANT 'I'O THE VICE PRESIDENT 

· FOR NATIONAL SECURITY AFFAIRS 

Meeting of Task Force on Combatting Terrorism 

Enclosed are the draft recommendations and an agenda for the 
Task Force meeting at 4:00 p.m., November 12, 1985 in the Roosevelt 
Room at the White House. 

The Senior Review Group met on Thursday, November 7. As a 
result, the draft recommendations are categorized into four 
sections: Tab l issue still in contention; Tab 2 draft 
recommendations agreed upon in principle but requiring refinement; 
Tab 3 issues in basic agreement; and, Tab 4 issues initially raised 
that are being dropped by consensus of the Senior Review Group. 

Enclosures: Agenda 
Tab 1 
Tab 2 
Tab 3 
Tab 4 

J.L~o~I~ 
Admiral, USN, (Retired) 
Executive Director 
Task Force on Combatting Terrorism 

Issue In Contention 
Issues Agreed Upon in Principle 
Issues Agreed Upon 
Issues To Be Dropped 

(Unclassif iea when enclosures removed) 

SH<DR£:T 



OFFICE OF THE VICE PRESIDENT 

WASHINGTON 

PRINCIPALS' MEETING 
OF 

VICE PRESIDEN'l' ' S TASK FORCE ON COMBATTING TERRORISM 
NOVEMBER 12, 1985 

4:00 P.M. - 5:00 P.M. 
ROOSEVELT ROOM - WHITE HOUSE 

AGENDA 

o Opening Remarks - The Vice President 

o Progress Report - Admiral Holloway 

o Discussion of Draft Recommendations 

o Plans for Final Report 
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ISSUE PAP£R NO. l 

COGNIZANT ACTIVITY: All Agencies 

SUBJECT: NationaL Program for Comuatt1ng T~rrorism 

DRAF1' RECOMMENDATION: The attacried appendix shoula serve as the 
interim programming uocument of tne national program for combatting 
terrorism. 

(Note: l'he appendix is currently being p.ceparea oy Adm. Staser 
Holcomb, Terry Arnold, and members of tne WorKing Group, basea on 
the program ~lement information solicited from all agencies in 
September. The status of this cippenaix will be briefed to the Task 
Force Principals on 12 November.) 



ISSUE PAPER NO. 2 

COGNiiANT ACTIVITY: All Departments ana Agenc~es 

SUBJECT: National Policy for Combatting Terrorism 

DRAFT RECOMMENDATION: The NSC shoula promulgate a NSDD (with the 
policy statements along the lines alreaay expressea in Issue Paper 
No. 2) as the national policy for comoatting terrorism, ana NSDDs 
30, 138, 179, ana ~80 snould be superseded. 



ISSUE PAPER NO. 7 

COGNIZANT ACTIVITY: STATE, DEFENSE, NSC, CIA, TRANSPORTATION, 
JUS'1'ICE 

SUBJECT: International Agreements for Combatting Terrorism 

DRAFT RECOMMENDATION: 'l'he Department of State shoula pursuE: a 
three-track effort regarding international agreements for combatting 
terrorism. 

1. A multilateral treaty against terrorism should be sought witn a 
large number ot participants in order to attain a broad 
international expression of condemnation for international 
terrorism. The objective should be one of wide participation 
in a general statement, that can be achieved quickly. 

2. A parallel effort shoula be undertaken to obtain a series of 
bilateral agreements with our allied ana like-mindea nations 
for the purpose of comb a tting terror ism. 'l'he ooj ecti ve in 
these bilaterals would be to move quickly to achieve agreE:ments 
in areas where there is already a concurrence of views on both 
siaes. If where only limited concessions can be gained, th~se 
should be accepted and agreements rapidly concluded. This way, 
a network of bilateral agreements concerning terrorism might be 
achieved in a relatively short perioa of time. 

3. Efforts to ensure compliance with existing treaties should 
continue to be pursued aggressively witn a view to broadening 
these where appropriate. 

I DECLASSIFIED 
NLRRH:q .. o g iif? ~1 
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ISSUE PAPER NO. 16 

COGNIZANT ACTIVITY: STATE, DEFENSE, NSC 

SUBJECT: Deployment of Counterterrorist Forces 

DRAFT RECOMMENDA'rION: The Defense De par tmen t, NSC, and State 
Department should review current deployment criteria and 
authorization policy with a view towara early deployment of 
counterterrorist forces. Issues to be considered should include: 

l. "Decoupling" of the decision to deploy Emergency Support Teams 
ana Counterterrorist Joint Task Force (CTJTF) components; 

2. Chairman, Joint Chiefs of Staff authority to deploy CTJTF assets 
to appropriate overseas Forward Staging Base~ (FSB) to 
facilitate more expeaitious response to terrorist incidents; 

3. 

4. 

Political and legal questions relating to 
transit rights, including planning to 
contingencies; 

base, 
meet 

access and 
eventual 

Forward deployment/prepositioning of 
equipment to FSB's near high threat 
currently studying this issue.) 

CT elements ana/or 
areas. (Note: OJCS 

Actual employment of the force would properly remain a decision of 
the National Command Authorities. 
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ISSUE PAPER NO. 25 

COGNIZANT ACTIVITY: s ·rATE 

SUBJECT: Rewards 

DRAFT RECOMMENDA'l' ION: The Department ot State should expeai te tne 
authority for payment of rewaras authorizea unaer the 1984 Act to 
Combat International Terrorism, and issue clearly de~ineated 
guidance to appropriate U.S. government agencies on how to utilize 
the provisions of the Act to maximum aavantage. Ensure that rewaras 
actually authorized are effectively publicized in both target 
foreign populations and to the domestic American auaience. The full 
range of aggressive options to incluae the creative use of rewards 
for psy-op efforts should be expi.ored so long as the terror is ts 
tnemselves do not benefit from the payment. Finally recommena 
consiaeration be given to obtaining Congressional support for 
increasing the amount that can be authorized in any one case to $1 
million and to an expanded use of the awaras authority, recognizing 
the practical political constraints that impact on its 
implementation. 

DECLASSIFIED 
NLS ,,, Db'f) z_../J- t// Z 

}JiL, NARA. DATE :?/5~1 

-bONFIOEt~TIAL 



CO~AL . 
ISSUE PAPER NO. 30 

COGNIZANT ACTIVITY: DCI, FBI 

SUBJECT: ~errorism Inteliigence Analysts 

DRAFT RECOivlMENDATION: The National Intelligence Officer for 
Terrorism shoula establish and oversee an interaepartmentai career 
development program that will encourage a core of intelligence 
analysts to devote themselves to aciaress ing terror ism as a 
specialty. Training, plans and resources, inter agency rotations, 
exchanges with frienaly governments, and participation in various 
agency and CINC gaming evolutions shoula be included in the program. 

DECLASSIFIED 
NLS fqq~vosf?-.:il:-J- 3b9g 
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