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ISSUE PAPER NO. 35
COGNIZANT ACTIVITY: STATE, DEFENSE, CIA, JCS
SUBJECT: Country Team Briefings

ISSUE: A terrorist incident often forces an Embassy Country Team to
deal with the variety of resources the USG has committed to combat
terrorism. All USG employees need to be better aware of the
terrorist threat overseas. At present only employees of State, AID
and USIA are required to take the FSI course on coping with
terrorism. Some agencies offer their own training, but most do not.
In many posts a majority of employees are not from these agencies and
therefore may not have had any briefing on terrorism before arriving
at post.

The Ambassador may be required to present potential options or
describe our capabilities to the host nation. Prior knowledge of USG
policies, resources, and capabilities will ensure a quick transition
to the necessary crisis management.

PROPOSAL: The State Department should move ahead with plans to
expand the coping with terrorism course from one to two days. The
course should cover the policies, resources and capabilities
committed to combatting terrorism, as well as security matters, and
be given to employees before departing for post.

The NSC should direct that this course become mandatory for all
USG employees, whose agencies do not offer equivalent alert training.

The State Department should require all posts to establish their
own briefing program for newcomers, which includes risk assessment
and other country specific situations. Furthermore,
counter-terrorism exercises at post should be combined with a
detailed briefing on U.S. ccunter-terrorist policies and capabilities.

The State Department should proceed with its plans for a special
high level briefing on security and terrorism for Ambassadors, DCM's
and Chiefs of Mission conferences. State, working with DOD and CIA
should put together a briefing paper on crisis support capabilities
which can be sent to Chiefs of Mission when a crisis is anticipated
or immediately after it has begun.

STAFF CONTACT: Mr. B. Hutchings, 395-4950




ISSUE PAPEK No. 36

COGNIZANT ACTIVITY: NSC, Fbi, TREASURY
SUBJECT: U.S. Inrrastructure Vulnerabilitiles

ISSUE: Several recognizea authorities have inaicateda that tne U.S.
infrastructure is extremely vulnerable to acts of terrorism or
sabotage. Examples include the computerizea banking system, power
grids, and communications networks. Sources claim what is neegea is
a long-term program of security enhancement to minimize the eftects
of terrorism or sabotage against these facilities. Most sources
agree that while there does not appear to be an immediate threat,
the ease with which infrastructure targets can be attacked with
potentially catastrophic results make them lucrative for terrorists
in peacetime and vulnerable during open hostilities.

PROPOSAL: NSC should direct FEMA to take the lead in an interagency
study to identify the extent to which these .infrastructure assets
are vulnerable and propose near- ana long-term programs to rectify
what appears to be a potentially serious national security problem.

STAFF CONTACT: CAPT L. H. Boink, 395-6177
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Issue Paper No. 37
COGNIZANT ACTIVITY: JUSTICE, STATE, DEFENSE, CIA
SUBJECT: Interference with theMovement of Nuclear Material

ISSUE: Domestically, there is increasing evidence of
organized interference directed against Department of Energy
(DOE) nuclear material shipments. Organized surveillance,
demonstrations and actual harassment of shipments by
antinuclear groups are increasing steadily in numbers and
militancy. Most of the protestors being arrested for
illegal acts of interference are not being prosecuted,
primarily because of budget and manpower constraints.,
Protest organizations openly state that future DOE shipments
will attract even larger demonstrations and increased civil
disobedience because of the reduced threat of prosecution.
Present Federal statutes do not provide for criminal
penalties unless acts of violence occur or if trucks, trains
or other government property is damaged.

Overseas, similar, if not necessarily affiliated,
protest organizations such as Greenpeace or the "Greens" in
the FRG harass movements from port-of-entry to military
installation and between installations. In several
instances they have broken through the perimeter fencing,
entered installations and caused damage. While none of
these activities have, as yet, actually prevented movement
of materials or damage to them, the increasing stridency of
the movements and their apparent frustration with their
present inability to shape events argues that they may

pursue extralegal means to impede or stop movement of U.S.
nuclear materials.

PROPOSAL: Existing legislation should be reviewed against a
potential terrorist threat to movements of nuclear materials
to see whether any loopholes to prosecution exist.

Internationally, additional emphasis should be placed on
all-source intelligence collection on known antinuclear
groups. Consideration should be given initiating bilateral
talks with selected host countries on standards of
protection for shipments and for active prosecution under
the law for criminal acts.
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ISSUL PAPLK Nu. 38
COGNLZANT ACTIVITY: JUSLILICE
SUBGECY: Improvea Security for Nuclear Reactour Facilities

ISSUE: Most background checks by nuclear power reactor licensees
are limitea to State and local fiies. These files Jo not incluce

information about an inaividual's criminal recora, it any, in other
parts of the country. -

The Security ot nuclear power facilities is critical to the

prevention of a nuclear terrorism incicent. At the present time,
power reactor licensees only have access to State ana local files.
These licensees need access to certain intormation in PBI criminal
history files to assist in screening prospective nuclear facility
employees. Aaditionally, there are no current provisions calling

for a backgrouna investigation on any individual having unescortea
access to nuclear reactor facilities.

A comnission report inaicated that between 1974 and 198z there were
32 possible deliberate acts of damage at 24 operating reactors ana
reactor construction sites. A 1983 Commission memorandum concluded
that the major threat of sabotage to a nuclear plant is associated
with tne insider. By giving the nuclear power reactor licensee
assess to FBI criminal history files and thus give the Bureau the
authority to help screen individuals having unescorted access to
sensitive areas of the nuclear plant, we will greatly aid in

preventing sabotage from within. Legislation has been introducea
(Anti Nuclear 71errorism Act of 1985, S§274).

*+The Nuclear Regulatory Commission has considered various means of
1controlllng insider sabotage, including security clearance procedures,
psychological testing, and implementation of a two-man rule 1n all

’v1ta1 areas of nuclear power reactors.

PROPOSAL: New procedures should be implemented to improve security
for nuclear power reactors, including new legislation if required.
“Before pursuing new legislation, the results of the NRC study of this
‘question should be reviewed and the reasons why NRC has failed to seek
“such legislation should be evaluated.
-
STAFF CONTACT: COL D. L. Cole, 395-4950




ISSUE PAPER NO. 41

COGNIZANT ACTIVITY: STATE, JUSTICE

SUBJECT: Adequacy of the International Legal System to Deal
with Terrorism

ISSUE: The international legal system, judging by every
recent terrorist incident, has both the legal means and the
legal obligation to bring the offenders to justice in some

manner. The legal system can be improved, but it is already
adequate.

Nevertheless, various private initiatives, in the U.S. and
abroad, should be encouraged to work out closer
international legal cooperation. The usefulness of these
endeavors also lies in establishing personal contacts
between U.S. and foreign government officials and scholars
working on international legal problems.

The immediate problem area is to encourage governments to

implement fully the legal obligations that they have already
accepted.

PROPOSAL: The Departments of State and Justice should seek
every opportunity to improve the international consensus for
governments to act in counter-terrorist events to the full
extent of the authority available to them. To this end,
State and Justice should continue government to government
contacts and should continue to stimulate appropriate
initiatives from the private sector.

STAFF CONTACT: CAPT, D.J. McMunn, 395-4950
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1SSUE PAPER NO. 4’5

COGNIZANT ACTIVITY: All Departments and Agelicies

SUBJECT: U.S. Presernce Abroad

ISSUE: The threat posed by terrorism to U.S. interests, personnel
ana property abroad, and acceptance of its likely continuation, has
lead to a number of actions designed to liarden the target and/or
reduce it in size. Those efforts have not been fully coordinateg,
nor have all agencies fully participated.,
In a few high-threat posts, the difficult decision to remove
dependents has been made and implemented. Oon occasion, only
children have been sent home, a measure which automatically removes
some parents as Well. Wnhen matters become quite serious, major
staff reductions have taken place. BAll of these actions are in
response to actual or anticipated terrorist acts, usually after the
fact, and are intended to limit the exposure. This reaction may
represent partial' achievement of the terrorist's goals, but the
costs and consequences, real or perceived, of successful attacks on
employees anda/or dependents are probabkly and potentially far
greater, particularly if nothing significant was done in advance to
lessen the danger by, for example, cutting back wherever possible.

The "bricks and mortar" approach, making U.S. installations and
residences more difficult to attack, is very expensive. Further,
its effectiveness is limited to the extent that not all threatened
agencies or persons are, can be, or are willing to be included in
tne protected building/area. Since terrorists will seek scft
targets, successful efforts to protect one facet of the U.S.
presence may result in increased danger for another in the same city.

PROPOSAL: The Department of State should direct Ambassadors in all
designated high-threat areas to institute a thorcugn review of the
personnel requiwrements of all Agencies represented, in-ccuntry, in
order to reduc® the exposure of personnel and facilities to
terrorist attacKs to the minimum consistent with effectiveness.
review should carefully examine the guestion of hardening all
Embassy-related "%acilities, or including them within a security
perimeter, regagfiless of practices prevailing elsewhere. The
Departnment of Defense should direct the appropriate CINCS tc
undertake §imila5 reviews for their commands.

The

N$C should create an interagency committee of all agencies
with representation abroad to report to the NSC the results

of each agency review, so that appropriate reductions of
personnel abroad can be ordered.

STAFF CONTACT: LTCOL Robert Earl, 395-4950




ISSUE PAPER: 4- 4—

COGNIZANT ACTIVITY: STATE, CIA

SUBJECT: International Research, Development, and Acquisition
(RD&A) Initiatives

<
ISSUE: A review of current RD&A programs indicates that while there
has been occasional interaction between the U.S andé foreign
combatting terrorism KD&A communities, these ad hoc exchanges could
be much more productive than is now realized.

PROPOSAL: The State Department, through the Interdepartmental Group
on Terrorism (IG/T), should continue to pursue bilateral
arrangements for RD&A exchanges with selected foreign counterparts
such as we are already carrying out with the UK and the Israelis.

We recognize how difficult it is to structure formally bilateral
relationship on a matter as sensitive as counter-terrorism defensive
capabilities and technologies. We need to keep pressing for greater
cooperation, while understanding that progress, which will be based
on mutual trust trust, will develop slowly.

STAFF CONTACT: CAPT L. H. Boink, 395-4950

ISSUE 44







CONF NTIAL

e

-2-

egregious duplication that exists now in which, for example,
the head of state is protected by the Secret Service but the
head of state's spouse is protected by the State

Department. A motorcade, as another example, would become
wholly a Secret Service responsibility whenever the visiting
head of state was part of it. If the visiting foreign
minister or other foreign dignitary were to break off from
the motorcade or head of state's party for separate business

elsewhere, protection responsibility would revert to the
State Department.

STAFF CONTACT: LTCOL R. L. Earl, 395-4950

CONFIDENTIAL
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Ut AR DR. HEUER:
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SURMIT. -
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REFUSE TO ACCEPT THE PERSON
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I LOOK FORWARD TO GEVTENG TGGLTHER WITH YOU SOON.
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OFFICE OF THE VICE PRESIDENT

WASHINGTON
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for
The Third Meeting of the Vice President's
Task Force on Combatting Terrorism

12 November 1985
4:00 p.m. - 5:00 p.m.

Roosevelt Room

White House

THE VICE PRESIDENT

State

Secretary George P, Shultz

Deputy Secretary of State John Whitehead

Director of the Office for Counterterrorism and Emergency Planning
Ambassador Robert B. Oakley

Treasury

General Counsel Robert M. Kimmitt
Deputy for Security Affairs and Crisis Management J. Robert McBrien

Defense
Secretary Caspar W. Weinberger
Deputy Assistant Secretary for Defense Noel Koch

Justice
Attorney General Edwin Meese 111

Transportation

Secretary Elizabeth H. Dole

Assistant Secretary for Policy and International Affairs
Matthew Z. Scocozza

Office of Management and Budget

Associate Director for National Security and International Affairs
Dr. Alton Keel

Deputy Chief of National Security Division Robert Howard

Central Intelligence
Deputy Director John N. McMahon
National Intelligence Officer for Counterterrorism Charles Allen

Joint Chiefs of Staff
Chairman, Joint Chiefs of Staff Admiral William Crowe, USN

Director of Joint Special Operations Agency/JCS MG Wesley Rice, USMC




Federal Bureau of Investigation

Director of the Federal Brueau of Investigation

Judge William H. Webster

Executive Assistant Director of Investigation Oliver B. Revell

White House

Assistant to the President Fred F. Fieldaing
Deputy Assistant to the President for National Security Affairs

VADM John Poindexter

Staff Member in Office of National Security Affairs

LCOL Oliver North

Chief of Staff to the Vice President Craig Fuller
Assistant to the Vice President for National Security Affairs

Donald Gregg
Executive Director, Vice President's Task
Terrorism, Admiral James L. Holloway,

Force on Combatting
III, (Ret.)

Deputy Director of Vice President's Task Force on Combatting

Terrorism, Ambassador Edward Peck

ADM M. Staser Holcomb, USN, Retired, Consultant to the Vice
President's Task Force on Combatting Terrorism

Member of the Vice President's Task Force
COL Dave Cole, USA

Member of the Vice President's Task Force
LTC Pat Daly, USAF

Member of the Vice President's Task Force
LTC Bob Earl, USMC

Member of the Vice President's Task Force
LCDR Craig P. Coy, USCG

on Combatting Terrorism
on Combatting Terrorism
on Compbatting Terrorism

on Combatting Tercorism
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WASHINGTON

PRINCIPALS' MEETING
OF
VICE PRESIDENT'S TASK FORCE ON COMBATTING TERRORISM
NOVEMBER 12, 1985
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ROOSEVELT ROOM -~ WHITE HOUSE

AGENDA

Opening Remarks - The Vice President
Progress Report - Admiral Holloway
Discussion of Draft Recommendations

Plans for Final Report
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iSSUE PAPER NO. 1
COGNI4ANT ACTIVITY: All Agencies
SUBJECT: National Program for Comoatting Terrorism

DRAF1T RECOMMENDATION: The attacned appendix shoula serve as tne

interim programming aocument of tne nationai program for combatting
terrorism.

(Note: The appendix 1is currently being preparea py Adm. Staser
Holcomb, Terry Arnold, and members of tne Working Group, basea on
the program element information solicited from all agencies in
September. The status of this appenalx will be briefed to the Task
Force Principals on 1Z November.)
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ISSUE PAPER NO. 2
COGNIZANTY ACTIVITY: All Departments ana Agenc.es

SUBJECT: National Policy for Combatting Terrorism

DRAFT RECOMMENDATION: The NSC snoula promulgate a NSDD (with the
poiicy statements along the lines alreaay expressea in Issue Paper

No. 2) as the national policy for compatting terrorism, ana NSDDs
30, 138, 179, ana 180 snould be superseded,
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ISSUE PAPER NO. 25
COGNIZANT ACTIVITY: STATE

SUBJECT: Rewards

DRAFT RECOMMENDATION: The Department ot State should expedite tne
authority for payment of rewaras authorized unaer the 1984 Act to
Combat International Terrorism, and 1issue clearly delineatedq
guidance to appropriate U.S. government agencies on how to utilize
the provisions of the Act to maximum aadvantage. Ensure that rewaras
actually authorized are effectively publicized in both target
foreign populations and to the domestic American audience. The full
range of aggressive options to incluae the creative use of rewards
for psy-op efforts should be expiored so long as the terrorists
themselves do not benefit from the payment. Finally recommena
consideration be given to obtaining Congressional support tor
increasing the amount that can be authorized in any one case to $1
million and to an expandea use of the awaras authority, recognizing
the practical political constraints that impact on its
implementation.
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ISSUE PAPER NO. 30
COGNIZANT ACTIVITY: DCI, FBI
SUBJECT: Terrorism Inteliigence Analysts

DRAFT RECOMMENDATION: The National 1Intelligence Officer for
Terrorism shoula establish and oversee an interdepartmental career
development program tnat wlll encourage a core oL intelliigence
analysts to devote themselves toO aaaresslng terrorism as a
specialty. Training, plans and resources, interagency rotations,
exchanges with frienaly governments, and participation in wvarious
agency and CINC gaming evolutions shoula be included in the program.
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