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BRIEFING MEMO RAN DUM 

S/S 

THE SECRETARY AJJ /\ 
EB Douglas w. McMi ~ff" ()~ 
M/CTP - Robert B. Oakle~ ~v 

August 5, 1985 

International Cooperation Against Terrorism 
Civil Aviation and other Initiatives 

We must continue to press for better international 
cooperation against terrorism to follow up the July 24/25 Bonn 
meeting of the Experts Group on Terrorism (reporting cables at 
Tab A), and our campaign for other governments' support for 
action on BIA (current summary of responses at Tab B). 
Outlined below are initiatives we are pursuing to prevent 
terrorism against civil aviation as well as our plan for 
achieving cooperation in other areas of counter terrorism. 

Civil Aviation 

/I L{'<i 3 

Although the French continued their reservations to action 
by the Seven, two important achievements on civil aviation 
emerged at Bonn: unanimous agreement to include effective 
aviation security articles in bilateral aviation agreements, 
both among the Seven and with other countries, and agreement to 
strengthen ICAO's work against aviation terrorism. 

Effective aviation security articles will provide an 
express legal basis for action against governments which fail 
to maintain adequate airport security or which refuse to 
extradite or prosecute hjackers or saboteurs. Such articles 
will also make it politically and legally easier both to 
convince other governments to take action and to apply the new 
U.S. law mandating unilateral action when foreign airports fail 
to meet security standards. We will soon propose a new 
strengthened security article to other governments, beginning 
with the other members of the Seven. The negotiations will be 
demanding, especially as we will reserve the right unilaterally 
to restrict others' operating rights. L is currently drafting 
a new article. 
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Agreement to strengthen ICAO will help spur positive action 
in the ICAO Council on measures now under consideration there 
to implement proposals made by Secretary Dole and her Canadian 
and British counterparts June 27 • We will press the Seven and 
like-minded governments to elicit support of other concerned 
nations to ensure that ICAO adopts these proposals. 

Since the Bonn Summit skirted the issue of terrorism, 
Foreign Minister Genscher's September dinner at the UNGA for 
the Seven Foreign Ministers will be the main forum for a 
Ministerial-level review of the experts' work. In particular, 
we will want to marshal! pressure on France to cooperate in 
joint action against terrorism beyond that set forth by the 
Seven in the 1978 Bonn Declaration. The French have been able 
to obstruct such joint action by claiming the Experts of the 
Seven lack a formal mandate from the Heads of State and 
Government to address questions of jointly countering terrorism 
or responding to terrorist incidents other than the precise 
scenario envisaged in th~ Declaration: total suspension of air 
services in response to a state's failure to prosecute or 
extradite a hijacker. They also have reservations on 
strengthening the Bonn Declaration itself by extending it to 
cover sabotage and airport security, and amending it to permit 
flexible responses. These issues should be raised at the 
September meeting, preceded by demarches to elicit support of 
the other five governments. We want each of the Seven to 
express a definitive position on the question of a wider 
mandate for the experts group to consider questions of joint 
counter-terrorist cooperation and response to terrorist 
incidents (e.g. travel advisories, joint demarches, or 
graduated sanctions as discussed in the reports of the July 
24/25 Bonn meeting at Tab A). The other five appear willing to 
cooperate in this approach, with Canada the most dynamic. We 
should not exclude the development of an "agree to disagree" 
formula with the French, pursuant to which we would still 
cooperate with them in areas like intelligence exchanges, 
technical assistance to LDC's, and operational liaison in 
hijack situations. 

We intend to explore with certain governments the idea of 
forming a larger like-minded group, initially on an ad hoc 
basis. We will include governments with major aviation 
interests that should be willing to commit to concerted action 
against aviation terrorism: such as India, Turkey, and 
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Singapore as well as the ROK, Australia, and several other 
Western governments. However, we will not seek to activate 
such a group until after the September meeting, since it could 
weaken our ability to get the FRG, Italy, and the UK to apply 
pressure on France for a more dynamic role by the Seven. 

Finally, we will press other governments to reply to our 
proposals on BIA and will not accept vague non-committal 
responses. We must also generate additional pressure upon 
Lebanon and Syria, particularly as BIA remains open, to improve 
security {the EC approach to Lebanon is a good example of the 
indirect result of our pressure}. 

Broader Cooperation 

We must continue to press for concerted action against all 
forms of terrorism in all potentially useful fora. This 
includes obtaining at the Foreign Ministers meeting in 
September a counter-terrorist mandate for the Seven's experts 
which goes beyond aviation; and holding another meeting of 
experts from Ministries of Interior {presumably without France} 
and including Spain and Belgium as participants {background at 
Tab C}. Such an Interior Ministry meeting is useful in its own 
right and should further encourage Foreign Ministers to press 
France over a mandate for the Seven. We will also continue 
cooperation with like-minded governments through intelligence 
channels, making clear this involves matters of policy as well 
as intelligence exchanges. We are exploring the possibility of 
action at the UNGA, in other UN fora, including the Seventh UN 
Congress on the Prevention of Crime, or with regional 
organizations such as the Organization of Islamic Countries, 
the Gulf Coordinating Council, ASEAN, the OAS, and the European 
Community. 

Attachments: 

Tab A 
Tab B 
Tab C 

Reporting cables on Bonn Meeting 
Summary of Results of Diplomatic Campaign on BIA 
Embassy Bonn reporting Cable and FRG Ministry of 
Interior Letter re experts meeting 

SE 
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OBLIGATIOll'.i, ANO ALSO HlLP lO EHLI'.>! THE OtPLOMATIC 

SUPPORT or OTll[R GOVEHIHIENIS HAVING ltlfLlJltlCE Ill !II 
Tiil RESl'OllSIBLE GOVERllllENI. 

171 SOMI. EXPERlS I/ERE or 1:111 VIEi/ lllAT A 

REVllllL IZATIOll or Tiff BOtlfl DECll\RA TIOH 1111:; RlOUIREO 

TO DEAL llllH THE RfollRGHIOI. OF HIJ11CKIHGS. TO !HIS 
ENO TH[Y CON:;IO[R[O 111111 r.m BA:;1c :ilEP~ SllOULO BE 

TAKEN TO IHTROOUCE GREAIE·R RLEXIBIL I TY : 

'.ifTTltlG Atl ltllTIAL LltRll ON lllf OLIRllTIOll or AllY 
JOINl ACllON INTRODUCED AB~NST orrrNOIHG 

GOVERllM[NIS, 111111 PROv1:;1m1 fOR REVIEW or 111£ l\CTIOll 

Bi:FOHE llS EXPIRY, AllO fURfllER EXH ll'.ilOtl IF NECES:;ARY; 

ACT I 011, I/HERE L Al/F UL nm APPRorn 1 ATE. T 0 R[QUC[ 

THE HUMBER OR fR[OUENCY or AUTHORIZED FLIGHT:;. 

(81 SOME EXPERTS ll[R[ Of }10 VIEi/ TllAT lllE l/ICK or 

HFlCTIVE APPLICAllOll BY :.~IES OF EXISTING 

llHlRNllTICNAL cm;vrnr1c1i:; >.m1rn Tll All 1:10~[ RUATiflG · 

TO HIJACKING HAS COllTRl6UllllJDIRECTLY TO TllE GROllTll 

or TERRORISM AGAIHST CIVH 11\4.IATION. ACCORO!llGLY, 

THfY BELIEVED 1HAT THE BONllllECLllRAllOll SllOULO BE 
EXPAIJOEO TO OEAL lllTll SABOJ'A;E l\NO OER£l ICTIOll OF 

REoPONSIBILITIES RELATED T"OAIRPORT SECUR ITY . 

~) OTHER EXPERTS UNOERllllHUTHE LEGAL PR06L£MS IHAT 

THE PROPOSALS ()) AllO (SI -llllSEO ltl THEIR VI(\/. OHE 

EXPRESSfO THE VIEi/ TllAl 11 \ll;S llOT 111111111 TllE 

AUlHORITY OF TllE GROUP TO ' IM'lE PROPO:;ALS IN THIS 
RESPECT lllTHOUT RECEIVING ~HORMl\L MANDATE FROM THEIR 

HEADS or STATE AtlO GCVERH NRIH FURTllERl10R£ llE 

STRESSED TH AT TllE IMPROVEHffH " OF AVIATIOH :;ECUR ITY 

SHOULD BE PURSUED lllROllGH ' Pl\0 ACTIOll RAlllER 1111\N 

THROUGH TllE tlODIFICATIOll or TllE norm OECLARATIOll. 

ENO OUOl [. DOBB I llS 

DECLASSIFIED 

NLS 

~ NARA. DATE I 

GSNFIB~NTIAL 



SE BRET 
Departnzent of State 

INCOMING 
TELEGRAM 

PAGE Bl OF S2 BONN 21719 Sil OF S2 251432Z 
ACTION MCT-05 

INFO LOG-99 COPY-SI ADS-SS AID-llS I NR-95 
CIAE·8S DODE-SS NSCE-SS NSAE-lJS SS0-98 
AP1AD·81 TRSE-llS PH-95 EAP-09 PA-92 
CA-82 A·S2 usss-ss SYE-SS USIE-08 
/1131 w 

8113 

EUR-SS SS-SS 
SY-SS L -92 
DOTE-Bil INRE·llS 
FBIE-Sll FAIH-Sl 

------------------847375 251433Z /52/38 
0 251353Z JUL as 
FP1 AMEMBASSY BONN 
TO SECS TATE \/ASH DC I MHEO I ATE 6961 
INFO Al1E11BASSY LONDON 
AP1EHBASSY OTTA\/A 
AP1EHBASSY PARIS 
AMEHSASSY ROHE 
AMEMBASSY TOKYO 

~ C R £ I BONN 21719 

TERREP 

STATE PASS DOT FOR SCOCOZZA 

E. 0. 12356: DECL: OADR 
TAGS: PTER, EAIR 
SUBJECT: MEETING OF SUHHIT SEVEN EXPERTS ON TERRORISH: 

REPORT OF FIRST DAY 

REF: STATE 225894 

1. 1HM'4" - ENTIRE TEXT. 

L SUHHARY - THERE \/AS A BETTER MOOD AT THIS HEETING 
OF THE EXPERTS, \/ITH HOST DELEGATIONS SEEKING A 
CONSENSUS ON REVITALIZING THE BONN DECLARATION BASED 
ON PROPOSALS PUT FOR\IARD BY THE U.S. AND CANADA AT 
THE HAR CH MEET I NG AND THE SUMMARY OF THE SE PROPOSALS 
CIRCULATED BY UK IN EARLY JULY. THE FRENCH, AS 
ANTICIPATED, HAVE RESERVED THEIR POSITION, NOTING 
THEIR INABILITY TO AGREE TO ANY PROPOSAL. THEY 
CONTEND THAT THE EXPERTS GROUP LACKS AN AGREED 
MANDATE FROM THE HEADS OF STATE AND GOVERNMENT TO GO 
BEYOND THE EXACT \/ORDING OF THE CURRENT BONN 
DECLARATION AND THAT THERE CAN BE NO FLEXIBILIJY IN 
HEASURES TAKEN UNDER THE DECLARATION l . G. TIME LIMIT 
FOR SANCTIONS, LESSER SANCTIONS) AND NO EXTENSION OF 
BONN TO AIRPORT SECURITY OR SABOTAGE. U.S. 
DELEGATION MADE STRONG STATEMENT OF USG POSITION \If TH 
RESPECT TO ATHENS ANO BEIRUT AIRPORT SECURITY, NEED 
FOR GOVERNMENTS TO TAKE ACTION ON COMMITHENTS UNDER 
HAGUE ANO MONTREAL CONVENTIONS, NECESSITY TO 
REVITALIZE BONN DECLARATION, AND OUR INTENTION TO 
SEEK \/IDE SUPPORT FRON LIKE-MINDED STATES IN THE 
EFFORT TO ENHANCE THE SECURITY OF CIVIL AVIATION. 
END SUMMARY. 

3. U.S. DELEGATION, lllTH STRONG SUPPORT FROM 
CANADIAN ANO BRITISH DELEGATIONS, AND ON SOME 
SPECIFIC POINTS FROM ITALIAN, JAPANESE, AND GERMAN 
DELEGATIONS, PRESSED HARD ITS CASE FOR REVITALIZATION 
AND EXPANSION OF THE BONN DECLARATION. THE FRENCH 
ARGUE THAT THE EXPERTS GROUP LACKS A PROPER, CLEAR 
AND AGREED MANDATE FROM THE HEADS OF STATE AND 
GOVERNMENT TO DISCUSS THIS MATTER, AND HAVE RESERVED 
THEIR POSITION AS ANTICIPATED. OVERRIDING FRENCH 
OBJECTIONS, THE FRG AS CHAIRMAN HAS INCLUDED ON THE 
AGENDA FOR DISCUS S IO~ TOPICS BEYOND THE NARRO\/ BON~ 
DECLARATION FRAMEllORK AS CURRENTLY EXISTING. ON 
SEVERAL TOPICS, MUCH YORK REMAINS TO BE DONE \/ITH 
ITALY ANO JAPAN . ON EXPAND ING BONN DECLARATION TO 

INCLUDE SECURITY AND SABOTAGE, UK HAS PROBLEMS. FRG 
POSITION NOT YET FULLY CLEAR. 

4. THE U.S. DELEGATION MADE THE FOLLO\llNG POINTS: 
ATHENS A I RP ORT: THE U.S. TRAVEL ADVISORY \/AS ISSUED 
IN RESPONSE TO SEVERE SECURITY DEFICIENCES AT ATHENS 
AIRPORT, llHICH OTHER GOVERNMENTS OF THE SEVEN HAD 
ALSO NOTED AND SPOKEN ABOUT BILATERALLY \/!TH THE 
GREEKS, AND \/AS I SSUEO TO PROTECT THE SAFETY AND 
\/EL FARE OF AHER I CAN CIT I ZEN TRAVELLERS, NOT FOR 
POLITICAL REASONS. IN RESPONSE TO GREEK EFFORTS AND 
IMPROVEMENTS TO ATHENS AIRPORT SECURITY AND 
REAFF I RHAT I ON BY GREECE OF I TS INTERNATIONAL 
OBLIGATIONS REGARDING AIR TERRORISM, THE USG \/ITHDRE\/ 
THE TRAVEL ADVISORY. OUR ACTION, \/HICH \IE REGRETTED 
WAS NOT PUBLICLY JOINED BY OTHER CONCERNED 
GOVERNMENTS, SERVES AS AN EXCELLENT EXAMPLE OF \/HAT 
CAN BE ACCOMPLISHED BY EVEN RELATIVELY SIMPLE 
11EASURES. 

5. BEIRUT AIRPORT: THE U.S. DELEGATION CALLED 
STRONGLY FOR THE SUPPORT OF THE OTHER SIX FOR 
11EASURES TO DEMONSTRATE THE SEVEN'S CONCERN ANO FOCUS 
ATTENTION ON THE URGEHT NEED FOR IMPROVEMENT OF 

.SECURITY AT BIA, INCLUDING: ISSUANCE BY THE GROUP OF 
A JOINT STATEMENT OF CONCERN REGARDING SECURITY AT 
BIA ANO A JOINT CALL UPON LEBANON TO ACT PROMPTLY TO 
RETURN THE Tl/A AIRCRAFT, RESTORE SECURITY OR SHUT 
001/N BIA UNTIL SECURED, ANO PERMIT AN INTERNATIONAL 
GROUP TO INSPECT BIA SECURITY YET ARRANGEMENTS. 
PENDING RESULTS OF SUCH AN INSPECTION STATES \/ERE 
URGED NOT TO RESUME AIR SERVICES ALREADY CURTAILED; 
STATES \/ltlCH HAVE NOT SUSPENDED AIR SERVICES \/ERE 
CALLEO UPON TO INITIATE' SUCH A STEP AS \/ELL AS TO 
ISSUE TRAVEL ADVISORIES TO THEIR PUBLICS \/ARNING OF 
THE DANGER OF USE OF BIA; AND FLIGHTS COMING FROn BIA 
SHOULD BE QUARANTINED UNTIL FULL SECURITY SEARCHES 
ARE HADE OF PASSENGERS, BAGGAGE, CARGO ANO THE 
AIRCRAFT. LASTLY, AGREEMENT \/AS SOUGHT TO 110tl!TOR 
l lA CLOSELY TO INSURE NECESSARY SECURITY IMPROVEMENTS 
ARE MADE, ANO IF THIS IS NOT ACCOMPLISHED TANGIBLE 
SANCTIONS HAY BE IMPOSED BY THE SEVEN. IT \/AS MADE 
CLEAR THAT THESE STEPS ARE NOT AIMED AT THE GOL, THE 
PEOPLE OF LEBANON, OR LEBANESE AIRLINES; BUT ARE 
SOLELY DIRECTED AT INSURING IMPROVEMENT OF THE 
DEPLORABLE SECURITY SITUATION AT BIA, \/MICH HAS NOT 
REALLY IMPROVED EVEN FOLLOlllNG STATEMENTS BY LOCAL 
AUTHORITIES OF THEIR INTENTIONS TO EFFECT 
111PROVEMENTS. 

6. RE LAii ENFORCEHEtlT MEASURES AGAINST HIJACKERS, 
U.S. DEL llAOE POINT THAT THE RECENT CONDUCT OF 
SEVERAL GOVERNMENTS, I NCLUO I NG THOSE OF LEBANON ANO 
GREECE AS WELL AS !RAN, IRAQ ANO ETHIOPIA, \/AS 
INCONSISTENT \/ITH THEIR INTERNATIONAL OBLIGATIONS 
REGARDING AIR TERRORISM, AND THAT THESE SHOULD BE 
HATTERS OF CONCERN TO THE GROUP. U.S. NOTED GREEK 
REAFFIRMATION OF ITS INTERNATIONAL COMHITHENTS IN 
THIS AREA. ON LEBANON \IE STATED THAT THE SEVEN 
SHOULD ·MONITOR CLOSELY GOL IMPLEMENTATION OF ITS 
ANNOUNCED INTENTION TO PURSUE LAI/ ENFORCEMENT 
MEASURES AGAINST THE HI JACKERS, AND CONS I DER 
APPL I CATION OF BONN OECL ARAT!Otl SANCT!OtlS IF SUCH 
IMPLEMENTATION PROVED UNSATISFACTORY . 

7. THE U.S. DELEGATION THEN NOTED THAT ITS PRIMARY 
CONCERN AT THIS MEETING CONTINUED TO BE THE LONG TERM 
REVITALIZATION OF THE BONN DECLARATION TO HAKE IT 
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"ORE PRACTICABLE BY INSTITUTING <;RAOATIONS OF 
SANCTIONS, TIME LIMITATIONS TO SANCTIONS, AND 
EXTENSION OF THE DECLARATION TO OFFENSES COVERED BY 
THE TOKYO, MONTREAL, AND CHICAGO CONVENTIONS (ALL AS 
DISCUSSED IN LAST MARCH ' S U.S. AND CANADIAN POSITION 
PAPERS AND PARTLY PICKED UP IN PAPER CIRCULATED BY 
UK). THERE \/AS SUPPORT FRO!! ALL DELEGATIONS FOR 

INCLUDING AVIATION SECURITY ARTICLES IN BILATERAL AIR 
TRANSPORT AGREEMENTS AMONG THE SEVEN AND BETllEEN THE 
SEVEN AND OTHER COUNTRIES. U. S. DELEGATION CALLED 
UPON THE OTHER SIX TO \/ORK lllTH IT IN SEEKING TO 
REVITALIZE THE BONN DECLARATION ALONG THESE LINES, 
ANO NOTED THAT IF SOME MEMBERS OF THE GROUP I/ERE NOT 
PREPARED TO PARTICIPATE IN SUCH AN EFFORT \IE \/ERE 
PREPARED TO \/ORK lllTH THOSE GOVERNMENTS \/HO ARE 
I/ILL ING AND TO SEEK SUPPORT OUTSIDE THE SEVEN FROM AS 
"ANY LIKE-MINDED GOVERNMENTS AS POSSIBLE \/HOSE CIVIL 
AVIATION HAS BEEN VICTIMIZED BY TERRORISM. OBJECTIVE 
IS TO GET RAPID EFFECTIVE ACTION TO MEET INCREASINGLY 
DANGEROUS SITUATION IN REAL WORLD, NOT ENGAGE IN 
DEBATE OVER FORM AND PROCEDURES. 

&. SEPTEL I/ILL REPORT ENGLISH DRAFT OF LANGUAGE 
WHICH CAN BE SUBMITTED TO FORE I GN MINISTERS, SOME OF 
I/It I CH FRANCE APPARENTLY ACCEPTS AND SOME OF llH I CH IT 
OPPOSES. ENT I RE TEXT, HOllEVER, IS SUBJECT TO 
GENERALI ZED FRENCH RESERVAT I OMS. DOSS I NS 

I 
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I. \ - EIHIRE TE Xl. 

u 
2>1710Z 

2. THE QUESTIOll or LIFTl"G EXISflllG SAQ CTIONS Ul/OER 
Tfi< BO!W OECLARATIOI/ 011 i; RIAllA AfGHAI~ AIR\iP.YS \iA'.i 

DISC US SED AT THE BOii/i 111:ET ING. THE U.S. AND FRE llC H, 
\JITH Ol!tER OELEG AT IOW:i AG qEEI NG, TOOi~ THc POSIT:O!I 
THAT ~11/lCTIOll S SHOULD Bl l IFTE D OllLY IN SUC H A ~AY 

AllO Ill SUCH A CONTE XT l:IAT THE i>CTIOI! \i il l UOT APP EAR 
AS" ~EllhElll!:G or lllE 1'031T IOll OF !llE GOIERllMElli: OF 
THE SEl'Erl TOVARO Tli[ ::;ovl ET lll \11$ 1011 AllC OCCUPAilOll 
or 1-.FGhAlllSTAI/. THER E UAS AL SO i\GREEl\Ellf LIPO ll lH E 
llEED FOR A STATEl"\Ell [ u·1 AfGllAll l~Tl\11 Tll AT FRG , A~ 

Cll /il !lt1All, COIJL 0 U'.: E TO '.:HO\/ fH ,.l TllE AFGHA ll 

GOVERl 111UIT \/ill Ill T~E FUTURE I.CT Ill C011FORl!ITY ~ l"[H 

THE HAGUE CONVEllf 1011 011 HIJACKll/G. 

3. TllE U.S. DEl':.~ l. TIOll REPEAHU THE USG INS IS HilC E 
THAT 1 lf"Tlll~ OF )~llC TI Oil: BE D011 E I I~ SUCH k \.IAY •110 

IN SUCH A COl/TE':T Tll AT IT \JOULO ll OT APrt~R AS A 
\iEAKCllll :G OF TllE Fo:111011 OF JH[ : EVEll Oil TERR0::1-; 1 
ACTIOllS AC.~lllS T CIVIL AVIATIOll. THEllErORE, \.IE i1'!'.:T 
lll:IST THAi ~II( FlllA L OECISIOll 6£ TAKEN AT THE 
11EETING OF FOREIGll 111tllSTER:> Of THE SEVf!I Ill 

SEPTElllirn \.IHEtl THE LATTER \.IOUL D ALSO DEC ID E \./HAT 
AC T I 011 TO TAK E 011 TllE Rf. PORT CF THE RE 3UL TS OF TH E 
JUL Y 24-25 OOllN HEETlllG 011 THE QU ESTIOll or 
REV ITAL !ZING THE 60/U/ [J[CLARATIOll. 

4. THE OISCU SS IOll 011 AR IAllA PRODU CED THE FOLLO\JltlG 
P.GRE ED STATEMENT (~ARA 5) FO R TRAllSll I TT Al BY EA CH 

DELEGAliON TO IT S FOREI Gll 1rn11 :1 rn. ASSU MlllG THERE 

IS 110 OOJECTIOH, THE FRG \/I LL PROCEED l1S IND ICATED 
THERE 111. 

5. OUOTE - THE GOIJERllMEl/T OF lHE FCDER AL REPUDL IC 
\/Ill CONSULT \ilTH PAKIS TA ll ANO AFGHAN!:T~ll REoAROlllG 
THE 11/TEIHIOll OF THE SEV[fl TO l l 'l MEA :VRES P.G1\lllS T 
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OF THE SEVEll. \/ITH AFG HA NI SH/I, TllE FEO ER~l. REP UEl IC 
\Jill POlllT OUT TH AT THE llF TlllG OF 11EA ~U ,E: \JOUL D ~E 
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OEPEliDfllT Oil THAT COUll TRY GIVlllG 1\0[0U 4Tl ASS IJRAllCE S 
IHA FORM SUITABLE FOR rUOL ICA TIOll . 

TllE SE ASS UH AliCES SHOULD SPE CIFY Tl! ~ ! THE lllJ.!1CKERS 

ARE /IOT ll·l AfGHAll l STAll, lllAT 111[ AFGHAN oO VERIHIEllT 
\JILL Ti1KE AC TIOll Ill ACCOH DAllCE \JITN llf[ Hi\GUE 
COll VfllTIOl l IF IHE lllJ ACKlR; 1.PPEAH Ill AFG llAlllSTAll, 

MW Tlll1T AF GlllHll STAll \Jill L lkE \.llS[ ACT IN COlllOR lll TY 

\/ITll 11\E llAGllE CONVlll TIOll Ill THE EVEllT OF HIJAC KlllG '.> 
114 TllE FUTURE. AFoll,.fllS f All \!OULO, FU HfllEl!MO RI: AGREE 

TO PlACE /10 OBSTAC LE TO TllE hE-EllT PY lllTO FORCE OF 

AIR SERVICE S AuRfEllFllTS TERl1111ATEO AS A RESULT OF 
ACTION S TftKEtl AT THE OTTAWA ~U MMIT. 

THE GOVERIH1EllT_ OF THE FEDERAL REPl!oL IC \illl illF Of;f-l 

AFGHAlllSTl\11 TH AT, 01/ CE ASSURAllC ES ~CCEPTA~l[ TO TH f 
GOVERlll1[11TS or THE SEVrn HA\'E BEEU ORTAlliEO, THE 
HEAS UP.ES \iOllLD BE LIFTED Ill DECF.11BER 1985. 

THE FOREIGN tlltll STER OF THE FEDERAL REPUBLIC \Jill 
llffO Rl1 HIS COLLEAGUE S OF THE RESULT S OF THESE 

COH SUL TATIOtlS AT THE llEETlllG OF TllE FORE IGll llllllSTERS 
OF THE SEVEll TO BE HELO 111 I/Ell YOR~. Ill SEPTEllBER. 

THE QUESTION OF INFORlllllG THE PRESS OF THE O[CISI Oll 
TO LIFT MEASURES \JILL er THE SUB JECT OF COllSULTA TI OHS 
lln T IATED BY THE FEUER AL REP UBl IC. EllO C·UOTE. 

6 . AC T I Cl/ RE QUESTED : IWPRO\'AL OR 5UCG F.~ TEO CHANGES 
OF LAll GUAG E Ill PARA 5 FOR RAPID COMMUlllCl.T IO ll TO 
FRG . OOBC 11/S 
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FOR THE SECRE TllRY FRON OAKLEY, M/CTP 

E.O. 123S G: OECL: OAOR 
TAGS: PTE R 
SUBJECT: itlTERNATIOtlAL COOPERATION ON TERRORISM 

I. ~- ENTIRE TE XT. 

2. AT CURRENT BOtltl MEETltlG or THE SUMMI T SEVEN 
EXPER TS OH iERRORIS~ RECENT TERRORIST ltlCIDEHTS AND 
THE MESSAG ES FRON YOU AUD PRESIDENT REAGAN TO THE 
OTHER GOVERNMEN TS HAVE HAO A POSITIVE EFFECT; BUT 
THUS FAR HOT NEARLY EtlO UG H TO OVE RCOME UNDERLYING 
REL UCTAtlCE ON PART OF ITALY AND JAPAN, NOR STRONG 
RESISTANCE BY FRANCE, \/HER E COLLEC TIVE ACTION IS 
COtlCERtl[O. CANADA HAS BEEN STPONGLY SUPPORTIVE, UK 
ALSO POSITIVE, \/HILE FRG HAS L IHITED ITSELF TO 
NEUTRAL , LARGELY PASS IVE CHAIRMAN ROLE. FOR THE 
FIRST Tll1f, THERE \/ILL SE A JOllH DOCUMEtH \.llTH 
SPECIF IC IDE~S ON HO\I TO SlRENGHTE t~ THE 801111 
DECL ~RATIOtl SO IT WILL APP LY TO THE ENTIRE GAMUT OF 
TERHDA !5 1 ACTIONS AG AINST CI VIL A~IATION . NOST 
FORCUl'l IDEAS, HOWEVER, \/ILL HAVE RESERVATIOllS 
ATTACrlfD AND FRENCH OPPOSE ENTIRE PAPER AS BE YOllD THE 
LIMI T~~ COHP~T~NCE OF THE SE VEN ' S EXPERTS. OUR 
OB JE~ T IV E SHOULD BE TO OV ERCOME / REMOVE THESE 
RE ~ fRVATICNS AT THE MEETlllG OF THE SEVEN ' S FOREIGN 
MINISTERS Ill SEPTEMBER AT UNGA AND OBLIGE FRE ll CH TO 
~O ALOllG. THE FREll•:H ARE PARTICULARLY ALLERGIC TO 
EXTEllDIUG THE BOlltl MANDATE TO SABOTAGE AtlD SECURIT\, 
Al-ID TO P.IJY PUBLIC STATEMENTS ON THE ROLE OF THE 
SE VEN . 

3. 011 BIA THERE ~El\AINS A DIS lllCL lil~TION EVE/I TO 
ADDRE SS ISSUE er STOPPING OUTGO l tlG HEA AIR SERVIC E, 
ALTHOUGH ALL SEUEii CEASED INGOIN G SERVICE BY THEIR 
AIRLINES SOME TIME AGO FOR SECURIT Y REASONS. DESPITE 
SPECIFIC APPEAL BY PRIME Mllll STER THATCHER AND LETTER 
FROM VICE PRESI DENT BU SH TO CHANCELLOR KOHL, THE FR G 
AS CHAIRl!AN OF THE SEVHI HAS llOT YET PUT TO OTHER 
GOVERNMENT S THE QUESTION \.IHETHER THEY \I/LL AGREE TO 
SUSPEND ALL AIR SERVICE TO A/ID FRON BEIRUT . UE HAVE 
RAI SED THI S FORCEFULLY YITH FRG CHAIRMAN OF EXPERTS 
HEETlllG AND EMB ASSY \!ILL RAISE IT \.llTH THE FRG AT 
HIG HER LEVEL S. 

4. ON JULY 22 THE EC FOREIGN MINISTERS ISSUE D A 
PUBLIC STATEMENT EXPRE SSING "D EEP CONCERN AT THE 
RESUR GENCE or TERRORISM, AIR PIRACY AllD HIJACKING" 
AND NOTlllG THEIR AGREEMENT TO EXAMINE POSSIBILITIES 
OF ESTABLISHING AND HAINTAINlllG STREllG THEHED 
ttlTERt/ATIOllAL STAllDARDS FOR AIRLINE AND AIRPORT 
SEC URI TY. THIS SHO\/S GREATER AllAREl~ESS OF PROBLE11, 

FRAHE \/ORK . HOii MUCH COLLEC TIV E ACTION Will BE TAKEN 
REHAlllS TO BE SE Etl, BUT PAST RECORD IS llOT 
ENCOURAGING. 

5. ON OTHER HAl10, SEPARATE TALKS lllTH KEY FRENCH 
OFFICI ALS OF OUAI ANO SECURllY SERVICES Cl.EARLY 
CONFIRMED GREATER \/ILLIUGtlESS TO COOPERATE OU QUIET 
BILATER AL BASIS, INCLUOltlG EXCHAtlGES OF 
INTELLIGENCE. SAt1E IS TRUE \/HERE FRG IS COtlCERNEO. 
FRENCH SEE IRAlllAH SUPi'ORTEO TERRORISM AS GRO\/ING 
PROBLEM IN llESTERU EU ROPE AS \/ELL AS MIDDLE EAST. 
DOBB I NS 

DE"'L. I') 

NLS q ---(;t; f: ~ti 'll/'i? 

BY-.r.~- NARA, DATE S '6/l> 7 
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MONTREAL FOR US ICAO REP 

STATE PASS DOT FOR SCOCOZZA 

E. 0. 12356: OECL: OAOR 
TAGS: PTER, EAi R 
SUBJECT: BONN MEETING ON CIVIL AVIATION SECURITY: 

POSITIONS TAKEN BY OTHER DELEGATIONS 

1. \.·ENTIRE TEXT . 

2. SUMMARY: THIS MESSAGE PROVIDES A FINAL REPORT ON 
THE POSITIONS TAKEN BY OTHER DELEGATIONS AT THE 
JULY 24·25 MEETING OF BONN DECLARATION GROUP 
EXPERTS. CANAD I ANS EXPRESSED STRONGEST SUPPORT FOR 
REVITALIZATION AND EXPANS ION OF THE BONN DECLARATION; 
UK TOOK FORCEFUL, POS ITIVE POSITIONS ON All ISSUES 
EXCEPT EXPANSION OF THE DECLARATION TO INCLUDE 
SABOTAGE AND AIRPORT SECURITY; GERMANS, JAPANESE AND 
ITALIANS, I/HILE RETICENT, I/ERE BASICALLY POSI TIVE ON 
MOST ISSUES INCLUDING SECURITY LANGUAGE IN BILATERAL 
CIVIL AVIATION AGREEMENTS . FRENCH REFUSED TO GO 
ALONG lllTH MOST CONCRETT PROPOSALS BECAUSE THEY 
EXCEEDED THE GROUP'S "MANDATE;" ALTHOUGH THEY ALSO 
ACCEPTED IDEA OF SECURITY LANGUAGE IN BILATERAL 
AGREEMENTS. FRENCH I/ERE ~ILLI NG TO ALLO\I A 
SUBSTANTIVE "REPORT" !NOT RECOMMENOATIONl WITH 
RESERVATIONS ON SPECIFIC ISSUES !MOSTLY FRENCH! llHICH 
Will BE SUBMITTEO IND VID UALLY TO GOVERNMENTS. 
MESSAGE ALSO DISCUSSES FINAL MEETING OF HEADS OF 
DELEGATIONS ANO FOLLO\i-UP ACTIONS. ENO SUMMARY. 

3. CANADIAN DELEGATION STRESSED THE NEED FOR STRONG 
ACTION ON A lllOE RANGE OF ISSUES AFFECTING CIVIL 
AVIATION SECURITY. CHARACTERIZ ING EXI STING 
INTERNATIO~IAL INSTRUMENTS ON THIS SUBJECT AS 
"DEFICIENT", THEY IND CATEO A PREFERENCE TO I/ORK TO 
IMPROVE THEM IN EXIST .NG MUTILATERAL FORA SUCH AS THE 
SEVEN ANO ICAO, BUT SAID THEY I/ERE ALSO PREPARED TO 
GO AHEAD ON A BILATER ~L B..\S IS OR IN OTHER 
MULTILATERAL GROUPING~ IF NECESS ARY. THEY I/ERE 
SATISFIED lllTH PRO G RE ~ S BEING MADE IN ICAO, AND NOii 
FELT IT I/AS TIME TO CONCENTRATE WITHIN THE SEVEN ON 
REVISING THE BO NN DECLARATION TO MAKE IT MORE 
EFFECTIVE. THE PREV IOUS PRACTICE OF ACTIVE 
CON SUL TATION AMONG TH[ S E ~EN IN CONNECTION lllTH 
ACTUAL HIJACKING INCIDENT S SHOULD BE REVIVED; THERE 

SHOULD BE PROVISION FOR A GRADUATED, FLEXIBLE 
RESPONSE TO HIJACKING INCIDENTS; AND THE FOCUS OF THE 
DECLARATION SHOULD BE EXPANDED TO COVER SABOTAGE ANO 
AIRPORT SECURITY . ON BEIRUT AIRPORT, THEY I/ERE 
PREPARED TO JOIN IN APPLICATION OF THE BONN 
DECLARATION IF A CONSENSUS WERE ACHIEVED ANO TO LOOK 
AT OTHER MEASURES WITHIN THE SPIRIT OF THE 
DECLARATION IN RESPONSE TO THE FACT THAT BIA HAO 
BECOME A "BL ACK HOLE" IN TERMS OF A I RP ORT SE CUR I TY. 
THEY PUSHED FOR Ill DER USE OF SE CUR I TY CLAUSES IN 
BILATERAL CIVAIR AGREEMENTS ANO PROPOSED THAT THE 
SEVEN SHOULD AGREE TO IMMEDIATELY INCLUDE SUCH 
CLAUSES IN THEIR BILATERALS WITH EACH OTHER. THEY 
AGREED WITH U.S. POSITION THAT PUBLIC WARNINGS ON 
DEFICIENT AIRPORTS MIGHT BECOME NECESSARY IF SECURITY 
PROBLEMS I/ERE NOT CORRECTED AFTER PRIVATE 
COMMUNICATIONS ANO OFFERS OF ASSISTANCE TO THE 
RESPONSIBLE GOVERNMENT. CANADIAN DELEGATION OFFERED 
TO TAKE LEAD IN CO-ORDINATING EFFORTS BY GROUP OF 
SEVEN AND LIKE-MINDED STATES AT THE ICAO TO ACT AS 
CLEARING HOUSE FOR MONITORING, ANALYZING 
INFORMATION/REQUESTS FOR TECHNICAL ASSISTANCE IN 
AVIATION SECURITY AREA TO ENSURE THERE I/AS NO 
DUPLICATION ANO RESOURCES I/ERE ALLOCATED TO AREAS OF 
GREATEST NEED. ON BROADER TERRORISM ISSUES, THEY 
PROPOSED THAT EXPERTS REVIEll ALL SUMMIT STATEMENTS ON 
TERRORISM TO SEE I/HERE FOLLOl/-UP I/ORK COULD USEFULLY 
BE UNDERTAKEN ANO REPORT TO MINISTERS ON THIS. 

4. THE UK AGREED THAT PROMPT ACTION TO REVITALIZE 
THE BONN DECLARATION WAS NEEDED, SPECIFICALLY TO 
INTRODUCE TIME LIMITS ON SANCTIONS AND TO ADO THE 
POSSIBILITY OF GRADUATED RESPONSES INCLUDING 
REDUCTION OF FLIGHTS. (ON THIS QUESTION, UK LEGAL 
COUNSEL DE NZ A MADE A NUMBER OF ARGUMENTS IN RESPONSE 
TO JAPANESE QUERY !SEE PARA. 6 BELO\/) ON LEGAL B'SES 
FOR SUCH MEASURES. SHE NOTED THAT SPECIFIC SECUnlTY 
CLAUSES COULD BE INCLUDED IN BILATERALS; THAT 
REDUCTIONS MIGHT BE WITHIN THE TERMS OF BASIC 
OPERATING AUTHORIZATIONS ; AND THAT SHOULD NEITHER OF 
THESE BASES EXIST THEN POOR SECURITY PRACTICES OR 
SERIOUS BREACH OF INTER,IATIONAL COMMITMENTS ON AIR 
TERRORISM COULD CONSTITUTE A BREACH OF FUN DAMENTAL 
OBLIGATION UNDERLYING A BILATERAL AGREEMENT ANO THUS 
GIVE RISE TO A RIGHT TO TAKE CORRESPONDING MEASURES . 
FINALLY, IN CERTAIN CASES THE RIGHT OF PROPORTIONATE 
RETALIATION FOR A BRE ACH OF INTERN ATI ONAL OBL IGA TIO~S 

HIGHT BE INVOKED.) ON EXP ANS I ON OF THE OECLARAT I ON 
TO COVER SABOTAGE ANO AIRPORT SECURITY, HOllEVER, UK 
SAID THEY I/ERE WITHOUT INSTRUCTIONS AND \IOULO 
THEREFORE HAVE TO RESERVE THEIR POSITION PENDING 
CONSULTATIONS IN LONOOU . THEY AG REED THAT SEVEN 
BEGIN I/ORK IMMEDIATELY TO ADO SECURITY CLAUSES TO 
BILATERALS BETllEEH THEMSELVES, AND THAT PUBLIC 
WARNINGS ON AIRPORT SECURITY PROBLEMS SHOULD BE 
ISSUED UNDER APPROPRIATE CIRCUMSTANCES. UK ALSO 
SUPPORTED PROPOSAL THAT SEVEN EXPERTS PERFORM 
FOLLOll-UP REVIEll OF All PAST SUMMIT STATEMENTS ON 
TERROR ISM. 

~ . FRG HEllED CLOSELY TO ITS ROLE AS NEUTRAL 
CHAIRMAN, GENERALLY AVOIDING SUBSTANTIVE PROPOSALS OR 
DEBATE . THEIR DELEGATION SA ID THE Y COULD NOT ACCEPT 
NOTION THAT GOVER NMEIHS SH OULD ISSUE WAR NINGS TO 
THEIR CITIZENS ON AIRP ORT SECURITY, ASSERTING THAT 
FRG GOVERNMENT LACKED LEGAL BASIS TO TAK E SUCH A 
STEP, BUT ACKttOllLED GING THAT THEIR GO VERN MEN T DIO 
HAVE AUTHOR ITY TO ASK AIRLINES TO CEASE OPE RATING TO 
CERTAIN DESTINATIONS . THEY APPEARED TO SUPPORT 
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CONCEPT OF TIME LIMITS AND MORE F•EXIBLE SANCTIONS 
WITHIN EXISTING BONN OECLARATION FRAMEWORK; INOICATED 
NO POSITION ON EXPANSION OF THE DECLARATION TO 
ENCOMPASS SABOTAGE AND AIRPORT SECURITY ; ANO HAO NO 
OBJECTION TO THE PROPOSAL OF AN EXPERTS ' REVIEW OF 
PREVIOUS SUMMIT STATEMENTS ON TERRORISM. 

6. JAPANESE, THOUGH GENERALLY RETICENT, \/ERE MORE 
ACT I VE ANO HORE PCS IT I VE THAN THEY HAO BEEN AT 
PREVIOUS MEETINGS. THEY SUPPORTED IN PRINCIPLE IDEA 
OF REVITALIZATION OF BONN DECLARATION, BUT INDICATED 
SOME MISGIVINGS OVER LEGAL PROBLEMS OF REDUCTION OF 
FLIGHTS AS A BONN SANCTION. THEY TOOK NOTE OF LEGAL 
ARGUMENTS ON THIS ADVANCED BY UK DELEGATION (\IHICH 
I/ERE SUPPORTED BY U.S. ANO CAN ADIAN DELEGATIONS), BUT 
APPEAR TO REQUIRE FURTHER HELP. !U.S. OFFER TO 
PROVIDE A PAPER ON THIS SUBJECT I/AS POSITIVELY 
RECEIVED BY JAPAllESE LEGAL COUNSEL.) ON EXPANSION OF 
THE DECLARATION TO COVER SABOTAGE AND AIRPORT 
SECURITY, THEY \/ERE CAUTIOUS, NOTING THAT IN CASES OF 

, SABOTAGE PERPETRATORS I/ERE TYPICALLY HARDER TO 
IDENTIFY THAN Ill HIJACKING INCIDENTS, THEY SAID THIS 
IDEA \IOULO HAVE TO BE SUBMITTED TO THE SUMMIT LEVEL 
IN ANY EVENT, REMARKING THAT IT \IOULO REQUIRE CAREFUL 
STUDY. 

7. ITALIAN DELEGATION, \/HOSE HEAD \/AS NEii TO THE 
BONN EXPERTS FORUM, PARTICIPATED VERY l ITTLE. THEIR 
ONE NOTEWORTHY INTERVENTION CAME ON THE SUBJECT OF 
INCLUSION OF SECURITY CLAUSES IN BILATERAL 
AGREEMENTS, llH I CH THEY STRONGLY SUPPORTED . THEY 
APPEARED GENERALLY SYMPATHETIC TO REVITALIZATION OF 
BONN DECLARATION, BUT EXPLICITLY RESERVED THEIR 
POSITION ON EXPANSION TO COVER SABOTAGE AND AIRPORT 
SE CUR I TY. 

8. FRENCH OPEN I NG STATtMENT MADE CLEAR THAT THEY 
\/ERE NOT PREPARED TO 0 I SC USS SUBS TANT IVEL Y ANY 
SUBJECTS OUTSIDE NARROWLY INTERPRETED BONN 
DECLARATION FRAME I/ORK DE AL I NG ONLY Ill TH TOTAL, 
INDEFINITE SUSPENSION .llf_FL. IGHTS IN CONNECTION \llTH 
HIJACKING INCIDENTS. ON REDUCTION OF FLIGHTS, THEY 
TOOK THE POSITION THAT THE ONLY LEGAL llAY TO DO THIS 
\/HERE SUCH REDUCT I ON \/AS NOT PROV I OED FOR Ill TH IN THE 
TERMS OF A BILATERAL, llOULO BE THROUGH TERMINATION OF 
THE BILATERAL. THEY REFU SED TO AGREE EVEN TO THE 
IMPOSITION OF TI ME l I MITS ON BONN SANCTIOtlS , 
ASSERTING THAT SINCE THIS CONCEPT \/AS NOT EXPLICITLY 
PROVIDED FOR IN THE LANGUAGE OF THE DECLARAT I ON 
ITSELF IT COULD NOT BE ACCEPTED WITHOUT A NEii MANDATE 
FROM HEADS OF STATE ANO GOVERllMENT. THEY OPPOSED 
EXPANSION OF THE BONN DECLAR ATION iO COVER SABOTAGE 
AND AIRPORT SECURITY, STATING THAT THE NATURE OF 
SABOTAGE OFFENSES, llH I CH \/ERE INHERENTLY MORE 
"NATIONAL" THAN HIJACK INGS, MADE APPLICATION OF 
COLLECTIVE oANCT I ONS IN CONNECTION lllTH SUCH OFFENSES 
DUBIOUS. THEY INDICATED A CLE AR OVER All PREFERENCE 
FOR \/ORK Ill TH IN I CAO OVER I/ORK Ill TH IN THE FRAME I/ORK 
OF THE SEVEN, STATING THAT IN GENERAL PREVENTIVE 
PIEASURES TO AVOID HIJACKINGS \/ERE MUCH MORE EFFECTIVE 
THAN REACTI VE ME ASU RES AFTER HIJACKINGS HAO OCCURRED, 
AND THAT ICAO'S \/ORK ON PREVENTIVE MEASURES \/AS 
PROGRESSIPIG \/ELL. THEY 010, HOllE VER, SUPPORT IDEA 
THAT SEVEN GO VERNMENTS SHOULD BE INVOLVED ANO IN 
CLOSE CONTACT IN CONNECTlml \l lTH ACTUAL HIJ ACKING 
INCIDENTS. ON BEIRUT, THEY ACKNOllLEDGEO THAT THE 
AIRPORT " OBVIOUSLY " DOES NOT OFFER ADEQUATE SECURITY 
CONOITIOUS, BUT SAID THAT SUCH PROBLEMS \/ERE NOT 
EN VISAGED BY THE BOllN DECLARATION . AIR FR AN CE HAO 
CEASED FLIGHTS TO BI A; CAREFUL ATTENTION \IOULO HAVE 

TO BE GIVEN TO THE QUESTION OF INCOMING MEA FLIGHTS, 
INCLUDING THE POSSIBILITY OF SPECIAL ARRIVAL 
CONTROLS. ON LEBANON ' S FULFILLMENT OF HAGUE 
CONVENTION RESPON~IBILITIES , THEY ASSERTED THAT AS 
THE STATE \/AS "NO l ONGE R OPERATIONAL" IT \/AS 
QUESTIONABLE llHETHER APPLICATION OF BONN DECLARATION 
SANCTIONS llOULO HAVE ANY EFFECT. THEY SUPPORTED THE 
INCLUSION OF SECURITY CLAUSES IN AVIATION BILATERALS; 
AND OPPOSED THE NOTION OF PUBLIC \IARNINGS ON AIRPORT 
SECURITY, DESCRIBING THIS AS "ALSO ADVICE TO 
TERRORISTS. " 

THEY DID NOT OPPOSE IDEA OF EXPERTS REVIEll OF 
EXISTING SUMMIT STATEMENTS ON TERRORISM, BUT 
DISPLAYED LITTLE ENTHUSIASM FOR IT; THEY \/ERE 
PREPARED, HOllEVER, TO EXAMINE A llRITTEN PROPOSAL ON 
THIS. THE FACT THAT THE FRENCH ALLOl/ED A \IRITTEN 
DOCUMENT TO BE PREPARED !llHICH FRG CHAIRMAN MIGHT NOT 
HAVE PUSHED HAD FRENCH OBJECTED) I/AS A POSITIVE NOTE, 
GIVEN RECENT PAST, AS \/ERE SOME TACIT AGREEMENTS ON 
OTHER MATTERS, SUCH AS MORE INTENSIVE CONSUL TAT IONS. 
BUT GOF OPPOSITION TO THE FORUM OF THE SEVEN ANO GDF 
ALLERGY TO BEING IDENTIFIED PUBLICLY \llTH USG I/ERE 
VERY APPARENT. 

9. THE REPORT ON PROPOSALS HADE \/AS POSSIBLE ONLY 
BECAUSE FRG CHAIRMAN ACCEPTED U. S, PROPOSAL OF A 
DRAFTING COMMITTEE , ASKED THAT HEADS OF DELEGATION 
UNDERTAKE TH IS TASK, AND ALLO\/EO THEM BOTH TO DO THE 
DRAFTING ANO TO SORT OUT DIFFERENCES. THIS \/AS 
CHARACTERISTIC OF PASSIVE FRG POSITION THROUGHOUT, 

lS. FINAL MEETING OF HEADS OF DELEGATION. 

A. AT THIS MEETING, FINAL AGREEMENT I/AS REACHED ON 
LANGUAGE FOR POSSIBLY REMOVING ARIANA SANCTIONS 
ISEPTELl. 

8. IN ADDIT I ON, U. S. REP AGAIN \/ENT OVER SPECIFIC 
U.S. PROPOSALS ON BIA, NOTING THEY HAD BEEN OBJE CT OF 
BILATERAL COMMUNICATIONS BETllEEN HEADS OF GOVERNMENT 
ANO FOREIGN MINISTERS AS \/Ell AS DISCUSSION AT THIS 
BONN MEETING. USG IS EXPECTING REPLIES \llTH 
SPECIFICS AS TO I/HAT OTHER GOVERNMENTS \/Ill DO; 
INCLUDING A RESPONSE TO FORMAL UK REQUEST THAT FRG 
CONSULT OTHERS OF THE SEVEN ON APPLYING BONN 
DECLARATION; A REQUEST WH I CH VI CE PRESIDENT BUSH HAD 
ENDORSED IN A LETTER TO CHANCELLOR KOH L, U,S , REP 
READ TO GROUP REPORT OF I/HAT FRG MINISTER OF JUSTICE 
ENGLEHARO SAID PUBLICLY JULY 2! ABOUT NEED FOR 
"llORLO-lllOE BOYCOTT OF AIRPORTS IN COUNTRIES \IHICH 
REFUSE TO IMPLEMENT SECURITY MEASURES AGAINST 
INTERNATIONAL TERRORISM " ANO NEED TO SUSPE llD AIR 
TRAFFIC \llTH COUNTRIES " llHICH FAIL TO CONVICT 
TERRORISTS UNDER THEIR JURISDICTION. " All OTHER REPS 
TOOK NOTES BUT NONE MADE A REPLY, EXCEPT TO SAY THAT 
THEIR GOVERNMENTS I/ERE STUDYING THE MATTER. 

C. CANADIAN REP REITERATED EARLIER PROPOSAL THAT THE 
SEVEN RESUME PRACTICES OF LATE 197ll' S \/HEN THERE \/AS 
ALMOST AUTOMATIC, RAPID CONSUL 7ATIOll AMONG THEM ON 
HIJACKING ANO ACTION TO TAK E. UK AND FRG REPS 
POINTED OUT THAT 1979 GUIDELINES FOR IMPLEMENTATION 
OF BONN DECLARATION SET FORTH ~ UCH PROCEDURES IN 
DETAIL . THERE I/AS UNOFFIC IAL AGREEMENT BY Al l SEVEN 
REPS THAT TH I S SH ALL EE OO llE, ll lTH ACT I OtlS TO BE 
TAKEN (E.G . DIPLOMATIC DEMARCH[Sl TO BE DETERMINED ON 
CASE-BY-CASE BASIS. 

11 . FOLLOll · UP ACT I ON, 

&GttFl:HENFIAL 

• :---1 
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A. All SEVEN GOVERNMENTS NEED TO HAVE EXPLICIT 
"ANDATE BY (AND FOR) THEIR FOREIGN MIN I STE RS TO TAKE 
DECISIONS ON REPORT OF JULY 24-25 BONN MEETING, 
ADOPTING OR REJECTING OR MODIFYING SPECIFIC 
11EASURES. THE FORMALISTIC FRENCH ESCAPE DEVICE OF 
CLAIMING THERE IS NO MANDATE NEEDS TO BE REMOVED. TO 
DO SO Will REQUIRE OBTAINING ADVANCE AGREEMENT BY 
EACH OF THE OTHER SIX, ANO FOR EACH OF THEM TO MAKE 
CLEAR IN ADVANCE TO DUMAS THAT A DECISION SHOULD BE 
TAKEN AT THE SEPTEMBER MEETING OF FOREIGN MINISTERS. 
IF POSSIBLE, THERE SHOULD ALSO BE AGREEMENT AT THAT 
MEET!NG ON A SPECIFIC MANDATE EMPOWERING EXPERTS TO 
DISCUSS AND HAKE RECOHMENOATIONS ON A WIDE RANGE OF 
TERRORIST PROBLEMS. THE MOOD ANO TIME SEEM BETTER 
THAN EVER BEFORE TO GET AGREEMENT BY AT LEAST SIX 
GOVERNMENTS ON THESE POINTS BEFORE THE SEPTEMBER 
MEETING. 

8. LEGAL AND POLITICAL FOLLOW-UP IS NEEDED WITH 
JAPANESE, ITAL I AN P.ND FRG GOVERNMENTS TO OBTAIN 
APPROVAL OF LANGUAGE IN REPORT ON MORE FLEXIBLE 
MEASURES FOR ANO EXPANSION OF BONN DECLARATION SO 
THAT IT COVERS SECURITY AND SABOTAGE. JAPAN AND 
ITALY SEEl1 POL IT I CALLY POSIT I VE BUT NEED ADDITIONAL 
WORK. IF THEY CAN BE BROUGHT ALONG, FRG HAY AGREE, 
DESPITE FRENCH RESERVATION. 

12. PRESS INQUIR IES: EXPERTS AGREED NOT TO PROVIDE 
ANY DETAILS OF MEETING TO MEDIA; PRESS LINE WOULD BE 
THAT 11EETING WAS A ROUTINE GATHERING OF TECHNICAL 
EXPERTS WHOSE DEL I BERATI ONS \/ERE CONF I OENTI AL. 
DOBBINS 
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ALGIERS: (7/7/85 #63525) Will align with Arab states -
This action could make release of other hostages more 
difficult. 

AUSTRIA: No official response, but in Press conference said 
would not participate in full boycott, would hurt average 
citizen more than terrorists. Can expect Official response 
shortly (Vienna 09967 7/12/85). 

UPDATE: Support above cable. (Vienna 10609 07/23/85) 

BAHRAIN: Wish to be supportive but believes closing BIA 
only affects the Lebanese and not the real sources of 
terrorism: Iran, Libya and Syria. 

BELGIUM: (7/9/85 Brussels 09489) Will see, Not likely. 
Suspended SABENA services between Brussels and Beirut. 

BRAZIL: Opposes unilateral measures to isolate the airport 
as well as "any other sanction which violates international 
law"; feels boycott is unjust. (Brazilia 07295 07/11/85) 

BULGARIA: Must consider further; a commercial as well as 
political question. 

CANADA: Has disapproved MEA request for landing rights and 
suspended bilateral civil aviation negotiations. 

CYPRUS: Will give urgent consideration; Cyprus Airways 
flights to/from BI~ have been cancelled since Feb. 1985. 

DENMARK: Will give urgent consideration. 

DJIBOUTI: Not delivered message, wants translation. 

UPDATE: Agreed to Demarche but won't be ratified until 
October/November. 

EYGPT: (7/5/85 C #17381) Concern over possible negative 
impact on tourism if BIA is boycotted. 

FINLAND: Promise to study Demarche. 

UPDATE: Suggests working through !CAO. (Helsinki 03182 
07/22/85) 
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FRANCE: (7/5/85 P #27306) No reply now, wait for Bonn 
Seven meeting 7/24 -7/25. Embassy feels no go based on 
principle and harm chances for release of their hostages. 

GERMAN DEMOCRATIC REPUBLIC (FRG): Under consideration -
initial reaction not positive. (Bonn 20285 7/12/85). 

GREECE: Proposal has special relevance to Greece; will 
consider. 

HUNGARY: 
of Moscow 
7/1/85). 

Post feels GOH doesn't want to "get out in front 
on the subject of terrorism." (Budapest 05488 

ICELAND: Foreign Minister approves measures but is seeking 
cabinet approval. 

UPDATE: GO! " ••• fully supports your ideas concerning 
serious, collective action. focusing upon !CAO to 
strengthen security ••• ". (Reykjavik 01501 07/05/85) 

INDIA: (7/8/85 ND 16523) No specific Demarche made - not 
an action addressee. However GO! expressed interest. 

IRAQ: Will consider and might support. Iraq has no direct 
air traffic with Beirut. 

UPDATE: (7/10/85 Baghdad 02075) Has not as yet 
answered GOL request and will consider US position. 

IRELAND: Will require close EC consideration; worried about 
effect on UNIFIL, UNWRA and other relief agencies. 

ITALY: Response from GO! not yet received. 
07/02/85) 

(Rome 16697 

UPDATE: " ••• favour the idea of extending collaboration 
on safety measures to like-minded Countries. (Letter 
from Minister of Foreign Affairs dated July 10.) 

...SFCRE~ -
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IVORY COAST: Haven't transmitted - need French translation 
from Department. 

JAPAN: Will consider; Suspended flights to BIA in 1976. 

JORDAN: Will consider but would prefer military action to 
close airport. 

UPDATE: " ••• Willing to do all we can to de~l with this 
intolerable situation." (Amman 06476) 07/10/85) 

KUWAIT: Appreciate USG concern but feel should help GOL not 
punish it. 

LEBANON: Plans to lodge memorandum with U.N. protesting USG 
actions with regard to BIA. (Beirut 03985 7/4/85) 

LIBERIA: No reaction yet 

LUXEMBOURG: Will consider. Should rely more on IACO. 

NETHERLANDS: Has legal questions; does not fly to Beirut; 
more comfortable with specific goals = e.g. lifting 
suspension when remaining hostages released. 

UPDATE: Will participate in (1) joint EC demarche; (2) 
EC study of additional aircraft safety rules/standards 
increasing of security measures of flights from Beirut. 
(The Hague 05137 07/31/85) 

NIGERIA: Will consider; would consider concerted action 
with other ICAO members. 

NORWAY: Will consider when Foreign Minister returns; does 
not fly to Beirut. (Oslo 03730 07/02/85) 

UPDATE: " ••• will, within the international 
organizations, continue to participate inthe fight 
against terrorism." (Oslo 04215, July 24, 1985) 
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OMAN: (July 8/1985 Muscat 03504) Asked about why not 
boycott Tehran Airport after Kuwait; warned of Arab 
retaliatory moves if close BIA. 

UPDATE: GOO calls for broad consensus of effective 
measures to be taken against terrorism. 

PHILIPPINES: Supports us initiatives. 

PORTUGAL: Will consider. 

UPDATE: " ••• agree that the adoption of rigorous 
measures leading to increased airport and aircraft 
security is a matter of the upmost urgency." (Letter to 
Secretary Shultz dated 7/9/85) 

QATAR: ( 7 /8/8 5 Doha 01245) ( 1) Feel it is wrong policy, 
BIA not in GOL control; (2) policy would fail, most states 
involved are against policy (3) Policy of isolation = more 
enemies for the us. Problem of Terrorism is ' Palestine. 

UPDATE: (7/14/85 Doha 01284) GOQ still very skeptical. 

ROMANIA: (7/8/85 Buchar 04346) Will consider 

SAUDI ARABIA: Still working out response - may defer 
response until GCC Foreign Minister Meeting July 8 - 9. 

UPDATE: SAG feels it would be more appropriate for USG 
to first ask GOL and Syria for combined effort to solve 
problems. If that does not work then boycott. (RIYADH 
06198) 

SOMALIA: Cautious in expressing themselves. (Mogadishu 
07659 07/15/85) 

SUDAN: Does not fly to BIA; since GOL does not control BIA, 
action against GOL to no avail; nothing gained by action 
against MEA. 

SECRE'f 
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SWEDEN: Will review situation and respond. 

UPDATE: " ••• will continue to support international 
efforts to improve aviation security." (Stockholm 
251557Z July 25, 1985) 

SWITZERLAND: Considering; initial reaction: put BIA under 
UNIFIL control. 

SYRIA: May go to ICAO to complain about USG action and 
public policy. (Damascus 04271 07/10/85) 

THAILAND: Under consideration; expect to discuss with 
Secretary during visit. 

TURKEY: Will carefully consider. GOT does not fly to 
Beirut. 

TUNISIA: Urges USG to reconsider its hardlipe position. 
(Tunis 06257 07/11/85). 

UAE: [7/2/85 #2988] Stands with US in fighting terrorism, 
will raise subject of BIA at upcoming GCC Ministerial, Gulf 
air had terminated air services into and out of Beirut. 

UPDATE: (7/13/85 ABU DH 03106) Still considering, not 
likely 

UK: Basically supportive and are urging Summit Seven to 
adopt measures this week, but have not yet joined us because 
they don't want a "US - UK show". Want sanctions in place 
before experts meeting July 24/25. They hope some of the 
Seven will join but feel France and Italy will not. 

UPDATE: don't feel that it will work but will continue 
efforts to pursuade other countries to join. (London 
15807) 

YEMEN ARAB REP.: (7/9/85 Sanaa 04306) Will most likely 
align with Arab front. 

YUGOSLAVIA: Will be given close attention and promise early 
response. 

~~CREI 
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RECE NT 110tHH ~ L' INTE LL IGENC E PROVIDED BV US ON 
I ERR ORl:T AC TIVl l rE: ANO WAN T MORE COOPERATION OF THI S 
:OR ' IN ORDEf 10 EDUCATE THE IR POllllCAL : UPER IOR : l; ND 
REOUC[ INlERll AT ION AL TERRORI ST lHREAT. HEii ME AS UR E: or 
HARA:::;MENT, SURV EILLANCE, AND EXP UL :; ION or LIBYAN ~. 

lllC I UDIN (, MEMBER:: or PEOPLE ' :: BUREAU, ARE DE : IGN ED TO 
: TOP THEIR TfRROR IST ACTI VITIE: IN THE FR L. THE 
MIN ISTRY or INTER IOR Al ::o RECOG tll lE: :E RIOU ~ IMMEDIATE 
ANO LON L-TERM THREA1 FROM IRANIAN:: ANO PRO -IR AHIAN 
',Hl lTE : WHO ARf PR( oE IH IN LARG[ NUMBER: . THEY 00 NOT 
IHTENO TO ALLOW TERROR l:T OR POTE NTI AL TERRORl:T: TO 
MAKE FR EE u:E or FRG IN PLANN ING AT TA CKS ELSEllHERE AS, 
HEUER ALLEGED, THl FRENCH AND GREEK :; HAVE ATTEMPTED IN 
PAST , BECAUSE IT lllLL HAR M rRG IN LONG RUN AN O THREATEN 
Al l i($ IN SHORT RUN . 
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TERREP EXCl USIV E 

EUR ALSO FOR AMB BURT 

E. 0. !235 b: OEC L: OAOR 
lAGS: EAIR, GE, PTH 
SUBJECT : IN TERNAT IONAL COOPER ATI ON AGAIN:! TE RRORISM 

I . \ - EN TIRE TEXT . 

SUMMARY: FRG MINIS TRY OF INTERIOR HAS PRE SENTED 
FIVE GOVERNMENTS llltlCH PARTICIPATED IN MARCH 7-8 MEETING 
WITH SPECIFIC WR ITT EN FOLLOll-UP PROPOSALS. OAKLEY 
RECEIVED TEXT llHILE HE \IAS IN BONN FOR THE AVIATION 
SECURITY MEETING . EMBAS SY BONN \llLL DISCUSS PROPOSA LS 
FURTHER lllTH MIN IS TRY OF INTERIOR TO CLARIFY CERTAIN 
POINTS BUT THE PROPOSALS APPEAR VERY POSI TIVE IN 
NATURE . THE MINISTRY OF INTERIOR IN WRITING AND IN 
CO NVE RSATI ON BETllHN DR. HEUER AND RUPPRECHT ANO CHARGE 
DOBBINS, OAKLEY , AND DEP UTY COORDINATOR LONAM (SIROl 
URGED RAPID USG REPLY TO PROPOSALS AND CONVENING OF 
ANOTHE R MEETING OF EXPER TS ALONG LINES OF MARCH 7- 3 
MEETING TO INCREASE INTERNATIONAL COOPERATION AGAINST 
TERRORISM . EN D SU MMAR Y. 

3. IN COURSE OF DINNER HOSTED BY CHARGE FOR VISIT or 
AMB ASSAD OR OAKLE Y, INTERIOR MINISTRY ASSIST AN T SECRETARY 
FOR INTERNAL SE CURITY HE UR ER DI SCUSSED THE PAPE R THA T 
HAD BEEN PASSED EAR LIER TO OAKLEY CONT AIN ING PROPOSALS 
FOR FOLLOll-UP TO MARCH 7-8 MEETING or SUMMIT SEVEN ON 
TERRORISM, ANO DISCUSSED HIS MINISTRY'S ATTITUDE S ANO 
INTENTIONS REGARDIN~ FUT URE COOPERATION . SPECIFIC 
PROPOSALS FOR COOPERATION ARE BEING HANO - CARRIED BY 
OAKLEY. IN SUMMARY, THEY RECOMMEND USE AMONG SIX OF 
FORM APPROVED BY TREV I ON IDENTIF ICATION OF TERRORIST 
GROUP ANO KEEPING RECORDS ON GROUP . THEY ALSO PROPOSE 
USE AMONG SIX OF ANOTHER STANDARD FORM DEVELOPED BY 
CENTRAL POLICE AUTHORITIES OF EC FOR REPORTING ON 
SPECIFIC TERRORIST INCIDENTS ANO USE BY SIX OF AGREEMENT 
REACHED BY EC ON JUNE 21, 1985 FOR DENYING ENTRY TO 
POTENTIAL TERRORISTS. IT APPEARS THAT ACCEPTANCE or 
THE SE PROPOSALS IS IN l I NE 111 TH STAND I NG USG 
POSITIONS,COMPLEMENTS EXCHANGES ALREADY IN PLACE , AND 
I/ILL GIVE US llORE SYSTEMATIC, OPEN ACCESS TO EC 
INFORMATION ON TERRORISM. 

4. HEUER SAID THAT THE MINISTRY OF INTERIOR AND VARIO US 
FRG SECURITY FORCES ARE ON SAME WAVE LENGTH WITH USG IN 

a1 l='DT rnov 

CI AL -00 
[ AP-00 

a...c...a....n r T 

5. HEUER MA DE CLEAR THE VIEW OF MI NISTRY OF INTER IOR 
THAT THE MANDATE OF THE FRG FOREIGN OFF ICE IN RESPEC T TO 
COOPERATION WITH OTHER GOVERNMENTS COVERED ONL Y CIV IL 
AVIATION . EVEN IN THIS AREA , HEUER ALLE GED , THE FOREIGN 
OF FICE IS NOT INTE RE STE D IN SE RIOUS ACTIO N. THE 
MINISTRY or INTE RIOR, HE SAID, IS NOT PR EPARED TO 
SU RRE ND ER IT: PREROGATIVES IN COOPE RAT IN C. ll lTH FOREIGN 
GO VERNMENT: IN OTHER AR EAS. 
DOBBINS 
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Der Bundesminister des lnnern, Postfach 170290,5300 Bonn 1 

Robert B. Oakley 
Ambassador 
Department of State, Head of the 
Office for Combatting Terrorism, 
State Department 

1t (0228) I :,, m 

6 81 - 5 4 1 5 2. 4 J u l y 1 9 8 5 

Dienstgebaude Nr. 1 

Subject: Meeting of experts of the states party to the World Economic 
Summit on an "Analysis of Terrorism" 

Reference: fllleeting in Bonn on 7 end 8 March 

Enclosures: - 't -

,. 
Dear Mr. Oakley, 

At the meeting in Bonn on 7 and 8 March 1985 the experts 

responsible for internal security considered a range of 

measures aimed at i~tensifying the exchange of infor­

mation between the Seven with a view to warding off 

dangers arising from international terrorism. The ex­

perts issued the recommendation that the authorities of 

the Federal Republic of Germany as hosts to the meeting 

of experts engage in consultations with other Summit 

countries with the aim of implementing the measures 

agreed. In compliance with this decision I should like 

to propose the following options for concrete implement­

ation of the measures planned: 

DECLASSI Fl ED/ #lB/sf-i> 
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1. Possibilities of further improvement in the cooperation 

of the authorities and agencies of the Seven Summit 

countries in the fight against terrorism 

Within the framework of cooperation between the member 

states of the European Community as regards terrorism, 

a standardized pattern for establishing records of 

terrorist groups was developed which serves , as a basis 

for reports in the member states. In d~tail the pattern 

provides for the following points: 

- name of the group 

·; 
~~\ , , J ). . 

- origin 

- ideological complexion and public backing 

- strength, structure and logistics 

- field of activities,targets1 mode of actton 

- connections to and amalgamation with other groups/circles/ 

agencies at home and abroad 

- support of the group by third persons 

- actual dangerousness, tendency and prognosis. 

At present experts in matters of terrorism of the member 

states of the European Community(so-called TREVI-cooperation) 

follow this pattern when establishing records of terrorist 

groups. As example you will find enclosed in this letter a 

description of the terrorist groups "Red Army . ,action" 

and "Revolutionary Cells" active in the Federal Republic 

of Germany which is based on this pattern <enclosure 1>. 

Proposal for further action: 

The pattern developed by TREVI could also serve as a 

basis for the exchange of information between the Seven 

in particular as regards terrorist groups operating on 

an international level. 
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Subsequent to the establishing of first records of terrorist 

groups a regular up-dating would have to be agreed upon in 

order to secure at any time topical information on active 

terrorist groups. 

2. Exchange of data on past incidents in order to create a 

broader agreed data base and consideration of agreement 

on the basic information to be provided in reporting 

specific incidents 

The working and information group on the fight against 

terrorism which basically consists of the competent heads 

of terrorism divi .sion~ of all central police authorities 

of the member states of the European Community but also 

of some other European countries has drawn up a standar­

dized for• for establishing records of terrorist activities 

and findings relating to these - in particular as regards 

any means and resources used by the offenders and mode 

of action (enclosure 2). 

It is the purpose of this procedure to es~ablish a joint 

inventory for the recognition of international terrorist 

activities • . . 

Proposal for further •ction: 

The standardized form could possibly also serve as a 

basis for the exchange of information between the competent 

security authorities of the Seven. The competent authority 

in the Federal Republic o1 Germany is the Federal Office 

of Criminal Police. 

3. Intensification of measures to prevent from entering or 

remaining in their countries persons of other nationalities 

who are suspected of terrorism 
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One TREV! group of experts worked out a draft agreement on 

setting up an international system for the exchange of 

infor•ation among the Member states of TREVI on undesirable 

aliens from third countries who constitute a terrorist threat. 

Details on the arrangements planned can be obtained from the 

agreement (enclosure 3>. 

The Ministers of the Eu~opean Community responsible for 

internal security approved of the agreement at their meeting 

on 21 June 1985. 

Proposal for further action: 

An agreement along the same lines could also be concluded 

among the Seven. 

4. Continuing to make full use of all intelligent sources of 

security authorities and established channels for exchanging 

information on terrorist threats and incidents, offenders 

<suspects>, technical data and information on the behaviour 

and methods of responsible groups. Increase whenever possible 

the exchange ·of information on financial transactions by or 

for terrorist organizations. 

This point should be covered by the exchange of information 

lined out in No 1-3. 

5. Immediate bilateral and, as appropriate,multilateral con­

sultations in case of a serious acute terrorist threat 

or a response or concerted action through established 

channels. 

This point refers to a case by case measure. 
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Proposal for further action: 

Further preparatory work as regards procedure does not 

see• to be necessary at present. Relevant consultations 

will, when appropriate, be started by a country subject 

to a terrorist threat or activity. 

6. Cooperation to reach improved protective •easures on site 

Ce•bassias etc.)to counter terrorist threats more 

effectively 

Fro• our point of view the following German embassies are 
to be considered as being subject to particular threat: 

South America/Central America 

- Argentina (Buenos Aires> - Mexico (Mexico City) 

- Brazil CRio de Janeiro and Sao Paolo> - Nicaragua (Managua> 

- El Salvador (San Salvador) 

- Guatemala (Guatemala) 

- Jamaica (Kingston) 

- Colollbia (Bogota) 

Africa 

- Angola (Luanda) 

- Guinea (Conakry) 

- Kenia (Nairobi) 

- llllozambique (Maputo) 

- Nigeria (Lagos) 

- Nigeria CKaduna> 

Near and Middle East 

- Iran <Teheran) 

- Lebanon (Beirut> 

' . 
- Peru (Lima) 

- Trinidad and Tobago 

CPort-of-Spain> 

- Venezuela (Caracas) 

- Burkina Faso (Ouagadougou) 

- Sambia (Lusaka) 

- Senegal (Dakar> 

- Chad CN ' D j amen a) 

- Uganda (Kampala) 

- Thailand (Bangkok) 

- Papua New Guinea (Port Moresby) 
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Proposal for further action: 

Embassies of the Seven located in the countries mentioned 

above - end as appropriate in other countries where according 

to your point of view • particular threat is given - could 

be instructed tohold · r~gular joint discussions on these­

curity situation and to report on it. These discussions 

should not only deal with an exchange of information on 

concrete threat assessment, protect~on of VIP's and vul­

nerable objects planned or carried out including experience 

gained, but should also cover questions of concrete coope­

rate and mutual assistance to reach improved protection 

against threats on site. Security experts should be dis­

patched to take part in the discussions if necessary. 

The paper worked out by the Federal Office of Criminal 

Police on securing and protecting German diplomatic missions 

abroad (distributed at the London meeting of experts in April 

1984> and the decisions on mutual assistance taken at the 

Washington meeting of experts in January 1981 could serve 

as a guideline for these joint security discussions. 

7. Measures to counter misuse of diplomatic privileges by 

certain states sponsoring terrorist activities 

Several multinational bodies have dealt with questions 

of terrorism in relation to misuse of diplomatic privileges 

and immunites. Most recently the Council of Europe and an 

ad hoc-working group set up by the Council have started 

work on the problem. It is not the purpose of this work 

to bring about a revision of the Vienna Convention on 

Diplomatic and Consular Relations but rather to deal with 

the implementation of the Convention. 
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Proposal for further action: 

The Council of Europe should be supported in its dealing with 

the problem. 

As a concrete measure the Seven should strengthen their 

cooperation when exchanging information on members of 

diplomatic missions of whom there is reason to believe that 

they are involved in terrorist activites. In general, a 

member state should refuse to accept any person as diplomat 

who was expelled from another country for his links with 

terrorism. 

In the case of a possible joint response to a concrete case 

of misuse standing in relation to a terrorist activity the 

country concerned has the opportunity to initiate relevant 

consultations Cno. 5). 

, . 
8. Intensification of international cooperation in the fight 

against terrorism with other states and within international 

organizations 

Within the Council of Europe and between the member countries 

of the European Community a readiness for closer cooperation 

in the fight against t~rrorism can be discerned. The a.m. 

measures planned by the experts of the Seven serve the same 

purpose. Some countries are furthermore supported in police 

training, equipment etc. 

Proposal for further action: 

Steps in the direction of a closer cooperation in the fight 

against terrorism should be expressedly supported. Concrete 

short-comings and if possible ways _of remedying them should 

remain on the agenda · of future meetings of experts of the 

Seven. 
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I should be obliged to you if you sent me your opinion 

on the proposed i•ple•entation of the decisions taken 

at the Bonn meeting of experts on 7 and 8 March 1985 

and possibly put forward further considerations. 

Enclosure 4 is a revised edition in German and in English 

of the report on terrorism in the various regions of the 

world. 

Moreover, I included several photographs of our last 

meeting in Bonn on 7 and 8 March. 

Yours sinc~rely, 

,, 
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Multilateral Strike Force 

MADRID -- Spaniards believe closer international coopera t ion 

necessary; Europeans may already be canvassing 

each other on an international .~~rike force and may be looking to 

USG to broker it and supply an "umbrella" under which it could 

a senior staff aide to Prime Minister 

Felipe Gonzalez expressed doubt that the idea would work; 

suggested existing strike forces meet and train together in each 

other's countries. For this, high-level poiitical agreement 

necessary; USG should take the lead, but Gonzalez would be a good 

candidate to head the "public diplomacy" effort to support the 

force, and would probably be willing if everything worked out in 

advance and he not embarrassed by a fiasco. 

TUNIS -- idea has merit; .will raise with 

Tunisian contacts c. 29 July. 

ROME -- The Chief of Italian Military I ntelligence (SISMI) is 

supportive of concept as well as of possible Italian 

participation. Says must a) avoid Interpol and b) realize force 

can only deploy to friendly co~ntries. Club of 

Berne would probably refuse us participation even if they should 

i nvolve themselves in such an effort. 

SE~ E T 



PAR I S -- The Director of the French Internal Service (DST) and 

the Director of the External Service (DGSE) are both negative on 

the idea, claim it unworkable; French in 

general not keen on multilateral framework); The External Service 

'. ' 
Chief suggested possibility of 6ne national force having assets · 

and facilities in other countries. (Amb. Oakley reportedly told 

French that Spanish had recently suggested the idea of a 

multilateral counter-terrorist force, evidently reported in NODIS 

embtel) 

LONDON --~suggests convincing a small, neutral country 

(such as Sweden or Switzerland) to form a counter-terrorist 

strike force, possibly under UN or other multinational 

organization's aegis, says that a multilateral force would only 

compound existing problems in getting joint action on terrorism. 

AMMAN -- The King of Jordan says idea good in theory but would 

never work in practice due to political and administrative 

problems; he clearly prefers to retain an 

independent Jordanian capability. 

RIYADH --~questions need for another counter-terrorist 

strike force, suggesting instead that existing forces be used 

under some new international agreement. 

SE~ ET 



BONN -- The State secretary of the Federal Chancellor's Offi c e 

firmly rejected suggestion, said didn ' t believe "anyone" would 

agree, since it entailed serious problems regarding national 

sovereignty and command-and-control. (GSG-9 could never act but 

under FRd control); Interpol or the Trevi Group 

don't look good as sponsoring organizations. will raise 

issue with new BND and BFV chiefs soon. 
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