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SOUTH KOREA:

net ministers
ey economic policy

shakeup:=Ghungin Yong, who moves intoc Kim's old job, has been
closely involved in Seoul’s international borrowing efforts since the
mid-1970s and, like Kim, is a proponent of the government’s
liberalization efforts

Chun retained both Prime Minister Lho Shin Yong and Foreign
Minister Lee Won Kyung, but replaced his ineffectual Defense
Minister with General Lee Ki Baek, a longtime associate. Chun tapped
another close military colleague for the highly visible Sports Minister’s
portfolio. ' '

ggests no major policy

who are imilementing Seoul’'s

inued confidence in his
ation objectives despite

on foreign debt and

trade friction with the US, Chun will sti
to maintain protectionist barriers.

ace broadly based pressure

The decision to pass over former Army Chief of Staff Chong Ho Yong
for Defense Minister—a widely rumored choice—temporarily puts
him outside the first rank of potential successors to Chun. Park Se
Chik’s appointment to the increasingly important position of Sports
Minister raises his ranking as a possible presidential successor. The
new Defense ter is widely respect d his selection should

; iof.-military supporters.
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Israeli pressireports that some Arab hews services are erroneousiy
claiming an Israeli agent shot the inmate.

Comment: Egyptian students will almost certainly view the security
guard as a victim of foul play and probably as a “martyr” to the
Egyptian Government. Students clashed with police two weeks ago

over Cairo’s decision to try the guard but calmed down when he
was spared the death sentence_
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an

ith lranian Prime Minister
principally on trade

, especially the war. The
taling $3 billion, the
tive to Ozal's

n and lraq. They are
gotiations, including

Comment: The visit was Ozal’s third annual meeting with. the iranian
Prime Minister and reaffirms Turkey’s desire to retain its profitable

control of most of the foreign commerce other than oil of its second-
largest trading partner. The visit also reinforces Turkey's status as the
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SR will double its aid to
tnamese press reported
pecified in the joint
uan'’s visit to Moscow
hat oil exploration

at this will bring some

\ Aomic returns as Vietnamese oil production comes on
line. The aid promised in June was tied to Vietnamese undertakings to
increase production and export of raw materials to the USSR, and

a good part of it will apparently go to the oil sector. Soviet Foreign
Ministry officials also say the increase is meant to indicate that
improved Sino-Soviet ties will not affect military aid to Hanoi and that,
while a negotiated settlement on Cambodia is desirable, Vietham can
well afford to continue the war if pushed too hard for concessions.

forms Hanoi has
to stem inflation or

clude devaluation,
s for government

unable to control prices because of a'lack of public confidence in the
regime’s ability to manage the economy. —the reforms

nonetheless remain Hanoi’s economic policy and are being pushed by
Deputy Premier Vo Van Kiet, who has the support of Foreign Minister

Nguyen Co Thach in_overcoming the opposition of some other
Politburo membersﬁ

Comment: Hanoi almost certainly will persist in efforts to increase
incentives, b e regime’s unwillingne permit an effective role
for private s, particularly the et "Chinese will hamper its

s

céhdntlons will not be remedled soon even if Hanoi's fmanmal reforms

could become effective qusckly

Fop-Secret
)]

5 8 January 1986




JTop-Secret.
W

8 January 1986



hnology Transfers

Bulgarians are working
ogy transfer deals. A
[:illegally acquired

cs to the Soviets
ulgaria. The

her to Budapest or a free
n exchange for Western
ubles or other trade

n Austria and on to th
currency instead of the usual pay
instruments,

use their East European allies to acquire COCOM-controlled

technology in part as a way to save hard currency. The Soviets wouid
be paying even more for the technology than usual because the
Bulgarians probably would use middlemen and add shipment costs
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In Brief

Middle East

East Asia

Africa

South Asia

Americas

Europe

ismissed influential, pro-
move may reflect
inister Mzali, or

of Libyan News
tement in local press
airliner to Malta . . .

—HPalestinian Arab Revolutionary

ommitiee may be planning attacks against US or Israeli targets
in Rome with Libyan aid . . . group’s only known operation aborted
when lIsraelis intercepted members at Lebanese border.

— Bangkok worried US farm bill will cut Thai rice exports . .. setback
to top export would add to trade problems with US . .. will help
’ nst Prime Minister Prem.

triggers suspension,
mic, military assistance -

. p ister ended hunger strike Monday . . . UK

a parently now allowing appeals of sentences . . . ireland thmks

“this"action will calm Ulster Catholics . Protestants likely to
London has surrendered.
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HONDURAS-

NICARAGUA:

ng the rebel strategy of
anone front. Honduran
US are holding

threatened by increasing Sandinista scrutiny and by the

unreliability of the chartered aircraft and pilot the rebels are
“restrictions by Honduras are
preventing quartermasiter supplies, especially boots, from reaching

rebel troops and have forced about half of their estimated 17,000 men
to remain in their base camps. NN th o

insurgents hav equate weapons and ammunition and that
problems wit

Is’ cause, Honduran
ion of the flights

The Hondurans reportedly want the US to urge the rebels to set clear
military goals that would allow Tegucigalpa to monitor progress and
-revise assistance accordingly. In the past Honduras also has used
pressure on the insurgents to seek economic concessions from the
US

President-elect Azcona, scheduled to be inaugurated on 27 January,
has backed away, from public opposition to the presence of the rebels
in Honduras. is attitude toward them:remains lukewarm at best,
tion appears unlikely:tc :ew full cooperation with

ns of the.armed forces for esuming _’|r deliveries are met, the
mmand will still have to‘ nving ona that the benefits of

continued
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6 to airdrop supplies to
entral Nicaragua. These

ammunition and
e other flights were
st:month, however, eith bad weather or because the
Sandinistas had spotted the aircraft. Another chartered DC-6 used
earlier by the rebels suffered frequent breakdowns, and several
smaller transport aircraft lack night navigation equipment.

plans to move troops
down the rebel aircraft if

it their forces inside

has been the key to their
‘months. If current

[ st, however, rebels he:north will be unable to
remain in the field for more than a few weeks; those in central
Nicaragua will have to curtail operations periodicaily.

With only one unreliable aircraft for resupply deep inside Nicaragua,
rebel supply lines are extremely vulnerable. Even so, the Sandinistas
are not likely to be able to close this delivery route permanently
because of difficulties in identifying targets and lack of air defense

weaions that can eniaie targets flying h| her than 7,000 feet-
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USSR-LIBYA:

nicians probably: me once the complex is

thers undoubted| ain as long as the Libyans

Even when the Li mselves run the complex,
Soviet advisers are likely to stay indefinitely to help with maintenance
and support. It is unclear how many Soviets are needed to set up the
complex and to calibrate the equipment, but their number probably is
measured in hundreds, far fewer than the 2,000 figure used in recent
press reports.

pssibility of confrontation
s not want to defend Libyan
use the SA-5s against US
may have obtained his
in situations other than

t took the Syrians some 18 months of training tn the
USSR and at home before they could take over their SA-5s; it

probably will be at least a year or so before the Libyans are capable
of independently operating the SA-5s.
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Trends in Soviet-Japanese Trade,
1975-85

Japan: Value of Exports and Imports
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USSR-JAPAN:

g a softer Soviet appi With Prime Minister
Nakasone and Foreign Minister Abe competing to take credit for
improving bilateral relations, Tokyo is likely to respond favorably
to any positive gestures. An agreement on an exchange of state
visits by Nakasone and Gorbachev is one possibility. On concrete
Issues, however, Japanese as well as Soviet officials are still
taking a hard line, suggesting progress in relations will be less

substantive than atmospheric.

‘e sought to create the

ear, and Gorbachev has
ply by having his new

n Gromyko had refused
licy of wooing US allies,
r relations, and Soviet
ecurity policy,

pressing eagerness
ever one Gorbachev
an opportunity to take
et relations and gain a
ship in Japan,

ltation to Moscow
ikthrough” in Japa
this year for nation

Rough Going on Specifics

Tokyo has said it will not sign a joint communique unless Moscow
agrees to include a reference to the statement issued after the
meeting between Prime Minister Tanaka and General Secretary
Brezhnev in 1973 iting ‘unresolved tssue implicitly including

‘ nda for peace treaty

ong term economic coopera a ment coveted by the Soviets
‘for years requnres a strong pohtlcal base-

continued
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and reiterating their

nds, have stailed

ng to grant reciprocal
ncreased concessions
Japanese fishing in
-mile economic zone was
may be the only

The well-established pattern in military, economic, and political
relations virtually ensures that any changes in Soviet-Japanese
relations in the short term will be marginal. Rather than make even
token gestures to ease Japanese anxieties about the “Soviet threat,”
Moscow seems determined to press ahead with the strengthening of
its military forces in the Far East. The militarization of the southern
Kuriles since 1978 is particularly galling to the Japanese because it
indicates th 0scow has no intention | turning any of those
islands.

etter relations by

in a large-scale infusion
reversing the long-term
apan so far, however, has
n modernizing the Soviet

ed relations with the
the US. Abe arrives in

Wl movement in their relations with the USSR depends on a prior
relaxation of tensions between the two superpowers.

continued
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ven so,

the substantive issues
] ; neither shows flexibility,
the |mprovement in relations now apparenﬂy in train may be delayed
indefinitely,
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3. LIBYA IN LEBANON: BUYING TERRORISM

Libya maintains about 100 troops in Lebanon as part of the
vestigial "Arab Deterrent Force" and keeps up relations with
numerous paramilitary groups. Apart from the
Sunni militias, however, and some Palestinians (mainly rejec-
tionists), no Lebanese faction closely identifies with Libya.
Although Qadhafi's influence largely amounts to what money can
buy, his financial resources and readiness to use them in
anti-US actions represent a significant threat to Americans.

® * .

Libya's ties within the Lebanese communities are strongest
among Sunnis. Libya has been a staunch ally of the Murabitun
and the Arab Socialist Union (ASU), both Nasserite organiza-
tions declining in power.

Libya's resources in money and arms and its fight with the
United States undoubtedly are attractive to renegades and the

disaffected.
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The Abu Nidal Group

Introduction

The Abu Nidal group is among the most dangerous of the
Middle Eastern terrorist organizations, It is probably the
best organized and most effective of the radical Palestinian
terrorist groups, carefully planning its operations and keeping
its information tightly compartmented.

The group has repeatedly demonstrated its ability to
operate in any country it chooses. It has staged attacks in
over 20 countries on three continents, and operates throughout
the Middle East.

Abu Nidal has conducted over 60 terrorist attacks during
the last eight years--at least 30 of them since the beginning
of 1984. Two~thirds of the group's nearly 20 attacks this year
have taken-place in western Europe, as innocenti bystanders _= .
increasingly have become casualties of the group's assaults:

--The simultaneous attacks on airline cffices in Rome and
Yienna on December 27, which have the hallmarks of Abu
Nidal, left more than a dozen dead, including 5 Americans.

--The ,Egypt Air hijacking in late November ultimately cost
the lives of 59 passengers.

--The group bombed the British Air office in Rome in
September injuring 15 persons, many of them passersby.

-~Abu Nidal members threw grenades at Rome's Cafe de Paris
in September, injuring 38 tourists--among them Americans,
Germans, Britons, Italians, Argentines, and Brazilians.

--The group bombed two hotels in Athens, one in September
that injured 19, mostly British tourists, and one in
- August that injured 13 Britons.

--In Spain, Abu Nidal attacks in July at the British Air
office and the nearby Alia ticket office killed one and
wounded 24 customers and employees.

--Also in July the group was probably responsible for the
bombing of two restaurants in Kuwait, killing eight and
injuring almost 90.

--In April, an Abu Nidal terrorist fired a rocket at a
Jordanian airliner as it was taking off from Athens
airport. The rocket hit the plane but did not explode.
Hundreds of casualties might have resulted had the
operation been successful,.
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The official name of the Abu Nidal organization is “Fatah -
Revolutionary Council", which it usually employs when attacking
Israeli targets. But it has employed a number of cover names
for its operations. Originally the group operated under the
name Black June; more recently, the group has used the name
‘Arab Revolutionary Brigades when it staged attacks against
Persian Gulf targets. It also-acts as Black September when it
attacks Jordanian and Palestinian targets and employs the name
Revolutionary Organization of Socialist Moslems (ROSM) as its
signature for attacks against British targets. It added

Egyptian nomenclatures when it hijacked the Egyptair plane in
~November.

Background

The group is headed by Sabri al-Banna (who uses the nom de
guerre Abu Nidal), grew out of elements that broke away a
decade ago from PLO Chairman Arafat's Fatah organization. The
group is committed to the use of violence to destroy diplomatic
efforts designed to reconcile Israel and the Arab states, -
especially those mounted earlier this year by King Hussein and™~
arafat's PLO.. The Abu Nidal group also calls for the
destruction of ruling "reactionary" regimes such as Jordan,
Egypt, and the Persian Gulf states and is critical of what it
sees as Arafat's and the PLO's moderation and lack of
revolutionary base and zeal. Consequently the group contends
that both inter-Arab and intra-Palestinisn terrorism are needed
to force the all-embracing Arab revolution which in turn would
lead to the liberation of Palestine.

The group was formed in 1974 after Arafat instituted a ban
on PLO involvement with international terrorism outside Israel
and the occupied territories. Abu Nidal's radical views found
favor at the time with the Iragi regime, which helped him
create the organization that Abu Nidal called " Fatah - the
Revolutionary Council® to promote his claim that his
organization, rather than the one led by Arafat, was the
legitimate Fatah. He has similarly duplicated other Fatah
organizational titles to suggest a parallel structure with the
original.

Beginning in the early 1980s, Baghdad suppressed activities
of the Abu Nidal group out of Irag. Elements of the group then
moved to Damascus. Since early 1984, Libya began to provide
increased support to the group and Abu Nidal himself and many
of the groups operations may have moved there within the last
12 months.,

The group probably has several hundred members although an
accurate count is difficult.. We believe the group has a
number of cells throughout western Europe and the Middle East,
and makes use of the large number of Palestinian students
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studying abroad, sometimes involving them in operations after
only perfunctory training. These new recruits for example,
were involved in the five grenade attacks staged by the group
in 1985, ’

Current Operations and Trends

Based on the style of Abu Nidal attacks it is evident that
the group is willing to cause indiscriminate casualties. Apart
from assassinations of particular individuals, Abu Nidal
operations through November 1985 resulted in nearly 70 deaths
and 201 wounded among innocent bystanders-~-and the number could
have been much higher if the Jordanian airliner attack in
Athens had been successful. 1In the previous year, 111 died in
the crash of a Gulf Air jet on which an Abu Nidal bomb may have
exploded. -

The Abu Nidal group has concentrated on attacking Jordanian
interests since 1984. These attacks were provoked by the
Jordanian agreement to host the PN meeting in November 1984 -
and King Hussein's February accord with Arafat to restart the
stalled Middle East peace process. Abu Nidal operatives are
thought to have assassinated former West Bank mayor and
Palestinian moderate Fahd Qawasmeh in December 1984 shortly
after his election to the PLO Executive Council. The
anti-Jordanian/PLO campaign has not abated. As 1long as
Jordanian and PLO efforts toward Middle. East peace negotiations
continue, ‘attacks against both Jordanian and Palestinian
targets probably will also.

Aside from the attack on Alia offices in Madrid in July and
the attempt to down a Jordanian airliner over Athens in april,
other incidents involving Jordanian targets in 1985 have
included:

-~the November 24 assassination of a Palestinian in Amman.

--the murder of a Jordanian publisher in Atuens in
September.

--a plot to assassinate the Jordanian Ambassador to Greece
in August.

--the murder of a Jordanian diplomat in Ankara on July 24.
--a rocket attack on the Jordanian Embassy in Rome in April.

The group has also targeted British interests. ROSM

- claimed responsibility for the kidnapping in March 1985 of a
British journalist in Lebanon and the assassination of British
diplomats in India and Greece in 1984. The purpose of the
attacks probably is to force the UK to release group memoers
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imprisoned for the attempted assassination of the Israeli
Ambassador in London in June 1982.

Even before the recent attacks on Vienna and Rome
airports, Abu Nidal had begun to concentrate his field of
operations in Western Europe. Although his targets have been
his usual enemies, ée.g. British, Israeli, moderate Arab, he has
become very indiscriminate about injuring bystanders. The
relatively relaxed controls in Western European countries has
been conducive to his operations there. The pattern of
concentrating his efforts in Europe has coincided with the
strengthening of his links with Libya. The likelihood of Libyan
financing, safehaven, and logistical assistance should be very
helpful to his future international terrorist operations.
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<THRU CIA)
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SECRETARY BAKER HOUSTON WITH PRE-ALERT, COULD
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CINCHMAC SCOTT AfB IL
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USCINCRED MACDILL AFB FL
CINCSAC OFFUTT AFB NE
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SECSTATE WASHINGTON DC

SECDEF WASHINGTON DC

CSA WASHINGTON DC

CNO WASHINGTON DC

CSAF WASHINGTON DC

CMC WASHINGTON DC

USCINCCENT MACDILL AFB FL

DMA WASHINGTON DC

CINCUSNAVEUR LONDON UK
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CIA WASHINGTON DC
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POP GUN MESSAGE W

DELIYER IMMEDIATELY TO POP GUN CONTROL OFFICER ONLY

USNMR SHAPE FOR GEN ROGERS, USCINCEUR

NSA FOR ZKIK IZ ISL XAR DXR DE

CINCSAC DELIVER TO DOO, DO8, AND DOR POP GUN CONTROL OFFICERS
SUBJ: WARNING ORDER FOR OPERATION--PRAIRIE FIRE (U)

1. )ST/THIS IS A WARNING ORDER. REQUEST COMMANDERS ESTIMATES FOR NCA
CONSIDERATION NLT 2920687 DEC 85. THIS MESSAGE CONTAINS INFORMATION
CONCERNING EXTREMELY SENSITIVE US MILITARY PLANNING AND OPERATIONS
THAT WILL BE DISCUSSED AND DISSEMINATED ONLY ON AN ABSOLUTE NEED-TO-
KNOY BASIS. OPSEC PRECAUTIONS MUST BE TAKEN. ALL INFORMATION
ASSOCIATED WITH THIS OPERATION MUST BE KEPT WITHIN POP.GUN CHANNELS
UNTIL RELEASED BY JCS. ADDRESSEES WILL NOT READDRESS THIS MESSAGE OR
DISCUSS THIS INFORMAYION WITH ANY PERSON OR ORGANIZATION OTHER THAN
THE ACTI/ON ADDRESSEES WITHOUT SPECIFIC JCS APPROVAL.

2.,k5r)SITUATION. AT APPROXIMATELY #9386 HOURS, 27 DEC 85, TERRORISTS
THREW GRENADES AND OPENED FIRE WITH AUTOMATIC WEAPONS SIMULTANEOUSLY
AT THE EL AL CHECK IN COUNTERS AT THE VIENNA AND ROME INTERNATIONAL
A{RPORTS. THE ATTACK IN ROME KILLED OR WOUNDED AT LEAST 26 AMCITS.
INTELLIGENCE SOURCES HAYE LINKED THE ATTACKS TO THE ABU NIDAL
ORGANIZATION WITH LIBYAN SUPPORT. THE USG HAS PUBLICLY STATED THAT
ONCE POSITIVE IDENTIFICATION OF THOSE RESPONSIBLE IS MADE APPROPRIATE
RETALIATORY ACTION WILL BE TAKEN.

LF8T MISSION.

3. WHEN DIRECTED BY THE NCA,

\a)

4.~ EXECUTION.

TIP—FFRFT
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1t

COURSES OF ACTION: PLAN FOR AND

REQUEST YOU SPECIFICALLY DEVELOP OPTIONS
TO EMPLOY TLAM-C IN ADDITION TO TACAIR OPTIONS. )
B. A4F3) AS THESE ANTICIPATED ACTIONS MAY LEAD TO HEIGHTENED L*U
TERRORIST ACTIVITIES THROUGHOUT YOUR AOR, REQUEST YOU BE PREPARED

C. AFST SHOULD THE SITUATION DETERIORATE FURTHER, MORE
COMPREHENSIVE ACTION MAY BE REQUIRED. REQUEST YOU DEVELOP COA’S
FOR THE EMPLOYMENT OF UP TO 3 CYBG’S AND 1 BB SAG SPECIFICAL.Y

4/

1o UuscINCEW @



CRET
WHITE HOUSE SITUATION ROOM

PAGE F& OF &5  JCS WASWIRGTON DC// 477§ OTG:. 2827Z78C DEC &5 PSK. 0149027

NLT 26867 SUNDAY, 29 DEC. |
CE. ST FOR USCINCLANT AND USCINCPAC REQUEST YOU PROVIDE USCINCEUR
INFORMATION SOONEST ON AVAILABILITY OF CVBG'S AND BB SAG.
F. L COORDINATING INSTRUCTIONS:
(1) 48T TENTATIVE C-DAY, L-HOUR: NOTIFICATION
(2) 4ST ANTICIPATED D-DAY: NOTIFICATION ‘q (")
(3) WT ANTICIPATED LENGTH OF OPERATION. TBD.
(4) (#sT PROPOSED ROE:
et
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(5) f¢r DIRLAUTH ALCON: KEEP THE JCS INFORMED. t

5. (U) ADMINISTRATION AND LOGISTICS,
A. (U TRANSPORT:
(1) Ler AIRLIFT MOVEMENT PRIORITY. 1BI.
(2) (87 STRATEGIC LIFT RESOURCES MAY BE REQUIRED. CINCMAC
SHOULD APPLY LIFT AS REQUIRED AND ADVISE JCS OF ANY
PROBLEMS/SHORT FALLS.
(3) €7 FUNDING FOR TRANSPORTATION COSTS WILL NOT BE PROVIDED
BY JCS.  PARENT SERVICE(S) OF EMPLOYING UNIT (S) WILL FUND
OPERATIONS. |
(4) (€T COMMANDERS SHOULD BEGIN TO CAPTURE COSTS AND
EXPENDITURES UPON RECEIPT OF THIS MESSAGE.
B. T REPORTING INSTRUCTIONS: CINC IS AUTHORIZED TO USE OPREP-1
REPORTING AS REQUIRED. -NORMAL OPERATIONAL REPORTING AS PRESCRIBED
IN JCS PUB 6. MOVEMENT OF FORCES WILL BE REPORTED 1AW APPROVED
JCS PROCEDURES.
C. (&7 OPSEC AND DECEPTION GUIDANCE: ELEMENT OF SURPRISE 1S
ESSENTIAL. EVIDENCE OF THE PREPARATIONS FOR A CONDUCT OF US FORCE
MOVEMENT WiLL LIKELY GENERATE CONSIDERABLE OUTSIDE INTEREST.
PROTECT OR CONTROL THOSE INDICATORS WHICH MAY COMPROMISE OQUR
CLASSIFIED INTENTIONS AND/OR CONVEY UNDESIRED SIGNALS TO OUR
BT ¢
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DE RUEKJCS #4225 3622228

1 2822281 DEC 85 IFF4

FM JCS WASHINGTON DC//CICS//

TO USCINCEUR VYAIHINGEN GE
USCINCLANT NORFOLK VA
CINCMAC SCOTT AFB IL
USCINCPAC HONOLULU HI
USCINCRED MACDILL AFB FL
CINCSAC OFFUTT AFB NE
COMJSOC FT BRAGG NC

DIRNSA FT GEORGE G MEADE MD

INFO WHITE HOUSE WASHINGTON DC//SITROOM//
SECSTATE WASHINGTON DC

SECDEF WASHINGTON DC

CSA WASHINGTON DC

CNO WASHINGTON DC

CSAF WASHINGTON DC

CMC WASHINGTON DC

USCINCCENT MACDILL AFB FL

DMA WASHINGTON DC

CINCUSNAYEUR LONDON UK

CINCUSAFE RAMSTEIN AB GE
CIA WASHINGTON DC
DIA WASHINGTON DC

DEC'ACSWTEDIY'PA T
Le: Ho z-6¢ 'F ¢

'By , NARA, Tate _L_b_l/
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—ST T RET SPECAT-(C) FINAL SECTION OF 92 [l{ Lﬁ)

ADVERSARIES.

D. CLASSIFICATION GUIDANCE.
(1) &+ INFORMATION REGARDING OPERATIONS CONCEPTS AND
0BJECTIVES IS TOP SECRET AND EXTREMELY SENSITIVE. ACCESS WIL:
BE LIMITED TO THOSE INDIVIDUALS WITH AN ABSOLUTE NEED TO KNOW.
(2) &7 PUBLIC AFFAIRS GUIDANCE WILL REMAIN CLASSIFIED UNTIL
DECLASSIFIED BY APPROPRIATE AUTHORITY. INFORMATION NOT
SPECIFICALLY RELEASED IN THAT ANNOUNCEMENT WiLL REMAIN
CLASSIFIED.

§. 40T PUBLIC AFFAIRS GUIDANCE. PUBLIC RELEASE OF THIS INFORMATION
IS NOT AUTHORIZED. PUBLIC AND NEWS MEDIA QUERIES CONCERNING THIS
OPERATION SHOULD BE TAKEN AND REFERRED TO O0ASD (PA) (AUTOVON 227-5131)
OR T% DJS-PA THROUGH THE NMCC. '

7. 44T COMMAND AND CONTROL.
A. (Cl- WHERE CRITICAL COMMUNICATIONS RESOURCES ARE NOT SATISFIED .

BY AUGMENTING OR SUPPORTING UNITS, THE SUPPORTED CINC SHOULD
YALIDATE AND FORWARD THOSE REQUIREMENTS [AW JCS MOP 167. BECAUSE

OF LIMITED SATELLITE CAPACITY, THE SUPPORTED CINC SHOULD BE
PREPARED TO RECOMMEND RELATIVE PRIORITIES FOR ALLOCATING CIRCUITS
AND CHANNELS WITHIN THE SCOPE OF THIS OPERATION, (NCLUDING THOSE
OF SUPPORTING COMMANDERS.
B. L&k COMMAND RELATIONSHIPS: USCINCEUR IS THE SUPPORTED
COMMANDE USCINCLANT, CINCMAC, USCINCPAC, USCINCRED, CINCSAC, ‘~4CA)
ANDﬂARE SUPPORTING COMMANDERS.

POP GUN MESSAGE
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December 31, 198%
SENSITIVE

NOTE TO DON FORTIER

SUBJECT: Soviet Ability to Replace Western Oil Technicians in
Libya

From a technical standpoint, the Soviets would be quite able to
replace whatever technical capabilities were lost if U.S. and
other western oil workers were withdrawn from Libya. The Libyan
oil production system is relatively unsophisticated; consequently
it would not be difficult for Soviet or East Europeans to fill
the gap to keep the o0il flowing.

The key to reducing Libyan oil production capabilities in the
short-term is the abruptness of any potential withdrawal of

wvorkers. If withdrawal had the characteristics of an evacuation,
and especially if the U.K. and Canada withdrew their workers
simultaneously, there would be a major decline in production (up
to 400,000 bpd for a period of one to two months. If the
withdrawal occurred instead in a gradual manner, over six months,
for example, there would be little, if any, disruptive effect.

Fo 1245%,
A5
1-4(e)
3 !5(3)3
b Z(e)

Elaine Morton
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Non-Military Alternatives

Economic.

REDACTED ‘ —

1:4-¢a)-

-REDACTED
REDALIED =

-- At present, imports of Libyan crude 0il and oil refined in
Libya are banned from the U.S.; exports of U.S. items on
the National Security List are banned for export to Libya,
along with o1l and gas technology which cannot be obtained
elsewhere; and U.S. passports are invalid for travel to
Libys.

-- Activities not captured by these sanctions incliude:

HORNT,

{CTED—

SENECITTD -

REDACTED

-

Both existing export trade to Libya and commerce done in
Libya by U.S. 0il companies can be eliminated by use of the
International Emergency Economic Powers Act (IEEPA). In
addition, this Act can be used to make it a criminal offense for
those U.S. citizens now in Libya to remain there in conscious
subversion of the intent of our passport restriction. Invocation
of IEEPA would be easier now than when it was first considered in
1981 and 1982 because it has successfully been 1invoked in the
case of Nicaragua. (Before this, it had only been used when the
U.S. froze Iranian financial assets during the hostage crisis.

1.4¢s)
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State is currently assessing the advisaebility of utilizing
IEEPA with respect to Libya. There are two major advantages of
this approach. First, 1n contrast to military options, the
impact of economic sanctions 1s easier to control and unforeseen
consequences less likely to arise. Second, the language required
in using IEEPA -- declaration of an emergency threaztening the
foreign policy or national security interests of the U.S. -- is
tallor-made for making & strong point about the dangers of
state-supported terrorism.

Diplomatic. &Although 1t is difficult to obtain multilateral
upport for diplomatic sanctions, increasing public revulsion
gainst specific terrorist incidents -- many of which will occur
in Europe -- may make 1t possible to launch an initiative for
closing Libyan People's Bureaus. Again, there would be concrete
as well as symbolic advantages. The People's Bureaus are used as
conduits in support of terrorist activities, under the cloak of
diplomatic immunity. Closing them would complicate Libyan
support of terrorism as well as maeking & strong point about

S
a

5

Libyan failure to live up to the norms of civilized international
behavior, a fallure that makes it appropriate to deny the Libyans
the rights (like diplomatic immunity and representation) that the
international community has to bestow.
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