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Chapter 5 

AN ASSESSMENT OF U.S. NATIONAL SECURITY 

EXPORT CONTROLS 

INTRODUCTION 

U.S. policy on national security export controls shoul4 

result from a process that weighs the benefits of controls to 

the United States in its relations with adversaries against 

the costs of controls in relations with allies and trading 

partners. The purpose of controls is to prevent or delay 

improvements in Warsaw Pact military capabilities that can be 

accomplished through the acquisition ud..11Se ... of Western 

technology and gooda. Military- capabilities can be enhanced 

directly, through better weapons perfo,mance,_ or j.ndir.ectly, 

through improved capability to manufacture military 

equipment. In peacetime, the United States and its allies 

can counter such advances by the Soviet bloc, albeit_ by 

incurring higher military expenditures that impose additional 
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costs on Western economies. The benefits of controls, 

therefore, are measured by the degree to which Soviet 

military advances are prevented or delayed and the extent to 

which savings to the West are .realized. 

The adverse effects of controls are harder to measure 

because th~y derive primarily from a complex web of 

competitive and cooperative relationships among Western 

countries. Of principal concern are the sales and market 

share that U.S. producers of goods and technologies may lose 
-

or forego as a result of how the U.S. control system is 

designed and administered and how it compares with the 

control systems of other countries with competitive 

suppliers. Reduced revenue may translate into less 

investment, a lower . gr01fth rate-, _ ~ r~~ ~ova.tj.on, the 

effects of which could be important to the military as well 

21 as the ca111ercial uctor.. To the .Nt9Jl~ ~hat ptj..v~te firlll:S 

22 

23 

24 

anticipate that controls will have an adverse effect on their 

ability to exploit new technologies, innovation may be 

directly discouraged. Export controls can also cause 

25 friction between the Vn±ted Sta~e• and it-. -allies and may 

26 interfere with their collaboration on technology security; on 

27 weapons development, production, and standardization; or on 

other matters bearing directly on Bast-West relations. 
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The advantages to the West of controlling technology 

transfers to the East are not simply strategic; controls may 

yield savings in Western defense expenditures that could be 

devoted to nonmilitary uses, including private investment. 

Similarly, the costs of controls are not strictly connercial; 

they, too, have implications for the military balance of 

power as well as for East-West competition in nonmilitary 

12 spheres. Thus, assessing U.S. export control• solely in 

13 terms of military security gains versus conrnercial costs is 

(~i inappropriate because the basis of comparison is .inc0111plete. 

15 

16 It follows that a strictly quantitative benefit-cost 

11 assessment of export controls is not feasible. Not all, 

1a perhaps not even the most illportant, advantages and 

19 disadvantages of controls can be precisely quantified or 

20 compared. They derive from a rapidly changing context and 

21 rest on qualitative judgments. The panel affirms that there 

22 is a cmpelling justification for nationa_l security export 

23 controls. Nevertheless, certain feature• of the control 

24 system impose excessive costs or have little effectiveness. 

2s In these cases, it is the panel'• judgment thAt changes in 

26 the control system are warranted. 

() · 
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This chapter addresses three basic questions. First, how 

6 effective are U.S. national security export controls in 

7 denying or delaying Soviet acquisitions of Western dual use 

8 technology? Second, how efficiently are they administered? 

9 And third, what costs to the econcmy and the research 

10 enterprise are associated with current controls and their 

11 administration? Because knowledge about the effects of 

12 

13 

14 

controls on camtercial markets as well as on national 

security will never be complete, and because judgments will 

be affected by changes in East-West relations, economic 

15 conditions, and technology, this chapter also addresses a 

16 fourth, procedural issue: Is the current U.S. policy process 

11 capable of generating adequate information, weighing the 

18 competing considerations, and balancing u.s. interests over 

19 the long term during which it will be necessary to maintain 

20 some type of export control system? 

21 

22 Detailed answers to these questions have eluded previous 

23 assessments of the export control system. Not only are the 

2, effectiveness and costs of ·controls uncertain, but there is a 

2s dearth of reliable data even on such basic points .of ~ 

26 reference as the value, composition, and share of U.S. export 

27 trade affected by national security export controls. 
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The Department of Conmerce, for example, publishes 

aggregate figures for individual validated licenae (IVL) 

applications--the total number of applications and their 

total value. It compiles but does not publish breakdowns of 

9 the number and value of IVL applications by control list 

10 category ( ECCN). But the department's published or prepared 

11 

12 

13 

data do not distinguish between items controlled for national · 

'security reasons 4nd those controlled for foreign policy, 

nuclear nonproliferation, or other reasons; nor do they 

distinguish between applications_ for ~xports and those for 

.ci reexports. The department does not exami"ne individual 

16 

17 

licenses that are returned after use to determine what 

proportion of the value of goods authorized for export was 

1s actually shipped. Nor does the department routinely obtain 

19 from qualified exporters or other government sources (e.g., 

20 the Bureau of the Ceuua) reports on tbe voluae and value of 

21 tranaactiona ll&de under bulk licenses. 

22 

23 Furthermore, the Ccmnerce Department data base does not 

2, provide the percentages of reexport applications that are 

2s submitted by u.s.-headquartered and independent foreign-based 

2e canpanies, even though reexport approval requirements, 

.·_) especially as they affect independent foreign aanufacturers 
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and distributors, are a highly controversial feature of the 
' 

u.s. export control system, both in the United States and 

abroad. Perhaps most importantly, there is no correspondence 

between control list categories and the product statistical 

classifications under which exports are reported to and by 

the government--a linkage essential to any quantitative 

analysis of the effects of controls on U.S. export 

performance. 

As a result of congressional and business COl'lll\unity 

pressures to 1ncrease the speed of individual licensing 

16 decisions, data are available on the processing of IVLs. 

17 Although this information is useful, Connerce Department 

18 officials have otherwise received little encouragement and 

19 few resources to analyze the scope and consequences of their 

20 activities. Thia information deficit iaped.es informed 

21 policymaking and efficient administration u auch as it doe• 

22 independent evaluation. The panel attaches high priority to 

23 correcting these deficiencies. 

24 

25 In making its own assessment of the operation and effects 

26 of export controls, the panel took a variety of steps to fill 

27 the information void. In addition to the briefin9a presented 
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by government official• and buain••• repreaentativ•• and it• 

study missions to Western Europe and Asia, the panel 

conmissioned two types of studies, each with several 

components. 

First, the panel requested and was granted a "national 

interest" exception under Section 12(c) of the Export 

Administration Act, permitting its consultants unprecedented 

access to connerce Department license files and data basea, 

subject to strict observance of the confidentiality of 

business information. The consultants' study included 
-

analyses 9f a randomly ~ele9ted._s~p~e of recently _approved 

individual license a~plications; a random sample of license 

applications returned without action; a sample of reexport 

authorization applications submitted during a recent period; 

and more than half of the license applications, categorized 

by administrative criteria corr•apoading to le,!e·l• of 

military criticality, for which processing was completed in a 

recent one-week period. · · ·' 

Second, the panel conmissioned two surveys of u.s.-based 

companies affected by national security export controls. The 

first survey focused primarily on experience in applying for 
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s and using individual validated licenses. The second survey 

6 was designed to ascertain how the distribution licenae is 

, used and what have been the effects of recent changes in the 

s Export Administration Regulations governing such licenses. 

9 

10 The conclusions and judgments reached by the panel 

11 following these fact-finding efforts are discussed below. 

12 

13 

14 

15 

16 

17 

EFFECTIVENESS OF NATIONAL SECURITY EXPORT CONTROLS 

Intelligence and Enforcement Evidence 

1a Direct evidence of the effectiveness of national security 

19 controls is conf~ned .to tbe .reaults of ~enforcement activities 

20 and fragmentary intelligence data (see Chapter 2). The 

21 former preaenta a llixed but narrow picture from whi~h -only 

22 tentative conclusions can be drawn. Some investigations, as 

23 in the VAX case, have documented the el~rate, 

24 unpredictable, and presumably costly lengths to which the 

2s Soviets have gone in the pursuit of certain embargQed items; 

26 but other cases suggest that the scale and complexity of 

27 international marketing and distribution activities afford 

ample opportunities to evade controls. 
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Intelligence sources estimate that the soviets are paying 

twice the market price or more to obtain dual use technology 

illegally, which suggests that controls are raising the cost 

to the soviets of their reliance on Western sources. By the 

Soviets' own estimate, however, contained in the Farewell 

documents obtained by French intelligence, 70 percent of the 

Western items that they target and succeed in acquiring are 

subject to some form of national security export control. 

The proportion was the same during the most -recent soviet 

five-year economic plan (1981-1985) as it was in the previous 
- - . . 

five years- ( 1976-1980), a period · of relatively looser Western · 

c~ntrois. 1 on the other hand, according to the same 

sources, the Soviets fulfill only about one-third of their 

requirements annually, suggesting that they encounter some 

delays in obtaining what they want when they want it.2. -The 

extent to which such dela~ have, in turn, delayed Scwi•t · 

deployments of advanced military equipaent is not known • .... 

23 It is reasonable to surmise on the basis of this limited 

24 evidence that the control system, relative to a free market, 

2s inhibits and ·raises the cost but rarely foils completely 

26 technology acquisition ·efforts as sophisticated and 

Q well-financed as those mounted by the soviet Union. 
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5 Nevertheless, the question of which controls are relatively 

6 more or le•• effective remains unanswered. 

7 

8 

9 

10 

Canpliance 

An indirect indicator of the effectiveness of controls is 

11 the level of corporate compliance. Although this level 

12 cannot be determined precisely, there is substantial evidence 

13 that compliance has increased in recent years as the 

14 government has conmitted mo~e resources to enforcement. 
-

1s Between 1981 and 1985, the number of -IVL applications 

1s increased more than 70 percent (from 71,369 to 122,606), 

11 exceeding the rate of increase in U.S. high-technology 

1a exports. Interviews conducted for the panel confirm what has 

19 been widely suspected. For years, many small exporters had 

20 been doing buaineaa ~•r• that their f~~ucts requi~ed 

21 validated licenau. Directly and as a result _of the 

22 publicity surrounding it, the u.s. CUStau Service's 

23 Operation Exodus, which resulted in the seizure .or detainment 

24 of numeroua •hipaenta lacking proper _autborization, brought 

2s a.bout a greater awareness of th~ Export Mministr&t~on 

26 Regulations and thus a signif~cant improvement in forma~ 

27 compliance. The enforcement campaign may or may not have 

reduced the number of intentional diversions. 
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Meanwhile, reexport license applicationa received by the 

Department of C0111nerce increased at an even faster rate, 

7 nearly doubling between FY1983 and FY1985. In this ease, 

8 however, the increase in compliance has been one-aided. The 

9 overwhelming majority (about 90 percent by value) of reexport 

10 applications are from u.s.-headquartered ccmpanies and their 

11 foreign affiliates, a rate double or triple the estimated 

12 share (30 to 40 percent) of U.S. exports represented by 

13 intrafirm trade. Unrelated foreign firms initiate only 10 

0' -. percent of reexport authorizations. 

15 

1a The disparity in the shares of reexport authorization 
• 

11 applications of u.s. affiliates and foreign-owned firms is 

1a greatest in the case of CoCOl'ft member countries, which are the 

19 source of more than 80 percent (more than-90 -percent .by 

20 value) of all reexport applications : In ia -representative 

21 sample of recent applications · frcm three-- Mjol'· CoCcm trading 

22 partners, between 87 percent and 98 percent of the 

23 submissions were traced to U.S. affiliates. The data 

24 strongly suggest that independent foreign companies are 

2s either ignorant of or casual in their coms,liance with u.s. 
26 reexport controls--except in the few countries, - such u 

Q Switzerland, that require their firms to follow the rules of 

the country of origin when exporting imported products. 
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5 These findings are not surprising in view of the fact 

6 that most cocom countries, for reasons of national 

1 sovereignty, refuse to cooperate in the enforcement of U.S. 

a reexport controls and are prepared to resist any systematic 

g effort by the United States to penalize noncomplying foreign 

10 companies. Of course, the export of all but unilaterally 

11 controlled u.s.-origin items to proscribed destinations from 

12 cocom countries is subject to licensing by other 

13 governments. In these cases, u.s. reexport requirements are 

14 

15 

16 

1 7 

not only problematic but also redundant. 

Discrimination in Licensing and Enforcement 
• 

1a In addition to the level of formal compliance, the 

19 effectiveness of expoit conµols ~,~q~ on~ government's 

20 allocation of resources and effort in licensing and , 

21 enforcement. Cont.rollfd produ~ts~~ t~~~logies _are of 

22 varying military significance, and countries and custaners 

23 are of varying reliability in,Preventing their diversion to 

24 the soviet bloc. It foll911s that exports of the most 

25 

26 

27 

critical technologies.,~ ~rts to countries with no or . - ·- ... . 

ineffective control• sbou.l.d receive the _moat scrutiny. 
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s Discrimination, or the lack of it, is a function both of 

6 how much is swept into the control system and how it is • 

7 treated. In the first instance, the panel estimates that a 

8 

9 

10 

11 

very large percentage of U.S. exports--as much as one-half of 

all nonmilitary manufactured goods shipped in 1985--is 

* covered by one or another type of validated license • 
• 

12 

13 

(-.. 

Because exports that the Department of Coanerce considers 

"high technology" constitute about two-fift}ia of U.S. 

manufactured exports, it is apparent that controls extend to 

products embodying relatively low technology. 
I 

15 

16 

17 

The panel analyzed a sample of licenses for goods 

classified by level of military criticality, using current 

18 cocom and u.s. government criteria.** The analysis showed 

19 

20 * See pp. 5-31 to 5-32 for a detailed explanation of this 

21 

22 

23 

24 

25 

estimate. 

** The analysis was of a sample of 1,618 processed license 
application• categorized by Department of C011111erce license 
officers. In each case, the officer identified, 
independent of the intended destination, the item being 
exported as either within the Administrative Exception 
Note 9 level, within the China green zone, eligible for 
shiiaent under a distribution license, or ineligible for 
shipment under a distribution ·11cense. · The firat ·thtee of 
these categories are step-wise inclusive rather than 
mutually exclusive. The four categories represent 
progressively higher levels of military criticality. 
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s that the broad control net is heavily weighted with 

s transactions in less sensitive items with allied and other 

7 friendly Western countries. Ninety percent of l i cense 

s applications are for exports to Free World countries. 

9 One-third of these applications are for items that may be 

10 exported to CoCom countries under a general license and even 

11 to Soviet bloc destinations without prior coeom approval. 

12 According to the sample, the United States rarely refuses a 

13 license to export these so-called "national discretion" items 

14 to any destination, including the Eastern bloc. TWo-thirds 
- . -

1s of the individual license applications were for items 

1s sufficiently lacking in military importance that they can be 

11 shipped from any cocom country to the People's Republic of 

1s China without prior cocom approval. 

19 

20 The large volume of cases involving exports of less 

21 critical items to friendly countries severely limits the 

22 degree to which licensing officials are able to focus their 

23 efforts on the moat critical items. Nevertheless, in 1985 

24 there were two major attempts to sharpen -that focus, 

25 primarily with respec·t to country destinations. First, as 

26 discussed in Chapter 4, the Export Administration Amendments 

27 Act authorized the export of Note 9-level items to coccm 
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s countries under a general license (G-COM). Although this 

6 

7 

8 

9 

10 

- 11 

12 

13 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

afforded some relief, the anticipated 15-percent reduction in 

IVL applications has yet to be realized, evidently because of 

ignorance or caution on the part of some exporters.* 

Second, President Reagan directed the Department of Defense, 

concurrently with the Coanerce Department, to review license 

applications for selected products to 15 Western countries 

that are not parties to multilateral control agreements and 

that are regarded as potential points of diversion. Thia 

greater attention to so-called "third countriesi• is -reflected _ _ 

in longer processing times and slightly higher denial rates 

than for exports to CoCom destinations, although it entail• 

an additional layer of review whose independent contribution 

to the quality of the review process has been questioned by 

the General Accounting Office. 3 

Althou9h more sensitive technology items are excluded 

from distribution license coverage, the panel found little 

evidenc~ that, in the individual licensing process, more 

~ttention is devoted to products of greater strategic 

importance than to those of less importance. License 

*seepage s-22 below. 

LIMITED USE DOCUMENT 00 NOT QUOTE OR Ct.TE 



2 

3 

' 
5 

6 

7 

EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMl~TION 
NAS OOnf-±defiflil 

DRAFT - 11/25/86 

5-16 

processing times for applications to Free World destinations 

do not vary significantly among categories that the Export 

Administration Regulations treat as more or less militarily 

8 critical. Similarly, on the panel's study missions to Europe 

9 

10 

11 

12 

13 

14 

and Asia, panel members heard frequent complaints from u.s. 
and foreign enforcement officials that, on direction from 

Washington, they devote much of their effort to seeking out 

diversions of low-technology, widely available 

products--instead of concentrating on goods of more strategic 

importance. one foreigt!_-based U.S. Customs officer 

15 commented, "We spend most of our time chasing after PCs 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

(personal computers)." The evidence strongly suggests that a 

greater focusing of efforts could enhance the effectiveness 

of the control system. 

Benefits of Controls 

A 1985 study sponsored by the Department of Defenae4 is 

the only major attempt _to d~te to quantify the benefits of 

export controls. Using a small, carefully selected sample 

consisting mainly of rejected 1983-1984 license applications 

for exports directly to the Soviet bloc, the study estimated 

that the Soviets could have saved $0.5 billion to $1 billion 

a year over a 13-year period if the applications had been 
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5 approved and the acquired technology exploited. Under the 

6 

7 

8 

· 9 

same assumptions, the study projected additional U.S. and 

NATO defense expenditures of roughly the same magnitude to 

counter the improved Soviet capabilities. 

10 These conclusions are based on 79 cases (from a universe 

11 of 2,000 applications) that were judged by a panel of 

12 military and technical experts to involve militarily 

13 "important," state-of-the-art technology with high reverse 

,, 4 engineering potential. In other words, these 79 rejected 
\ . 

1s applications represent the type of control, on ·exports 

16 directly to Warsaw Pact countries of highly sensitive dual 

11 use items, whose effectiveness and cost are least likely to 

1a be questioned. These cases further suggest that most of the 

19 benefits of controls, if they can be realized, are probably 
... - -:- -~ ~ -~-. 

20 concentrated in a relatively narrow range of products and 

21 technoloqie ... 

22 

23 Otherwise, the study's conclusions provide little policy 

24 guidance. The claimed benefits of controls are hypothetical 

25 in several respects. No attempt was made to determine 

26 

O· 
whether the soviets did or could acquire the tecbnoloqies by 

other means nor to determine if the Soviets did or were 
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s capable of exploiting what they might have acquired. The 

6 study also assumed that disapproval implied denial, an 

1 assumption that is unrealistic for many technologies and, for 

s any particular technology or product, less and less realistic 

9 as time goes by. 

10 

11 The study's estimates that the Soviet Union could have 

12 saved $6.6 to $13.3 billion over a 13-year period by 

13 acquiring the items specified in the sample of license 

14 

15 

applic~tions, and that additional allied expenditures of S7 . -3 

to $14.6 billion would be required over the same period to 

16 compensate for such gains, are the judgments of a group of 

11 military experts whose criteria and assumptions are only 

1a partially stated. The more widely quoted assertion that "the 

19 cumulative costs of the Soviet long-term acquisition pr09rua 

20 are much higher--perhaps $20-50 billion per year"S is not 

21 supported in the text of the report. In view of these 

22 uncertainties and lacking access to information that might 

23 resolve them,* the panel must question how much weight 

24 these estimates should be accorded. 

25 

26 

27 

* The panel requested but did not ~eceive back-up data for 
both sets of estimates. 
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THE EFFICIENCY OF EXPORT CONTROL ADMINISTRATION 

The Export Administration Regulations have evolved over a 

long period and· currently fill more than 570 pages of the 

9 Code of Federal Regulations. Understanding and applying the 

10 rules are difficult tasks even for full-time, experienced, 

11 technically trained, English-speaking export licensing 

12 specialists. The system's complexity alone imposes 

13 considerable costs on and often undermines compliance by 

exporting fi1'!1'5. The burden is heaviest on small- and 

15 medium-sized companies tha~are un-able to spread the .costs 

16 over a large volume of export business. 

17 

1s For the exporter, obtaining, using, and (in the case of 

19 distribution licenses) keeping export lic;enses entail an 
,,.. • ~ ; - ' _- • .. : ~ • ' - .. ◄ ! . - • r.; ~ -- ... - ~ ... ..J .... 

20 elaborate ••riea of procedure•, sane of . th• requir~ · .. 

21 sophisticated technical jud9119nts. . The scope and mechanics 

22 

23 

24 

25 

26 

• .. '? .. -- -- .. ..._ 

of a CQIIIPliance program will vary with the cc 1odities being 

exported, the size of the company, and the type of validated 

licenae-employed. 1fevertbeleaa, certain activitiea are 

required of all companies that export controlled goods. 

. . 
o The exporter must properly cluaify each export product 

within a cat990ry on the u.s. contra~ Liat, normally with 
assistance frcm in-houae technical experta and acmietimes 
from outside consultants. 
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o If prior government approval is needed for export• of its 
products, the exporter must prepare and sumit licen•e 
applications, each of which may require at lea•t several 
hours of effort. Individuals must be trained in how to 
prepare applications and must be prepared to monitor 
their progress to ensure that the applications are not 
lost or delayed by the u.s. government. Assistance from 
outside consultants is sometimes required. 

o The exporter must keep careful records of each individual 
shipment under an export license; sul:nit to U.S. Cuatcms 
a shipper's export declaration, listing the license 
authority for each shipment; and ensure that all •hipping 
documents contain the required destination control 
statements. 

o The exporter must monitor additions to the Table of 
Denial Orders (the list of parties denied the privilege 
of purchasing u.s.-origin goods or tec_bnology) as well u 
changes in the Export Administration Regulations. r-
Comrnerce Department notices · ot amendments to the 
regulations--ranging from major changes in the rules 
governing particular types of licenses to revisions of 
control list entries to minor technical 
corrections--appear in the Federal Register on an average 
of slightly lea• than once a week. 

o The exporter must review all of its "exports" of 
technical data, ·1ncluding international telephone 
conversations, nrvicin9 and installation activities 
abroad, and eilployraent of foreitn -nationala, to enaure 
that any nece•aary license authority has been obtained. 
In lUJlY case•, the export•~ mat obtain prior u.s. 
govenaent approval for a technology tranafer or obtain a 
written usurance of compliance .with o.s. lav frca the 
recipien~ of the technical data. 

o The exporter must maintain tight controls over servicing 
activitiea, including expotta ·of pare and replacement 
parts, to ensure that proper license authority has been 
obtained. - . c -

o The exporter may need to advise or assist its foreip 
affiliates and customers in obtaining license authority 
for reexports of u.s.-ori9in products fr0111 one foreign ,---, 
country to another or for exports f r011 a foreign ~ountry \ _ _I 
of a foreign-made end product containi119 u.s.-ori9in 
parts and components. -

LIMITED USE DOCUMENT 00 NOT QUOTE OR CITE 



,. 1 -~ 

, 2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

. { 
• ........__ 1 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

Q , 

:· 

I EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINA~N 
NAS ConfisdeAt1a 

DRAFT - 11/2S/86 

s-21 

Distribution license holders and their approved foreiqn 

consignees are required, in addition, to impl-nt • aeries 

of internal control measures that are unique to that type of 

license. These measures incl~de designating and training 

employees with export control responaibilitiea, screening 

customers against the denial list, nuclear end-uae 

restrictions, and a profile of potential diverters; screening 

transactions against product and country restrictions on the 

use of the license; and maintaining extensive record• to 

enable the Commerce Department to conduct periodic audits • 

In addition, distribution llcen.se holders a.re required to 

inform, train, and audit their approved foreign consignees 

and to correct and report instances of nonccmpliance. 

In addition to• incurring adllinistrative costs, exporters 

have difficulty- nterpretillCJ' -the regulat.tona ..and obtai-ning 
. 

author! tati ve •~ice and clarification. Par example, prope_r 

classification of a ·prod\lct is obviously crucial to 

compliance, but even engineers often find the .u.s. Control 

List performance specifications, exceptions, - and 

qualifications highly confuaing because the tenaa.:.and 

measurements often differ fr011 those conventionally _uaed in 

industry. The Comnerce Department will issue a 
• 
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s classification decision in response to a written request. 

6 such determination• have been given low priority, however, 

1 and conlftOnly have taken several weeks or even months to 

a process. Personnel assigned by the Coaaerce Department to 

g respond to telephone inquiries are typically of little help 

10 on technical matters. Abroad, U.S. emba.ssy officials are 

11 frequently ill-informed about even general EAR requirements. 

12 Neither, in any case, can render advice that binds the 

13 government. 

14 

15 In circumstances of confusion,- uncertafnty, or ignorance, 

16 many exporters err on the side of caution, submitting 

11 uMecessary applications for validated licenses. Seventeen 

18 

19 

20 

21 

22 

23 

24 

25 

percent of all processed applications in the sample of 

licenses taken six months af~er the introduction of the GCOM 

license were found to be •llgible for this general license 

for low-level tecbmlogy to cocam-meaber countries--and 

therefore need not have been filed and reviewed at all. 

Instead of returning such filings with a notation ~hat they 

are eligible for a general license, the Caanerce Department 

finds it easier simply·_ to process .license applications that .. ..... .. . 

26 are sul:lnitted in error. Even s9, exporters. who take 

27 elaborate precautions frequently find that their submissions 

are not in strict compliance with the regulations. 

· . LIMITED U$E DOCUMENT . DO NOT QUOTE OR CITE 



l 

3 

' 

•' I EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 
NAS Ceftfidential 

DRAFT - 11/25/86 

S-23 

s There is a pressing need to rewrite, simplify, and 

& condense the Export Administration Regulations and to upgrade 

1 the competence of Exporter Services and diplomatic personnel 

s to provide timely, accurate assistance. 

9 

10 

11 

Processing Times 

12 A perennial concern of Congress, the business conmunity, 

13 and the responsible agencies has been the time it takes to 

r ,~ process licenses, especially IVLs. Some improvements have 

- 15 been made ·1n response to statutory deadlines and other 

16 congressional pressures and as a result of partial automation 

11 and decontrol actions. Nevertheless, licensing delays and 

ts uncertainties remain a problem for a significant percentage 

19 of export transactions. 

20 

2, Shipping delays illlpoae ianediate financial costs on the 

22 exporter•• well•• a longer~term- cost in customer 

23 confidence. When a product is available but cannot be 

,, 2, shipped on receipt of an order, warehousing and other 

25 carrying costs· are incurred . Jlore expensive means o_f 

26 transportation may need to be uaed to make up for the delay • 
·:._) • in obtaining a license, and the exporter may have to pay 
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contract penalties to the purchaser and to subcontractors who 

supply components and assemblies. In some cases, sales are 

lost altogether. 

The objective of efforts to improve licensing efficiency 

10 has been to reduce average processing times. In contrast to 

· 11 

12 

13 

14 

15 

16 

the four-week average reported by the Commerce Department, 

respondents to the survey conmissioned by the panel reported 

a six-week average processing time. This discrepancy is 

explained in part by a difference in definition. For the 
-

department, the clock starts when the application is recorded 

and stops with f i nal issuance of the license or other 

17 action. For the exporter, the time extends from the mailing 

18 

19 

20 

21 

22 

23 

24 

of an application to the receipt of a license or adverse 

decision, not counting the time spent in license preparation, 

obtaining end-use statements, and other steps preparatory to 

subnission. Aa far•• the exporter's al:>ility to ship is 

concerned, the latter or total processing time is, of course, 

determinative. 

25 In contrast, license application turnaround times by the 

26 governments of other cocom countries are generally much 
• 

27 shorter. In Japan, for example, the Ministry of 
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s International Trade and IndWltry (MITI) usually responds 

6 within two or three days to applications for exports to Free 

1 world destinations. But the important difference is not the 

a number of days. Rather, it is the pattern, in Japan and 

9 elsewhere, of consultation between companies and government 

10 officials, prior to the submission of applications and 

11 coincident with negotiations between exporters and their 

12 customers. The licensing agency signals its likely approval 

13 or disapproval early on in these discussions, removing or at 
• 

14 least minimizing uncertainties as to timing and 

·,s outcome--uncertainties that U.S. exporters frequently 

16 experience and that complicate their business dealings. 

17 

1a U.S. averages obscure, moreover, the highly skewed 

19 distribution of •Pt:ac;4',•~iag .time•~ In ~ first. quarter of 

20 1986, the average processing time (according to the conwnerce 

21 Department' a 4efl'4,tion) _was 25 daya, v~th iaughly 

22 three-quarter• -of the caus ·canpleted in less than that 

23 time. But the distribution has an extended "tail," . . 

24 stretching aa long as ·several months and, in a few instances, 

2s even years.• It is the cases in this tail that absorb a 

26 

o~ * One u.s. canpany prepared for the panel a detailed 
chronology of a license application that was ultimately 
approved after 910 days, extending frca •rcb 1983 to 
November 1985. The application was for the sale· for a 
S450,000 NMR spectraneter to a medical research institute 

LIMITED USE QPCUMENT DO NOt QUOTE OR Cl.TE _., . - . .. 



2 

3 

4 

EMBAHGUtU Ktrun1 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 

NAS confidential 

DRAFT - 11/25/86 

5-26 

s large proportion of the corporate resources devoted to 

6 working the system and that create uncertainty in the 

7 market. The number of such cases is not insignificant; for 

a approximately 5 percent of cases, the processing time extends 

9 beyond 100 days. several U.S. companies report that their 

10 customers are now insisting that sales contracts contain 

l1 contingency clauses permitting abrogation of agreements that 

12 do not receive approval within a reasonable period of time. 

13 

14 The panel concludes that more effort should be devoted to 

1s minimizing or eliminating the uncertainties of the licensing 

16 process. Reducing further the average time a license 

17 application is under Conrnerce Department or interagency 

1a review is a worthy objective; but it would not necessarily 
., 

19 have a significant effect on total proce••ing times, the 

20 

21 

22 

23 

24 

25 

26 

27 

in Eastern Kurope. Al though u. s. ·f iraa pioneered the 
develoiaent of NMR technology, Geraan and Japanese 
canpanies now hold two-thirds of the world market. In 
fact, during the review period, a German competitor sold 
several similar systems to bloc customers. NMR"instruments 
do not appear on the · U. s. ·control List, but the equipment 
in question was subject to validated licensing requirements 
because it incorporated 32-bit microprocessors and 
30-megabyte Winchester disk drives,·· CCJllipOftenta produced in 
the millions in several countries. Throughout the lengthy 
process of review, the applicant intervaned repeatedly to 
keep the licenae under active consideration. But at no 
point was the company advised of any rationale for the 
concern that the pr~uct might be cllverte4 _and- could 
contribute significantly to Soviet 111.ilitary efforts. 
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s predictability of the process, or the skewed distribution of 

6 processing times. 

7 

a For many types of transactions, primarily those involving 

9 sales of most types of products to allied countries, the 

10 licensing system~ operate with reasonable 

11 predictability--that is, an exporter can count on obtaining 

12 approvals within a fairly consistent period of time. For 

13 other transactions, both West-West and East-West, the 

.~1 probabilities of a delayed response, of having an. appiication 

' ,s returned without action, of receiving approval with 

16 conditions on the configuration of the product, and of 

11 apparent inconsistencies in the treatment of similar 

1a applications are much higher. In these circwnatances, the 

19 burden is on the exporter to take steps to prevent the 
..:,'t ~ . "~ 

20 process from bec011ing bogged dawn and to avert outcomes that 

21 effectively negate the aale or alienate foreign cuatomers. A 

22 conmon frwstration among exporters in this regard is the 

23 difficulty they experience in obtaining sufficient 

24 information on the status, whereabouts, and prospects of 

2s license applications to coordinate production and shipment 

26 and to keep customers informed. 

0 
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Firm-Size Differences 

7 The complexity, inefficiencies, and uncertainties of the 

a licensing process suggest that the system creates its own 

9 scale economies and barriers to entry. Export controls are 

10 not designed to discriminate against small firms, but their 

11 operation adds to other difficulties small campanies connonly 

12 experience in marketing internationally--difficulties in 

13 identifying markets, obtaining financing, and negotiating 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

other hurdles to foreign trade. 

There is no estimate of the amount of exports foregone 

because the perceived costs of export controls discourage 

firms from doing international business in controlled 

products • . Nevertheless, the panel's survey data indicate 

that, with regard to processing delays, i naction, conditional 

approvals--and other factors contributing to 

uncertainty--there are pronounced firm-size differences in 

the administration of national security controls. 

25 Small-firm applications to -Free World destinations take 
-r -

26 25 percent longer, on average, than those of large-voiume 

27 exporters. The processing time variance (longest processing 

times relative to average time) is 21 percent for large 
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5 firms, 70 percent for medium-sized firms, and 150 percent for 

6 small firms. The likelihood of receiving a denial is 

1 two-and-one-half times greater for small exporters than for 

s large ones; the probability of having an application returned 

9 without action is nearly three times greater; and the chances 

10 of having to modify the product or attach conditions to its 

11 use are also nearly three times greater. The fact that large 

12 companies make much more extensive use of bulk export 

13 authorizations, such as distribution licenses, that obviate 

, 4 the need for prior approval of individual shipments simply 

,s compounds the differential. Complex regulato~--schemes -often · · 

16 have the unintended effect of discriminati"ng against aall 

11 enterprises. Export control administrators should take 

1s whatever steps they can to minimize these diaadvantages. 

19 

20 

2 1 COMPETITIVE EFFECTS OF COll'l'ROLS 

22 

23 The panel's survey respondents,• reflecting on their 

24 experience over the -12 months prior to May 1986, perceived 

25 

26 

o· 
* The sample of companies surveyed was oriented toward firms 

in the electronics (equipment and components), aircraft 
(airframes, engines, and parts), instrumentation, and 
machine tool sectors. The 170 respondents accounted for 
roughly $36 billion of foreign sales in 1985, or 
approximately 28 percent of estimated total u.s. 
high-technology sales. 
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the control system as frequently having significant adverse 

effects on their business: 

o 52 percent reported lost sales primarily as a consequence 
of export controls; 

o 26 percent had business deals turned down by Free World 
customers (in over 212 separate instances) because of 
controls; 

o 38 percent had existing customers actually express a 
preference to shift to non-u.s. sources of supply to 
avoid entanglement in U.S. controls; and -

o more than half expected the number of such occurrences to 
increase over the next two years. 

Before considering whether there is evidence of the 

magnitude of these effects, we need to review briefly the 

scope of coverage of the control system, a few of the 

analytical and practical difficulties of determining the 

magnitude of the trade impact, and the possible sources of 

adverse effects on U.S. competitiveness. 
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scope of coverage 

Determining the value, size, and composition of· the share 

of u.s. export trade affected -by national security export 

controls is itself an elaborate and uncertain exercise. 

Nevertheless, a reasonable estimate is that in 1985 the 

United States exported $62 billion of dual use manufactured 

goods under the two most frequently used types of validated 

licenses--IVLs and distribution licenses.* Excluding 

milita~ equipment, controlled exports therefore constituted 

about 40 percent of total U.S. exports of manufactures in 

1985 (more than one-half of manufactured exports to all 

* This estimate was derived frcm Connerce Department and 
survey data, as follows: 
<1> prta under ·Ipllvidu&l v, ... ::ftsta•• -, 
FY19~ C0111Derce Departllient : ••u cea.e or~ _ . · 
approximately $50 billion of manu£act~ed goods. ~--X.ddiuded 
in thi• figure vu approximat~ly $.6.4 ~illion ~n -reexpqrt 
authorf satt-ou. 'J.'be··C,...rce De~·-~ .•~X -~·:, 
respondent• agree that ,about 85 _percent of , tie , v«l\le of 
approved individual licenaes is •ctually .shipped. FUrther, 
although the $50 billion of approved licenses does not 
include military equipnent licensed under the I'?All 
r99Ulationa, it doe• inclw:w • maall perc~~qg•-~probably 
as little as 1 percent--of items co~~rolled for foreign 
policy _'teasons. Thus, the v-.1\\e of _na~ional aecurity · 
controlled, dual use manufactui-es exporteif cllrectly frcm 
the United States under IVLs in FY19•S was approximately 
$36 billion. . 

. ·· . ...,: \,. 
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destinations except Canada, for which no validated licenses 

are required) and were almost equivalent to the value of all 

high-technology exports ( including exports to Canada, which 

are 12 percent of the total), as defined by the Department of 

commerce (see Figure 5-1). Very likely, these shares have 

increased in recent years, but the data, unfortunately, do 

not permit pistorical comparisons. 

As expected, the types of camnodities that bear the brunt 

of controls--computers, aircraft and parts, instruments, 

electronic components, and communications equipment--are also 

the leading U.S. high-technology exports. But there are some 

curious anomalies. In the largest Control List category, 

(2) ~rt•~r Diatri)Utiop Licenna. · ·I_p ~~•pqn~ to a 
quest.onnalre ·lnalled -to -export administration personnel of 
all holders of distribution licenses, 107 companies or 
corporate divisions r~rted that in calendar year 198S 
they UpQrted nearly -s1 ~, -,1,1111an worth of ~~•9~~!4-­
gooda under 109 licenses. , If anything, large~•• 
(over $2S0 million annual 'salea) were underrepresented in 
the sample, which repiesen.ted 17 percent of t)le estimated 
650 distribution licenie1~outstandtng in 1985. Thus,. a 
conservative ••timate~of '? total direct U.S. -elq)Orta. under 
distribution -licenses in 1985 1• $22 billion. Thia·· figure 
is aignif icantly higher 'tJian a recent Conmerc~- l)e~~t 
estimate (of $12 to $15:"'bi111.on) that waa, derived-.frcm a 
sample of 1985. 11hipperj • iexport declaration• (SBDal, -. 
documents submitted to the Bureau of the Cenaua. -·The -
latter sample excluded SBDa filed electronically·, typically 
by large exporters. It should be noted that the 
distribution license is not available for the moat 
sensitive dual use products, for munitions, or for itetllS 
restricted to particular countries for foreign policy 
reasons. 

- LIMITED USE DOCUMENT .00 NOT QUOTE OR CITE 

• 



,-..__ 
I . 

0 

manufactures 76% 

agric. products 

minerals & fuels 

-

14% 

Si 

s, 

Composition of U.S; 
Merchandise Exports, 1985 

q' 

EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 

high technology* 

non-high technology 

421 

sa, 

Composition of U.S. Exports 
of :-ianufactures, 19 85 

*DoC3 definition 

Figure 5-1: Export Coverage of u.s. 
National Security 'Export Controls 



(aee below) 

EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 

general license 

validated license* 

military equipment•* 

56.7\ 

40.0\ 

3.3% 

Composition of u.s. Exports of 
High Technology Goods, 1985 

License Authority for u.s. Exports 
of Manufactures, 1985 

jark shading (heavily affected by 
NSECs on dual-use goods): 
- communidations equip./ elec-

tronic comp. 19. 7% 
- aircraft/parts 25.6% 

office comp./acctng 
equip. 

- prof./scient. instrum. 
- engines/turbines/parts 

:a. s, 
10. 4% 

4.6% 

light shading {somewhat affected by 
~SECs -0n dual-use goods): 
- indust. inorganic chem. 4.9% 
- . plastics/resins 6.0% 

·..rhite (not affected by NS!Cs on 
dual-use goods): 
- drugs and medicines 4.0% 

cross-hatch (heavily affected by 
munitions controls): 
- missiles/spacecraft 1.2, 
- ordnance/accessories 1.0\ 

•exports under IVLs and DLs 
**mainly licensed individually 

under ITAR 

Figure 5-1 (cont.) 
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electronic computing equipment (ECCN 1565), the Comnerce 

Department approved roughly $23.5 billion in exports under 

IVLs alone; but the United States exported only SlS billion 

worth of computers in calendar year 1985. This discrepancy 

is attributable to several factors; 6 but, most importantly, 

it indicates that the control list classification is at 

variance with the classification of trade data and even with 

conman understandings. ECCN 1565, in particular, encc:npaases 

a wide range of products that are licensed as computer• 

because they contain a microprocessor but that are shipped 

-under other product designations specified by the government 

for statistical purposes. 

From a corporate perspective, the control system's 

coverage is also very broad. Survey data, in combination 

with Ccaaerce Department information, i.ndica.te that bet~n 

2,000 and 3,000 organizations apply for licenses each year. 

But even these numbers greatly understate the amount of 

business activity reached by u.s. controls. The national 

(3) Exports under other bulk licenses. Survey respondents 
reported that their ahipnent• under service supply and 
project licenses are no more than percent of their total 
exports. The value of all manufactured goods shipped under 
these bulk licenses in 198S was about S4 billion 
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security export control regime covers not only products and 

technology as they flow across U.S. borders but also a range 

of transactions by U.S. subsidiaries and foreign firms 

abroad. The latter include, for example, sales of products 

produced, manufactured, and distributed offshore by U.S. 

affiliates and sales of products manufactured by foreign 

companies incorporating U.S. components or produced with u.s. 
technology. The $6.4 billion worth of reexport approvals 

that were issued in 1985 are only the tip of the iceberg 

be~ause many reexports ~r~ authorized at the time original 

IVLs ~re obtained, and because the reexport authority of the 

distribution license is used much more extensively than are 

individual reexport authorizations. The value of data 

transfers under general license GTDR cannot be determined. 

Initially, the adverse ccmpetitive effects of the control 

system may show up only outside the United States, although 

eventually they will affect U.S. export trade. 

Lack of Economic Analysis 

The complexity of international business operations is 
. 

only one of the reasons that there lias beeii 1io credible 

estimate of the economic cost of national security controls. 
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s To date, the Department of Camnerce, despite its trade 

6 promotion mandate, has undertaken no economic analysis of 

7 

8 

9 
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national security export controls. Affected exporters 

presumably are in the best position to know the extent of the 

administrative burden and lost sales resulting from controls, 

but they have great difficulty even estimating these coats. 

Sales personnel are not usually engaged exclusively in 

administering controls, and statistics on loat sales are not 

kept. Furthermore, customers rarely articulate the reasons 

for choosing one supplier Qver another, let alone assign 

relative weights to all of their considerations--price; 

specifications, quality, delivery time, and so forth. In the 

unusual circumstance in which controls are known with 

certainty to have been the sole or principal obstacle to a 

sale, disclosure of the circumstances poses sane risk of harm . 

to the company's future sale• by ralslng questions about its 

reliability as a supplier. Pinally, ·becauae of industry 

relu~tance, for canercial and legal reasons, to disclose 

proprietary information to other firms, there is no mechanism 

to aggregate and analyze individual export:ers' experience. 

For ·a variety of practical reasons, therefore, the business 

conmunity's assertions regarding the costs of export controls 

are supported only by anecdotal evidence. 
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s Like efforts to quantify the benefits side of the 

6 equation, analysis of costs is hampered by certain inherent 

7 analytical problems. First, the continuity of national 

8 

9 

:o 

11 

'2 

security export controls precludes examination in most 

instances of before-and-after effects on trade performance. 

In contras-:, analysts have been able to estimate, with some 

degree of confidence, the economic effects of foreign policy 

trade sanctions that have a clearly delineated bec)inning and 

·J sometimes an end. 7 Second, the effects of export controls 

·s 

' . I 

· 3 

' 9 

20 

.,. , . 

22 

overlay and, hence, are difficult to isolate from a variety 

of other competitive factors such as- exchange rates, general · 

economic conditions, and specific sectoral conditions. 

Third, the licensing system cuts across a broad range of 

industries . Not only do the effects vary by sector, but they 

also vary over time and _in~ _they are mani fested--loss of 

sales, erosion of distribution ne1;wor·k, delay in shipments , 

and so forth. To capture all of such diffuse effects and 

distill them into a single number is a practical 

23 impossibility. Nevertheless, knowing the sources of the 

24 

25 

26 

27 

competitive costs and the broad range of products affected 

permits analysis of discr•t• -••pects of the economic c~st .. ·- - -

issue. 

.. . -
• 
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[N.B. Additional lan91.1age (approximately 2-3 paragraphs) is 

to be inserted at this point presenting the results of 

an analysis cOllll\issioned by the panel on the direct 

economic costs of U.S. national security export 

controls. This report, which does not bear reference 

to any classified material, was received only shortly 

before the panel concluded its work, and it is 

therefore still under evaluation. Nevertheless, the 

report itself is included here as Appendix 4. The 

supplementary language ultimately approved by -the_ paneJ 

will be included in the final draft of the report.] 

Sources of Competitive Costs 

The control ayatem poses major barriers to u.s. 
high-technology trade directly with the. Soviet union and 

Bastern Europe. Por some U.S. industries (e.g., machine 

tools) and for some individual companies, soviet bloc 

countries theoretically could represent significant markets, 

as they do for certain Western European sectors and firms 

despite the roughly uniform ground rules · among· coccm member 

countries with respect to Bast-West trade. Nevertheless, as 

the leader of the Western Alliance, the United States has 

been and for the foreseeable future is likely to be sOIDe!"hat 

. -
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5 more restrictive than its allies. Moreover, structural 
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features of the noruurket economies, primarily their enforced 

self-sufficiency and limited ability to produce competitive 

goods for world markets, sev~rely restrict their foreign 

exchange earnings and, hence, their imports. For what 

manufactured goods the Soviet bloc does import, the proximity 

of Western Europe and Japan and their greater use of Soviet 

energy and raw material exports makes them more likely 

suppliers than the United States. In the unlikely event that 

the United. States could capture the same share of Soviet bloc 

imports that it holds in total world manufactures trade 

(approximately 20 percent), U.S. exports would increase on 

the order of S3 billion to S4 billion. A realistic estimate 

of u.s.-soviet bloc trade loss attributable to export 

controls would not be insign;ficant, but it would be smaller 

than the range noted above. 

Of much greater concern are the potential costs of export 

controls on u.s.-headquartered industrial firms engaged in 

West-West trade. These. costs are a function of the 

significant differe_nce5: in-.~io~l trea.~n~ of 

internationally competitive •'ll>Pliers .of __ technology. _ .. -
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Among the disadvantages to u.s. -exporters vis-a-via cocom 

country competitors are the following: 

o In contrast to the time delays and high level of 

uncertainty characterizing U.S. individual (IVL) 

licensing, which conceivably discourage sane producers 

from exporting altogether or from exporting certain 

products, other cocom country licensing systems are 

characterized by rapid processing, prior consultation 

between exporters a~d licensing officia~s, and a high 

degree of predictability. 

o For national security reasons, the United St&tea 

unilaterally controls some 27 categories of products and 

technologies that are not included on tbe coccm :e • ·::, • 

International List.a Among other Ci:>Cam ■ambers,. only 

Canad& and Germany maintain unila1:eia:-i -nat.io~~ity 

export controls, but these are limited to certain kinds 

of chemical products and nuclear items~ respectively. 

o The United States often requires foreign resellers to 

obtain a u.s. reexport authorization for u.s.-origin end 

products, u.s.-origin parts and components incorporated 
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in foreign equipment, and even foreign products 

manufactured with u.s.-origin technology. No other CoCom 

member imposes reexport controls, and many do not use the 

other devices employed by the United States (e.g., denial 

lists and end-user and postshipnent checks} to prevent 

the diversion of controlled goods from non-cocom Western 

countries. (See Chapter 6 and Table 6-1.) 

o In the past, u.s. bulk licenses, especially distribution 

licenses, have been less restrictive than some foreign_ 

licensing systems that rely even more heavily than does 

the United States on prior review and approval of 

individual transactions. Nevertheless, the U.S. 

distribution license procedure has recently become 

relatively 1110re restrictive u =the•~ licens~ holders and 

their foreign consignees have been required to establish 

internal control systems ~ubject to q!s. goverz;iment audit 

and as other C0C011 members (Japan, France, and the United 

IUngdm) have adopted bulk export authorizations with 

less stringent conditions. 
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Among the disadvantages to u.s. exporter• via-a-vis 

non-cocom country competitors are the following: 

o In contrast to the elaborate system of U.S. controls, few 

non-cocom countries (exceptions are SWitzerland, Sweden, 

Austria, India, and Yugoslavia) maintain any national 

security controls on dual use exports. 

o U.S. bilateral efforts to conclude control agreements 

with third countries d!s~4vantage u.s. firms in relation 

to their com~titors: in the short run, by the use of 

license denials or delays as an instrument of negotiating 

leverage; and, in the long run, in cases in which a 

country agrees to control only exports of u.s.-origin 

technology. . . __ , ;,.;:;.. 

The Panel's Analyaia - "" -

As the relative restrictiveness of u.s. controls becomes 

more apparent abroad, foreign cuatomera are explqring 

alternative sources, and some already have turned to non-u.s. 

suppliers. At the same time, u.s. fi~ are losing their 

relative competitive edge, not only in technological 
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sophistication but al•o in price competitivenes•, . product 

quality, marketing, and service--factors that previously 

compensated for the negative competitive effect of export 

controls. 

u.s. producers of medium- and lower-level technology 

products are most vulnerable because increasing numbers of 

non-u.s. sources, many of them with cost or other competitive 

advantages, exist for these items or for their essential 

components. Not only does the u.s. national sec'!Z'ity export 

control system weigh more heavily than the controls of other 

countries with increasingly competitive suppliers, but it 

also captures a great many lower-level items and treats them 

on a par with more advanced technology having greater 

military signifi cance. Although the benefits of controls 

appear to be concentrated in a few technology areas, the 

coats are spread across a wide range of products of varying 

sophistication and strategic importance. 

The panel developed two analyses that support the 

extensive anecdotal evidence acquired on ita foreign visits 

and presented in briefings by exporters. The first !IUl&lysis 

deals directly with the question of lost aales, · in this case 
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those resulting from the imposition of unilateral controls. 

The second indicates that extraterritorial controls are 

having on adverse effect on the structure of business 

operations by which u.s. firms establish and maintain a 

competitive position in world markets. 

(a) The Case of Analytic Instruments 

The category of analytic instruments provides a unique 

oppo.rtuni~y_ ~o isolate and measure the effects of u.s. 
unilateral export controls because of discrete regulatory 

changes in 1984 that affected products containing embedded 

microprocessors. In April 1984, following an extended public 

and internal government debate, the Department of Commerce 

announced decontroi of roughl-y one-half of .tb4t c~tecJOries of 

instruments previously requiring a validated license. Eight 

months later, hollever, tbe department issued interpretations 

of new CoCcm agreements redefining incorporated 

microprocessors and _reimposing controls on the same 

~nstrumentation categories. The u.s. interpretations were 

more restrictive than those of other CoCom countries, and, 

thus, the renewed controls again were essentially unilateral. 
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After adjusting for changes in exchange rates, price 

levels, and level of foreign industrial production, an 

analysis conrnissioned by the panel indicates that, when 

controls were relaxed early in 1984, U.S. analytic instrument 

exports increased (by the third quarter of 1984) roughly 7 

percent over what they would have been without the change. 

Using the same assumptions and adjustments, the analysis 

shows that when the relaxation was reversed late in 1984, 

exports (by the third quarter of 1985) were 12 percent below 

what they would have been if licensing ~eguirements had not 

been reimposed. These fluctuations in trade reflect only the 

short-run observable effects probably attributable to 

unilateral export control. In the long term, the on-off 

on-again controls may erode the desire of foreign customers 

to purchase U.S. products. Alao ttot reflected in the 

analysis are the effects these restrictions may have had on 

foreign transactions in similar instrumentation produced 

abroad with U.S. technology or containing U.S. components. 

(b) The case of Foreign Consignees Under Distribution 

Licenses 

In May 1985, the conmerce Department issued new 

regulations requiring distribution license holders and their 
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foreign consignees to protect controlled items from diversion 

to the Soviet bloc by establishing internal control and 

recordkeeping systems subject to on-site inspection by agents 

8 of the license holder and the U.S. government. 9 For the 
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vast majority of U.S. exporters and their affiliates holding 

distribution licenses, the flexibility of the license 

unquestionably outweighs the adlllinistrative and other 

perceived costs of the new restrictions. But the combination 

of increased administrative costs, foreign sensitivities to 

the extraterritorial application of U.S. law, and, in the 

case of firms located in other CoCom countries, the 

duplication of effort entailed in complying with domestic as 

well as u.s. export control regulations raises a concern that 

the rules discourage independent foreign companies from doing 

business with U.S. supplier•• 

Surveyed in Nay 1986, onJ..y one, 110Dth after the 

regulations became fully effective, distribution license 

holders responding (accounting for approximately 18 percent 

of the total number of licenses) reported the loss or removal 

of 32 percent of all their foreign conai9nees--1,175 out of 

3,686--in the previous twelve months since tbe regulation• 
-- ) • 
.....J were issued. Business changes unrelated to the regulations, 

LIMITED use DOCUMENT 00 NOT QUOTE OR CITE 



2 

3 

.. 
5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 

NAS COnfJ.dential 

DRAFT - 11/25/86 

5-46 

inactivity, and product decontrol actions were reported to 

account for one-half of these drop-outs; but the expense of 

compliance and consignees' refusal to comply accounted for 40 

percent of the cases. More often than not, business is 

continuing with former foreign consignees under different 

licensing arrangements. Nevertheless, 28 licensees (25 

percent of the sample) reported an i.naediate loss, albeit in 

the near term a small loss, of business as a result of the 

drop-outs. Companies also reported that, under the new 

requirements, !tis becoming more difficult ·to recru~t new 

consignees and that some consignees have reduced their orders 

· although they remain on a distribution license. 

Again, these findings represent only the short-run, 

observable effects of the regulatj.ona_~ o~r evidence 

indicates that a number of foreign companies that chose not 

to terminate relationship• with U.S • . suppliers abruptly are 

22 now exploring alternative sources for the future.10 A 

23 

24 

25 

26 

27 

crucial stage in i.mJ?lemen~ing the regulations is approaching 

as license holders and the Department of Conmerce begin 

systematic auditing of foreign . consignees. · In the meantime, 

the regulation• have already brought about some erosion of 

the distribution networka of u.s. exporters, a marginal loaa 
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of business, and an increase in the volume of individual 

license applications. 

TECHNICAL DATA CONTROLS 

Some firms find it difficult to understand and apply the 

general license GTDR and validated license requirement• for 

the export of technical data. There is substantial confusion 

regarding what transactions (i.e., oral coanunication ~ith ­

foreign nationals, visual inspection by foreign nationals 

within the United States, and application of knowledge 

abroad) are considered to be "exports"1 and there also is 

uncertainty as to what transfers are unrestricted (and thus 

eligible for general license GTDA) or require written 

assurances of nondisclosure by the recipients (under general 

licenae <l'l'DR). -same fiia argue that the requirements 

associated with GTDR inhibit internal corporate information 

flows without affor~ng· ~y more protection than custanary 

corporate procedures for handling proprietary information. 

Of greater concern to the panel, however, is the prospect 

of greatly expanded controls on technical data including data 
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arising from research. There are at least four 

manifestations of this emerging policy thrust. 

First, the Department of Defense is moving to place 

restrictions on unclassified technical data developed in 

00D-sponsored research and falling within a category on the 

Militarily Critical Technologies List. Although the export 

of su~~ data always has been subject _to the provisions of EAR 

and ITAR, domestic U.S. dissemination was unfettered. The 

current initiative relies on authority in the 1984 000 

Authorization Act to exempt such data fr0111 public disclosure 

through requests under the Freedan of Information Act.ll 

The panel does not question the authority of OoO to 

control uncla••ified technical data frOll ailitarily senaitive 

research projects it funds. Nevertheless, extendin9 controls 

to data that relate to the wide range of technol09ies on the 
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MCTL* and allowil\9 acceas only by previoualy certified U.S. 

and foreign researchers in industry and government would 

seriously encroach upon the exchange of information in the 

technical connunity without necessarily enhancing national 

security. 

Of particular concern i• the impact of this new •Y•tem on 

the conmunication of research through professional society 

meetings and publication•. Communication £catered by 
- -

scientific and engineering s~iety acti~ities has been.. 

crucial to the rapid advancement of connercial and ~ili~ary 

technology in the United States and, thus, to national 
\ 

security. Although Soviet access to thi• c0111Dunication is of 

legitimate concern, the_panel believes the risks are 

1 • • ., .. .... .. 

* Under a policy directive of October 29, 1986, the National 
Security Council bas instructed all federal departments· and 
agencies to saf84JUUCI •--1 ti Vee but unclauif i.S., .., . 
info~tion in government teleconnunications · and automated 
inforution systems. Although it is left to agency heads 
to identify "sensitive" information, whose disclosure, 
loss, or destruction CC)uld damage national securi.ty or 
other government interests, the directive refer•~ 
specifically to tecbnQloqical aa, well as. other Ju~ of . 
information. The directive does not, however, specify the 
means for protecting suc)l .-information ( for eX411Ple,_ whether 
it is to be withheld from data bases such as ~tbe llational 
Technical Information service or, alternatively, w!\ether 
access to such data bases is to be restricted)·; ·nor does it 
refer to penalties for unauthorized disclosure. _ 

LIMITED USE j)OCUMENT 00 NOT -<llJ9TE 0A CITE 



2 

3 

' 
s 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

2, 

25 

26 

27 

EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTH~MINATION 

NAS C nti-a1 

DRAFT - 11/2S/86 

s-so 

outweighed by the important role of open and rapid 

communication of ideas and findings, including conceptual 

dead-ends, in promoting innovation. 

A second manifestation of efforts to expand controls on 

technical data concerns patent information. Serious 

constraints on the use of new knowledge to benefit U.S. 

commercial and military activities could result from the 

development by the Patent and Trademark Office, in 

consultation with th~ Department of Defense, of a new type of 

patent secrecy order.12 The order can be issued when a 

patent application contains unclassified technical data 

relating to inventions with military or space application. 

Although the patent would be withheld until the secrecy order 

was lifted, the data contained in the applica~~on could be 

disclosed to u.s. residents; the invention could be developed 

and marketed dome•tieally-, and the ·· inventor cou-ld apply for 

patent protection in most European countries and Australia. 
--- -. .. 

Other foreJgn _disclosure or marketing could occur only under 
.; ... J - • • : .... • -

a validated e:xport license. Bec:auH the applicant would not 
. i . ~- •• •• 

be authori£ed -to file fo1· -pa~ent protection in · most new_ly 
. - ~ ~ - . 

industrializing co~ries; ·marketing this invention could 
. - . .~ .. 

lead to legal pirating by enterprises in those countries. 
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use of the MCTL or any other broad criteria as CJUidance 

could result in subjecting a considerable number of 

applications to such secrecy orders. The panel believes that 

extensive use of secrecy orders would undermine the benefits 

of the patent system, increase the duplication of a,o 
activities, and result in important innovations being 

withheld from conmercial markets. 

Third, the Department of Defense is in the process of 

culling from the_ MCT~ a subset of -c~it~ca~ dual use 

technologies with an eye to proposing that they be subj"ect to 

validated licensing _to Western destinations.13 Of all the 

initiatives to restrict transfers of technical data, this is 

the most troublesome because controls would not be limited to 

know-how- or inven_t.t.ona derived frca aoYJJ~t--•~naored . ~ . . .. - .. -~--:. 

research and developnent or contained in patent applications 

but would apply .r~dle•• of the inforaa.ti~'.• origin, form, 

and means of transfer--personal, print, or electronic. 

Despite the . problems associated with it, general license 

GTDR remains critical to the ability oi many U.S. firms to 

conclude sales, explore international joint ventures, and 

transfer research results to foreign business partners. 
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Requiring a validated license for data covered by broad 

categories of the MCTL would significantly alter the nature 

of corrmunications within the Free World. Although the 

comprehensive operations license authorized in 1985 might 

limit the burden on large multinational firms, other 

companies with l ess well-established international operations 

would be adv4rsely affected. 

There is little doubt that unclassified but militarily 

sensitive_ ~echnical information can be diverted from Western 

channels of connunication; but there are enormous practical 

difficulties as well as political and economic risks in 

treating technology in the same manner as tangible products. 

The flow of technical data within and among enterprises is 

essential to their operation. COCOlli agreement to adopt 

similar restrictions is doubtful; some member governments 

lack legal authority ·to control intangible data. Finally~ it 

is not clear that the benefits the Soviets derive from 

adapting, applying, diffusing and improving upon unclassified 

technical data acquired from the West are substantial enough, 

relative to other means of obtaining technology, to warrant 

broad application of intrusive controls. 
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USE or THE MILITARILY CRITICAL TECHNOLOGIES LIST 

Regardless of the regulatory mechanism, the panel is 

concerned by the prospective use of the Militarily Critical 

Technologies List as a de facto, and possibly unilateral, 

control list for technical data. It also consider• unwise 

and unworkable the long-standing congressional mandate, 

renewed in the 1985 Export Administration ~ndmenta Act, to 

integrate the MCTL with the U.S. Control List, except on a 

case~by-case basis _in whic? _CoCom negotiation and agreement 

precede the adoption of a new control by the United States. 

As mandated in the Export Administration Act of 1979 and 

revised periodically by the Department of Defense, the 

complete MCTL i• a cluaified dOCU11ent of 800 pa9ea, 

including specifications and justifications. An abbreviated, 

unclaaaified version waa pw,liahed in ~tober 1984. Updating 

has not changed its initial character. The MCTL ia an 

extensive compilation of militarily useful technologiea and 

equipment. It lacks p~io~itizatio~ and reflects the paucity 

of detailed information on near-term and long-term Soviet 

needs and capabilities. Further, the MCTL'a development h&• 

not been disciplined by considerations of clarity, foreign 
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5 availability, or enforceability, couiderationa that should 

6 be reflecte·d if it is to be used as an operational control 
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list accessible t o licensing officers and exporters. The 

MCTL serves a useful but limited purpose as a reference 

document for developing control proposals and ma.king informed 

licensing decisions. Explicit internal DoD guidance could 

enhance the latter role and dispel much of the confusion that 

surrounds the MCTL. 

The Militaril y Critical Technologies List wa9:..an att~pt 

to embody general control criteria developed by a 1976 task 

force of the Defense Science Board, under the chairmanship of 

J. Fred Bucy.14 The Bucy task force implicitly faulted the 

traditional emphasis on controlling exports of products for 

neglecting the source· of· any· nation·•• industrial · capability 

and of the u.s. military advantage over the soviet Union in 

particular--mastery of the know-how required to ~ift, 

deaiqn, build, test, maintain, and use sophisticated 

products. The Bucy .task force instead proposed controls on 

critical design and manufacturing processes, essential .· 

manufacturing, inspection, and test equipment, and operation, 

application, and maintenance data accompanyi119 products. 

Furthermore, the task force urged closer scrutiny of 
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revolutionary rather than slowly evolving technol09iea and of 

active means of transfer--for example, turnkey factories, 

training, and ongoing technical exchangea--rather than 

routine sales of products. 

The Bucy criteria have strong theoretical appeal but have 

proven to be extremely difficult to put into operation. They 

rely on distinctiona--"critical," "revolutionary," 

"keystone"--on which opinion• are widely variable and 

( ·1 difficult _t9 reconcile. As the panel's observations on 
15 

16 
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technical data controls indicate, it is especially hard to 

define categories of know-how that need to and can be 

controlled, beyond proprietary protections but short of 

security classification, without disrupting routine and vital 

technical cOIIII\IIUcat:ion. 

THE POLICY PROCESS AND THE BALANCING OF U.S. INTERESTS 

The panel's findings underscore the need for a 

policymaking process that will contJ.nu. to generate new 

information and weigh conflicting judgments. Economic and 

technological change in the West requires continuous 
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balancing and rebalancing of diverse national stakes. 

Divided administrative responsibility, congressional 

oversight checks on administrative discretion, consultation 

with private industry, and negotiations with allies can · 

ensure that some balancing of views and interests occurs in 

the evolution of export control policy. But these 

long-standing features of the policy process have limitations 

and drawbacks and are not up to the challenge of reconciling 

controls with the need to sustain a vigorous technological 

enterprise in an increasingly com_petitive international 

economy. 

In many areas of econanic and social regulation in the 

United States, federal statutes, executive orders, or 

judicial decisions directly require os indirec;:tly encourage 

analysis of coats and benefits. Thi~ is not the case with 

export controls. Because they involve matters of foreign and 

military affairs, both national security and foreign policy 

export controls are exempt from the Administrative Procedure 

Act (5 use 553), which provides for judicial review 4nd for 

notice· of and public coament on proposed re9'_,llationa, .. and 

from Executive Order · 12291, which~ ~ndatea_. economic impact 

analysis of moat domestic regulations. 
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To impose export controls for foreign policy purposes (or 

to maintain them after their automatic expiration after one 

year), however, the Export Administration Amendments Act of 

1985 requires the president to determine that t~e adverse 

effects on u.s. export performance, the reputation of U.S. 

companies as reliable suppliers, and the welfare of 

companies, their employees, and callllunities will not exceed 

the foreign policy benefits. Further, before applying 

foreign policy controls, the president first must have tried 

other means to influence the offending country's behavior. 

-He also must haye consulted with Congress, industry, and 

other countries so that he is in a position to certify to 

Congress that the actions he is considering are likely to 

achieve their objective,, are enforceable, and are not likely 

to be undermined by the behavior of other countries. The 
- - ... - ~- . ...... ---- ...... . _· . ....... .. .... ... .,_ 

General Accounting Office is directed to "second-guess" the 

president's j~gments and to deterai.ne whether they meet the 

statutory criteria. None of these fonnal checks and 

balances, intended by Congress to contain the costs and 

ensure the eff~ctiv~ne•• of the president's actiona, applies 

to national security export controls. Nor has the 

bureaucratic structure served to produce analysis and debate. 
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Shared responsibility among agencies with diverse and 

often conflicting perspectives has been a chronic feature of 

export control policy and administration. The Export 

Administration Act assigns the Department of C011111erce primary 

responsibility for the list of controlled dual use goocu and 

technologies and for administering and enforcing the 

licensing system. The Department of State hu the lead in 

negotiations with other countries, both cocom and non-cocom, 

to achieve cooperation on multilateral controls. The 

Department of Defense~~ charged with providing technical 
. . 

advice on the military significance of goods and technologies 

and the security risks of their transfer to proscribed 

countries. Finally, the Custans Service has primary 

responsibility for the enforcement of controls at points of 

exit and for investigations of diversions abroad. 

Although thi• dispersion of authority bu serious 

disadvantages, the panel believes that both the policy 

guidance and the division of labor set forth in the Export 
·-. . 

Administration Act are appropriate. It is not difficult to 
' . . . 

conceive of alternative arrangements but none promises an 

ideal balance of the national interests in export controls. 
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The deficiencies of the current arrangement, however, are 

threefold. First, there has been no regular policy guidance 

at the highest level nor an effective means of reconciling 

differences among the agencies. Second, certain departments, 

notably Conmerce and State, lack resources and assertiveness 

commensurate with their responsibilities. And third, recent 

changes within the departments have shifted export control 

responsibilities away from officials responsible for 

technology and trade development, resulting in a 

concentration of authority in administrative units with a 

narrower perspective. 

The lack of an effective overarching mechani- bu 

allowed a legitimate but limited view of military security to 

dominate without giving sufficient weight to the health of 

the econ0111Y as a crucial element of national security. The 

White -Bouse has iht~~~ecl only intel'lllittently and then to 

contain bureaucratic conflict rather than to give policy 

direction. The senior Intera9ency -Group on Technology 

Transfer has been a weak ~rtstrument of coordina~ion and 

conflict resolution. It has not considered its 

responsibility' to be that of balancing the requirements for 

enhancing u.s. competitiveness, · maintaining ~the U.S. -lead in 
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military technology, and pr0110tin9 cooperation with our major 

allies. 

OoO's assertiveness on export control issues is not 

counterbalanced by the Departments of State and Conmerce. on 

its foreign study missions, the panel was told repeatedly 

that the United States speaks with several voices on 

technology transfer policy, to the consternation and 

frustration of foreign negotiators. By the same token, 

several recent 000 initiatives, n~ably on the review of 

foreign availability findings ~nd of license applications to 

certain Free World countries, have had the effect of 

weakening the authority of tbe Coanerce Department and the 

morale of its -export admini•txation perso~l. 
::: - _, . - ... . .. 

One unfortunate reault of the imbalance is the lack of 

any effectift Mebanit111 for_weeding o~t f~0111 ~ control liat 

those proclucta and technologies that have ceased to be 

strategic or that have becQIDII. -SO widely- 4vailable that 
!- ... ~ <: - - - . - . ... ,.,_ :> .. :-

control, for ·al-1 practical ~e•, 1,a impoaaible. The 
" J' • • ('!: --- -: • • ~ .,r 

momentum is to add, -not :to de~ete, and the pr~ncipal 

licena!119 ageftOy, with a .:atake in keepiq9 iu_ ~a•k _frca 
. . 

becomin9· unmana9eable, hu been unable to •low it down. 
_,. .it. • • - : .., . ,. 
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A striking example i• the failure of the Connerce 

Department's foreign availability program to yield the 

results intended by Congress when in 1979 and again in 1985 

it mandated a procedure to eliminate one type of ineffective 

control--on item• that the Soviet Union can make or freely 

buy from uncontrolled sources. According to the statute, 

foreign availability exists when a non-cocan-origin it- of 

comparable quality is available to adversaries in quantities 

sufficient to satisfy their military need• so that U.S • 
. 

exports of the item would not make a significant contribution 

to their military capabilities. 

A newly created Office of Foreign Availability (OFA), 

with valuable technical assistance from defense, 

intelligence, ·and other a9encies, has completed 44 

investigations of the availability of items under control or 

proposed for control. Many of these studies have contributed 

needed diacipline to the process by which new controls are 

conceived and developed. But most of the 20 assessments of 

whether or not foreign availability should lead to the 

removal of existing national security. export controls have 

languished in interagency review for periacla as long as eight 

months. Only two negative findings and three positive 
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findings, the latter leading to preliminary deciaiona to 

decontrol automatic silicon wafer saws and mercury cadmium 

telluride uncooled array sensors and to modify specifications 

on floppy disks, have been published. One problem ia that, 

although regulations specify expeditious C011111erce Department 

evaluation of foreign availability claims, no conatrainta are­

imposed on the Defense Department's review of OFA findings. 

The review process is used as a means of delay. Further, DoD 

narrowly construes the foreign availability criteria to 

preclude decontro~ in most -cases. The panel believes that 

the meager results of this process mean that U.S. industry 

continues to bear unnecessary costs and the credibility of 

u.s. controls is further undermined • 
• 

Another recent chan~ in the polic:y~procua i-a-110re 

subtle but no leaa consequantial. Under the Reagan 
., .,. .- .,. .. 

administration, the bureaucratic balance of power baa been 

shifted toward security, intelligence, and law enforc-nt 

agencies and away from those entities r .. poaaible for 

t-ecbnoloqy dewlo189nt, trade, and interutio~ econcaic 

relations. In the 1)ef ense -Department, a Dell 0,or9ani&•tion, 
- ... ~ 

the Defense Techtio"logy Security Ma11liatration, reporting to 

the Under secretary of Defense for ·Pollcy, -haa- uaumecl 
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responsibility for technolOCJY transfer policy--reaponaibility 

that previously resided in the Office of the Under Secretary 

for Research and Engineering. In the State Department, 

security assistance officials have assumed the lead role 

formerly assigned to the Bureau of Economic Affairs. The 

connerce Department has a statutory mandate to remove export 

administration from the International Trade Administration to 

stand on its own just below the Office of the Secretary. 

These changes hav~ contributed to a rJ!i~~igo;~ted control 
. . 

system, a credible enforcement capability, better threat 

assessment, a more assertive diplomacy, and even improvements 

in license processing. The reorganization of Export 

Administration in the Department of Conrnerce and the 

appointment of an ambassador for strategic ~ecbnoloqy policy 

in the Office of the Under Secretary of State for Security 

Assistance, science, and Technology are two recent positive 

efforts to upgrade the administrative capabilities of 

responsible agencies_. 

But there is a danger in isolating export control 

functions from trade and technology development 

responsibilities. The risk is that controls will become 
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increasingly unrealistic and burdensome on U.S. 

competitiveness and innovation and that these adverse effects 

will not be acknowledged until they become obvious and 

possibly irreversible. The evidence of such effects is 

limited but sufficient to justify further adjustments in U.S. 

export control policy and administration. 

.- -

...... ~ 

•• ·1 • • 
- '"':!.. .. - - - ~ .. - :._ 

CiMrrtO OSE OOCUMENf 00 NOT QUOTE OIi CITE 

... ~ 
~.-'\,. .. .. ,,..,; . 

~-- I 
> 



I • 

/ 
~ 

2 

3 

4 

5 

6 

7 

8 

9 

10 

. 11 

- -

12 

13 

i 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

0-

EMBARGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 

NASC~l 

DRAFT - 11/25/86 

5-65 

REFERENCES FOR CHAPTER 5 

1. soviet Acquisition of Militarily Significant Western 
Technoloqv: An Update (September 198S), Tal>le l, p. 6. 

2. ~, p. 6. 

3. u.s. General Accounting Office, Export Licensing: 
conmerce-Defense Review of ApPlication• to certain Free World 
Countries (September 1986) . 

4. Assessing the Effect of TechnolOQY Transfer on 
u.s./Western Security: A Defense Perspective (February 
1985). 

5. Ibid, · p. 5-8. 
-- --

6. For example, exporters may not use the full amount of 
license authorizations because sales are not completed or 
orders are reduced. 

7. See, for example, u.s. Department of Ccanerce, Foreign 
Policv Report to Congress, January 21. 1985 to January 20 1 
1986; Stanley D. Nollen, "Business Costs and Business Policy 
for Export Controls," Working Paper of the National Center 
for Export-Import Studies, Georgetown University (Washington, 
o.c., July 1985). 

8. Congress has long pressed for the elimination of these 
unilateral controls, either by decontrol or through cocom 
agreement to adopt them as multilateral controls. Although 
many itema have been removed over the years and others, such 
as COIIIIIUDications countermeasures equipment (ECCN 45168), may 
be candidates for control under ITAR, a number of 
unilaterally controlled items appear to have little military 
significance and probably remain on the control list -because 
of bureaucratic inertia. 

9. 15 C.F.R. 373. 

10. See "The Technology Gap: Western Countries Growing 
Apart?" Speech by w. Dekker, president and chairman, N.V. 
Philipa, at the Atlantic Institute for International Affairs, 
Paris, December 5, 1985; "Reagan curbs Bit U.S. Electronics · 

LIMITED USE DOClAfi;_NT no MnT- nunTS na ""ITS 



2 

3 

4 

s 

6 

7 

8 

9 

10 

11 

12 

13 

- !4 

15 

16 

17 

18 

19 

20 

21 

22 

23 

25 

28 

27 

,~~~~JGOED REPORT 
NOT FOR CIRCULATION OR 
FURTHER DISSEMINATION 

NAS c&nfiden,i.•l 

DRAF'l' - 11/25/86 

5-66 

Sales Overseas," Financial Times, October 16, 1986, p. l; 
Department of State confidential cable from Bonn P.mbassy, 
"Are German firms turning away frcm the US because of our 
export controls?" (February 1986). 

11. 1984 Departftlent of Defense Authorization Act, 10 u.s.c. 
140c. See DoD Directive 5230.25, "Withholding of 
Unclassified Technical Data from Public Disclosure" (November 
6, 1984). 

12. Federal Regiater, Vol. 51, no.- 180, pp. 32938-39. 

13. U.S. Department of Defense, Militarily Critical 
Technol99iea Pr99ram (17 ·July 1986), p. 21. · 

14. Defense Science Board Task Poree on Export of U.S. 
Technology, An Analysis of Export Control of U.S. 
Technology--A 000 Perspective (4 February 1976). 

t . ., :) --
.... ~-"' ... ~,-. ~.:. 

... - .... 

.... 
•• 1.. ... 

-

-~ . 
'-

-! 

~ 
\:i:ii 



HIGHLIGHTS OF THE EXPORT ADMINISTJtATIOII 
ACT, AS AMENDID, 1985 

The BAA, a• amended in 1985, tighten• •ome national aecurity 
control•. However, to the extent we make change• in our 
regulations, we have authority to permit other controls to be 
relaxed. 

National Security Controls 

o Import Sanction - The EAA provides the President with 
authority to prohibit i.lllports from companies violating U.S. 
national security controls. Be may also bar i.Jllports frca 
companies violating COCOM (i.e., foreign) export controls if 
(1) negotiations with the pertinent government have been 
conducted; (2) the President gives COCOM partners 60-day notice 
of intent to impose sanctions; and (3) a majority of COC<Jt 
partners concur or abstain. 

o Foreign Availabilit¥ - The EAA requires that an exporter's 
assertion of foreign availability, if supported by reasonable 
evidence, be accepted in the absence of reliable evidence. The 
EAA also requires that the President actively pursue 
negotiations to eli.lllinate foreign availability, and decontrol 
iteas within 6 months if foreign availability bas not been 
eliainated, except that be may extend the period one year by 
certifying that negotiations are progressing and that decontrol 

- would be detrimental to u~s. national security. 

o Intra-COCOM Decontrol - Items at the lowest level · of COCOM 
control, where only notification to other countries is 
required, must be decontrolled for export to other COCOM 
countries. 

o Controlled Countries - Controlled countries are those set 
forth in Section 620(£) of the 1961 Foreign Assistance Act, but 
the President may add (or delete) countries if exports there 
would aake a significant contribution to the ailitary potential 
of an adversary and prove detrimental to u.s. national security. 
All Warsaw Pact countries are listed in 620(£), plus Vie1:nall, 
North Korea and Cuba (with which we have a coaplete embargo), 
as well as China and Yugoslavia. 

o Foreign Embassies - The President has the authority to 
control transfers to embassies and affiliates of controlled 
countries. 

Foreign Policy Controls 

In general, the bill significantly restricts the illpoaitiona of 
foreign policy controls by requiring that stricter criteria be 
aet, that a prior report be aulaitted to Congre••, that apec­
ified agencies be consulted, that controls be enforceable, and 
that existing contracts not be interrupted except under certain 
cirC1111Stancea, 
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o Contract Sanctitl - lxiating contract• or export licen••• 
may not be Interrupt• unle•• and until the Preaident certifie• 
to Congr••• that a •breach of the peace• baa occurred which 
poaea a direct threat to U.S. atrate9ic intereata, and that 
curtailaent of contract• would be inatruaental in r ... dying 
thia threat. The control• continue only ao loDCJ •• the direct 
threat peraiata. (Alternatively, the Preaident aay interrupt 
exiating contracts if Congress passes a joint reaolution of 
authorization). 

o Criteria - The President may impoae or extend controls 
only if he determines that the following criteria have been 
met: 

The controls are likely to achieve their intended 
purpose (which cannot be achieved in another way): 

The controls are compatible with U.S. policy toward 
the recipient nation, 

Reactions of other nations are not likely to render 
the controls ineffective: 

Economic coats to the U.S. do not exceed foreign 
policy benefit■: 

The U.S. can enforce the controls effectively. 

o . Consultation and Reportini The President llla:Y not · 
impose or extend controls untl he has sublllitted a report to 
Congress which: · 

Specifics the purpose of the controls: 

Presents his deterainations and rationale vith regard 
to the criteria listed above, 

Presents the result• of or plans for consultations 
with industry and other countries, 

Lists alternative actions atteapted or reasons for 
illposing export controls without att:aipting alterna­
tive aeans, 

Describe foreign source of the goods ill question and 
U.S. efforts to secure foreign cooperation. 

o Foreign Availabilip - After controls are iapoaed, the 
President 1111at take 1al feasible atepa• to •J1•fnat,e foreign 
availability. If, after aiz aontha, be baa been ansucceaaful 
and the Secretary of C~rce detenainea that goods in •auffi­
cient quantity and COlllp&rable quality• are aT&ilable that woald 
render the control ineffecti,,., the Secretary aball r•O'N the 
control if he detenlinea tut auch action ia •appropriate.• 
Exempted froa this requireaent are anti-terrorl• control•, 



. ' ., ., 
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criM control inat.ruaent•, and control• iapoaed under interna­
tional obli9ationa. 

o Afency Conaaltatlon - lefore illpoaln9 forel9n policy 
contro a, the Secretary of C01111erce aaat cone.it with the 
Secretarie• of State, Defenae, AC)riculture, Treaaury, and the 
USTR, aa well aa other agencies C01111erce conaldera appropriate. 

o Re aition of Controls on South Africa - Prohibiting 
export o re at ve y nnocuous items to e South African 
ailitary and policy•• well a• computer• not aaed in apartheid 
enforcement to Soath African Government agencies. (Other 
anti-South African economic measures were deleted from the £AA, 
but has been auperceded by new legislation.) 

Other Provisions 

o A~icultural Products - Control effectively made 11Uch 
aore difficu t. 

0 Expiration - Act would expire on September 30, 1989. 

o Enforceaent - Bill continues exclusive Commerce 
authority to lipose civil penalties. Both customs and 
Conaerce are given authority to investigate export vio­
lations. 
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DRAFT 

r. ·Robert Bartl•Y 
ditorial Page lditor 
he Wall Street Journal 
00 Liberty Street 
ew York, New York 10281 

ea~ Mr. ,Bartley: 

-·- ----- ----:--, 
United States Department of State ~ 

Tlac l.~,a1 Advun 

W,ulsi,1Ktt111, D.C. 20520 

January 29, 1987 

On Dece■ber 31, 1986 you published an editorial entitled 
The soviets' Lawyers• that commented on the role of the 
epartment of State in two cases in United States courts 
nvolving the soviet Union: the Gregorian case in California 
nvolving claims by a private citizen a~ainst the Sovi&t Onion, 
everal agencies or inatru•entalities of the So~iet Uni~~; and 
everal American corporations, and the Wallenberi ca•• in the 
istrict of Columbia involving claims by the haI brother a~d 
egal guardian of Raoul Wallenberg against the soviet Union 
Von Dardel v. soviet Union). on January 28, 1987, you 
ublished an article by a private lawyer in California entitled 
State Department Goes to court For the Kremlin• co1111enting on 
he role of the Department in the Gregorian case. Both your 
ditorial and the January 28 article contain a number of 
naccurate and ~ialeadfng assertions about the U.S. role in 
itigation involving foreign states. 

Contrary to the suggestion in your editorial, the State 
epartment is not representing the Soviet Union, or invoking 
overeign iaunity in its behalf either in the Grelorian case, 
r in the Wallenberg case. A cursory reading oft e United 
tates' submissions in both those cases would have dispelled 

·mmediately such erroneous notions. The role of the U.S. 
overn■ent in these suits is strictly limited to that which the 
xecutive has played in litigation against foreign govern■enta 

·n o.s. courts since congress enacted the Foreign Sovereign 
111tt1nitiea Act (hereinafter referred to as •the PSIA• or •the 
ct•). At that ti ■e, while acknowledging that i-unity 
ecie!ona. henceforth were to be made under the Act by the 
ourt•~ the Departaent noted that the United States would 
aintain a -continuing interest in the interpretation of the Act 

cause of the · foreign policy implications of its application, 
~nd would continue to comment on such issues where 
~ppropriate. See, Letter of Monroe Leigh to Attorney General 

dward R. Levy;-iov. 2, 1976, LXXV St. Dept. Bull. 649 (1976). 
ince that tiae, the United States has repeatedly presented to· 
ourts in appropriate cases its views on · the proper 

interpretation and application of the Act, and its i ■pact upon 
he conduct of foreign affairs. Determinations of aovereign 

1-unity •re •d• excluaively by the courts, however, and not 
· olely on the baaia of U.S. Government repreaentatio~a. 
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When it participates in litiqation involving the PSIA, the 
nited State■ does not appear on behalf nf foreign 
overn•enta. In fact, the United States actively seeks to 
onvince foreign governments that th~y should appear and 
resent any defenses they may havP., includin~ claims of 
overeign i ■munity, directly to the courts . When we succeed in 
onvincing the■ to do so, we have often asked the court 
nvolved to set aside default judgments and to hear their 
latms. This serves the interests of justice. Indeed, our 
ourts have repeatedly recognized that default judgments are 
ot favored and, whenever it is reasonably possible, cases 
hould be decided on the merits. The courts have evidenced an 
ven stronger presumption against default judgments in cases 

~nvolving foreign states and the important principle of 
~overP.ign i••unity. courts have often vacated default 
j udgments entered after a foreign country had initially failed 
to appear. 

/ Decisions on the merits also favor the parties who 1ue 
!foreign entities. Plaintiffs with meritorious cases are far 
laore likely to recover when a foreiqn state has responded. 

Some states refuse to appear in our courts, however, 
despite our best efforts. They believe they are absolutely 
1immu~e from -suit. In such cases, the court may be called upon 
to enter a default judgment~ Althou~h the FSIA prohibits the 
court from entering a default judgment unless the claimant 
establishes his clai ■ or right to relief by evidence 
satisfactory to the court, the adversary system doea not work 
in this situation as it normally would to ensure that the court 
has before it all the necessary ar9u•enta and facts. The court 
has before it only the arguments of one party. Under those 
circu■stancea, the United States ~ay preeent it■ view, at the 
request of the court involved, or because an ia■ue being 
litigated i• of significance to the application of the PSIA. 

Tb• United States becaae involved in the Greyorian case, in 
part, becauae counsel for Mr. Gregorian, Mr. !ro 1, ■ade 
repeeted reque1ta for assistance in getting the soviet Union to 
reapond to bia ■uit. After discussion between the State 
DepartMnt and the Soviet Embassy, two of the soviet 
atate-Olflled co•ercial de!endants agreed to retain private U.S. 
counael to appear on their behalf and to file appropriate 
■otion• for relief. The United States has requeated, in light 
of the -appeau~c•• by these Soviet entitiea, that the court aet 
aside the default judgaent and consider the legal and factual 

"i ·• .I 
! 

·' . : J. 
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l ,qu..,nt• of the Soviet defendants on the ■ertta, llieanwhtle 
~uspending enforcement. If the court decides to grant this 
,elief, it may still enter a dect~ion in favor of the plaintiff 
pn one or more of Mr. Gregorian's claims. 
I 

! Nor does the Department support the Soviet Union in 
~ismissing the case. The U.S. Government has expressed its 
view that congress did not intend in the PSIA to provide 
'jurisdiction over libel actions. This is a general iaaue under 
1the FSIA in which the United States has an independent 
,interest. We have not submitted any views, however, on the 
contractual aspects of the dispute. Moreover, before the U.S. 

'

Government sub■ itted views on the libel jurisdiction issue, I 
offered to meet vith and try to assist Mr. Gregorian'a attorney 
in resolving this case short of further litigation. My offer 
:was declined. 
! 

In the Wallenberg case, the Dis~rict Court entered a 
default judgment in November 1985 that directed the Soviet 
Union, among other things, to ptoduce Wallenberq or his re•ina 
within 60 days and to pay 39 11i 11 i'on dollars in da11agea. When 
the soviet Onion did not comply, plaintiffs filed a motion to 
hold the soviet Government in conte•pt. Recognizing that entry 
of such an order would involve important foreign relations 
issues under the law, the court specifically requeated the 
views of the United States. 

In response to the court's request, the U.S. Government 
filed a State■ent of Interest in which we inforaed the Court 
that the exercise of the conte■pt power in that caae would be 
inconsistent with the purposes of the PSIA, and would be 
ineffective. we also advised the court that it ahould not find 
the soviet Union in contempt, because the court lacked 
jurisdiction under the FSIA to enter its original deciaion. We 
noted in our reapon•• that the u.s. Govern■ent •abhors the 

· soviet Union'• unjust i ■prisonment of Wallenberg and continues, 
through govern■ental channels, to seek a full and satisfactory 
accountin. _of bis fate.• 

The decision of the U.S. Government to subait its views in 
littgat.ion under the PSIA is based upon principled 
conaideratlona of law and policy. These relate~ not only to 
our bilateral relations with the Soviet Onion, but alao to our 
relations vith all other foreign countries. Interpretations 
of thoae aapecta of the PSIA upon which the o.s. covernaent baa 
co-ented in the Gre{orian, Nallenberg, and other caaea, have 
general application o litigation under the PSIA involving 
other countriea. What we do to other countriea ve ahould 
expect to be done to ua within their ayateaa. (The soviet 
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! union, consistent vith its viev of international law, provides 
the United States far greater immunity than we accord foreign 

· countries under the PSIA.) And, we must c@rtainly act even 
, handedly in Mttera involving justice in our courts. Thia 
! ■eana doing no ■ore for the soviets than ve would do for 
I another state, but alao doing no less. 
I 
I 
I Sincerely, 
! 

Abraham D. Sofaer 
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