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MUTAGENICITY RESULTS IN THE AMES TEST

The Ames test has been widely used throughout the world as a rapid
and inexpensive test to screen chemicals for potential health hazards.
Compounds that cause mutations in Ames bacterial strains show a high
probability of causing cancer and other chronic health effects, such as
birth defects and reproductive impairment. I

The Ames test is designed to detect two types of mutation. One
mimics the effects of radiation, point mutation. The other generally
demonstrates a '"frameshift" effect on genetic material. Several
different strains are required to assess accurately both types of
mutation. Chemicals usually cause mutations of one type or the other;
only a small number of chemicals cause mutagenic activity of both types;
only the most potent cause all the strains to mutate. Chemical mutagens
are often "activated" in Ames tests by extracts of liver. This process
mimics the human body's normal metabolism and subsequent excretion of a
compound. Compounds that are mutagenic even without being "activated"
are not as common and are usually reactive. Some of these are actually
deactivated when they interact with liver extracts. The rare compounds
that are active both before and after exposure to liver extracts are
generally very reactive and are not rapidly broken down in the body to a
non-toxic form. They can potentially cause mutations in any target
organ for as long as they remain in the body.

Compounds that are mutagenic with or without "activation" in
multiple Ames strains were examined in detail. The following table is a
compilation of the major sources of mutagenic data on literally

thousands of compounds subjected to the Ames test. These results have
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been carefully scrutinized by expert scientific panels for accuracy and
consistency. The'U.S. EPA's Gene-Tox Program's data base is a primary
source of highly reliable chemical mutagenicity data. Additional
mutagenicity information comes from the National Cancer Institute's
Mutagenicity Data Base, which is part of the Chemical Carcinogenesis
Research Information Systems. This data source, like Gene-Tox, is also
subjected to careful scrutiny and only information meeting strict
criteria are placed in the data base. The Ames test results from the
International Study for the Evaluation of Potential Carcinogens have
also been included in the table. This study was funded through
England's Medical Research Council, the U.S. National Institute of
Environmental Health Sciences, the EPA, and Japan's National Cancer
Center Research Institute. The actual mutagenicity assays were done by
laboratories in Australia, England, Italy, Japan, and the United States.
The following table presents the selected compounds, some
background on health effects, results in the Ames test in Salmonella
strains TA-1535, TA-1537, TA-1538, TA-98 and TA-100. Results for each
strain tested are indicated and whether the analysis was made with (w)
or without (w/o) liver extracts. The source of information the human
carcinogenic potential for each compound is the 1984-1985 "Threshold
Limit Values" of the American Conference of Governmental Industrial

Hygienists, as well as EPA, FDA and OSHA regulatory actions.



COMPOUNDS DEMONSTRATING STRONG POSITIVE RESULTS IN AMES TESTING

TA Mutagenicity in Salmonella Strains - *

1535 1537 1538 98 100
COMPOUND w w/o w w/o w w/o w w/o w w/o
*2-Acetylaminofluorene (2-AAF) - Experimental carcinogen + - + - + - + -
Aflatoxin Bl - Extremely potent carcinogen - Found in moldy grains + - + - + - + -
2-Aminoanthracene - Positive control in the Ames test + - + - + - + - + -
*4-Aminobiphenyl - Recognized human carcinogen - Industrial chemical + - + - T+ - + -
*Benzidine - Recognized human carcinogen - Industrial chemical - - D + = + - s T =
Benzo(a)pyrene - Suspect human carcinogen - Found in cigarette smoke e A + - + - P
Benzo(a)pyrene—4,5-oxide - Carcinogenic principle of benzo(a)pyrene metabolism - 4+ - 4+ - + - +
*beta-Naphthylamine - Recognized human carcinogen - Industrial chemical : + - ?7 - + - + -, + -
*beta-Propiolactone - Suspect human carcinogen - Chemical intermediate + + = - - - - - + +
Captan - Causes birth defects - Pesticide + - + - + - + =
Cyclophosphamide - Carcinogen - Anticancer drug + + - - ?7 - - - + ?
D and C Orange 17 - Recognized carcinogen - Dye - + - + - 4 - 4
9,10-Dimethylbenzanthracene - Experimental carcinogen + - + - + - + -
*Dimethylnitrosamine - Suspect human carcinogen - Food contaminant £ = - - - - - + -
Dimethylcarbamoyl chloride - Suspect human carcinogen + + 4+ - - - - + +
Epichlorohydrin - Carcinogen - Industrial chemical + + - = ?7 7 - - + +
Ethylene dibromide (EDB) - Suspect human carcinogen - Pesticide + + - 4+
Ethyl methane sulfonate (EMS) - Carcinogen - Positive control in the Ames test + + + - + +

ICR 191 - Carcinogen - Anticancer drug = o i - + - ¥

41



3-Methylcholanthrene (3-MC) - Experimental carcinogen

Melthylenebis-2-choloraniline (MOCA) - Suspect human carcinogen

4-Nitro-o-phenylenediamine - Carcinogen - Hair dye component

4-Nitroquinoline-N-oxide - Carcinogen

Tris-(2,3-dibromo propyl)phosphate (TRIS) - Carcinogen - Flame retardant

*Vinyl chloride - Recognized human carcinogen - Industrial chemical

1-Vinyl-3-cyclohexene diepoxide - Carcinogen

* OSHA Carcinogen
*% 4 positive results
negative results
? borderline positive result
NT Not tested
W With activation
W/0  Without activation

NT NT

+

b
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TAGS: PREL, UR, US

SUBJECT: KGB USE OF POTENTIALLY HARMFUL TRACKING
o SUBSTANCE @

1. /ﬂ/- ENTIRE TEXT

2. CHARGE SHOULD BE READY T0 SEEK APPOINTMENT AT HIGHEST
AVAILABLE LEVEL LATE MONDAY AUGUST 19 OR EARLY TUESDAY
AUGUST 28 TO MAKE POINTS BELOW ON SOVIET USE OF
POTENTIALLY HARMFUL CHEMICAL TRACKING AGENT AGAINST
AMERICAN PERSONNEL. PLAN IS FOR ACTING SECRETARY
WHITEHEAD TO MAKE DEMARCHE TO SOVIET CHARGE MONDAY. THE
DEPARTMENT WILL INFORM YOU OF TIME OF THE WASHINGTON
MEETING WHEN IT IS SET SO DEMARCHES CAN BE MADE AS NEARLY
SIMULTANEOUSLY AS POSSIBLE. BACKGROUND AND CONTINGENCY
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PRESS GUIDANCE FOLLOW SEPTELS.
3

3. BEGIN DEMARCHE:

-- | AM INSTRUCTED BY MY HIGHEST AUTHORITIES TO RAISE
WITH YOU A MATTER OF MAJOR IMPORTANCE TO THE UNITED
STATES. THIS PROBLEM FALLS INTO THAT CATEGORY OF ACTIONS
BY THE SOVIET SECURITY SERVICES OR MILITARY THAT DO NOT
SEEM WELL CONTROLLED OR THOUGHT THROUGH BY THE SOVIET
POLITICAL AUTHORITIES BUT WHICH CAN CAUSE SERIOUS
DISRUPTIONS IN OUP RELATIONSHIP.

-- US AUTHORITIES HAVE BEEN CONCERNED FOR SOME TIME
ABOUT A SUBSTANCE THE KGB APPARENTLY USES TO TRACK OUR
PERSONNEL IN MOSCOW AND ELSEWHERE AND THE PEOPLE WITH WHOM
THEY COME INTO CONTACT. THIS PRACTICE HAS APPARENTLY
BEEN STEPPED UP IN RECENT MONTHS. THE TRACKING SUBSTANCE
IS A POWDERY CHEMICAL APPLIED TG-OUR PEOPLE, THEIR CARS,
AND ELSEWHERE.

-- ONE OF THE AGENTS USED FOR THESE OPERATIONS IS A
SYNTHETIC CHEMICAL CALLED NPPD. OUR TESTS HAVE NOW
CONFIRMED THAT THIS SUBSTANCE IS POTENTIALLY QUITE
HARMFUL. TEST SAMPLES HAVE SHOW THE SUBSTANCE TO BE
STRONGLY MUTAGENIC. THEY SUGGEST THAT IT MAY WELL BE
CARCINOGENIC (CANCER-CAUSING) AS WELL.

-- THUS OUR GOVERNMENT IS FORCED TO CONFRONT THE
REALITY THAT THE KGB HAS BEEN EMPLOYING A SUBSTANCE ON
OUR PEOPLE FOR AN EXTENDED PERIOD OF TIME THAT ENDANGERS
THE HEALTH OF AMERICAN OFFICIALS, THEIR FAMILIES, AND ALL
THOSE SOVIETS WHO HAVE COME INTO CONTACT WITH THEM.

-~ | AM INSTRUCTED TO PROTEST THIS ACTIVITY IN THE
STRONGEST OF TERMS AND TO DEMAND THAT USE OF DANGEROUS
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Department of State
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CHEMICAL AGENTS ON OUR PEOPLE STOP IMMEDIATELY. IT

HARDLY NEEDS TO BE SAID THAT THIS ACTION VIOLATES THE

MOST BASIC CARONS OF INTERNATIONAL LAW AND DIPLOMACY --
SPECIFICALLY ARTICLE 29 OF THE VIENNA CONVENTION -- ON

THE INVIOLABILITY OF DIPLOMATIC PERSONNEL.

== IT IS ABSOLUTELY ESSENTIAL THAT THE SOVIET UNION
IMMED IATELY CEASE USING CHEMICAL AGENTS OF ANY FORM
AGAINST OUR PERSONNEL. THE CONSEQUENCES OF YOUR NOT
DOING SO wouLD BE INCALCULABLE.

WHITEHEAD

e

§/8-0
OUTGOINC

NOD5S5S
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NATIONAL SECURITY COUNCIL
WASHINGTON, D.C. 20506

oo August 19, 1985

ACTION

MEMORANDUM FOR ROBERT C. MC ARLANE

G s
FROM: JACK MATLOCK;
SUBJECT: Soviet Use off Chemical Agents to Track U.S.
Officials

i

Bill Casey has sent the President a Jtter describing the
intensive Soviet effort to "tag" U.f officials in Moscow with a
chemical substance which, when trars erred to persons with whom
the tagged officials are in physic. contact, would permit
tracking of contacts.

We have planned the following actions:

.
') '1" +

2
~— John Whitehead will deliver a strong protest to the Soviet
Charge d'Affaires this afternoon, and demand that the practice
cease forthwith. Dick Combs, our Charge in Moscow, will follow
up with a parallel demarche there tomorrow morning.

-— A team of specialists will be sent to Moscéw.Wednesday to
brief Embass ersonnel -- assuming they are issued Soviet visas

-- We intend to task NIH and EPA to study the potential effects
of the substance and to advise on precautions which should be
taken.

Since we are under an obligation to brief our own personnel
regarding the possible risks they and their families are running,
and probably should also brief Allied Governments and other
resident Americans in Moscow (e.g., resident journalists), we
must assume that this matter will soon become public knowledge.
We are, therefore, considering the advisability of making a
public statement as soon as our personnel are briefed. One of
our problems, both in briefing and in the public handling of the
issue, is that we do not now know what procedures will be
effective in removing the substance from personnel and their
belongings. The object of the NIH/EPA study mentioned above
would be to seek such procedures.

DECLASSIFIED IN PART

Declassify on: OADR wa‘“
BY__xm( NARA DATE ﬂ/,zj LIl
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It is self-evident that a big public issue over this reprehen-
sible KGB practice will not contribute to a constructive atmo-
sphere at the President's upcoming meeting with Gorbachev. The
Soviets may even claim that it has been introduced as an "arti-
ficial issue" in order to doom the meeting. Nevertheless, I
believe we have no alternative but to go ahead with the pro-
cedures described above. It is an issue we cannot sweep under
the rug, even if we desired to to so -- and we should not do so,
since the Soviets should be forced to face the consequences of
their own actions when these are totally irresponsible as regards
health and safety'’.

In addition to our diplomatic demarches, I would recommend that
the President send a personal message to Gorbachev, drawing his
attention to this matter and making clear that he expects
Gorbachev to see to it that the practice of contaminating
American personnel with chemical compounds is terminated forth-
with. Such a message might be more effective if delivered oral-
ly, since a message in writing will almost certainly simply re-
sult in a written denial of the facts (though the practice could,
nevertheless, be stopped).

RECOMMENDATION:

That you sign the Memorandum to the President at Tab,I%
&

Approve Disapprove

,

Ken deGraffenreid concurs.

Attachments: C )

Tab I Memorandum to the President
Tab A Recommended Oral Message to Gorbachev
Tab B Casey-President letter of August 17

16
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NCS/ICS SYSTEM IV
400938 add-on
THE WHITE HOUSE

WASHINGTON

~SBOREY"

ACTION

MEMORANDUM FOR THE PRESIDENT

FROM: ROBERT C. MCFARLANE
SUBJECT: Soviet Use of Chemical Agents to Track U.S.
Officials

Bill Casey has sent you a letter describing an intensive Soviet
effort to "tag" U.S. officials in Moscow with a chemical sub-
stance which, when transferred to persons with whom the tagged
officials are in physical contact, would permit tracking of
contacts.

The fact that the KGB has occasionally used chemical agents as
"tagants" has 'been known for some time. But Casey's letter
contains the very disturbing news that laboratory analysis has
indicated that one compound used by the Soviets is strongly
mutagenic (and thus potentially carc1nogen1c), and aiso that the
practice is much more widespread than we had earlier 'assumed.

We have planned the following actipns:

-- John Whitehead will deliver a strong protest to the Soviet
Charge d'Affaires this afternoon, and demand that the practice
cease forthwith. Dick Combs, our Charge in' Moscow, will follow
up with a parallel demarche there tomorrow morning.

FOIABP)(1) -- A team of specialists will be sent to Moscow Wednesday to
brief Embassy pefsonnel.

-—- We intend to task NIH and EPA to study the potential effects
of the substance and to advise on precautions which should be
taken.

Since we are under an obligation to brief our own personnel
regarding the possible risks they and their families are running,

and probably should also brief Allied Governments and other
resident Americans in Moscow (e.g., resident journalists), we
must assume that this matter will soon become public knowledge.
We are, therefore, considering the advisability of making a
public statement as soon as our personnel are briefed. One of
our problems, both in briefing and in the public handling of the
issue, is that we do not now know what procedures will be
effective in removing the substance from personnel and their

DECLASSIFIED IN PART
Declassify on: OADR NLRR.ﬂzuu#J:mpqz

BY_viL NARA DATE 4/ / 1
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belongings. The object of the NIH/EPA study mentioned above
would be to seek such procedures.

It is self-evident that a big public issue over this repre-
hensible KGB practice will not contribute to a constructive
atmosphere at your upcoming meeting with Gorbachev. The Soviets
may even claim that it has been introduced as an "artificial
issue" in order to doom your meeting. Nevertheless, I believe we
have no alternative but to go ahead with the procedures described
above. It is an issue we cannot sweep under the rug, even if we
desired to to so +- and we should not do so, since the Soviets
should be forced to face the consequences of their own actions
when these are totally irresponsible as regards health and
safety.

In addition to our diplomatic demarches, I would recommend that
you send a personal message to Gorbachev, drawing his attention
to this matter and making clear that you expect him to see to it
that the practice of contaminating American personnel with
chemical compounds be terminated forthwith. Such a message might
be more effective if delivered orally, since a message in writing
will almost certainly simply result in a written denial of the
facts (though the practice could, nevertheless, be stopped).
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DRAFT ORAL MESSAGE FROM PRESIDENT TO GORBACHEV

[To be delivered by Adm. Poindexter to Soviet Charge, for
transmittal to Gen. Sec. Gorbachev]

I have just learned about the evidence that your security organs
have for some time been engaged in the practice of contaminating
U.S. officials and their dependents with chemical substances --
substances not occurring in nature, which are deliberately placed
in vehicles belonging to American officials, on their clothing,
and even in hotel rooms and train compartments which they
utilize. Recently, American personnel serving in the Soviet
Union have reported serious skin rashes on themselves and their
children, some very young, which apparently are caused by this
chemical.

Our scientists have analyzed the compound which has been used
very extensively, particularly in recent months, and have found
that it can cause genetic mutations, and therefore is highly
suspect of being carcinogenetic. I am genuinely shocked that any
government would authorize the use of such a chemical under any
circumstances.

I realize that this practice may have been carried out without
your knowledge. Therefore, I would request that you insist upon
a full report and that you give instructions to cease this
abhorrent practice immediately. If the practice should be
continued, it can have a seriously negative impact on our ability
to maintain normal diplomatic relations with the Soviet Union.
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2. CHARGE IS AUTHORIZED TO ORGANIZE A BRIEFING OF
ENBASSY STAFF NEMBERS -~ WITH SPOUSES IF YOU DEER IT
APPROPRIATE -~ ON WEDNESDAY. AUGUST 21, AFTER THE SUPPORT
TCARN HEADED BY DR. BRODINE ARRIVES. USING THE MATERIAL
SUPPLIED AT PARAS 4. 5+ AND L. THE DEPARTHMENT INTENDS TO
READ THE STATERENT IN PARA S5 AT THE NOON PRESS BRIEFING.
SPOKESHAN WILL ANSWER QUESTIONS AT NOON PRESS BRIEFING
USING @ & A'S AT PARA b. WME ARE ATTEMPTING TO ORGANIZE
BACKGROUND BRIEFING FOLLOWING FORMAL BRIEFING.
CONGRESSIONAL BRIEFINGS WILL BEGIN AT 9:00 An.

3. SHoULD THERE BE A PRESS LEAX BEFORE TEARM ARRIVES OR
TEAR IS DELAYED. CHARGE SHOULD BRICF wITHOUT THEM TO
MININIZE STAFF CONCERNS. (CHARGE IS ALSO AUTHORIZED TO
PRAV ON MATERIAL BELOW TO BRIEF OTHER EMBASSIES AS ME

DEENS APPROPRIATE. AS-WELL AS NOK-OFFICIAL MENBERS OF THE
ABERICAN COMMUNITY. AFTER WASHINGTON ANNOUNCEMENT.
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N. TEXT OF CHMARGE'S BRIEF TO STAFF:

-= T HAVE CALLED YOU TOGETHER TODAY TO GIVE YOU SOME
INFORMATION ME HAVE OBTAINED THAT POTENTIALLY CouLd
AFFECT THE WEALTH OF OUR PEOPLE SERVING IN MOSCONM.

COMING TO MOSCOW THIS AFTERNOON TO ANSWER QUESTIONS WHICH
VILL INEVITABLY ARISE ARE DR. CHARLES BRODINE OF THE
YEPARTRENT'S NEDICAL OFFICE- MARY RYAN+ AND OTHERS.

«= T WAS ALERTED TO THIS PROBLER OVER THE WEEKEND. THERE
HAS BEEN A GREAY PEAL OF ACTIVITY IN WASHINGTON AT VERY
HIEK LEVELS THE PAST FEM DAYS DESIGNED TO GET A ACCURATE
READING ON THIS PROSLEN AND TO BAXE IURE THAT aLL OF uS
HERE ARE FULLY INFORMED. ONCE WASHINGTON WAS CONFIDENT
OF ITS INFORMATION. ACTION ¥AI TAKIN 70 PRESSURE THE

SOVIETS TO CHANGE THEIR PROJEDURES AND TO PROVIDE YOQU
UITH A FULL BRIEFING.

== YOU SHOULD XNOW THAT ALTING JECRETARY WHITEHEAD MABE A
STRONG PROTEST 7O THE SOVIET ENBASSY IN WASHINGTON MONDAY
AFTCRNOON AND I MADE A SIRILAR ONE HERE TO THE SOVIET
FOREIGN MINISTRY TUESPAY NORNING. WE SCHEDULED THE

€NBASSY BRIEFING TODAY SO WE COULD HAVE EXPERTS HMERE FRONM
WASHINGTON.

-= NO¥ T0 TELL YOU WHAT ¥E XNOW.

== OVER A NUNBER OF YEARS. THE XGB HAS OCCASIONALLY USED
SORE C(HERICAL SUBSTANCES ON EMBASSY PERSONNEL IN MOSCOW
AND ELSEWHERE T0 TRACK THEM AND THE PCOPLE WITH WHORM THEY
HAVE CONE INTO CONTACT. TNHEY USEDY (RERICALS THAT DO NOT
APPEAR IN NATURE AND THEREFORE CAN BE TRACED

EFFECTIVELY. THE SUBSTANCES IN QUESTION. WHICH HAVE BEEN
APPLIED INDIRECTLY TO0 EMBAIIY PERSONNEL. LEAVE HEPOSITS

ON THE PERSON OR POSSESSIONS OF PEOPLE WITH UHOM THEY
HAVE HAD CONTA(T.

~= FOR THE MOST PART. THIS HAS BEEN VIEWED AS A
NUISANCE. IN THE PAST. THE PRACTICE SEERED SUFFICIENTLY
ERRATIC AND INFREQUENT THAT IT DIDP NOT APPEAR TO CAUSE A

HEALTH HAZARD 10 OUR PERSONNEL. HOWEVER. WE RECENTLY
DEVELOPED EVIDENCE THAT THE KXGB PROGRAM IS NORE

WIDESPREAD THAN WE WAD THOUGHT. SIATLARLY. THE SOVIET

USE OF (HERICAL SUBSTANCES INCREASED SIGNIFICANTLY THIS
SPRING AND SUNRNER.

== WE FELY THAY OQUR FIRIST DUTY -- ON(L WE MERE FAIRLY
CERTAIN OF THE SCIENTIFIC EVIDENCE -- WAS TQ INFORM OUR
PERSONNEL HERE CANDIDLY 4ND AT AL{URATELY AS WE COULD OF
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WHAT WE KNOW. ALL OF US RECOGNIZE THAT LIFE IN =0SCOW IS
DIFFICULT ENOUGH WITHOUT HAVING TO CONTEND ¥ITH RUMORS
AND HWALF=-TRUTHS ABOUT HEALTH HAZARDS.

-- THE MOST FREQUENTLY USED OF THESE TRACKING CHEMICALS
THAT WE MAVE FOUND IS A SYNTHETIC CHEMICAL CALLED NPPD.
TESTING OF THE SUBSTANCE IN WASHINGTON HAS CONFIRMED THAT
IT 1S POTENTIALLY -- I EMPHASIZE POTENTIALLY == HARAFUL
TO PEOPLE. A BIOLOGICAL SCREENING TEST CALLED THE AMES
TEST HAS SHOUN NPPD TO BE A MUTAGEN. NUTAGENS CAN BE.
BUT ARE NOT ALWAYS+ CARCINOGENS IN HUMAN BEINGS. .
INTENSIVE AND LENGTHY TESTS CONDUCTED IN SEVERAL SPECIES

OF ANINALS VILL BE REQUIRED T0 SEE IF NPPD IS REALLY A
CARCINOGENIC SUBSTANCE.

== NPPD IS A C(HEMICAL THAT DOLS NOT OCCUR NATURALLY NOR
IS IT COMMONALLY MANUFACTURED. IT IS 4 WHITE-TQ-YELLOW
COLORED POMDER yHICH IS NOT VOLATILE~ I.€. 1T DOES NOT
EVAPORATE OR FORN VAPORS. THE LABORATORY INSTRUNMENT USED
T0 IDENTIFY NPPD IS THE MASS SPE(TOGRAPH. THIS
INSTRURENT IS CAPABLE OF DETECTING NPPD AT LEVELS OF 10D
NANOGRANS {A NANOGRAN IS 1/0NE BILLIONKTH GRAM}.

e= THE POSSIBLE RJIUTLIS OF EXPOSURE 70 NPPD ARE BY
INGESTION. INHALATION AND SKIN PENETRATION. INGESTION
WOULD BE BY HAND TO NOUTH ACTIVITY AND wOULD PROBABLY BE
IN NANOGRAFR QUANTITIES AND UNLIKELY TO BE A SIGNIFICANT
EXPOSURE RISK. WASHING NITH SOAP AND WATER MAY MELP.

ADDITION. USE OF CLEANSING PREPARATIONS (ONTAINING
ALCOHOL RIGHT BE nomE EFFECTIVE.

IN

== INHALATION IS POSSIBLE ONLY IF THE POMDER BECOBES
SUSPENDED IN THE AIR. HEAVY APPLICATIONS OF POWDER WHICH
ARE VISIBLE NIGHT BECONE SUSPENDED IN THE AIR IF
DISTURBED. IT IS UNLIKELY+ HOWEVERs THAT QUANTITIES THAT
ARE NOT VISIBLE WOULD PRESENT A RISK OF INKALATION
EXPOSURE. SKIN PINCTRATION IS THE NOST LLIKELY POTENTIAL
ROUTE OF CXPOSURE. PLANNLY STUDIES €ILL SEEK TO

DETERMINE THE EXTENT TO WHICH NPPP CAN PENETRATE THE SKIN.

== ] KNOW THE FIRSY QUESTION WILL BE HOW DANGEROUS THE
CHENICAL REALLY IS. NP WANT 70 BE ABSOLUTELY HONESY ¥ITH
YOU AND SAY WE DO NOT XNOW. OUR PRELININARY ASSESSMENT
IS THAT ANY DANGER FRON THE CHEMICAL. OR OTHERS LIXKE 37,
IS FAR FRON PROVED. FOR EXANMPLE+ THE CHENMICAL APPEARS IN
TESTING TO HAVE RELATIVELY LO¥ ACUTE TOXICITY. WE ALSO
KNOM THAT THE NININAL ANOUNTS APPARENTLY INVOLVED. 1ITS
SLON RATE OF ABSORBTION. AND THE ABILITY OF THE BODY’S
RETABOLISA TO BREAK DOMN THE COMPOUND. ALL ARGUE THAT THE

SECRETF-
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RISK IS FAIRLY LOW.

== WE HAVE. MOVEVER. SET UP 4 GROUP UNDER THE LEADERSMIP

OF THE WIM AND EPA TO STUDY ALL ASPECTS OF THME USE OF ~
CHENICAL TRACKING SUBSTANCES ON OUR PERSONNEL. THESE ‘

AGENCIES HAVE ALREADY BEGUN WORK ON THE ISSUES INVOLVED.

CURRENT PLANS ARE FOR A TEAR To VISIT HERE IN THE NEXT C
WEEX OR SO TO REVIEW THE SITUATION AT THE EMBASSY.

e= THERE MILL+ OF COURSE. RELD TO 8€ FURTHER AMD LENGTHRY C
STUDIES IN ANIAALS BLFORE ¥E C(aN SPLAK CONFIDENTLY ABOUT

WHETHER NPPD AND OTHER CORMPOUNDS USED BY THE SOYIETS POSE

A THREAT TO HEALTH. OUR HOPLf IS T0 GET TONC SENSEC OF WOM /-
CONCERNED WE SKROULD BL. ¥HAT {OUNTER-MLASURES ARE NEEDED- -
AND HOW WIDESPREAD THE PROBLEINM IS THROUGH THIS STUDY.

== AT THIS POINT., WL (AN ONLY SAY THAT PRELIMINARY
INDICATIONS SUGGEST THAT THE LEVELI OF THESE CHEMICALS TO
WHICH INDIVIDUALS RNAY MAVE BEEN IXPOIED IS VERY LOM.

THERE IS NO EVIDENCE TO DATE THAT ANY EMBASSY PERSONNEL
HAVE SUFFERED ILL EFFECTS DUL TO EXPOSURE TO TRACKING
AGENTS. THERE IS CERTAINLY NO IRNREDIATE CAUSE FOR ALARAM. -

€. FOLLOWING IS TEXT OF DEPARTMONT'S STATEMENT THAT WILL
8E RELEASED SHORTLY AFTER TMBASSY PERSONNEL ARE BR

IEFED: .
. / ﬂg'('J =

THE U.S. GOVERNMENT HAS RECENTLY DETERMINED TH VIEY d

AUTHORITIES FOR & NUMBER OF YEARS HAVE qég)/cﬁéiii&L dpﬁ;b

SUBSTANCES TO MONITOR THE ACTIVITIES OF £MPLOYEES OF THE

US EMBASSY IN nOSCOW AND CLSEWHERE. THE SUBSTANCES IN

QUESTION. WHICH WAVE BEEN APPLIED INDIRECTLY TQ EMBASSY

PERSONNELs LEAVE DEPDSITS ON THE PERSON OR POSSESSIONS OF

PEOPLE WITH WHOM THEY HAVE HAD CONTA(CT.

THE NOST EXTENSIVELY USED OF SUIR TRACKING AGENTS. NPPOR, :
HAS BEEN DETERNMINED THROUGHM BIOLOGICAL SCREENTYG TESTS TO
BE A MUTAGEN. RNUTAGENS CAN BE. BUT ARE NOT ALMAYS.
CARCINOGENS IN WUNMAN BEINGS. EXTENSIVE TESTING WILL BE
NECESSARY TO0 DETERMINE WHETHER NPPD AND OTHER COMPQUNDS
USED BY THE SOVIITS POSL & THREAT TO HEALTH~ AS WELL AS
T0 DETERNINE THE EXTENT OF THE EMBASSY COMMUNITY'S
EXPOSURE TO THESE (HENICALS. PRILIMINARY INDICATIONS
SUGGEST THAT THE LEVELS OF NKPPD AND OTHER SUBSTANCES 7O
WHICH INDIVIDUALS NMAY HAVE BEEN EXPOSED IS VERY LOW.
THERE IS NO EVIDENCE TO DATE THAT ANY ENMBASSY PERSONNEL

HAVE SUFFERED ILL EFFECTS DUL TO EXPOSURE TO TRACKING
AGENTS. :

ENBASSY MOSCOW'S STAFF WAS BRIEFED EARLIER THIS MORNING

SECREY



SEERET | 5

ON HHAT IS CURRENTLY XNOWN OF THE HEALTH IMPLICATIONS OF
THE SOVIEY UNION'S USE OF TRACKING AGENTS. UNOFFICIAL
ARERICANS RESIDENT IN THE USSR, AS WELL AS OTHER
EMBASSIES WKICH MAY HAVE BEEN TARGETED. ARE ALSO BETNG
INFORMED. A SPECIAL TASK FORCE UNDER THE LEADERSHIP OF
THE NATIONAL INSTITUTE OF MEALTH AND THE ENVIRONMENTAL
PROTECTION AGENCY HAS BEEN ESTABLISHED TO0 CONDUCT A
THOROUGH INVESTIGATION INTO THE LONG-TERM IMPLICATIONS OF
EXPOSURE TO NPPD AND OTHER TRACKING AGENTS.

THE UNITED STATES DEPLORES THE SOVIEY UNION'S USE oF
CHENICAL SUBSTANCES AGAINST ITS DIPLORATIC
REPRESENTATIVES IN THE USSR, §E HAVE PROTESTED THE
PRACTICE IN THE STRONGEST TERNMI AND DEMANDED THAY IT BE
TERNINATED INMMEDIATELY. THE UNITED STATES WILL TAKE
"EVERY POSSIBLE MEASURE TO ENSURE TKE SAFETY AND
WELL-BEING OF ALL AMERICAN CITIZENS IN THE SOVIET UNION
AND T0 DETERMINE THE FULL IMPLICATIONS 4F THE RISKS T¢

WHICH THEY RAY RAVE BIEN ZXPOSED. {x5-{u-NITRO PHENYLI-2»
W-PENTADIEN-1~-ALY

be €@ AND A'S:

€t CAN YOU CONFIRR® THAT THE XGB RaJ BEEN USING
CAMCER-CAUSING AGENT TQ TRACK ouR CHGASSY PERSON“CL AND
THEIR CONTACTS 4AROUND IN ®QSCouY

A: THE SOVIETS HAVE BEEN USING POWPERY (HEMICALS FOR 4
NUNBER OF YEARS APPARENTLY 70 TRa{E TRE (ONTALTS OF 30nL
OF OUR OFFPICIALS. OUR TESTS OF ONE OF THE CHEMICALS USED
CONFIRRS THAT IT 1S POTENTIALLY -- I EMPRASIZ2E
POTENTIALLY -~ HARPRFUL T0 PEOPLE. RESULTS OF BIOLOGICAL
SCREENING TESTS INDICATE THAT THE (HERMICAL NAY BE
CARCINOGENIC. FURTHER AND LENGTHY STUDIES IN ANINMALS
WILL BE REQUIRED T0 (ONFIRM OR DISPROVE THIS POSSIBILITY.

@: HOW LONG HAVE WE KNOWN ABOUT THISY

At “TRACKING™ (HEMICALS MHAVE BEEN EMPLOYED ON OCCASION
BY THE KGB FOR A NUMBER OF YEARS. ONLY LAST YEAR.
HOWEVER. DID LABORATORY TESTS REVEAL THAT THE SUBSTANCES
USED MIGHT BE HARMFUL. AT THAT TINE, IT ¥AS NOT BELIEVED
THAY THE USE OF THE SUBSTANCES WAS SUFFICIENTLY
SYSTERATIC OR FRCQUENT TO POSE A HEALTH HAZARD T0 U-.S.
PERSONNEL. HOWEVER. THERE IS NOW EVIDENCE THAT THE XGB
PROGRAN IS MORE VWIDCSPREAZ THAN KAD BEEN THOUGHT. THE
USE OF CHENTCAL SUBSTANCES WAS STEPPED UP SIGNIFICANTLY
THIS SPRING AND SUNMRER.

¢ N
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@3 WHY DIDN'T YOU FOLLOV UP MITH FURTHER TESTING TO

DETERNINE POTENTIAL HARMREULNESS TO HUMANS IMREDIATELY
AFTER INITIAL LABORATORY TESTS REVEALED IT RIGHT BE?

At IT WAS ORIGINALLY THOUGHT THAT THE USE OF THE
CHERICALS WAS INFREQUENT AND THE QUANTITIES INVOLVED WERE

SUFFICIENTLY MINUTE THAT IT wAS UNNECESSARY TO DO FURTHER
EXTENSIVE STUDIES.

@: HOW NANY PEOPLE IN THE ENBASSY HAVE BEEN AFFECTEDY?

At SEVERAL EMBASSY OFFICERS HAVE BEEN EXPOSED BUT NORE
TESTING IS REQUIRED TO DETERMINE EXACTLY HOW WIDESPREAD

THE PROBLEN IS. WE PLAN TO SEND A NIH/EPA TEAM 7O NOS(OM
TO0 DETERAINE THE CXTENT OF CONTAMINATION.

@3 WHAT ABOUT OTHER AMERICANS IN nOSCOM? OTHER POSTS
ABROAD?  PEOPLE WO SERVED THERL IN PAST YEARS? NERE
THEY ALSO CONTARMINATEDY?

At WL HOPE TO FIND ANSWERS TO THESC QUESTIONS IN THE
STUDY BEING CARRIED OUT BY NIM AND £PA. ME HWAVE THESE

SARE QUESTIONS. BUT FOR NOW THERE ARE MORE QUESTIONS THAN
ANSWERS. :

@: WAVE YOU PROTESTED TO THE SOVIETS AND DEMANDED THAT
THEY STOP?

A1 YES. WE HAVE PROTESTED STRONGLY BOTH HERE AND IN

ROSCOW AND DERANDED THAT THE USE OF CHREMICALS AGAINST OLR
PEOPLE CEASE INREDIATELY.

@: WUHY ARE YOU RMAKING THIS PUBLIC NOW?

-~
At ONCE AMARE of TRHE PROBLER AND INFPORNMED OF THE WEIGNT ;
OF THE SCIENTIFIC €VIDEMCE. WE FELT DUTY-BOUND TO INFORN

OUR PERSONMNEL IN NOSCOW OF THE FINDINGS OPENLY AND

ACCURATELY. THE PIPLORNATIC LIFE IS DIFFICULT ENOCUGH

WITHOUT THE ADBITION OF UNFOUNDED MEDICAL RUNMQRS. WE,

THEREFORE« HAVE AL ¥AYY SOUGHT TO BE AS CANDID AS POSSIBLE

 WITH OUR PEOPLE ON THE RISKS INVOLVED WHEREVER AND :

WYHATEVER THEY nAY BE.

@: ARE THE SOVIETS GIVING OUR PEOPLE CANCER ON PURPOSE? i) 5
ISN'T THIS CHERICAL WARFARE AGAINST CIVILIANS?:

A: WE WAVE NO REASON TO BELIEVE THE SOVIETS CONSCIOUSLY él/’4' -
SOUGHT TO IMPAIR THE HEALTH OF OUR EMPLOYEES. OUR

ASSUNPTION IS THAT THE SOVIETS DID NOT TEST THESE

SECRET
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CHEMICALS THOROUGHLY BEFORE USING THERM: IF THEY DID TEST
THEM. THEY CANNOT HAVE PUT THEM THROUGH THE ARMES TEST.
THIS. OF COURSE. DOES NOT IN ANY MAY ABSOLVE THER OF
THEIR RESPONSIBILITY FOR USING CHENICALS OF ANY KIND
AGAINST OUR PEOPLE. THIS IS A TOTALLY INAPPROPRIATE AND
POTENTIALLY DANGEROUS ACTION BY THE KGB. WE HAVE
PEMANDED THEY STOP INMEDIATELY.

@: WILL THIS AFFECTY THE SHEVARDNADZE REETINGS HERE OR THE

RECTING BETWEEN THE PRESIDENT AND GORBACKEV IN GENEVA IN
NOVENBER?

At WE MAVE RAISED BEFORE AND WILL NO DOUBT AGAIN DISCUSS
THE SERIOUS DANGERS TO THE RELATIONSKIP CAUSED BY ACTIONS
OF THE SOVIET MILITARY AND SECURITY SERVICES WHICH SEEN
TO ACT AS IF THEY ARE UNDER NO CONTROL BY THE POLITICAL
JUTHORITIES. THIS IS A SERINUS MATTER AND WE WILL TRAT
IT AS SUCH IN OUR RMEETINGS.

@: A SOVIET TOLD RE THIS IS ALL A FANTASY COOKED UP TO
WORSEN RELATIONS. IS THAT TRUE?

At WE WISHM THAT IT WERE A FANTASY. UNFORTUNATELY. WE
ARE DEALING WITH SONE VERY UNSAVORY FACTS. AS THE
PRESIDENT HAS MADE ABUNDANTLY CLEAR. WE DO NOT YANT TO
WORSEN RELATIONS WITH THE SOVIETS. WE WANT TO IMPROVE
THEM. BUT ¥E NUST BE REALISTIC. IT IS THE XGB WHICH IS
CARRYING OUT THESE OPCRATIONS. THE QUESTION SHOULD BE
ASKED IF THEY ARE ATTERPTING TO SABOTAGE OUR RELATIONS
WITH SUCH RECKLESS ACTIONS AGAINST OUR PERSONNEL.

@: ARE YOU GOING TO LET PEOPLE LEAVE mOSCOW BECAUSE oOF
THE DANGERY?

At AS OUR STATERENT INDICATES., WE ARE PREPARED TO DO
WHATEVER IS NECESSARY TO ENSURE THE SAFETY AND WELL-BEING
OF OUR ENPLOYEES AND THEIR FAMILIES. IT &OULD 8E
PREMATURE AT THKIS TIAE TO SPECULATE ON SPECIFIC STEPS

WHICH RAY BE TAKEN. AT THIS POINT. THERE DOES NOT APPEAR
TO BE A NEED FOR EVACUATION.

@: WHEN WAS THIS NIH/EPA TASK FORCE SET UPf ARE THEY
GOING TO MOSCOW?

At 1Y WAS ESTABLISHED EARLY THIS WEEK AS PART OF OUR
EFFORT TO0 GEY A BETTER UNDERSTANDING OF THE PROBLEM ME
FACE. SONE NENBCRS OF THE CROUP wILL TRAVEL TO MOSCOW IN

THE NEAR FUTURE FOR INVEITIGATION OF THE PROBLEM ON THE
SPOT.
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@: MHATEVER HAPPENED ON THE RICROWAVES ISSUC? WAVE THE

SOVIETS STOPPED BEAMING THEM AT OUR PCOPLE IN THE EMBASSY
IN nosCowr

At NME HRAVE ON OCCASION DETECTED MICROWAVE SIGNALS BEAMED
AT THE ENBASSY IN mOSCOW. AS LATE AS 1983, WE PROTESTED
STRONGLY TO THE SOVIETS ABOUT A BEAM WHICH OPERATED FOR A
PERIOD OF SEVERAL NONTHS. YOU SHOULY BE AWARE OF A mAJOR
STUDY ON THIS ISSUE BY THE JOHN HOPKINS UNIVERSITY IN THEC
SEVENTIES WHICH CONCLURED THAT THE LEVEL OF SIGNALS DID
NOT PRESENT A HEALTH HAZARD. NE NAVE TAKEN PRECAUTIONARY
MEASURES IN THE CHANCERY BUILDING. BUT ¥E BELIEVE THAT
THE AICROWAVES OR OTHER REASURES DIRECTED AGAINST OUR
PEOPLE IN NOSCOW RIMAIN ITOPPLED.

@3 CAN YOU GIVE uS SOME MOPRE DETAILS ON WHAT THE SOVIETS
WERE DOING WITH THE POWDER?

At 1 HAVE NOTHING FURTHER FOR YOU ON THIS AT THIS TIAC.

@: (IF ASKED ONLY) IS NPPD BEING USED BY THE SOVIETS IN
THE UuS? .

'A: WE ARE LOOKING INTO THAT POSSIBILITY.¥v
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Brieting ¥or Congressional Leaders on M
KGB Use of Chexical 172Cking SuDBtances ﬁﬂv (

- - - 16
-- We want you to know that we are briefing our statt in ’MV&M

Moscow today about a» potential health problem arising trom the /////
KGB's use ot chemical tracking substances against some ot our
people there and elsewhere. Since this will inevitadly generate
publicity, ve will release a sgtatement at the Department on the
ptobles at the noon press brieting. We wanted you to oe
intormed before i1t becomes public.

-= The CIA recently developed additional information on AGB
use for a ars o - { substances to monitor the
cctivitiolm at the US Embessy in
‘Moscow. The che ’ ave Deen spplied inditectly to
Eabassy personnel, leave deposits on the verson or possessions
ot people with whom they have had contact. :

-« The most extensively used tracking agent, dubbea NPPD,
has been determined through biological screening tests to be a
autagen. Mutagens can be, but are not always, carcinogens in
human beings. Frankly, it is not clear at this point how
dangerous the material is. we have NIH and EPA experts looking
at the substance. Further testing will be necessary to
detersine it it or other compounds used pose a threat to health,
as well as to determine the extent of the Embassy community's
exposure to these chemicals. .

-= A special task force uncer the leadership ot the hational
lnstatutes ot Health ano the Environmental Protection Agency has
been establishea to conauct a thorough i1nvestigation 1into the
long-term implications 0! exposure to NPPD and other tracking
agents. Preliminary indications suggest that the levels ot NPPD
and other substances to which individuals may have been exposed
is very low. There is no evidence to gate that any Embassy
personnel have suffered 111 ettects.

. == However, given OUI earlier problems with microwaves in
Moscow, We want 1o be 3ure our erployees there know about the
potential problem. Unotficial Americans resident in the USSR,
a8 well as other Embassies which may have been targeted, will
also being intormed. A team of specialists has been sent to
Moscow to sSupport our charge when he briefs our employees.

-- John Whitenead protested these actions to the Soviet
charge on Monday and we tollowed up with a second demarche at
the same level 1n Moscow on Tuesday. AS expected, they've

. denied the charges, but we've made clear we expect the use ot
chemicals will stop.
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THE WHITE HOUSE
WASHINGTON

August 20, 1985

Ambassador Matlock:

Please provide comments on the
attached Congressional talkers
by 9:00AM, Wednesday, August 21,

to Bob Pearson, X2224.
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3. S - ENTIRE TEXT.

2. CHARGE IS AUTHORIZED TO ORGANIZE A BRIEFING OF
ENBASSY STAFF MEMBERS -~ WITH SPOUSES IF YOU DEEM IT
APPROPRIATE -~ ON WEDNESDAY. AUGUST 21, AFTER THE SUPPORT
TCAN HEADED BY DR. BRODINE ARRIVES. USING THE MATERIAL
SUPPLIED AT PARAS 4. 5. AND b. THE DEPARTHMENT INTENDS ToO
REA)D THE STATERENT IN PARA S AT THE NOON PRESS BRIEFING.
SPOKESHAN WILL ANSWER QUESTIONS AT NOON PRESS BRIEFING
USING €@ & A'S AT PARA b. WE ARE ATTEMPTING TO ORGANIZE
BACKGROUND BRIEFING FOLLOWING FORMAL BRIEFING.
CONGRESSIONAL BRIEFINGS ®ILL BEGIN AT 9:00 An.

3. SHOULD Tutfﬁ—ec A PRESS LEAX BEFORE TEAM ARRIVES OR

TEAR IS DELAYED. CHARGE SHOULD BRIECF WITHOUY THEWM TO (
"AINIRIZE STAFF CONCERNS. (HARGE IS ALSO AUTHORIZED TO

DPRAY ON NATERIAL BELOW YO BRILF OTHER ENBASSIES AS ME

DEENS APPROPRIATE. AS-WELL AS NOK-OFFICIAL MENMBERS OF THE (
ABERICAN CONMUNITY. AFTER WASHINGTON ANNOUNCEMENT.
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N. TEXT OF CHARGE'S BRIEF TO STAFF:

-= ] HAVE CALLED YOU TOGETHER TOBAY TO GIVE YOU SOME
INFORMATION ME HAVE OBTAINED THAT POTENTIALLY COULD
AFFECT THE HEALTH QOF QUR PEOPLE SERVING IN MOSCON.

CORING TO MOSCOW THIS AFTERNOON TO ANSWER QUESTIONS WHICH
WILL INEVITABLY ARISE ARE DR. CHARLES BRODINE OF THE
YEPARTRENT'S REDICAL OFFICE~ MARY RYAN. AND OTHERS.

-= 1 WAS ALERTED TO THIS PROBLER OVER THE WEEKEND. THERE
HAS BEEN A GREAY JPEaL OF ACTIVITY IN WASHINGION AT VERY
HIEH LEVELS THE PAST FEW DAYS DESIGNED TO GET A ACCURATE
READING OK THIS PEOBLEN AND TO NMAXE IURE THAT aLL ¢F uS
HERE ARE FULLY INFORRED. ONCE WASHINGTON BAS CONFIDENT
OF ITS INFORMATION. ALTION ®aI TAXEN 70 PRESSURE THE
SOVIETS TO CHANGE TRLIR PRO{TDURIS AND TO PROVIDE YQU
UITH A FULL BRIEFIKG.

-« YOU SHOULD KNOWY TRAT ALTING JE(RETARY WHITEHEAD RMADE A
STRONG PROTEST 70 THE SOVIET ENMBASSY IN WASHINGTON MONDAY
AFTERNOOK AND I mMaDE A SIAILAR ONE HERE TO0 THE SOVIET
FOREICH RMINISTRY TUESDAY MORNING. WE SCHEDULED THE
ERBASSY BRIEFING TODAY SO WE COULD HAVE EXPERTS HERE FROM
WASHINGTOX.

-= NOW 70 TELL YOU WHAT ¥E XNOy.

-= OVER A NURBER dF YEARS. THT ¥CB HAS OCCASIONALLY USEDd
SORE C(HEMICAL SUBSTANCES OR ENMBASSY PERSONNEL IN MOSCOW
AND ELSEWHERE TO TRACK THEM AND THE PEOPLE WITK WHOM THEY
HAVE CONE INTO CONTACT. TREY USEY (HREMICALS THAT DO NOT
APPEAR INK NATURE AND THEREFORE CAN BE TRACED

EFFECTIVELY. THE SUBSTANCES IN QUESTION. WHICH HAVE BEEN
APPLIED INDIRECTLY T0 ENBASIY PERSONNEL . LEAVE IERPOSITS
ON THE PERSON OR POSSESSIONS OF PEOPLE WITH WHOM THEY

HAVE HAD CONTA(T.

~= FOR THE NMOSY PART. THIS HAS BEEN VIEWED AS A
NUISANCE. IN THE PAST. THE PRACTICE SEENMED SUFFICIENTLY

ERRATIC AND INFREQUENT THAT IT DID NOT APPEAR TO CAUSE a
HEALTH HAZARD T0 OUR PERSONNEL. HOWEVER. WE RECENTLY

PEVELOPED EVIDENCE THAT THE x(GB PROGRAM IS MORE
WIDESPREAD THAN Wi WAD THOUGHT. SIRILARLY. THE SOVIET

USE OF (HERICAL SUBSTANCES INCREASED SIGNIFICANTLY THIS
SPRING AND SURNRER.

-- WE FELY THAT QUR FIRST DUTY -- ONCE WE WERE FAIRLY
CERTAIN OF THE SCIENTIFIC EVIDENCE -- WAS T0 INFORM OUR
PERSONNEL MERE CANDIDLY 4ND AS ACCURATELY AS WE COULD OF
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WHAT WE KNOW. ALL OF US RECOGNIZE THAT LIFE IN ™0SCOW IS
DIFFICULT ENOUGH WITHOUT HAVING T0 CONTEND ¥ITH RUMORS
AND HALF=TRUTHS ABOUT HEALTH HAZARDS.

-= THE MOST FREQUENTLY USED OF THESE TRACKING CHEMICALS
THAT WE HMAVE FOUND IS A SYNTHRETIC CHEMICAL CALLED NPPD.
TESTING OF THE SUBSTANCE IN WASHINGTON HAS CONFIRMED THAT
IT IS POTENTIALLY =-- 1 EMPRASIZE POTENTIALLY == HARAMFUL
T0 PEOPLE. A BIOLOGICAL SCREENING TEST CALLED THE AMES
TEST HAS SHOWN NPPD T0 BL A MUTAGEN. MUTAGENS CAN BE.
BUT ARE NOT ALWAYS. CARCINOGENS IN HUMAN BEINGS. 4
INTENSIVE AND LENGTHY TESTS CONDUCTED IN SEVERAL SPECIES

OF ANINALS WILL BE REQUIRED T0 SEE IF NPPD IS REALLY A
CARCINOGENIC SUBSTANCE.

-= NPPDP IS A (HERMICAL THAT DOES NOT OCCLUR NATURALLY NOR
IS IT COMMONALLY MANUFACTURED. IT IS 4 WHITE-TO-YULLOW

COLORED POMDER yHICH IS NOT VOLATILEs I.€. IT DOES NOT
EVAPORATE OR FORN VAPORS. THE LABORATORY INSTRUMENT USC)
T0 IDENTIFY NPPP IS THL MASS SPECTOCRAPH. THIS
INSTRUPRENT IS CAPABLE OF DETECTING NPPD AT LEVELS oOF 100
NANOGRAMS {A NAKROGRAN IS 1/0NE BILLIONTH GRAM)}.

«= THE POSSIBLE RSUTIS OF EXPOSURE 70 NPPD ARE RY
INGESTIONS INKALATION AND SKXIN PENETRATION. INGESTION
$OULD BE BY HAND TO NMOUTH ACTIVITY AND ¥OULD PROBABLY BE
IN NANOGRAN QUANTITIES AND UNLIKELY TO BE A SIGNIFICANT
EXPOSURE RISK. WASHING WITH SOAP AND WATER MAY WELP.

ADPITION. USE OF CLEANSING PREPARATIONS (ONTAINING
ALCOKOL RIGHT BE nomRE EFFECTIVE.

IN

«= INHALATION IS POSSIBLE ONLY IF THL PQWDER BECOBES
SUSPENDED IN THE AIR. HEAVY APPLICATIONS OF POWDER WHI(H
ARL VISIBLE RNIGHT BECORE SUSPENDED IN TRHE AIR IF
DISTURBED. IT IS UNLIKELY. HOWEVERs THAT QUANTITIES THAT
ARE NOT VISIBLE wouLD PRESEMT A RISK OF INKALATION
EXPOSURE. SKINK PENETEATION IS THE NOIT LIKELY POTENTIAL
ROUTE OF EXPOSURE. PLANNLED STUDIES €ILL SEEK TO

DETERRINE THE EXTENT T0 MWHICH NPPL (AN PENETRATE THE SKIN.

= 1 KNOW THE FIRST QUESTION WILL BE HOW DANGEROQUS THE
CHEMICAL REALLY IS. ¥E WANTY 70 BE ABSOLUTELY HONEST ¥ITH
YOU AND SAY WE DO NOT XNOW. OUR PRILININARY ASSCSSHENT
IS THAT ANY DANGER FROM THE CHEMICAL+. OR OTHERS LIKE I7.
IS FAR FRORM PROVED. FOR EXANMPLE. THE C(HEMICAL APPEARS IN
TESTING TO HAVE RELATIVELY LO¥ ACUTE TOXICITY. WE ALSO
KNOM THAT THE RININAL ANOUNTS APPARENTLY INVOLVED. ITS
SLON RATE OF ABSORBTION. AND THE ABILITY OF THE BODY'S
RETABOLISA TO BREAK DOMN THE COMPOUND. ALL ARGUE THAT THE
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RISK IS FAIRLY (o0¥W. C
-- WE HAVE. HOWEVER. SET UP A GROUP UNDER THE LEADERSHIP
OFf THE MIH AND EPA TO STUDY ALL ASPECTS OF THE USE OF r
"CHENMICAL TRACKING SUBSTANCES ON OUR PERSONNEL. THESE '
AGENCIES HAVE ALREADY BEGUN WORK ON THE ISSUES INVOLVED.

CURRENT PLANS ARE FOR A TEAR 70 VISIT HERE IN THE NEXT C
WEEX OR SO TO REVIEW THE SITUATION AT THE EMBASSY.

-- THCRE MILL+ OF COURSE. KEED TO 8E€ FURTHER AMD LENGTHY ¢
STUDIES IN ANIAALS BLFORL ¥E (aN SPEAX CONFIDENTLY ABOUY

WHETHER NPPD AND OTHER COMPOUNDS USCD BY THE SOYIETS POSE

A THREAT TO HEALTH. OUR ®OPL IS 70 GET 30MC SENSE OF WOM -
CONCERNED WE SKOULD BL. ¥HAT {OUNTLR-MLASURES ARE NEEDED &
AND HOW WIDESPREAD THL PROBLEA IS THROUGH THIS STUDY.

== AT THIS POINT, WL (AN ONLY SAY THAT PRELIMINARY
INDICATIONS SUGGEST THAT THE LEVELI OF THESE CHENMICALS TO
¥HICH INDIVIDUALS BMAY MHAVE BEEN IXPOILD IS VERY LOW.

THERE IS NO EVIDENCE TO DATE THAT ANY ENMBASSY PERSONNEL
HAVE SUFFERED ILL EFFECTS DUL TO EXPOSURE TO TRACKING
AGENTS. THERE IS CERTAINLY NO IRREDIATE CAUSE FOR ALARNM.

<. iOLLOHING IS TEXT OF BEPARTHENT'S STATEMENT THAT N§ILL ﬁﬂ”é
8L RELEASED SHORTLY AFTER TRBASSY PERSONNEL ARE BR

TEFED: ",
. - / ﬂg'('J =

THE U.S. GOVERNRENT HAS RECENTLY DETERMINED TH VIEY d

AUTHORITIES FOR A NUMBER OF YEARS HAVE qé;)/cﬁ%i;E‘L

SUBSTANCES TO0 MONITOR THE ACTIVITIES OF €NMPLOYEES OF THE

US EMBASSY IN NOSCOW AND ELSEWMERE. THE SUBSTANCES IN

QUESTION+ WHICH WAVE BEEX APPLIED INDIRECTLY TG EMBATSY

PERSONNELs LEAVE DIPDSITS ON THE PERSON OR POSSESSIONS OF
PEOPLE WITH WHOM THEY HAVE HAD CONTACT.

THE NOST EXTENSIVELY USED OF SUCH TRACKING AGENTS. NPPBu, '
HAS BEEN DETERMINECD THROUGH BIOLOGICAL SCREENT¥G TESTS T0
BE A MUTAGEN. NUTAGENS CAN BE. BUT ARE NOT ALMAYS-
CARCINOGENS IN WUPAN BEINGS. EXTENSIVE TESTING WILL BE
NECESSARY TO0 DETERMINL WHETHER NPPD AND OTHER COMPQUNDS
USED BY THE SOVIETS POSL & THREAT TO HEALTH~ AS WELL AS
T0 DETERNINE THE EXTENT OF THE ENBASIY (CONRAUNITY'S
EXPOSURE TO THESE (HEMICALS. PRILIMINARY INDICATIONS
SUGGEST THAT THE LEVELS OF NPPD AND OTHER SUBSTANCES TO
WHICH INDIVIDUALS. MAY HAVE BEEN EXPOSED IS VERY LOW.

THERE IS NO EVIDENCE TO DATE THAT ANY EMBASSY PERSONNEL

HAVE SUFFERED ILL EFFECTS DUE TO EXPOSURE TO TRACKING
AGENTS. :

ENBASSY MOSCOW'S STAFF WAS BRIEFED EARLIER THIS MORNING

SECREY
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ON BHAT IS CURREXTLY XHOWN OF THE MEALTH IMPLICATIONS ©OF
THE SOVIEY UNMION'S USE OF TRACKING AGENTS. UNOFFICTIAL
ARCRICANS RUSIDENT IN THE USSR, AS WELL AS OTHER
EMBASSIES WKICH MAY HAVE BEEN TARGETED. ARE ALSO BETNG
INFORMED. A SPECIAL TASK FORCE UNDER THE LEADERSHIP OF
THE MATIONAL INSTITUTE OF MEALTH AND THE ENVIRONMENTAL
PROTECTION AGENCY WAS BEEN CSTABLISHED TO CONDUCT 4
THOROUGH INVESTIGATION INTO THE LONG-TERM INPLICATIONS oOF
EXPOSURE TO NPPD AND OTHER TRACKING AGENTS.

THE UNKITED STATES DEPLORES THE SOVIEY UNION'S USE oF
C(HERICAL SUBSTANCES AGAINST ITS DIPLORMATIC
REPRESENTATIVES IN THE USSR. WE HAVE PROTESTED THE
PRACTICE IN THE STRONGEST TERNI AND DEMANDED THAY IT BE
TERRMINATED IMBEDIATELY. THE UNITED STATES WILL TAKE
CEVERY POSSIBLE MEASURE TO TNSURE THE SAFETY AND
WELL-BEING OF ALL ARMERICAN CITIZENS IN THE SOVIET UNION
ANE TO DETERMINE THE FULL IMPLICATIONS QF THE RISKS T¢

YHICK THEY RAY NAVE BLEN IXPOIED. {33-{N-NITRO PHEINYLY-2-
Y-PENTADIEN-1-AL}

b @ AND A'S:

@t CAN YOU CONFIRR THAT THE XGB RaJ BIIN USING

CAMCER-CAUSING AGENT TQ TRACK ouR CHGASSY PERSOKHCL AKD
THEIR CORTACTS AROUND IN #4SCO¥’

A= THE SOVIETS HAVE BEEN USING POWSERY (HEMICALS FOKR 4
NUNBER OF YEARS APPARENTLY 70 TRa{l TREL (ONTALTI OF 3Ont
OF OQUR OFPICIALS. OUR TESTS OF OND OF THE C(HENICALS USED
CONFIRRS THAT IT IS POTENTIALLY -- I ERMPRASIZE
POTENTIALLY =-- HARRFUL T0 PEOPLE. RESULTS OF BIOLOGICAL
SCREENING TESTS INDICATE THAT THE (HEMICAL NAY BE
CARCINOGENIC. FURTHER AND LENGTHY STUDIES IN ANINMALS
WILL BE REQUIRED T0 (ONFIRRM OR DISPROVE THIS POSSIBILITY.

@: HOW LONG HAVE WE KNOWN ABOUT THISY

At "TRACKING™ (HEMICALS HAVE BEEN EMPLOYED ON O0CCASION
BY THE KGB FOR A NUMBER OF YEARS. ONLY LAST YEAR,
HOWEVERs D2ID LABORATORY TESTS REVEAL THAT TKRE SUBSTANCES
USED RMIGHTY BE HARRMFUL. AT THAT TIRE. IT ¥AS NOT BELIEVED
THATY THE USE OF THE SUBSTANCES WAS SUFFICIENTLY
SYSTERATIC OR FREQUENT TO POSE A HEALTH HAZARD 10 U-.S.
PERSONNEL. HOWEVER. THERE IS NOV EVIDENCE THAT THE XGB
PROGRAN IS MORE WIDESPREAT THAN HAD BEEN THOUGHT. THE
USE - OF CHENTICAL SUBSTANCES WAS STEPPED UP SIGNIFICANTLY
THIS SPRING AND SuURRER.

~
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g3 WHY DIDN'T YOU FOLLOW UP ¥ITH FURTHER TESTING TO

DETERAINE POTENTIAL HARMREULNESS 7O HURANS IRREDIATELY
AFTER IKRITIAL LABORATORY TESTS REVEALED IT RMIGHT BE?

At IT MAS ORIGINALLY THOUGHT THAT THE USE OF THE
(HERICALS WAS INFREQUENT AND THE QUANTITIES INVOLVED WERE

SUFFICIENTLY MINUTE THAT IT WAS UNNECESSARY TO DO FURTHER
EXTENSIVE STUDIES. —

@: HOW MANY PEOPLE IN THE ERMBASSY HAVE BEEN AFFECTEDY?

A3 SEVERAL ERMBASSY OFFICERS HAVE BEEN EXPOSED BUT MORE
TESTING IS REQUIRED TO DETERMINE EXACTLY HOW WIDESPREAD

THE PROBLEM IS. WE PLAN TO SEND A NIM/TPA TTANM 7O NOSL(O¥
T0 DETERAMINE THE CXTENT OF (CONTAMINATION.

@: WHAT ABOUT OTHER AMERICANS IN MOSCOW? OTHER POSTS
ABROAD? PEOPLE wHO SERVED THEREL IN PAST YEARS? WERE
THEY ALSO CONTAMINATED?

At WL HOPE TO FIND ANSWERS TO THESE QUESTIONS IN THE
STUBY BEING CARRIED OUT BY NIN AND £P4. NE RAVE THESE

SANE QUESTIONS. BUT fOR %0W THERL ARL MORE QUESTIONS THAN f
ANSWERS. 4

€: WAVE YOU PROTESTED TO THE SOVIETS AND DEMANDED THAT
THEY STOP?

A1 YES. WE HAVE PROTESTED STRONGLY BOTH HERE AND IN

ROSCOW AND DERAXNDED THAT THE USE OF CHERMICALS AGAINST OLR
PEOPLE CEASE INREDIATELY.

€: WHY ARE YOU RMAKING THIS PUBLIC NOwWr

At ONCE AMARE oFf TRE PROBLER AND INTORNMED OF THE WEIGHTY
OF THE SCIENTIFIC E€VIDENCE., ¥E FEILT DUTY-BOUND TO INFORN
QUR PERSONKEL IN NOSCOW OF THE FINDINGS OPENLY AND
ACCURATELY. THE DPIPLORMATIC LIFE IS DIFFICULT ENQUGH
WITHOUT THE ADDITION OF UXFOUNDED MEDICAL RUNMQRS. WL,
THEREFORE . HAVE 21 wavY SOUGHT TO BE AS CANDID AS POSSIBLE

WHATEVER THEY nay BE.

@: ARE THE SOVIETS GIVING OUR PEOPLE CANCER ON PURPOSE? ) :
ISN'T THIS CHERICAL WARFARE AGAINST C(IVILIANS?:

A: WE WAVE NO REASON TO BELIEVE THE SOVIETS CONSCIOUSLY él/FQ'i
SOUGHT TO INPAIR THE KHEALTH OF OUR ENPLOYEES. OUR

ASSUNPTIOR IS THAT THE SOVIETS DID NOT TEST THESE

SECRET
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CHEMICALS THOROUGHLY BEFORE USING THEM: IF THEY DID TEST )
THERM. THEY CANNOT HAVE PUT THEM THROUGH THE AMES TEST.

THIS. OF COURSE. DOES NOT IN ANY WAY ABSOLVE THER OF

THEIR RESPONSIBILITY FOR USING CHERICALS OF ANY KIND

AGAINST OUR PEOPLE. THIS IS A TOTALLY INAPPROPRIATE AND

POTENTIALLY DANGEROUS ACTION BY THE KGB. WE HAVE

DEMANDED THEY STOP INMEDIATELY.

@: WILL THIS AFFECY THE SHEVARDNADZE REETINGS HERE OR THE

RECTING BETWEEN THE PRESIDENT AND GORBACRELV IN GENEVA IN
NOVENBERY

™

At ¥E MAVE RAISED BEFORE AND WILL NO DOUBT AGAIN DISCUSS 4
THE SERIOUS DANGERS TO THE RELATIONSKIP CAUSED BY ACTIONS ‘
OF THE SOVIET NMILITARY AND SECURITY SERVICES wKICH SEEN

T0 ACY AS IF THEY AREC UNDER NO (ONTROL BY THE POLITICAL

JUTRORITIES. THIS IS A SERIOSUS RATTER AND WE WILL TRIAT

IT AS SUCH IN OUR NMEETINGS.

€: A SOVIET TOLD ME THIS IS ALL A FANTASY COQOKED UP TO
WORSEN RELATIONS. IS THAY TRUE!

At WE WISH THAT IT VERE A FANTASY. UNFORTUNATELY. WE

ARE DEALING WITH SOME VERY UNSAVORY FACTS. AS THE

PRESIDENT MAS MADE ABUNDANTLY CLEAR. WE DO NOT WANT TO /
WORSEN RELATIONS WITH THE SOVIETS. WE WANT T0 IMPROVE /
THEM. BUT WE NUST BE REALISTIC. 1IT IS THE KGB WHICK IS
CARRYING OUT THESE OPCRATIONS. THE QUESTION SHOULD BE

ASKED IF THEY ARE ATTEMPTING TO SABOTAGE OUR RELATIONS ,duJ
WITH SUCH RECKLESS ACTIONS AGAINST OUR PERSONNEL. //%
@: ARE YOU GOING To LET PEOPLE LEAVE mOSCOW BECAUSE OF éi '

THE DANGERY

At AS OUR STATERENT INDICATES, ¥E ARE PREPARED TO DO
WHATEVER IS NECESSARY 7O ERSURE THE SAFETY AND §ELL-BEING
OF OUR ENPLOYEES AND THEIR FAMILIES. IT &OULD BE
PREMATURE AT THIS TIMAE TO SPECULATE ON SPECIFIC STEPS

WHICH RAY BE TAKCN. AT THIS POINT., THERE DOES NOT APPEAR
T0 BE A NEED FOR EVACUATION.

@: WHEN WAS THIS XIK/EPA TASK FORCE SET UP? ARE THEY
GOING TO NOS(Ow?

At IT WAS ESTABLISHED EARLY THIS WEEK AS PART OF OUR
EFFORT TO GET A BETTER UNDERSTANDING OF THE PROBLER ME
FACE. SONE MENBCRS OF THE GROUP vILL TRAVIL TO MOSCOW IN

THE WEAR FUTURE FOR INVEITIGATION OF THE PROBLEM ON THE
SPoOT.

i
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@: WHATEVER HAPPEMED ON THE RMICRONAVES ISSUL? WAVE THE
SOVIETS STOPPED BEAMING THEM AT OUR PCOPLE IN THE EMBASSY
IN nosSCour

At W[ HAVE ON OCCASION DETECTED RMICROWAVE SIGNALS BEAMED
AT THL EMBASSY IN mOSCOW. AS LATE AS 1983, WE PROTESTED
STRONGLY TO THE SOVIETS ABOUT A BLAM WHICH OPERATED FOR A
PERIOD OF SEVERAL NONTHS. YOU SHOULD BE AWARE OF A MAJOR
STUDY OK THIS ISSUE BY THE JOKN HOPKINS UNIVERSITY IN TKE
SEVENTIES+ WHICH CONCLUDED THAT THE LEVEL OF SIGNALS DID
NOT PRESENT A WEALTH HAZARD. NE HAVE TAKEN PRECAUTIONARY
MEASURES IN THE CHANCERY BUILDING. BUT ¥E BELIEVE THAT
THE MICROWAVES OR OTHER MEASURES DIRECTED AGAINST OUR
PEOPLE IN MOSCOW RLMAIN ITEGPPED.

@: (CAN YOU EIVE ut SORE RORE DETAILS ON ¥HAT THE SOVIETS
WERE DOING MITH THL POWDER?

A: 1 HAVE NOTHING FURTHER FOR YOU ON THIS AT THIS TIAE.

@: (IF ASKED ONLY) IS NPPD BEING USED BY THE SOVIETS IN
THE US? S

A: NE ARE LOOKING INTO THAT POSSIBILITY.yY
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Brieting ¥or Congressional Leaders on é&Lp
XGB Use of Chexical 172Cking SubDStances (

Moscow today about a potential health problem arising trom the
KGB's use Ot chemical tracking substances against some ot our
people there and elsevhere. Since this will inevitadly generate
publicity, ve will release a gtatement at the Department on the
probles at the noon press brieting. We wanted you to oe
informed before 1t becomes public.

. . 10
-- We want you to know that we are bdbriefing our statt in ’ff%i/

-- The CIA recently developed additional intormation on kGB
use for a t years o - { substances to monitor the
activities at the US Embessy in
Moscow. The che » ave Deen applied inditectly to
Embassy personnel, leave deposits on the verson or possessions
ot people with whom they have had contact. -

-« The most extensively used tracking agent, dubbea NPPD,
has been determined through biological screening tests to be a
autagen. Mutagens can be, but are not always, carcinogens in
human beings. Frankly, it is not clear at this point how
dangerous the material is. we have NIH and EPA experts looking
at the substance. Further testing will be necessary to
detersine it it or other compounds used pose a threat to health,
as well 28 to determine the extent of the Embassy community's
exposure to these chemicals,

-=- A special task force uncer the leadership ot the hational
Instatutes ot Health ana the Environmental Protection Agency has
been establishea to conauct a thorough investigation 1nto the
long-term implications Of exposure to NPPD and other tracking
agents. Preliminary i1ndications suggest that the levels ot NPPD
and other substances to which individuals may have been exposed
‘is very low. There is no evidence to gate that any Embassy
personnel have suffered 311 ettects.

: -- However, given OULI earlier problems with microwaves in
Moscow, wWe wanl 10 be 3ure our erployees there know about the
potential probiem. Unotficial Americans resident in the USSR,
a8 well as other Embassies which may have been targetes, will
also being intormed. A team cf specialists has been sent to
Moscow tO Support our charge when he briefs our employees.

-=- John Whitehead protested these actions to the Soviet
charge on Monday and we tollowed up with a8 Second demarche at
the same level 1n Moscow on Tuesday. AS expected, they've

. denied the charges, but we've made clear we expect the use ot

chemicals will s top. DECLASSFE
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SUBJECT: AUGUST 19 WHITEHEAD - ISAKOV MEETING
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2. ACTING SECRETARY WHITEHEAD CALLED IN SOVIET CHARGE
ISAKOV AFTERNOON OF AUGUST 19 TO PROTEST SOVIET
AUTHORITIES® USE OF POTENTIALLY HAZARDOUS CHEMICAL
SUBSTANCES TO TRACK EMBASSY MOSCOW PERSONNEL. USING
TALKING POINTS IDENTICAL TO THOSE PROVIDED THE EMBASSY
FOR ITS PARALLEL DEMARCHE ON THE SUBJECT, WHITEHEAD
STRESSED THAT OUR TESTS HAD CONFIRMED THAT THE PRIMARY
AGENT USED NPPD RPT NPPD. WAS A POTENT MUTAGEN AND
POSSIBLE CARCINOGEN. HE DEMANDED THAT USE OF TRACKING
AGENTS BE TERMINATED IMMEDIATELY  WARNING THAT FAILURE TO
DO SO COULD HAVE " INCALCULABLE" CONSEQUENCES. WHITEHEAD
ADVISED ISAKOV IN CONCLUSION THAT WE WOULD BE INFORMING
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OUR STAFF IN MOSCOW ON WHAT WE KNEW OF THE PROBLEM

3. ISAKOV REPLIED THAT WHILE HE HAD NO INFORMATION ON
THE ISSUE RAISED BY THE ACTING SECRETARY HE COULD "NOT
ACCEPT" THE US PROTEST. HE RECALLED PREVIOUS EPISODES
(MENTIONING THE MICROWAVE AND WATER CONTAMINATION SCARES)
IN WHICH HE ALLEGED, SIMILAR US CHARGES HAD PROVED
UNFOUNDED. HE EXPRESSED REGRET THAT THE US HAD COOSEN TO
RAISE THIS PROBLEM IN THE RUN-UP TO THE GENEVA MEETING,
WHEN BOTH SIDES WERE SEEKING TO WORK CONSTRUCTIVELY ON
ISSUES OF MUTUAL CONCERN

4. WHITEHEAD RESPONDED THAT ISAKOV'S REACTION WAS ITSELF
REGRETTABLE. WE HAD RAISED THE TRACKING CHEMICAL ISSUE
NOT BECAUSE WE WANTED TO BUT BECAUSE OF THE KGB'S
DECISION TO ADOPT SUCH PRACTICES. ONCE WE HAD DETERMINED
THE EXTENT AND IMPLICTATIONS OF THE PROBLEM. WE HAD NO
CHOICE BUT TO INFORM OUR STAFF. IN A RATHER LAME ASIDE
ISAKOV WONDERED HOW THE USG cCOULD BE SO CERTAIN OF KGB
INVOLVEMENT. THERE WERE MANY, HE OBSERVED, WHO DID NOT
WISH TO SEE US - SOVIET RELATIONS IMPROVE. WHITEHEAD
ENDED THE DISCUSSION BY INDICATING HE HOPED THE OFFICIAL
SOVIET RESPONSE TO OUR DEMARCHE WOULD BE THAT THEY HAD
BEEN UNAWARE OF THE PGFENTIALLY HAZARDS OF TRACKING
CHEMICALS AND WOULD TERMINATE THEIR USE. ISAKOV PROMISED
ONLY TO REPORT THE US APPROACH.

6. UNDERSECRETARY FOR POLITICAL AFFAIRS ARMACOST AND EUR
ASST SEC RIDGWAY ALSO ATTENDED THE MEETING WITH ISAKOV,
WHO WAS UNACCOMPANIED. WHITEHEAD
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Official Draft Statement

The U.S. government has recently determihed that Soviet
authorities over a period of several yeprs have used chemical
substances to monitor the activities of‘'employees of the US
Embassy in Moscow. The substances in question, which have been
applied 1nd1rectly to Embassy personnel leave deposits on the
person or possessions of with whom they have =&

contact. Fh9~‘0ﬂs-/

The most extensively used of such tracking agents, NPPD*, has
been determined through biological screening tests to be a
mutagen. Mutagens can be, but are not always, carcinogens in
human beings. Extensive testing will be necessary to determine
whether NPPD and other compounds used by the Soviets pose a
threat to health, as well as to determine the extent of the
Embassy community's exposure to these chemicals. Preliminary
indications suggest that the levels of NPPD and other substances
to which individuals may have been exposed is very low. There
is no evidence to date that any Embassy personnel have suffered
ill effects due to exposure to tracking agents.

Embassy Moscow's staff was briefed earlier this morning on what
is currently known of the health implications of the Soviet
Union's use of tracking agents. Unofficial Americans resident
in the USSR, as well as other Embassies which may have been
targeted, are also being informed. A special task force under
the leadership of the National InstituteSof Health and the
Environmental Protection Agency has been established to conduct
a thorough investigation into the long-term 3 of exposure
to NPPD and other tracking agents. ithsi

The United States deplores the Soviet Union's use of chemical
substances against its diplomatic_ representatives in the USSR.
We have protested the practice 1ﬁwh?tongest terms and demanded
that it be terminated 1mmed1ately. The United States will take
every possible measure to ensure the safety and well-being of
all American citizens in the Soviet Union and to determine the
full implications of the risks to which theyyhave been exposed.

i
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Official Draft Statement

The U.S. government has recently determjhed that Soviet
authorities over a period of several yeprs have used chemical
substances to monitor the activities of‘'employees of the US
Embassy in Moscow. The substances in question, which have been

applied 1nd1rectly to Embassy personnel leave deposits on the
person or possessions of with whom they have =&

contact. fa¢A44q5./

The most extensively used of such tracking agents, NPPD*, has
been determined through biological screening tests to be a
mutagen. Mutagens can be, but are not always, carcinogens in
human beings. Extensive testing will be necessary to determine
whether NPPD and other compounds used by the Soviets pose a
threat to health, as well as to determine the extent of the
Embassy community's exposure to these chemicals. Preliminary
indications suggest that the levels of NPPD and other substances
to which individuals may have been exposed is very low. There
is no evidence to date that any Embassy personnel have suffered
ill effects due to exposure to tracking agents.

Embassy Moscow's staff was briefed earlier this morning on what
is currently known of the health implications of the Soviet
Union's use of tracking agents. Unofficial Americans resident
in the USSR, as well as other Embassies which may have been
targeted, are also being informed. A special task force under
the leadership of the National InstituteSof Health and the
Environmental Protection Agency has been established to conduct
a thorough investigation into the long-term % ,of exposure
to NPPD and other tracking agents. ;:E;EE

The United States deplores the Soviet Union's use of chemical
substances against its diplomatiqﬁﬁspresentatives in the USSR.
We have protested the practice in'pstrongest terms and demanded
that it be terminated immediately. The United States will take
every possible measure to ensure the safety and well-being of
all American citizens in the Soviet Union and to determine the
full implications of the risks to which theyvhave been exposed.

A
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\L'o{t icial{Braft Statement

The U.S5. government has recently determined that Soviet
authorities over a period of several years have used cheamical
substances to monitor the activities of employees of the US
Esbassy in Moscow. 1he substances in question, which have been
epplied indirectly to Embassy personnel, leave deposits on the

person or possessions of Soviet citizens with whom they have had
contact.

The most extensively used of such tracking agents, NPPD*, has
' been determined through biological screening tests to be a
mutagen. Mutagens can be, but are not always, carcinogens in
. human beings. Extensive testing will be necessary to determine
. whether NPPD and other compounds used by the Soviets pose a
. threat to health, as well ag to determine the extent of the
Embassy community's exposure to these chemicals. Preliminary
indicatio:s sugyges: that the levels of NPPD ard other substinccs
to which individuals may have been exposed is very low. There
is no evidence to date that any BEmbassy personnel have suffered
il] effects due to exposure to tracking agents.

Embassy Moscow's staff was briefed earlier this morning on what
is currently known of the health implications of the Soviet
Union's use of tracking agents. Unofficial Americans resident
in the USSk, as well as other Embassies which may have been
targeted, are also being informed. A special task force under
the leadership of the National Institute of Health and the
Environmenta) Protection Agency has been established to conduct

8 thorough investigation into the long-term impact of exposure
to NPPD and other tracking agents.

The United States deplores the Soviet Union's use of cheamical
substances against its diplomatic representatives in the USSR.
We have protested the practice in strongest teras and demanded
that it be terminated immediately. The United States will take
every possible measure to ensure the safety and well-being of
all American citizens in the Soviet Union and to determine the
full implications of the risks to which they have been exposed.
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-SECRET/SENSITIVE
at Mogcovw on the KGB Use
of Potentially Harmful Chemical Tracking Substance

-= 1 have called you together today to give you some
information we have obtained that potentially could affect the
health ot our people serving in Moscow. 1 have with me Drx.

'LL harles Brodine of the Department’'s Medical office along with
EM)(%)“ Mary Ryan to ansver as many of your Questions

-= 1 was just informed of this problem over the weekend.
Once Washington was confident of their information, they set in
motion the necessary effort to pressure the Soviets to change
their procedures and to provide you with a full briefing.

== You should know that Acting Secretary Whitehead made a
strong protes* to the Sovie- embassy in Washington Monday
afternoon and 1 made & similar one here to the Soviet Foreign
Ministry Tuesday morning. we scheduled the embassy briefing
today so we could have experts here from Washington.

-=- NOW to tell you what we know.

== Over a period of several years, the KGB has occasionally
used some chemical substances on various members of our staff
here in Moscow and elsevhere to track them and the people with
whom they have come into contact. They used chemicals that do
not appear in nature and therefore can be traced effectively.
The substances in question, which have been applied indirectly
to Embassy personnel, leave deposits on the person o1
possessions of Soviet citizens vith whom they have had contact.

-- Por the most part, this has been viewed as a nuisance.
1n the past, the practice seemed sufficiently erratic and
infrequent that it did not appear to cause a health hazard to
our personnel. However, we recently developed evidence: that the
KGB program is more widespread than we had thought. Similarly,

the Soviet use ot chemical substances increased significantly
this spring and summer.

-- We felt that our first duty -- once we wvere fairly
certain of the scientitic evidence -- was to inform our

personnel here candidly and as accurately as we could of what we
knpw. All of us recognize that lite i1n Moscow is difficult

enough without having to contend with rumors and half-truths
about health hazards.
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-- The most frequently used of these tracking chemicals that
wve have found 1s a synthetic chemical called NPPD. Testing of
the substance i1n wWashington has confirmed that it is potentially
-= § eaphasize potentially -- harsful to people. A biological
screening test called the Ames Test has shown NPPD to be a
mutagen. Mutagens can be, but are not always carcinogens in
human beings. Intensive and lengthy tests conducted in several
species of animals will be required to see if NPPD is really a
carcinogenic substance.

-= NPPD 18 a chemical that does not occur naturally nor is
it commonally manufactured. It is a vhite to yellow colored
powder which is not volatile, i.e. it does not evaporate or form
vapors. The laboratory instrument used to identify NPPD is the
msass spectograph. Thig instrument is capable of detecting NPPD
at levels of 100 nanograms (a nanogram is l/one billion gram).

-- The possible routes of exposure to NPPD are by ingestion,
inhalation and skain penetration. Ingestion would be by hand to
mouth asctivity and would probably be in nanogram quantities and
unlikely to be a significant exposure risk. Washing with soap
and wvater is likely to remove this risk.

-- Inhalation is possible only if the powder becomes
suspended in the air. Heavy applications of powder which are
visible might become suspended in the air if disturbed. 1t is
unlikely, however, that quantities that are not visible would
present a risk of inhalation exposure. Skin penetration is the
most likely potential route of exposure. Planned studies will

seek to determine the extent to which NPPD can penetrate the
skin.

-- ] know the first Question will be how dangerous the
chemical really i1s. We want to be absolutely honest with you
and say we do not know. Our preliminary assessment is that any
dangers from the chemical, or others like it, is far from
proved. For exanmple, the chemical appears in testing to have
telatively low toxicity, 2.e. it is very unlikely it would cause
any serious illness. We have, however, set up a group under the
leagership of the NIH to study all aspects of this use of
chemical trackxing substances on our personnel. The group has

been asked for a preliminary assessment of the risk to people in
our embassy here by Januvary 1.

-~ There will, of course, need to be further and lengthy
studies in animals before we can speak confidently about whether
NPPD and other compounds used by the Soviets pose a threat to
health, but our hope is to get some sense of how concerned we
should be, what counter-measures are needed, and how widespread
the probles is through this study.

~SECRET/SENSITHIVE




== At this point, we can only say that Preliminary
indications suggest that the levels of Rutagenic substance to
wvhich individuals may have been exposed is very low. There is
no evidence to date that any Embassy personnel nave suffered ill

effects due to exposure to tracking agents. There is certainly
no immediate cause for alara.

-- We vwill now take your questions.
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SECRET/SENSITIVE

DRAFT PRESS GUIDANCE

KGh USEL Of POTENTIIALLY BARMFUL TRACRING SUBSTAMCE

0: Can you confirm that the KGB has been using a cancer-causing

agent to track our eabassy personnel and their contacts
atound in Moscow?

At -~

Q: How

Ay =--

Cil

THE SOVIETS BAVE BEEN USING POWDERY CHEMICALS POR
SEVERAL YEARS TO TRACE SOME OF OUR CONTACTS WITE SOVIRY
CITIZENS. OUR TESTS OP ONE OF 1HE CHEMICALS USED

CONF IRMS THAT 17 1S POTENTIALLY -- I EMPHASIIE
POUTENTIALLY -- HARMPUL TO PEOPLE. RESULTS OF BIOLOGICAL
SCREENING TESTS INDICATE THAT THE CBEMICAL MAY BE
CARCINOCGEN]IC. FURTHER AND LENGTHY STUDIES IN ANIMALS

WILL BE REQUIRED TO CORFIRM TEIS POSSIBILITY.

long have we known about this?

“TRACKING” CHEMICALS HAVE APPARENTLY BEEN ON OCCASION
EMPLOYED BY TBE KGB FOR SEVERAL YEARS. ONLY LAST YEAR,
HOWEVER, DI1D LABORATORY 1ESTS REVEAL TRAT THE SUBSTAKRCES
USED MIGHT BE HARMFUL. AT THAT 1IME, IT WAS NO1
BELIEVED THAT THEI USE OF THE SUBSTANCES WAS SUFFICIENTLY

STSTERMATIC OR FREQUENT 10 POSE A HEALTH HAZARD 10 U.S.

PERSONNEL., HCWEVER, ki NOh HAVE EVIDENCE THAT THE KGB

PROCRAM S MORE WIDESPREAD THAN HAD BEEN THOUGHT. THE

USE OF CHEMICAL SUBSTANCES WAS STEPPED UP SIGNIFICANTLY
1HIS SFRING AND SUMMER.

27[]ﬁfZfﬁttRIT7SIN$TT*¥i_~.
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Q: Mave you protested to the Soviets and demanded that they
stop?

A: <-- YES. WE HAVE PROTESTED STRONGLY AND DEMANDED THAT THEY

S810P USING CHEMICALS AGAINST OUR PEOPLE IMMEDIATELY.

Q: Why are you making this public now?

A: == ONCE AWARE OF THE PROBLEM AND INFORMED OF THE WEIGHT OF
THE SCIENTIFIC EVIDENCE, WE FEL1 DUTY-BOUND 10O INFORM
O"JR PERSONNEL 1IN MOSCOW OF THE PINDINGS OPENLY AND
ACCURATELY. THE DIPLOMATIC LIPE 18 DIFFICULT ENCULGE
WITHOUT THE ADDITION OF UNFOUNDED MEDICAL RUMORS. WE,
THEREFORE, HAVE ALWAYS SOUGHT TQO BE AS CANDID AS

: POSSIBi.E. w134 OUR PEOPLE ON THE RISKS INVOLVED WHEREVER
AND WHATEVER 7THEY MAY BE.

Q: Why didn't you follow up with further testing to determine
potential harmfulness to humans 1mmediately after initial
laboratory tests cevealed 1t might be?

A: 11 WAS THOUGHT THAT THE USE GOF 1HE CHEMICALS WAS INFREQUENT

AND THE QUANTITIES INVOLVED WERE SUFFICIENTLY MINUTE TO asnutt
THE EFFPECT OF ANY PAST EXPOSURE.

. SECRET/SENSITIVE ™
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Aze the Soviets giving our people Cancer On purpose? Isn't

this chemical varfare against civilians?:

= WE CAN ONLY ASSUME THAT THE SOVIETS DID NOT TEST THESE
ChEMICALS THORQUGHLY BEFPORE USING THEM. CERTAINLY, THEY
MUST NOT HAVE PUT THEM THROUGH THE AMES TEST. THIS, OF

" COURSE, DOES NO1 IN ANY WAY ABSOLVE THEM OF THEIR

RESPONSIBILITY FOR USING CREMICALS OF ANY KIND AGAINST
OUR PEOPLE. TMIS IS A TOTALLY INAPPROPRIATE AND
POTENTIALLY DANGEROUS ACTION BY THE KGB. WE HAVE
DEMANDEC THEY STOP IMMEDIATELY.

Did this aftect everyone at the embassy, or was this only

games between spies?

= WE ARE NOT AS YET CERTAIN OF THE EXTENT OF THE USE OF
THESE CHEMICALS AGAINST OUR PEOPLE. WE ARE SENDING A

TEAM TO MOSCOW 10 CETERMINE THE EXTENT OF CONTAMINATION.

Will this affect the Shevardnadie meetings hege ot the
aeelting Deltween 1he President and Grouyka in Geneva in

Noveaber?

-- WE MAVE RAISLD BEFORE AND WILL NO COUBT AGAIN DISCUSS
THE SERIOUS DANGERS 10 THE RELATICNSHIP CAUSED BY
AC11ONS OF THE SOVIET MILITARY AND SECURITY SERVICES
WHICH SEEM TO ACT AS IF THEY ARE UNDER NO CONTROL BY THE
POLITICAL AUTHORITIES. THIS 1S A SERIOUS MAT1ER AND WE
WILL TREAT 11 AS SUCH IN GUR MEETINGS.

SECRET/SENSI1IVE
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Q: Can you give us some more details on what the Soviets were
doing vith the powder?

At == ] HAVE NOTHIRG PURTHER FOR YOU ON THIS AT THIS TIME.
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Official Draft Statement

The U.S. government has recently determined that Soviet
authorities over a period of several years have used chemical
substances to monitor the activities of employees of the US
Embassy in Moscow. The substances in question, which have been
applied indirectly to Embassy personnel, leave deposits on the
person or possessions of Soviet citizens with whom they have had
contact.

The most extensively used of such tracking agents, NPPD*, has
been determined through biological screening tests to be a
mutagen. Mutagens can be, but are not always, carcinogens in
human beings. Extensive testing will be necessary to determine
whether NPPD and other compounds used by the Soviets pose a
threat to health, as well as to determine the extent of the
Embassy community's exposure to these chemicals. Preliminary
indications suggest that the levels of NPPD and other substances
to which individuals may have been exposed is very low. There
is no evidence to date that any Embassy personnel have suffered
ill effects due to exposure to tracking agents.

Embassy Moscow's staff was briefed earlier this morning on what
is currently known of the health implications of the Soviet
Union's use of tracking agents. Unofficial Americans resident
in the USSR, as well as other Embassies which may have been
targeted, are also being informed. A special task force under
the leadership of the National Institute of Health and the
Environmental Protection Agency has been established to conduct
a thorough investigation into the long-term impact of exposure
to NPPD and other tracking agents.

The United States deplores the Soviet Union's use of chemical
substances against its diplomatic representatives in the USSR.
We have protested the practice in strongest terms and demanded
that it be terminated immediately. The United States will take
every possible measure to ensure the safety and well-being of
all American citizens in the Soviet Union and to determine the
full implications of the risks to which they have been exposed.

*5-(4-Nitro Phenyl)-2, 4-Pentadien-1-AL

~






—
3

157

ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY

I have just learned about the evidence that your security organs
have for some time been engaged in the practice of contaminating
U.S. officials and their dependents with chemical substances --
substances not occurring in nature, which are deliberately placed
in vehicles belonging to American officials, on their clothing,
and even in hotel rooms and train compartments which they
utilize. Recently, American personnel serving in the Soviet
Union have reported skin rashes on themselves and their children,
some very young, which apparently are caused by this chemical.

Our scientists have analyzed the compound which has been used
very extensively, particularly in recent months, and have found
that it can cause genetic mutations, and therefore is highly
suspect of being carcinogenic.

I realize that this practice may have been carried out without
your knowledge. Therefore, I would request that you insist upon
a full report and that you give instructions to cease this
practice immediately. If the practice should be continued, it
can have a seriously negative impact on our ability to maintain
normal diplomatic relations with the Soviet Union.

DECLASSIFIED

NLRREo- v/ * 1157
BY_kmi NARADATEg4/21/n



ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY

[To be delivered by Adm. Poindexter to Soviet Charge, for
transmittal to Gen. Sec. Gorbachev]

I have just learned about the evidence that your security organs
have for some time been engaged in the practice of contaminating
U.S. officials and their dependents with chemical substances --
substances not occurring in nature, which are deliberately placed
in vehicles belonging to American officials, on their clothing,
and even in hotel rooms and train compartments which they
utilize. Recently, American personnel serving in the Soviet
Union have reported serious skin rashes on themselves and their
children, some very young, which apparently are caused by this
chemical.

Our scientists have analyzed the compound which has been used
very extensively, particularly in recent months, and have found
that it can cause genetic mutations, and therefore is highly
suspect of being carcinogenic. I am genuinely shocked that any
government would authorize the use of such a chemical under any
circumstances.

I realize that this practice may have been carried out without
your knowledge. Therefore, I would request that you insist upon
a full report and that you give instructions to cease this
abhorrent practice immediately. If the practice should be
continued, it can have a seriously negative impact on our ability
to maintain normal diplomatic relations with the Soviet Union.

DECLASSIFIED
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY GORBACHEV

I have just learned about the evidence that your security organs
have for some time been engaged in the practice of contaminating
U.S. officials and their dependents with chemical substances --
substances not occurring in nature, which are deliberately placed
in vehicles belonging to American officials, on their clothing,
and even in hotel rooms and train compartments which they
utilize. Recently, American personnel serving in the Soviet
Union have reported serious skin rashes on themselves and their
children, some very young, which apparently are caused by this
chemical.

Our scientists have analyzed the compound which has been used
very extensively, particularly in recent months, and have found
that it can cause genetic mutations, and therefore is highly
suspect of being carcinogenic. I am genuinely shocked that any
government would authorize the use of such a chemical under any
circumstances.

I realize that this practice may have been carried out without
your knowledge. Therefore, I would request that you insist upon
a full report and that you give instructions to cease this
abhorrent practice immediately. If the practice should be
continued, it can have a seriously negative impact on our ability
to maintain normal diplomatic relations with the Soviet Union.

DECLASSIFIED

NLRREp(e-114 /81 21bs9

BY_kaw. NARADATE4 Ly /il



ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY GORBACHEV

[To be delivered by Adm. Poindexter to Soviet Charge, for
transmittal to Gen. Sec. Gorbachev]

I have just learned about the evidence that your security organs
have for some time been engaged in the practice of contaminating
U.S. officials and their dependents with chemical substances --
substances not occurring in nature, which are deliberately placed
in vehicles belonging to American officials, on their clothing,
and even in hotel rooms and train compartments which they
utilize. Recently, American personnel serving in the Soviet
Union have reported serious skin rashes on themselves and their
children, some very young, which apparently are caused by this
chemical.

Our scientists have analyzed the compound which has been used
very extensively, particularly in recent months, and have found
that it can cause genetic mutations, and therefore is highly
suspect of being carcinogenic. I am genuinely shocked that any
government would authorize the use of such a chemical under any
circumstances.

I realize that this practice may have been carried out without
your knowledge. Therefore, I would request that you insist upon
a full report and that you give instructions to cease this
abhorrent practice immediately. If the practice should be
continued, it can have a seriously negative impact on our ability
to maintain normal diplomatic relations with the Soviet Union.
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY

I have just learned about the evidence that your security organs
have for some time been engaged in the practice of contaminating
U.S. officials and their dependents with chemical substances --
substances not occurring in nature, which are deliberately placed
in vehicles belonging to American officials, on their clothing,
and even in hotel rooms and train compartments which they
utilize. Recently, American personnel serving in the Soviet
Union have reported@eﬁeu% skin rashes on themselves and their
children, some very young, which apparently are caused by this
chemical.

Our scientists have analyzed the compound which has been used
very extensively, particularly in recent months, and have found
that it can cause genetic mutations, and therefore is highly
suspect of being carcinogenic. i

circumstancest |

I realize that this practice may have been carried out without
your knowledge. Therefore, I would request that you insist upon
a full report and that you give instructions to cease this

practice immediately. If the practice should be
continued, it can have a seriously negative impact on our ability
to maintain normal diplomatic relations with the Soviet Union.
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