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MUTAGENICITY RESULTS IN THE AMES TEST 

The Ames test has been widely used throughout the world as a rapid 

and inexpensive test to screen chemicals for potential health hazards. 

Compounds that cause mutations in Ames bacterial strains show a high 

probability of causing cancer and other chronic health effects, such as 

birth defects and reproductive impairment. 

The Ames test is designed to detect two types of mutation. One 

mimics the effects of radiation, point mutation. The other generally 

demonstrates a "frameshift" effect on genetic material. Several 

different strains are required to assess accurately both types of 

mutation. Chemicals usually cause mutations of one type or the other; 

only a small number of chemicals cause mutagenic activity of both types; 

only the most potent cause all the strains to mutate. Chemical mutagens 

are often "activated" in Ames tests by extracts of liver. This process 

mimics the human body's normal metabolism and subsequent excretion of a 

compound. Compounds that are mutagenic even without being "activated" 

are not as common and are _usually reactive. Some of these are actually 

deactivated when they interact with liver extracts. The rare compounds 

that are active both before and after exposure to liver extracts are 

generally very reactive and are not rapidly broken down in the body to a 

non-toxic form. They can potentially cause mutations in any target 

organ for as long as they remain in the body. 

Compound s that are mutagenic with or without "activation" in 

multiple Ames strains were examined in detail. The following table is a 

compilation of the major sources of mutagenic data on literally 

thousands of compounds sub j ected to the Ames test. These results have 



T been carefully scrutinized by expert scientific panels for accuracy and 

consistency. The U.S. EPA's Gene-Tox Program's data base is a primary 
' 

source of highly reliable chemical mutagenicity data. Additional 

mutagenicity information comes from the National Cancer Institute's 

Mutagenicity Data Base, which is part of the Chemical Carcinogenesis 

Research Information Systems. This data source, like Gene-Tox, is also 

' 
subjected to careful scrutiny and only information meeting strict 

criteria are placed in the data base. The Ames test results from the 

International Study for the Evaluation of Potential Carcinogens have 

also been included in the table. This study was funded through 

England's Medical Research Council, the U.S. National Institute of 

Environmental Health Sciences, the EPA, and Japan's National Cancer 

Center Research Institute. The actual mutagenicity assays were done by 

laboratories in Australia, England, Italy, Japan, and the United States. 

The following table presents the selected compounds, some 

background on health effects, results in the Ames test in Salmonella 

strains TA-1535, TA-1537, TA-1538, TA-98 and TA-100. Results for each 

strain tested are indicated and whether the analysis was made with (w) 

or without (w / o) liver extracts. The source of information the human 

carcinogenic potential for each compound is the 1984-1985 "Threshold 

Limit Values" of the American Conference of Governmental Industrial 

Hygienists, as we ll as EPA, FDA and OSHA regulatory actions. 
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COMPOUNDS DEMONSTRATING STRONG POSITIVE RESULTS IN AMES TESTING 

TA Hutagenicity in S8'-lmonella Strains - * 

COMPOUND 

*2-Acetylaminofluorene (2-AAF) - Experimental carcinogen 

Aflatoxin Bl - Extremel y potent carcinogen - Found in moldy grains 

2-Aminoanthracene - Positive control in the Ames test 

*4-Aminobiphenyl - Recognized human carcinogen - Industrial chemical 

*Benzidine - Recognized human carcinogen - Industrial chemical 

Benzo(a)pyrene - Suspect human carcinogen - Found in cigarette smoke 

Benzo(a)pyrene-4,5-oxide - Carcinogenic principle of benzo(a)pyrene metabolism 

*beta-Naphthylamine - Recognized human carcinogen - Industrial chemical 

*beta-Propiolactone - Suspect human carcinogen - Chemical intermediate 

Ca£tan - Causes birth defects - Pesticide 

Cyclophosphamide - Carcinogen - Anticancer drug 

D and C Orange 17 - Recognized carcinogen - Dye 

9 110-Dimethylbenzanthracene - Experimental carcinogen 

*Dimethylnitrosamine - Suspect human carcinogen - Food contaminant 

Dimethylcarbamoyl chloride - Suspect human carcinogen 

Epichlorohydrin - Carcinogen - Industrial chemical 

Ethylene dibromide (EDB) - Suspect human carcinogen - Pesticide 

Ethyl methane sulfonate (EMS) - Carcinogen - Positive control in the Ames test 

ICR 191 - Carcino~en - Anticancer drug 

1535 
w w/o 

+ -

+ -
+ + 

+ -

+ + 

+ -

+ + 

+ + 

+ + 

+ + 

1537 
w w/o 

+ -

+ -
+ -
+ -

+ -
- + 

? -
- -
+ -
- -
- + 

+ -

- -
, .+ + 

- -

- + 

1538 98 100 
w w/o w w/o w v/o 

+ - ... - + 

+ - + - + 

+ - + - + 

+ - + - + 

+ - + - \ ~ --.._ , ___ 
+ - + - + 

- + - + - + 

+ - + - + 

- - - - + + 

+ - + 

? - - - + ? 

- + - + - + 

+ - + - + 

- - - + 

- - - - + + 

? ? - - + + 

- + 

+ - + + 

- + - + - + 

-<:O 



3-Methy_lcho_la_nthr_ene (3-MC) - Experimental carcinogen 

Melthylenebis-2-choloraniline (MOGA) - Suspect human carcinogen 

4-Nitro-o-phenylenediamine - Carcinogen - Hair dye component 

4-Nitroquinoline-N-oxide - Carcinogen 

Tris-(2,3-dibromo propyl)phosphate (TRIS) - Carcinogen - Flame retardant 

*Vinyl chloride - Recognized human carcinogen - Industrial chemical 

l-Vinyl-3-cyclohexene diepoxide - Carcinogen 

* OSHA Carcinogen 
** + positive results 

negative results 
? borderline positive result 

NT Not tested 
W With activation 

W/O Without activation 

+ + 

+ + + + 

+ + ? ? 

+ 

+ 

+ + + + 

.,. ,,1 • 

+ + 

,. + + 

NT NT + + + + 

+ + + + + + 

+ 

+ + 

NT NT + + + + 

-
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TAGS : PREL , UR . US 
SUBJECT : KGB USE OF POTENTIALLY HARMFU L TRACKING 

SUBSTANCE Q-

I. /- ENTIRE TEXT 

2 . . CHARGE SHOULD BE READY TO SEEK APPOINTMENT AT HIGHEST 
AVAILABLE LEVEL LATE MONDAY AUGUST 19 OR EARLY TUESDAY 
AUGUST 20 TO MAKE POINTS BELOW ON SOVIET USE OF 
POTENTIALLY HARMFUL CHEMICAL TRACKING AGENT AGAINST 
AMERICAN PERSONNEL. PLAN IS FOR ACTING SECRETARY 
WHI TEHEAD TO MAKE DEMARCHE TO SOVIET CHARGE MONDAY . THE 
DEPARTMENT WILL INFORM YOU OF TIME OF THE WASHINGTON 
MEETING WHEN IT IS SET SO DEMARCHES CAN BE MADE AS NEARLY 
SIMULTANEOUSLY AS POSSIBLE . BACKGROUND AND CONTINGENCY 
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3. BEGIN DEMARCHE : 

-- I AM INSTRUCTED BY MY HIGHEST AUTHORITIES TO RAISE 
WITH YOU A MATTER OF MAJOR IMPORTANCE TO THE UNITED 
STATES. THIS PROBLEM FALLS INTO THAT CATEGORY OF ACTIONS 
BY THE SOVIET SECURITY SERVICES OR MILITARY THAT DO NOT 
SEEM WELL CONTROLLED OR THOUGHT THROUGH BY THE SOVIET 
POLITICAL AUTHORITIES BUT WHICH CAN CAUSE SERIOUS 
DISRUPTIONS IN OUP. RELATIONSHIP. 

-- US AUTHORITIES HAVE BEEN CONCERNED FOR SOME TIME 
ABOUT A SUBSTANCE THE KGB APPARENTLY USES TO TRACK OUR 
PERSONNEL IN MOSCOW AND ELSEWHERE ANO THE PEOPLE WITH WHOM 
THEY COME INTO CONTACT. THIS PRACTICE HAS APPARENTLY 
BEEN STEPPED UP IN RECENT MONTltS. THE TRACKING SUBSTANCE 
IS A POWDERY CHEMICAL APPL I ED TO--OUR PEOPLE. THEIR CARS, 
AND ELSEWHERE. 

-- ONE OF THE AGENTS USED FOR THESE OPERATIONS IS A 
SYNTHETIC CHEMICAL CALLED NPPD. OUR TESTS HAVE NOW 
CONFIRMED THAT THIS SUBSTANCE IS POTENTIALLY QUITE 
HARMFUL. TEST SAMPLES HAVE SHOWl THE SUBSTANCE TO BE 
STRONGLY MUTAGEN I C. THEY SUGGEST THAT I T MAY WELL BE 
CARCINOGENIC (CANCER-CAUSING) AS WELL . 

-- THUS OUR GOVERNMENT IS FORCED TO CONFRONT THE 
REALITY THAT THE KGB HAS BEEN EMPLOYING A SUBSTANCE ON 
OUR PEOPLE FOR AN EXTENDED PERIOD OF TIME THAT ENDANGERS 
THE HEALTH OF AMERICAN OFFICIALS . THEIR FAMILIES . AND All 
THOSE SOVIETS WHO HAVE COME INTO CONTACT WITH THEM . 

-- I AM INSTRUCTED TO PROTEST THIS ACTIVITY IN THE 
STRONGEST OF TERMS AND TO DEMAND THAT USE OF DANGEROUS 
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Departrnent of State 
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CHEMICAL AGENTS ON OUR PEOPLE STOP IMMEDIATELY. IT 
HARDLY N.EEOS TO BE SAID THAT THIS ACTION VIOLATES THE 
MOST BASIC CA~ONS OF INTERNATIONAL LAW AND DIPLOMACY -­
SPECIFICALLY ARTICLE 29 OF THE VIENNA CONVENTION -- ON 
THE INVIOLABILITY OF DIPLOMATIC PERSONNEL. 

-- IT IS ABSOLUTELY ESSENTIAL THAT THE SOVIET UNION 
IMMEDIATELY CEASE USING CHEMICAL AGENTS OF ANY FORM 
AGAINST OUR PERSONNEL. THE CONSEQUENCES OF YOUR NOT 
DOING SO WOULD BE INCALCULABLE. 

WHITEHEAD 
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ACTION 

MEMORANDUM FOR 

FROM: 

SUBJECT: 

NCS/ICS SYSTEM IV 
400938 add-on 

Nt,TfONAL SECURITY COUNCIL 
WASHINGTON , D .C . 20506 

RO~ERT C. MfARLANE 
JACK MATLOC / \LI' 

Soviet Use o Chemical 
Officials 

August 19, 1985 

Agents to Track U.S. 

Bill Casey has sent the President a \ tter describing the 
intensive Soviet effort to "tag" U. f ~fficials in Moscow with a 
chemical substance which, when trar 3· -arred to persons with whom 
the tagged officials are in · physi c·: · contact, would permit 
tracking of contacts. 

We have planned the following actions: 
1,} •.\ 
1· 1 

John Whitehead will deliver a strong protest to the Soviet 
Charge d'Affaires this afternoon, and demand that the practice 
cease forthwith. Dick Combs, our Charge in Moscow, will follow 
up with a parallel demarche there tomorrow morning. 

A team of specialists will be sent to Moscow Wednesday to 
ersonnel -- assumin the are is~ued Soviet visas 

-- We intend to task NIH and EPA to study the potential effects 
of the substance and to advise on precautions which should be 
taken. 

Since we are under an obligation to brief our own personnel 
regarding the possible risks they and their families are running, 
and probably should also brief Allied Governments and other 
resident Americans in Moscow (e.g., resident journalists), we 
mu s t assume that t h i s matter will soon b ecome public k now l dge. 
We a re, therefore, considering the advisability of making a 
public statement as soon as our personnel are briefed. One of 
our problems, both in briefing and in the public handling of the 
issue, is that we do not now know what procedures will be 
effective in removing the substance from personnel and their 
belongings. The object of the NIH/EPA study mentioned above 
would be to seek such procedures. 

S i:C.l!!l!l T 
Declassify on: OADR 

DECLASSIFIED IN PART 

NlRRfOCq- UL.\ {I, #: 11 l.4 \ . . 
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It is self-evident t hat a big public issue over this reprehen­
sible KGB practice will not contribute to a constructive atmo­
sphere at the Pres i dent's upcoming meeting with Gorbachev. The 
Soviets may even c la im that it has been introduced as an "arti­
ficial issue" in o r der to doom the meeting. Nevertheless, I 
believe we have no alternative but to go ahead with the pro­
cedures described above. It is an issue we cannot sweep under 
the rug, even if we desired to to so -- and we should not do so, 
since the Soviets should be forced to face the consequences of 
their own actions when these are totally irresponsible as regards 
health and safety\ 

In addition to our diplomatic demarches, I would recommend that 
the President send a personal message to Gorbachev, drawing his 
attention to this matter and making clear that he expects 
Gorbachev to see to it that the practjce of contaminating 
American personnel with chemical compounds is terminated forth­
with. Such a message might be more effective if delivered oral­
ly, since a message in writing will almost certainly simply re­
sult in a written denial of the facts (though the practice could, 
nevertheless, be stopped). , 

RECOMMENDATION: 

That you sign the Memorandum to the President at Tab.:,;I':i 

Approve Disapprove 

Ken deGraffenreid concurs. 

Attachments: 

Tab I Memorandum to the President 

Tab A 

Tab B 

~ecommended Oral Message to Gorbachev 

Casey-President letter of August 17 
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ACTION 

MEMORANDUM FOR THE PRESIDENT 

FROM: ROBERT C. MCFARLANE 

NCS/ICS SYSTEM IV 
400938 add-on 

SUBJECT: Soviet Use of Chemical Agents to Track U.S. 
Officials 

Bill Casey has sent you a letter describing an intensive Soviet 
effort to "tag" U.S. officials in Moscow with a chemical sub­
stance which, when transferred to persons with whom the tagged 
officials are in physical contact, would permit tracking of 
contacts. 

The fact that the KGB has occasionally used chemical agents as 
"tagants" has ·been known for some time. But Casey's letter 
contains the very disturbing news that laboratory analysis has 
indicated that one compound used by the Soviets is s~rongly 
mutagenic (and thus potentially c arcinogenic), and aw,,o that the 
practice is much more widespread than we had earlier

1 1
assumed. 

We have planned the following actipns: 

John Whitehead will deliver a strong protes,t to the Soviet 
Charge d'Affaires this afternoon, and demand th~t the practice 
cease forthwith. Dick Combs, our Charge in1Moscow, will follow 
up with a parallel demarche there tomorrow morning. 

will be sent to Moscow Wednesday to 

-- We intend to task NIH and EPA to study the potential effect s 
of the substance and to advise on precautions which should be 
taken. 

Since we are under an obligation to brief our own personnel 
r e g ard i ng the p oss ible risks t h ey and t h eir families are running , 
and probably should also brief Allied Governments and other 
resident Americans in Moscow (e.g., resident journaiists), we 
must assume that this matter will soon become public knowledge. 
We are, therefore, consider i ng the advisability of making a 
public statement as soon as our personnel are briefed. One of 
our problems, both in briefing and in the public handling of the 
issue, is that we do not now know what ' procedures will be 
effective in removing the substance from personnel and their 
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belongings. The object of the NIH/EPA study mentioned above 
would be to seek such procedures. 

It is self-evident that a big public issue over this repre­
hensible KGB practice will not contribute to a constructive 
atmosphere at your upcoming meeting with Gorbachev. The Soviets 
may even claim that it has been introd.uced as an "artificial 
issue" in order to doom your meeting. Nevertheless, I believe we 
have no alternative but to go ahead with the procedures described 
above. It is an . issue we cannot sweep under the rug, even if we 
desired to to so•- and we should not do so, since the Soviets 
should be forced to face the consequences of their own actions 
when these are totally irresponsible as regards health and 
safety. 

In addition to our diplomatic demarches, I would recommend that 
you send a personal message to Gorbacnev~ drawing his attention 
to this matter and making clear that you expect him to see to it 
that the practice of contaminating American personnel with 
chemical compounds be terminated forthwith. Such a message might 
be more effective if delivered orally, since a message in writing 
will almost certainly simply result in a written denial of the 
facts (though the practice could, nevertheless, be stopped). 

Recommendation 

OK No 

Attachments: 

That you authorize John Poindexter to· ~eliver to 
the Soviet Charge ' tomorrow morning the oral 
message at Tab A from you personally to 
Gorbachev. 

Tab A 

Tab B 

Draft oral message 

Letter of August 17, 1985, from DCI Casey 

Prepared by: 
Jack F. Matlock 

cc: Vice President 



DRAFT ORAL MESSAGE FROM PRESIDENT TO GORBACHEV 

[To be delivered by Adm. Poindexter to Soviet Charge, for 
transmittal to Gen. Sec. Gorbachev] 

I have just learned about the evidence that your security organs 
have for some time been engaged in the practice of contaminating 
U.S. officials and their dependents with chemical substances -­
substances not occurring in nature, which are deliberately placed 
in vehicles belonging to American officials, on their clothing, 
and even in hotel rooms and train compartments which they 
utilize. Recently, American personnel serving in the Soviet 
Union have reported serious skin rashes on themselves and their 
children, some very young, which apparently are caused by this 
chemical. 

Our scientists have analyzed the compound which has been used 
very extensively, particularly in recent months, and have found 
that it can cause genetic mutations, and therefore is highly 
suspect of being carcinogenetic. I am genuinely shocked that any 
government would authorize the use of such a chemical under any 
circumstances. 

I realize that this practice may have been carried out without 
your knowledge. Therefore, I would request that you insist upon 
a full report and that you give instructions to cease this 
abhorrent practice immediately. If the practice should be 
continued, it can have a seriously negative impact on our ability 
to maintain normal diplomatic relations with the Soviet Union. 

DECLASSIFIED 
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StraJ[(T: KGB USE Of POT[NTIALLY HAR"FUL TftACtlNG 
CH[ftlCALS: CHAR,£ IRlEf, STlT£"tNT, 0 I A'S 

l• S - CNTIR[ T[XT. 

2. CMA~G[ IS AUTHORIZ[I TO ORGANIZE l BRIEFING Of 
[ftBASSY STAff n["B(RS -- VITH SP0US[S If YOU )ttn IT 
APPROPRIATE•• ON VE)NESIAY, AUGUST 21, AFTER THE SUPPORT 
f[Aft H[Al[I BY JR. 8RO»IN£ AR~IV[S, USING TH( MAT[RlAL 
SUPPL![) AT PARAS~, S, ANb b. TH[ ~[PART"tNT INTEN)S TO 
R[AI TH[ STAT[n[NT IN PARA 5 AT TH[ NOON PRESS 8RI£flNG. 
SPO~tSnAN WILL · iNSV[~ OU[STIONS AT NOON P~[SS 8~ItfING 
USIN' GI A'S AT PA"l ~- WE A~( ATT("PTING T~ ORtANIZ[ 
8AC~,ROUNt BRitfING fOLLOWING fOR~AL BRIEFING. 
CONG![SSIONAL BRl(flNGS WILL 8[GIN AT ~:00 AM. 

'3. SliOUll TH[l,i, et A PRCSS t.t .U: er,·oRt TEAM AR"lV(S OR 
T[Aft IS »[LAY[), CHAR,£ SMOULt 9RI[f WllHOUl lH(ft 10 

-ftINl"lZ[ STAff C~HCERNS. CHARGE IS llSO AU1H0~1Zt~ TO 
ti&~ ON "Al[RlAL StLOW TO Bkl[f OiHE~ [n9ASS1£~ AS HE 
lt[nS APPROPRIAT[. AS -WELL AS N6H-Off!CIAL ~E"BE~S OF TH[ 
~n[RICAN connuwlTY~ AFT[~ VA~HINGTON ANNOUNC[n[NT • 

.. 
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~- T[XT or (MA~G['S BRI[f TO STAff: 

-- I HAY[ CALL[. YOU To,cTH[R TO)lY TO GIVE YOU so"r 
lNfOR"lTlON Mt HAVE OBTAIN[) THAT POTENTIALLY COUL) 
Aff[(T TH£ H[ALTH OF OUft P[OPL[ SER~IHG IN noscow. 
(O"IN' TO flOSCOW THIS AfT[RNOON TO ANSWER QUESTIONS WHICH 
Will INEVITABLY A~ISt ARE»~. CHARLES BRO)IN[ OF TH£ 
ttPl~Tfl[NT•s ft[)lCAL OfflCE, "ARY RYAN, AN» OTHc,s. 

-- I WAS AL[RTtl TO THIS P'OBL(" OYER TH( WECK[N). THERE 
HAS B[[N A ,Rtll )(~l Of A(11Vl11 IM VASMlM,TOk Al V(IY 
Ml'H l[~[LS TH[ PAST fEW )AYS ~(SIGN(» TO GET A ACCU~AT[ 
~t,iING ON THIS PiO&LE~ jH) TO nirt lU~E lHll lll Of us 
H(R[ A~( fULLY JNfOR"E»· ONC[ WASHINGTON WAS CONrt,cHT 
Of ITS l~fORftlT!OH, ~(TlOH ~A1 l•~£~ l~ PRESSURE TH[ 
SOYltTS TO CHAN'[ lMtl~ P~O{t~UR[S l~b TO PROVltt YOU 
UITH A fUll BRltflNG. 

-- YOU SHOULI rHo~ THll 1{7l~G lE(~EiA~Y VHl1[H[A) "l)£ • 
STRoN, PROTEST TO THt SOVIET tnBASSY IN WASHINGTON "ON)AY 
lfTCRNOON AN) I n1,t A Sl"lLAR ON[ H£RE TO TH[ SOVIET 
roRtI,N flINISTRY TUCS»AY "~•NING. W( SCHt,uL[) THE 
tn8ASSY 8ftltfING TO)AY SO Wt COUL» ~AV[ [XP[RTS H[Rt .FRO" 
VASHIN,TON• 

•• NOV TO TELL YOU VHAT Vt tMOV 0 

~- OV[R A Huner~ Of Ytlli, ,~t ~,, ~lS ~CClSl~Mlll~ UStb 
SO~[ CH[~l(ll SUBSTANC(S ON ["SASSY PERSONNEL IN noscow 
AN) [LS[WH(R( TO T~A([ TH[" AN' TH[ P(OPL[ WITH WHO" TH[Y 
HAY[ cone INTO (ONfA{T. TH[Y Ult) (Htnl(AlS 1HAT ,~ H~T 
lPP[ll IN NATUR[ ANP TH(R[fOR[ CAN 8t TRAC(~ 
[ff[CTlV[LY. TH[ SUBSTANCES IN QUESTION, WHICH HAVE BttH 
APPLitt IN)IR£CTLY TO [ft!lll~ PtiS~NHEl, lEl~t )[P~Sl~~ 
ON TH[ P[JSON OR POSSESSIONS Of PEOPLE WITH ijHOM TH[Y 
HAVC HAI ~ONTACT. 

•- fOR TH[ "OST PART, THIS HAS BE(N Vl(W[) AS A 
NUlSlN(t. IN TH[ PAST, THE PRACTICE S[EME» SUffICIENTLY 
[~RATIC AN~ lNfR[QU[NT THAT IT ~I~ ~OT APPEAR TO (AUS[ A 
H[ALTH ~AZAR) TO OUR P[RSONN[L. HO~(V[R, WE R[C[NTLY 
t[V[LOP[) tv1,cucc THAT TH[ ~GB PftOGRAM IS MOft[ 
Vl»CSP~CA~ THA~ WC Mil l~OUG~l- SI~llllLY, TH( SOVIET 
US[ Of CH[nl(AL SUBSTANC[S INCR[iSE~ SIGNiflCANTLY THIS 
SPRtN, AN) sunnt~-

-- ¥[ 'ELT THAT OUR 1l~lT )U1Y -- ONCt VE VEftE fll~LY 
CERTAIN Of TKE SCl[NTlfl{ [Vlt[M(t -- WlS tQ INFORM OUR 
P[RSONH[L H[Rt (JNJl)LY AN) AS l({URA1tLV lS Wt COUl) Of 
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WMlT V[ CNOW. All o, us iccoGNIZC THAT Ll'E IN "OSCOW IS 
tlfflCULT CNOUGH WITHOUT HAVING TO CONT[N» WITH ftUMORS 
AN) HALf•T~UTHS ABOUT H(AlTM HA2A~DS. 

-- TH[ ftOST ricou[NTLY US[I Of THCS[ TRA((l~G CH["lCALS 
THAT Wt HAVE POUNO IS A SYNTH(TIC CH["ICAL CALL£» NPP», 
T[STIN' Of TH[ SUBSTANCE lN WASHINGTON HAS CONFIRftE) THAT 
IT IS POTENTIALLY-· I [MPHAilZ( POTENTIALLY•· HARnfUL 
TO P[OPL£. A 810LOGICAL SCREENING TEST CALL£» THE lfttS 
T[ST HAS SHOW~ N~P» TO BC A ftUTAG[N, "UTAGtNS CAN BE, 
8UT aic NOT ALWAYS, (AKCINOG[NS IN MU"AN BEINGS, 
lNT[NSIV( ANI l[~GTHY T[STS CONiucTtt IN S[V[RAL SP(Cl[S 
Of ANl"ALS Vlll BE ft[GUIR() TO S[[ If ~PP» IS REALLY A 
CA~CINO,tNIC SUBSTANCE, 

-- NPPI IS l (HtnlCAL THAT iocs NOT OCCUR NlTUftlLLY NOR 
IS IT co"nONALLY "ANUfACTrR[». Il IS. WHlt[-tO•YtllOW 
(OLOR[t POWDER WHICH IS NOT VOLATIL[, I,[. IT IO(S HOl 
[VAPO~•TC OR fORM VAPORS- THE LABORATORY INtTiu"tMi use, 
TO lDENTlfY ~PP) IS TH( n,ss SP£CT04,APH. THIS 
INSTRU"[NT IS CAPABLE Of )[T[CTING NPPt lT LCVtlS Of too 
~ANo,«AnS {A NANO,«An IS l/ONE BILLIONTH GR1"}· 

•• TM[ POSSI9Lt ~OUT[S ~, [X?~SUR£ 70 NPPJ AR( SY 
IN,CSTION, INHALATION AN) SKIN PtN[T~ATION. INGESTION 
WOULI 8[ BY HAND lO nOUTH A(lIVITY AN) ¥0ULb PROBABLY Bt 
IH _,No,RAn QUANTlll[S AM) UNLIK[LY TO 8£ A SIGNIFICANT 
£XPOSU~E llSl. WlSMING VlTH SOAP AN» WATER nAY M(LP, IN 
l)IITION, USE Of CL[ANSIN, PR[PARATIONS (ONTAINING 
ALCOHOL n1,HT 8£ nOR[ [ff[CTIV[, 

-- INHALATION IS POSSIBLE ONLY If TH( POW~ti BtC~~rs 
SUSP[Nt[) IN TH( AIR. HEAVY APPLICATION! Of POWbtR WHlCH 
ARC YlSIBLC ftIGHT BECOfl[ SUSPtH~£» I~ THC ~tR If 
,1sTURB[i. IT IS UNLIKELY, HOW[V[R, THAT OUANTITl[S THAT 
ARC ~OT VISIBLE WOUlt P~£S[H! A RllK o, lNHilATIOM 
[XPOSUR[. s,1_ PtNCT«ATION IS TH[ noiT LlCtlY POT[HTlll 
ROUT[ Of CXPOSU~(. PLA~M[) STUJI£S dlll S((t TO 
t[T[AftlN[ THC [XT£NT .TO WHICH NPPt CAN P(N[T~AT[ TH[ SKIN. 

-- I (NOW TH[ FIRST OU[STION WILL B[ MOW )A~G[ROUS TH( 
{HtnICAL «[ALLY 1s. wr WlMT TO B[ A8IOLUT[lY HONEST WITH 
YOU ANt SAY wt ~o ffOl rnov. ~UR PR[LinINt~Y lSS(SSntMT 
IS THAT ANY JANG[J FROft TH£ CH(ftICAl, 0~ OT~t~~ ll(t IT, 
IS ,,1 flOft PROV[). ,o« cx,nPL[, TH[ (H["l(AL APP[AlS IN 
T[STlNG TO HAYE tt{l.A'Tl.VEL Y LO._. ACUT£ TOXICITY. WE ALSO 
KNOW THAT TH[ riINinAL AftOUNTS ' APPA~[NTLV INVOL~c,, lTS 
SLOM RAT[ Of ABSOiSTION, AN) TH[ A8IlifY OF THC BO»Y'S 
ft£TAIOL1Sfl TO BREAK tOWN TH[ COMPOUH», ALL ARGU[ THAT THt 
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RlSk IS fAl~LY LOV-

•• M[ HAY[, HOWCVE«, S[T UP A 'ROUP UNt[R TH[ L[Al(RSHIP 
o, THC NIM ANl -[Pl TO STU»Y ALL ASPECTS or TH( US[ Of 
(H[fllCAL_ TRl{llM& SUBlllNC[S OH OUR P[~SOHN(L. THESE 
AG[N(l[S HAV[ AL~[A)Y ar,in. WORK ON TH( ISSUES lNVOLVEt. 
CU~R[HT PLANS A~[ fOR A T[ln TO VISIT H[R[ IN TH[ NEXT 
W[(r OR SO TO R[Vl[W TH[ SITUATION AT THE ["BASSY. 

-- TH[l[ ~ILL, Of COU~![, W[[D TO BE fUltM[R AM) L£HGlHY 
STU)l[S IN ANinlL~ BtfO~t VE CiH SP[AK CO-fIDtHTLY ABOUT 
WH(TH[R NPPt Ak» OlH[i conPou~~s US(D BY lHt SO~l[iS PO~E 
A THREAT TO H[ALT~. ~UR M~9[ IS 1~ GET sonc SCkSC Of ~~w 
COHC[RN(t Wt SHOULt et, VKAT {OUnTtR-~(~SUR(S A~£ M£t)t~~ 
AN, HOW WIOCSP~(l~ lH[ Pl06L[ff IS THROUGH THIS STU»Y. 

-- AT THIS POINT, VE CAH ~NlY SAY THAT P~(LlnIHA~Y 
INDICATIONS su,,t~l 1MA! TM[ l£V£tl Of TH(S( CH(ftICALS TO 
WHICH IN)lYIDUlL~ nA~ HAYE &tr~ £XPOS(» IS V(RY LOW-
THER( lS NP [Vl~EHC[ TO )AT[ THAT ANY tnSASSY P["SONNtL 
MAY[ SUFf[~[) ILL [fftCTS IU[ TO EXPOSURE TO T~ACCIN, 
AG(NTS. TH(ft( 1! Ct~TAIMLY HO InnEtIAT( {AUS[ fO« ALAftn . · 

5. fOlLOWING IS TEXT Of l[PA~T"CNT'S STlTtntNT THAT WILL __ J 
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8[ ~EL(lS[t SHOR'Tl Y Af T[R £"s,ssr Pt"SOHN[L AR[ e"~l[f[I: ~ ''( 
• . IC~~• 

TH_[ u. S • ,ovtJUU1[Hl HAS J£((NTL Y )(T("t'fIK(O 'TM VI[l 
AUTHORITIES fO« A NU"B(R Of Y[A"S MAVt US EftICAL 
SUBSTAN{CS TO "ONITO" TH£ ACTIVITICS OF MPLOYEtS Of TH( 
us ["SASSY IN noscow ANI (LSCWHE~[. TH( ~UBSTAN([S IN 
GU[STION, WHICM MAY[ BE[M APPll[) lN~l~[CTLY TO (ft8l~1~ 
PCRSONN[L, L[AVI )IPOSlTI ON TH( P[RSON OR POSS(SSIONS OF 
P[OPLC WlTH WHO" THEY HAV( HA' (ONTACT. 

.. 
TH[ flOST [XT[NSIVtt~ US[) 01 lU(H T,A((IN, AG(MT1, MPP)t. 
MAS Btt• t[T[~nIN(J THRou,H BIOLOGICAL SCREEN!~, T[STS TO 
BE A flUTAG[N. "UT lG[ttS (AN er" BUT Alt[ NOT A.UU.V~, 
CAlt(INo,cNS IN MUJ'-AH ernua. [XT[N!III( T(STING WILL BC 
N[([SSA"Y TO _ttT[lt"INC WH[TH[R HPP~ AN~ OTH(R conPOUMIS -· 
USED IY 1H[ SOYl[TI POI[ A THR[iT TO HEALTH, AS WELL AS 
TO t[T[R"IN[ THt [XT[NT OF TM[ [ft9A~IV co""UNl~Y•~ 
[XPOSUR[ TO TH[I( CHCnICALS. PRtll"IHA~Y INDICATIOUS 
su,,csT THAT TH( L[V[LS Of NPP» AN~ OTH[lt SUBSTANCE~ TO 
WHICH l"DlVltUALS - nAY HAVE BEEN [XPOS[D IS VtRY LOW ■ 
TH[R[ JS NO CVIDENCC TO »AT[ THAT ANY ["BASSY P[RSONN[L 
HAV[ SUff[RED ILL [ff[CTS tU[ TO (XPOSUR( TO TRACKING 
AG[NTS. 

["BASSY noscow•s STAff WAS BRI[f(b [ARLI[~ THIS "ORNING 
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ON YHlT IS CURR[NTLY tHOW~ Of TH[ H[lLTH I~PllCATIOMS o, 
TM[ SOVIET UNION'S use Of TRACKING AGENTS- UNOffl(lll 
'"[RIClNS Rtst,cNT IN TH( USSR~ AS W[LL AS OTHt~ 
E"BASSI[S WHICM "AY HAVE 8C[N Tl~GETt~, ARt ALSO 8[TN' 
tN,o~"r,. l SPECIAL TAS( ,o~cr UN~(R TH[ LEA»tRSHIP o, 
THC NATIONAL lHSTITUT( Of HEALTH l~~ TME ENVlftON"CNTAL 
PROT[CTION 1,CNCY HAS B[[N [SlABLlSHE» TO .CON»UCT A 
tHOftOUGH lNV[STIGlTlON INTO TH[ lONG-T[R" IMPLICATIONS OF 
[XPO~UR[ TO NPP~ AN~ OTH[R TRACKING AGENTS. 

THC UNiTCI STAttI l(PL0~(1 lN( ~OVlCl UMlO~•t U1E Of 
CHEnICAL SUBSTA~C[S AGAINST ITS ~lPLOMATIC 
R[PR[S[NTlTIVCS IN TH[ USS~. W[ HAVE PROTEST[» TH[ 
Pftl(TIC[ IN TH[ 1,~ow,t~l i[R"i ·~~ b["Aij~[} iHAl lT BE 
T[~fllNATtt 1nnt)lAT[LV 0 TH[ UNIT[i STATtS WILL TAK[ 
tvciv POSSIBL[ n[ASUR[ TO [NSUR[ TH[ Slr(TY lHb 
WELL-ICING OF tll A"tRlCAN CITIZ[~S IN TH[ SOVIET UNION 
ANI TO t[T£RMl~t· t~C fULL Ifl~LtCiiIO~t Qf Tkt «II~S TO 
WMICH THEY ftlY HAV[ 8[[N £XPOl£). {•5·{~·HllRO ~HtMYl}-c, 
~-P[NTAIICN·l-Al} 

~. I AN) A'S: 

Gt CA• YOU CONfl~" 1HAl lME lG8 ~ll &££M USlH~ l 
CANC[i-CAUSI"G t,(MT TO TIA(( OU~ ("8iSSY P(«SOHHtl iND 
THCIR CONTACTI ARdUN~ IN fl4tCOVf 

Ai TH[ SOVIETS HAV£ S((H USING Povit~Y CH("l(ALS fO« A 
MUMBCR Of Y[ARS IP?AR[N1l1 7~ 7RA{[ 1M[ {0~11{71 OF sonr 
o, OUK o,,1c11~~. OU~ T[STl Of ON( Of TH( CH("ICALS USC~ 
CO"flR"S THAT IT IS POTENTIALLY -- I t"PHASIZt 
POTENTIALLY -- HARnfUL TO P[OPLt• R(SULTS 0~ BIOLOGICAL 
S(R[[Nl•G TESTS IH)l{AT[ THAT TH£ CHtnICAL nAY 8( 
CARCINOGENIC. fURTHER AN) LENGTHY STU~I[S IN ANl"ALS 
WlLL 8[ RCGUIR[~ TO CONFIRM OR P!SPROV[ THIS POSSIBILITY. 

Q: HOW LONG HAV[ W[ KNOWN 1eouT THISf 

At •TRACKING• (M["ICALS ~AV[ B[[N ("PLOY[~ ON OCCASION 
BY TH[ KGB fO~ A NU"B[R Of Y[l~S. ONLY LAST Y[AR, 
HO~[VtR, tlt Ll80RATORY T[STS ~[V[AL THAT TH[ SUBSTANC[S 
use, "lGMT 8[ ~lR"fUL- AT THAT Tl"[, IT· WAS NOT B[LIEVE, 
THAT TH[ US[ Of TH[ SU8STANC[S WAS SUfflCI[HTLY 
SYST["ATIC OR f~(OU[NT TO POS[ A HEALTH HAZAR) TO u.s. 
PCRSONN[L. HOWCVtR, THC~£ IS NOW tVlttNCE THAT THC KGB 
P~OGRl~ ·IS "OR[ Wlt(SPRtA) .THAN Hl~ BEEN THOUGHT. THE 
US[ · Of CH[nl(AL SUBSTANC[S WAS ST[PP[~ u~ SIGNIFICANTLY 
THIS SPiING AND su"n[R. 
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•• IIMY II)N'T YOU fOLlOW WITH ruitH[R T[lTING TO 
tCT[R"lNC POTENTIAL ~!~LNCSS TO MU"ANS Iftnt)IA!CLY ( 
lfl[R INITIAL llBORl/• TCSTS RCY[llCD IT ftlGHT er• ~,,.,, 
A: IT WAS ORIGINALLY t~ou,HT THAT THC USE Of TH[ /f-,J,J( 
(H["ICALS VAS INf~(GU[Hl ANb TH( QUANTITIES INVOlV() VE~E ~ 
SUffICl[NTLY "lHUTE THAT IT WAS UNNECESSARY TO )0 FURTHER 
(XT[NSlV[ STUDI[S. 

Q; HOW nANY PEOPLE IH ~Ht [nSASSY HAV( S((N Aff[(T()f 

Al S[Y[RAL [ftBASSY o,r1c[KS HAYE 8££N EXPOS() BUT "OR( 
TCSTIN, IS R[QUI~E» TC DtT(RMIN( EXACTLY HOW Wl)ESP~EA, 
THt P~OIL[" IS. W[ PLAN TO S[Ni A N!Ml(Pl ~(l~ l~ MOSCOW 
TO )[T£~"1N£ TH( (XT(Ni Of CONTl"INlTlON. 

f1 VHAT ABOUT OTH[~ A"(RI(AHS IN MOSCOW~ OTH[ft POSTS 
AB~OADf . P(OPLC WMO StH¥[~ 'H[R[ lN PAST Y(lRS~ W[R[ 
TH(Y ALSO CO~TA"lNAT[)f 

Al we HOP[ TO flN) AHSW(~l TO TH(S( QU[STIONS IN TH[ 
STUIY BCI•G (AK~ltt OUT IY HIH AN~ (Pl. W( MlVt i~ESt 
SA"[ QU[STIOHi, BUT fOR H~V THERt AR£ "OR( QUESTIONS THAN 
ANSll[ltS. 

t: .MAY[ YOU PR~T£11£t TO TH( SOVIETS AN~ Dt"AN)[) THAT 
T~[Y STOPf - . 

Al Y[S. vc -MAV[ ~~OT[ITtJ sr~OHGLY 80TM Httt 111 lK 
nosco11 ANI l[ftANf(O THAT TH( US[ Of C~t"l(llS 1,11NSl ~u~ 
PEOPLE CEASE lfln[)liT[lY, 

o: WHY AR[ YOU ftAKING THIS PUBLIC Now, 

Al ONC[ AMAR[ or TM[ PK~ll[ft AH) 1~70~"(1 Of THE VEI&Hl 
Of THC SCICNTifIC £Vlt[HCE, vr f[lT )UTY-IOUHJ TO INFOR" 
OUk P[RSONNE~ IN noscov OF TH[ FINlIMGS OP[NLY AMi 
ACCURAT[LY· TH( DIPLOnATIC Llf[ IS tlFfJ(ULl t~ou,M 
WITHOUT THC AD)lTIOH ~, u_,OUND[» "EDI(AL ~UnQ~S- wt~ 
TH[R[fOR[~ HAVE AlWAYI Iou,HT TO 8[ AS CANII) AS POSSI9L[ 
Wl1M · ou• P£0PL[ OM TH£ ftlS~l INVOLv[b WH(R(V[R AN~ 
~~AT[Y[~ TH[Y nAY 8£ ■ 

f1 AR[ THC SOVIETS GIVING OUR P(OPL[ CANCER ON PURPOS(~ 
ISN'T TH~S CH[Ml(ll WlRfAR[ AGAINST (lYlllANSf: 

A: MC MAV[ NO R[ASON TO Btll[VE THt SOVIETS CONSCIOUSLY 
sou,MT TO l"PAIR TH[ H[ALTH Of OUR- [nPLOY[[S. OUR 
ASSUftPTION IS THAT TH£ SOVIETS )1) NOT T[ST THtSt 
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CHEftICALS TMORou,HLY l[fOR[ USING TH[": If THEY III TEST 
TM[ft, TM[Y CANNOT HAVE PUT TH£" THROUGH TH[ '"ES T[ST. 
THIS,., (OURS[, IOCS NOT IN ANY WAY ABSOLVE TH[" or 
THtlR R[SPONSIBILITY ,o~ USING CHEMICALS or ANY KlH) 
AGAINST OUR P(OPL[. THIS IS l roTA L~Y INlPPROPRIAT[ ANn 
POT[NTlAlLT IANG[~OUS ACTION 8Y TH( tGB. W[ HAY[ 
tE"AN)[I THEY STOP In"£)IAT[LY. 

fs ¥ILL THIS ,,,eel TH[ SH[VAR»NA»ZE nt[TIHGS H[R( OR THC 
ntCTlN' ICT~[[H TH[ P~£Sl>£NT AN» GOR8~(H£V IN G(H(VA IH 
NOV[MB[Kf 

Al WE MlVC RAISED 8£fOR[ AN) WILL NO ~OUST AGAIN )ISCUSS 
TH[ SERIOUS llNGC~S TO TH£ ~[LlTIONSHIP CAUSE» BY ACT10NS 
Of TM[ SOVI[T nILITARY AH) S[CURITY S[RVlC(S WHICH SE[n 
TO ACT AS If TH[Y A~[ UNt(R NO CONTROL BY TH( POLITICAL 
IUT .. O"lTl[S. THIS IS A S[ltI?llS MATT(R ANP W( ~Ill TR~J.T 
IT AS SUCH IN OUR n[(TINGS . 

• , A SOVIET TOL) "t THIS IS ALL A fANTASY COO([J UP TO 
WORSEN RtLATIONS. IS THAT TRUEf 

ll WE VISH THAT IT V[R[ A fAHTlSY. UNfORTUNATtLY, WE 
AR£ )[A~ING WITH SO"[ Y(RY UNSAVOiY fA(TS. AS TH[ 
PRCSIJ(NT HAS "A»[ ABUNDANTLY CLEAR, ~E )0 NOT ijJ.NT TO 
VO~SEN RELATIONS WITH TH[ SOVIET~. W( WANT TO IMPROVE 
TH[n. 8UT wt nus, 8[ REALISTIC ■ IT IS TH[ (GB WHICH IS 
c•••vtMG ~UT TH[St OP(RATIOHS ■ TH[ QUESTIOH SHOUL» Bt 
AStC) If THEY AR£ ATTEMPTING TO SABOTAGE OUR ~ELATIONS 
WtTM SUCH R(CtLCSS ACTIONS AGAINST OUR P[RSONN(L. 

f: ARE YOU GOING TO L[T P[OPL[ l(AV[ MOSCOW BEC~US[ OF 
TH[ I AltG[lt f 

As AS OUR ITATt"[NT INtICATtS, WE A~E P~tP•~£» TO DO 
MHAT[YCR IS NC~C~SARY 10 tNSURE TH[ SA,[TY AN) Vtll-8(t~, 
Of OUR ["PLOYECS AN) TH[IR fA~!Ll(I . IT ~OULI 8( 
PRC"ATURt AT THIS Tift( TO SP(CULAT[ ON SP[ClflC ST[P1 
WHlCH flAY BC TA((N. AT THIS POINT, THCR[ )O[S NOT APP[AR 
TO 8[ AN[[) fO~ [VACUATION. 

1: WHEN WAS THIS Hl~/[PA TASK FO~C[ ![T UPf AR( TH[Y 
,01N, 10 noscow, 

Al IT WAS CSTABLISH[t [A~LY THIS W(£K AS PA~T OF OU~ 
[ffOIT TO ,tT A B[TT[i UN)[RSTANblNG Of TH[ PROBLtft ij( 

fAC[. son£ fl["SC«S Of TH[ GftOUP Ull l T~lVtL TO MOt(O~ IH 
TM[ M[AR fUTU~[ f~ft lHVElllGATION ~r TH( P~OBL(M OH TM[ 
SPOT. 
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O: WHAT[V[R HAPP[-[) 0~ lM[ "lC~O»lV[l lSlUtf Ml~[ 1Mt 
SOVIETS STOPP[) BCAflING THC" AT OUR PtOPLC IN TH[ ["BASS~ 
IN flOSCOWf . -

As Wt HAV[ O" OCCASION t[T(CTC» "IC~O~AV[ SIGNALS 8[A"(D 
AT TH[ ["SASSY lN "oscow. AS LAT[ AS 1~!3, W[ P~OT[ST[) 
STRONGLY .TO TH[ sov1trs ABOUT A B(lM WHICH OPERAT[~ fOR , 
P[RIO) Of S[V(RAL no~THS- YOU SHOULI B[ A~A~[ or A MAJO~ 
STU)Y ON THIS lSSU( BY TH( JOHN HOPKINS UNIV(RSITY IN THt 
StVtNTitS~ WHICH CONCLUt[) THAT TH[ LEVEL Of SIGNALS III 
NCT PR[S[NT A HtALTH HAZA-). V! ~lVt 1lltM ~~ttlUllOMl~~ 
"EASURES IN TH( CHANC(RY BUIL)lHG, 8Ul ¥[ B(LltYE 1KAT 
TH£ fllC«OWAYES 0~ OTH[~ "CASU~CS »I~(CTE) AGAINST OUR 
PtOPL[ IN "oscov it_z,ilH l1f/PP£). 

G: ;CAN YOU ,1vc u._ son£ 110'-£ ~[T.AllS OH WHAT TH[ SOVIET\ 
·wtRC tOIN' WITH 1H~ POWIC~~ 

A: I MAYE NOTHING fURTMER fO~ YOU ON lHIS AT TMIS Tlftt~ 

11 · (IP ASl:C) ONLY) IS NPPI BEING USt ~ BY TH[ SOVIETS IN 
TH~ USt 

I 

l: VE AR[ LOOK IN.~ .. lNT9 THAT POSSI81LITY-YY 
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SSC RE'I/ S tHS I 'f l'i E--

lti~tin; Jor tongttaaional Leadeta on 
l~8 Use of Chtsical lc~cKing Suoat&ncea 

-- we vent you to know tbat vt ire briefing our atatt ln 
Noacov tod•Y about a potenti•l health problea arising trom the 
•ca•, us• ot chem\cal ttackin~ aub6t&nce1 aqain•t ao•• ot our 
people there •nd ~laewher•. Since this will inevitably gen•r•t~ 
publicity, ve w1ll t~l~a,e • atetement at the Department on tfte 
,,oblea •t the noon pre11 brieting. We wanted you to oe 
inforaed before lt b~o~ea public. 

•• '%11• CIA r~cently developed additional information on kGI 
u1e for• 
•ctiviti•• 

eat• o aubatancea to monitor the 

·Moacow. Tht c • , 
Eabaaay peraonnel, leave 
ot people with who~ they 

•t the US £mbessy Jn 
av~ ~•n appl1eo indicectlr to 

d•posita on the 9er1on or po1seasio~• 
hive had contact. 

-· the ao1t extensively used tracking 19ent, dubbea hPPD, 
b11 been deterained through biological screening testa to be a 
autagen. Mutagens can be, but are not alvaya, carcinogens in 
huun be•inga. Frankly, it is not cleat at this point how . 
d1n9eroua the. material i •. '-e have NIH and £.JIA exper ti looking 
at the aubstanc~. Further t•r.ting "'ill be necessary t .o 
deter&ine it it or o~h~r co~pounds ~sed pose a threat to health, 
••well•• to determine the extent of the Embassy community's 
expoaur• to th-es~ che~icala. 

•- A apecial t•ak force uncer the leader•hip ot the hational 
1n1~1tutes ot Health ano the Environmental Protection Agency ha• 
been eatablishec ~o conauct a thocoygh 1nvesti9at1on into the 
lon9-ter• i&plicat1ons ot exposurt to NPPD and ether tracking 
agents. Prel1e1nary ind1cat1ons suggest that the levels ot hPPD 
and otb•r aut>stanc~s to 1t1t\i.ch individuals iney have been exposed 

· ia very _low. lh~re ii no evidence to aate that any Embassy 
P•saonnel hav~ suff~r•d lll •tt~cts, 

-- Howevei. giv~n out ~atliet pcoblems with microwaves in 
Moacow, we vant -to be- aut e {)Ut ~ff'-P loy~es there tnow about th~ 
potcnt1•1 probl~m. unotf:icial J..!!l.~rica.ns resident in the llS.SR, 
••well•• othtr Embassies which ~•Y havt been tat9ete6, will 
also bein9 intor~~d. A t•a~ ot s~cialista has Deen sent to 
Moscow to support our ch~tge ~hen he bri~fs our employees. 

-- Jo~n Whitehead protest~~ thest ae~iona to the Soviet 
· ch~r9e on Monday and we tollowed up with• second de•arche •~ 

the ••'" level 1n r,,.oscow on 'luesday. As expecteo, they•ve 
. denie-d the charges, ~ut w.~ 've l'T'ade clear we expect th~ use ot 
che■ical• will stop. 
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THE WHITE HOUSE 

WASHINGTON 

August 20, ]985 

Ambassador Matlock: 

Please provide comments on the 

attached Congressional talkers 

by 9:00AM, Wednesday, August 21, 

to Bob Pearson, X2224. 
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SUBJ[(T: KGB US[ Of POT[HTIALLY HARnfUL TRACrlNG 
CH("lCALS: CHAR,£ B~l[f, STATt"tffT, 0 I A'S 

l• S - [MTllt[ TtXT. 

z. CMA~G[ IS lUTHO~IZEt TO ORGANIZE l BRI(fIHG Of 
[flBASSY STAff nt"B[~S -- WITM SPOUSES If YOU b([n IT 
&PP~OP~lAT[ -• ON VE)NESIAY, AUGUST 21, AFT£~ THt SUPPORT 
T[An Htl)[» BY tR- 8Ro,1Nt ·~~IVES, USING TH( "AT[RlAL 
SUPPL![) AT PARAS~, 5, &Nb b. THE »[PlRTM[HT INT[N)S TO 
lt[AI TH[ STAT[M[NT IW PAR& 5 AT TH[ NOON P~ESS 8RI£fING. 
SPO~[SnAN WILL "lNSV[~ OU[STI~~s AT NOON P~[SS ~Rl[fING 
us1~, GI A'S AT PA~l b- W[ ,~r ATT(MPTING TO ORGANIZ[ 
BACt,~OUN) B~ltfING fOLLO~lNG f0R"A L BRIEFING. 
co~Gft[SSION~L BRl[flNGS Wlll BEGIN AT ~:00 '"· 

✓ 3. SHOULll TH[fi, 8[ A PR[SS l[H BtfOR( TEAM .ARRlVCS OR 
T[An IS ~[LAY[), CHAR,[ SMOUlt BRI[f ~I~~out lM[ft 10 

' fllNl"ll[ STAff COHCERNS. CHARGE lS llSO AU1HO~IZ[» TO 
l~AW ON "Al[RIAl B[LOW TO BRI[f OiH[R En9ASSI£S AS HE 
)[tns APP~OPJIAT[, AS -WELL AS N6N-Off!CIAL ~rnet~S Of TH[ 
An[RICAH connuHITY~ Afl[R WASHINGTON ANNOUNC[M[NT-

.. . 
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~- T[XT or CMA~G['S BRI[f TO STAf(: 

-• I HAVE ClLLC. YOU to,ETH[R TO)AY TO GIY[ YOU SO"[ 
IN,O~MlTlON WE HAVE OBTAIN() THAT POTENTIALLY {OUL~ 
lff[CT TH[ H(ALTM Of OU~ P[OPL[ S[RvlNG lN Moscow. 
(OnING TO "oscow THIS lfT[~N◊OH TO ANSWER QU(STIONS WHICH 
WILL lN(VlTlBLY A~IS( Al[ ~R- (HlRL[S BROiIN( or TH[ 
)(PAftlfl(NT·s n[~lCAL orfIC[, ntRY RYAN, AND OTH(~S-

-- I WAS AL[~T[) to THIS P~OBL£" OY[R TH[ W(C([H). TH£~[ 
HAS B([N A ,,tAl )£jt ~, AC1l~li1 I~ ViSHlHGlQN Al ~(iY 
Wl'H l[V(LS TH[ PAST fEW )AYS t[SIGN(t TO GET A ACCU~ATt 
,c,~ING OH THIS P~08L[n JN} TO nA([ !U~[ iHli tll Of us 
H[R( l~( fULLY INFORM(~. Ok(t WlSMlNGTON WAS (OHr1,cHT 
Cf ITS lHfO~~lTIOM, t(T!Oij ~ll 1Ai£N 7◊ PRESSURE TH( 
SOYltTS TO CHANGE lHtl~ P~O{[~UR(S AN~ TO PROVI»t Y¢U 
UilH A fUll B~ltfIHG. 

-- YOU SHOUL) rHo~ THlT ~(71~6 lE(~Eri~~ VHl1tHtl) ~~)£ ~ 
STRONG PkOT(ST TO TH[ S◊Vl[T [MBA~SY I~ WAS~INGTON "ON~jy 
ArT[RNOON AH) I n1»( l Sl"lLAR ON( H[~E TO lHt SOVIET 
ro~tl,N fllNIST«Y TU[StAY "~•HING. Wt SCHE,Ult) TH[ 
£"SASSY 8RltflHG TO~AY SO Wt COUL~ HAVE (XPE~TS H[~[ _FRO" 
VASHIN,tOJC. 

•• NOW TO TELL YOU WHAT WE CHOW• 

~- OY[R A HUMBtk Of Ytl~~~ 1~t i,a HlS ~CClSl~Mlll~ USt} 
SO~[ {Ht"I(ll SUBSTAH([S OH r"BASSY PERSONNEL IN "oscow 
AN) [LS[WH[~~ TO Tftl(( THtn AN, TH[ P(OPLE WITH WHO" THEY 
MAV[ cone IHTO (ONiA(T. T~[Y US[~ (HE"l(jll 1HA1 }~ N~T 
APPEAR IH HlTUR( ANP TH(R[fOR[ CAN 8£ TRACE~ 
[ff[CTIVtLY. TH[ SUBSTANCES IN QUESTION, WHICH HAVt BttH 
APPLI[) INtl~ECTLY TO [flBlSl~ PtlSONHtL, lEl~t l[P~SI1S 
ON TH( P[lSON 0~ POSS[SSlONS Of PEOPLE WITH ~HOM TH[Y 
HAV[ HA) CO~TA(T. 

-- ,o~ TH[ "OST PA~T, THIS HAS 8E(N Vl[WEi AS A 
HUlSAH([. IN TH[ PAST~ TH[ P~A(TlC[ SE[Mt~ surFICI[NTLY 
[~RATIC AND !NfR[QU[NT THAT IT ~I~ ~OT APPEAR TO CAUSE A 
H[lLTH ~AZAR~ TO OUR P(RSONNEL - HO~(V(R , Wt Rt([NTLY 
»[V[LOP[t EVI~[UC[ THAT TH[ cGB PROGRAM IS MOR[ 
WlltSPft(A~ THl~ W( ~!\ ,HOUG~i. SI~IllRLY, TH[ SOVIET 
US[ Of CH[Ml(AL SUBSTANCES lNCR(tSEO SIGNIFICANTLY THIS 
SP~I"G AN» sunnt~-

-- ¥£ ,tLT THA! OU~ Tl~~l )UiY -- ONC[ Wf VEftE fll~LY 
([RTAI~ or TH[ SCl[NTlfl{ [~l~[HCt -- WlS TO INFORM OUR 
P[RSONN(L M[R[ (JN»l,lY AN) A~ l({URA1ELY lS Wt (CUL) ~f 
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WMAT -[ (NOW. All or us •rcoGNlZ[ T~AT LifE lN "0SCOW IS 
11;,1cuLT [NOUGH WITHOUT HlVlNG TO {O~T(Nt WITH ~UMORS 
AN) HALf-T~UTHS ABOUi H[ALTH ~A2A~PS, 

-- TH£ noST f~[OU[NTLY US[) Of TH[S[ TRACtlkG (H(MlCALS 
THAT W[ HAVE fOU~~ IS A SYNTH(Tl{ CH[Ml(AL CALL£» NPP~. 
T[STING Of TH[ SUBSTANC[ IN WASHINGTON HAS CONFIR"tt THAT 
IT IS POTENTIALLY -- l (MPHASlZE POTtNTlALLY -- HARnfUL 
TO P(OPL[. A SlOLOGl{Al S(R[[NlHG T[ST (ALL[» TH[ Ants 
T[ST HAS SHOW~ N~P~ TO BC A MUTAGEN, MUTAGtNS CAN 8[, 
8UT A~[ HOT ALWAYS, CA~Cl-OG(NS IN ~UMAN S[INGS. 
lNT[NSIV[ AN) l[NGTHY TESTS CON~UCTt, IN S[V[RAL SP(Cl[S 
Of ANlnALS WILL B[ ~(QUI~[) TO SEE lf NPP~ IS REALLY A 
CA~CINOG[NIC SUBSTA~CE, 

-- ~PP) IS A (HEnl(Al 1HAT DOCS NOT OCCUR NATUftALLY NOR 
IS It (O"P,OHALLY n.UWf.l(Tl'R(~. I'T lS A WHlTt-10-YH.l~U 
COLO~[t POWDER VHI(H IS NOT VOLATILE, I.[. IT lQ(S H01 
(YAPO«JT{ 0~ fO~M VAPORS. T~t LABORJTORY IN!T~Un(Mi USC~ 
TO IDEHTlfY ~PP) IS TH[ MiIS SP[ClO~~iPH. THIS 
1-STRU"ENT IS CAPABLE Of )(T((TING NPPt ll L(VtlS ¢f ~no 
~ANOG~AnS {A NANO,~!M IS l/ON[ S!ll10NTH GRiff}. 

-- TM£ POSSI9L[ iourrs Of £XP~SURt 70 NPPD tR( 8Y 
IH,[STIOH, lHHAlATION AN) StlN P(~(T~AT!ON. INGESTION 
WOUL) 8£ BY HlND TO nouTM A(1lVlTY ·~~ VOULb PROBABLY Bt 
I~ ~AHO,~AM QUA~Tlll[S AM) UHLI([LY TO B[ A SIGNifICANl 
£XPOSU~[ ~ISt. WlS~IHG VlTH SOAP AN» WATER MAY M[LP. IN 
A)IITION, US£ or CL[ANSIN, P~[PARATI◊NS {ONTAINING 
ll(OHOL n1,HT 8[ no~[ {ff[CTlV[, 

~- INHALATION IS POSSIBL[ ONLY If TH( ?OW~Ci BCCO~£S 
SUSPtWt[) IN TH( Al~- H[lVY APPLlCATlOK! Of POW~CR WHlCH 
AR[ YlSIBL[ nIGHT B[CO~( ~USP[NtE~ I~ TH( ~!R lf 
»ISTUKB[). IT rs UNLI([LY, MOW[V[R, THAT QUANTITIES THAT 
AR[ ~OT VISIBl.[ ¥0Ul) P~(S[H1 A RlSl o, INHtLATIOK 
[XPOIU~[- S(l~ P(HCTlATIOH IS lH( noir Ll~(lY POT(H11ll 
~OUT[ Of [XPOSU~(. PlAHH[) ~ruir£s dlll S[(( TO 
t[T[-"IN[ TH[ [XT[NT TO WHl{H NPPt CAN P(N[TRAT[ TH[ S(IN. 

-- I ~~ow TH[ FIRST QU{STION WILL BE HOW »ANG[ftOUS THE 
(HtntClL •ElLLY IS- WE Wl~T 10 BE A8SOLUT£LY HOH[ST VITH 
YOU AN) SAY wt 00 NOl r~cw. ~UR PR[LinINt~Y lSS(SSn[Mi 
IS THAT ANY J•HG[~ FRDft TH[ CH[ftICAL, oi OlH(R~ ll(t Ii~ 
IS fAR rRon P~OV[t. ,o« (XAMPL[, THE (H[nICAL APPEARS IN 
T[STIN, TO HAY[ R[Ll'l~[LY LO~ ACUTf TOXICITY. Wt ALSO 
lMOW THAT TH[ riINlnAL AMOUNTS .APPA~[NTLY lNVOLVCi, liS 
SLC¥ RAT[ Of ABSORBTION, ANl TH[ ,eILITY Of TH( BO~Y'S 
ntTABOLIS" TO Bl[A( ~OWN TH[ COMPOUN~, All ARGU[ THAT TH[ 
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RIIl IS fAI~LY LO~. 

-- W[ HAY[, HOW(YE«~ S[T UP l ,~oUP u~i(R TH[ L[A»E~SHIP 
Of TH( NIH AHt -tPl TO STU~Y All ASPECTS Of TH( US( Of 

·CHE"lCAL TRA(llk£ SUBSllNCtS ON OUR P[~SOHH(L. THESE 
AG[NCl[S HAY[ AL~[A)Y B(Gt.n. WO~( ON THE ISSU(S INVOLV[b. 
{U~~[NT PLANS ''[ fOR l T[AM TO VISIT~[~[ IN THE NEXT 
W[(( OR SO TO RtVl[W TH( SllUAT!ON AT THE [MBASSV. 

-- 1H[tt ijlLL~ Of c~u~sr~ -[[»TOBE fURtK[R 1M} L£HG1Hl 
STU)l[S IN ANintL$ B[fO~t VE (~H SP[At (O~FI»EHTLY ABOUT 
WH(TH[R NPP~ AW~ OlHfW (O~P~UN~! USC» 8~ 1Ht SQ~l(iS PO~t 
A TH~[AT TO HEtLTH. ~UR MeP( IS iO GET ICM( ~c~~( Of ~~w 
CONC[RH[) W( S~OUL~ B[, ~HAT [OUNT[R-~[lSUR(S A~£ MEE)E~~ 
AN~ HOW Wlt(SPREA~ 7H£ PROBL[~ rs THROUGH THlS STU~Y-

-- AT THIS POINT~ V[ {AH ONl.Y l!Y THAT P~!LinIHA~Y 
INiICATIONS su,,tsl 1HA1 l~r lE~Ell &, TH(S( CH(ffl(ALS TO 
WHICH lN»IVI~Ull~ ni~ HAYE SEE~ [XPO~[b rs V(RY Low. 
THE~( lS ~~ [Vl~[NC[ TO )AT[ lHAT ANY EMBASSY PtRSOHH[L 
MAY( SUFf[~[) Ill (fF(ClS )Ut TO (XPOSURE TO T~AC(IHG 
AGENTS. TH(R( !! C[RTllklY HO In~E~IAi( {AUS[ fO~ ALARM. · 

$. fOLLOWIHG IS TCXT Of )tPA~TMENT•S STlT(MtNT THAT VlLL 
8[ ftEL[Al[t s~o,rn. Y AFT[R £i'lBASS't' P[1'SO~M(L AR[ SRI[f[~ 

THt u.s. ,ov[RHn[~T HAI l[([NiLY ~(T(~Mik(~ tH ~l . 
A~T~ORITl[S fO~ A ~U"B(R Of Y[A~S MAV( US tnICAL 
SUBSTAN(CS TC "ONITO~ TH( ACTIVITIES OF MPL~Y[tS Of TH[ 
us cnBASSY IN MOSCOW AHi (LS[WH(~E- TH( SUB~TAHC[S IH 
GU(STIOH, WHIC~ ~AV[ B[[X A?Pll[) lN~2~[CTLY TO ("8~~t~ 
P[RSONN[L, l[~VI ~£POSlTS CN TH( P[~SON OR POSS(SSIONS Of 
P(OPLC WITH WHOM TH[Y HAV( HAb (ONTA(T . 

. . 

TH[ ncST [XT(NSlV[l~ US[) Of lLJ{ij iRA((ING AG(HTS, MPP~,~ 
MAS 8t(N t[T[~nIN(D TH~OUGH BlOLOGICAL SCR([N!~G TESTS TO 
Bt . A "UTAG[H. t,UT AGCNS CAN B[" BUT U[ NOT "LWl YS, 
CA~CINo,cNS I~ ~U~AH B[lNG!. [XT[NSIV[ f(STING ijlLL BE 
N[([SSA~Y TO b[T["~lH( WH[TH[R HPP~ AN~ OTH(R COMPOUN)i 
USE» SY lH[ SOYl[lI POI[ A THR(ir TO HEALTH, AS WELL AS 
TO t[T[RMlNE TH[ [XT[HT Of TH( EMBASSY COMMUNI1Y'S 
[XPOSU"[ TO TH[S( (t4[MIC.iLS. PRHIMIHA~Y IN»ICA'TI◊US. 
SUGG[ST THAT TH( L[V(LS or NPP~ ANb ◊TH[R SUBSTANC[~ TO 
WHICH IHDIVIDUALS - MAY HAV[ BEEN [XPOS(b IS V[RY LOW. 
THC"[ IS NO [Vl~[NCE TO 'AT[ lHlT ANY EMBASSY P[~SONN[l 
HAV[ SUff[R[D Ill (ff[CT! DU[ TO (XPOSUR( TO TRAC(ING 
AG[NTS. 

t"BASSY. "OSCOW'S STAff WAS BRI[ftb EARLIER THIS ~ORNING 
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tN YHAT IS cu~~tMllY tHOW~ Of l~t Htll1H l~Pll(iT!C~S o, 
TM[ SOVI[T UMIOk'S US[ Of T•&CKlNG A,ENTS. UNOfflClll 
An[RlCl-S R[Slt(MT IN TH[ USS~, AS W(LL AS OTHt~ 
["BASSl[S WHIC~ ntY HAV[ B££N Tl~GtT[b, AR[ ALSO 8[TNG 
IMfO~"(t. l SPt(lAl TAS( fO~C[ UNbER THE L[lb(ftSHlP Of 
lH( NATIONAL lN~TITUT( Of H(ALTH AN~ THE EHVl~ON"[NTAL 
P~OT[CTlON A~[NCY HAS B[[N [SlABLlSHEb TO ~ON~UCT A 
iHOftOUGH lNV[STIGlTION INTO TH[ LbNG-TER" IMPLICATIONS OF 
[XPOSVR[ TO NPPb lNb OTH(R TRl((!NG AGENTS. 

iH[ UNiT(t ITAt(~ D(PLO~t! TH( tO~lt1 UNlON'S U!t Of 
{H[nlCAL SUBSTANCES AGAINST ITS blPLOMATIC 
~EP~tS[NTATIVtS IN TH[ u~s~. WE HAV[ PROTEST(~ TH( 
Pll(TI(E lH TH[ 1,~owGr~, iIR~~ ·~~ ~[MAN}£~ iHAi lT B£ 
T(inlHAT[) IMn[~lAT[LY- TH[ UNJT[~ STAi[S WlLL iA([ 
[V[~Y ~OSSIBL[ ~(lSURE TO (HSURE TM[ SlfETY AHi 
W[LL·BElNG Of tll AnE~ICA~ CITIZENS IN TH[ SOVIET UNION 
AH) TO )(T(~MI~c· TM( (Ull I~PLIC&TIQff! Qf TM( ~IS~S to 
WHICH THEY "lY ~AVt B([H £lP~l£i. {•5-{~·Hii~O ~ij£HYl}-?~ 
~-P[NTA)l[H-l-AL} 

Gt CA~ YOU (ONfl~~ 1Hil 1Ht lGB ~l~ arr~ USl~~ l 
CAM(Cl•CAUSIHG iG(HT TO T«•~c OU~ ("8~SSY P(~SOHH(L i~~ 
THtlR CONTACTS 1kOUH~ IN nos<ovr 

A! TH[ SOVIETS HiVE S((H USING PO~:r~r (H(MI(its ,o~ A 
MUMB(R o, Y(ARS AP?lR£~il1 ;~ iRl(t 7~[ { ❖N1A{il ~f son[ 
o, OUft orrIClll~- OUR T[~T~ OF ON( ~f TH( (H[nI(llS use~ 
CO~flR"S THAr IT IS POTENTIALLY -- I (MPHlSlZt 
POTENTIALLY -- H!RMFUL TO P[OPLE· ~(SULTS Of BIOLOGICAL 
SC~ECMI•G TESTS IN»ICATE THAT THE CHEMICAL MAY SE 
CA~CINOG[Nl(. fU~TH(~ AN) LENGTHY STUPI[S IN ANIMALS 
W1LL BE R[QUIR[P TO CONfJRn OR JISPROY[ THIS POSSIBILITY. 

Q: HOW LONG HAV[ W( KNOWN l00Ul THISt 

Ai •TRACKING• CH[MICALS HAY[ BEEN EMPLOY(» ON OCCASJ¢N 
BY TH( (GB roR A HUMB(ft or Y(AftS, ONLY LAST YEAR, 
HO~tYC~, Pl~ L~60RAT~RY TtSTS ~EVEAL THAT THE SUBSTANCES 
us[, nlGHT 8[ HARMFUL. AT THAT TIME, li WAS NOT BELIEVE» 
THAT TH[ U-SE Of TH[ SUBSTANCES WAS SUff!CIENTLY 
SYST("ATlC OR fJ[QU[NT TO POSE l H[AliH HAZAR) TO U.S. 
PCRSONN[(. HOW[Vt~, TH[~( IS NOW EVIDENCE THAT TH[ KGB 
P,OGRAM ·IS MOR( Wl»[SP~(Al THAN Hl~ 8[[N THOUGHT. TH( 
US[ · Of CH[Ml{AL SUBSTANCES WAS STEPPED UP SIGNifICANTLY 
THlS SP~ING AND sunn[R. 
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ti lft4Y )I)N'T YOU fOLLOW JJ" VlTH fUJlH[a TElTIN, TO · 
t[Tt~ntNC 90TCNTIAL ~!~LNtSS lO HUMANS l""t)llTCLY J 
AfTC" INITIAL LABO~A-/, T[STS R(V[Altb IT PHGHT S[t ~ r 

A: IT WA~ C"lGIN4U,Y !MOUGHT THAT THE US( Of TH[ /~' 
CH[nICALS ~•S 1Hf~£QU[HT AHb TH[ QUAWTITIES INVOLVE~ W[~E 
SUfflCI(NTLY ~lkUTt THAT IT WAS UNNEC[SSARY TO »O fURTH[ft 
(XT[NSlV[ STUbl[S. 

Q; HOW "ANY P[OPL[ lN THt [nBASSY HAV( 8[£~ Aff(CT[l1 

Al stvtiAL [~BASSY orr1cr~s HAY( BEEN EXPOS(} BUT ~O~( 
TCSTIN, IS ~[QUl"[~ TO ~(T(RMINE (XACTlY HOW WI~ESP~EA, 
TH[ P"08L[" JS. W[ PLANT~ ~[~bi NlH/(P~ ifl~ T◊ ~OS(~W 
TO »(TE""lNE TH( (XT(Ni Of CONTAMINATION. 

Q: VMAT ABOUT OTH[~ AM(RICA"S IN MOS(Oij~ OTH(~ POSTS 
AB~OA»f . P[OPL( WMO S[l~E, 1H[R[ IN PAST Y(ARS, WERE 
l~[Y ALSO {O~TlMlNAT(~f 

At WE HOP[ TO flN» JHSW(~S TO TH(S( QU(STlONS IN THC 
STU)Y BEI•G CAR~I[l tU1 !Y ~lH ANb (Pi~ VC HlVt iHES£ 
SAnt QU[STIOHS, BUT fO« ~~v THER[ ARt "OR( ~U(SlIONS THAN 
ANS.-[ftS. 

f: .MAV[ YOU PR~7tl1!) TO TH( SOVlElS AN~ t£"AN)[l iHAT 
THtY STOPf -

Al Y[S. ~[ - MlV[ P~OT[ITt» sr~ONGLV 80TH HCtt i~I lK 
MOSCOM ANI ~[nAH~(O THAT TH( US( Of (Htnl(l~S AG~lkS1 ~u~ 
PEOPLE CEAS[ IMME)JAT[LY. 

O: VMY A~[ YOU nAtING TH!S PUBLIC NOWf 

At ON([ AWA~( or !Kt p~~BL[ft AH) IN70l"(D ¢f THE V£l~7 
or TH[ SCI[NTifIC (Vl~EMCt, VE 1[l1 ~UTY-BOUH~ TO INFORM 
OU~ P[KSONN[l IN noscow o, TH( fINbI~GS OP[HLY . AM» 
ACCU~AT[LY- TH( OIPLOMATIC Llf[ IS ~lFFICULl t~¢UGH 
WltHOUT TH[ AD~lTIOH o, u~,~UN~[~ "E~ICAL RU~Q~S- we~ 
TM[R[fOR[, HAVE ALWAY! !~UCHT TO 8[ AS CANPI» AS POSSIBLE 
WllM · ou• P[OPL[ 0~ TH[ RJSKS INV◊Lv[b ~H(R(V(R lNb 
~~AT[V[~ THEY MAY BE ■ 

Gz A~[ TH[ SOVIETS GIVING OUR PEOPLE CANCER ON PURPOSE' 
ISN'T TH~S CH[MICAL WlRfAR[ AGAINST ClVILIANSf: 

. l: WC HAY[ NO RCASON TO BEll[V[ THE SOVIETS CONSCIOUSLY 
SOUGHT TO lf\PAIR TH[ H[AL TH 0, OUllt- [MPLOY[[S • OUR 
ASSUnPTION IS THAT THE SOVIETS ilb NOT TEST THESE 
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(H[flICALS TMORou,HLY B[fOR[ USING TH(M! I~ TH[Y )I) T(ST 
TH[", TH[Y CANNOT HAY[ PUT TH[~ THROUGH TH£ iM[S T[ST. 
THIS, Of (OURS£, IO[S NOT IN ANY WAY A8SOLV( TH[" Of 
THtlR ~[SPO"Sl81LlTY fO~ USING CHEMICALS Of ANY KIN» 
AGAINST OUR P[OPL[- THIS IS l :OTALLY INlPPROP~lAT( AND 
POT[HTI All Y )ANGE"OUS ACTION BY TH[ tGB. W[ HA\/[ 
t["AN»tl THEY STQP InM[~IAT[LY. 

f: WILL THIS ArrrcT TH[ SH[\ll~~Nl~Z[ M[[iINGS HERE OR TH( 
ntCTlN' B[TW[[N TH[ P~[Sl,[NT AN~ GOR8A(H[V IN G[HCVI IH 
NOV[MB[Rf 

Al V[ HAV( "llS[t S[fO~[ AH» WILL HO iouBT AGAIN )ISCUSS 
THt S[~IOUS i1~GC~S TO TH[ ~[LATIONSHIP CAUSE~ BY ACTIONS 
Of TH[ SOVltT nillTARY AN~ SECURITY S[RVlC[S WHICH SEEM 
TO ACT AS If TH[Y A~[ UN~[« NO CONT~OL BY TH( POLITICAL 
IUT)olO~lTl[S. 'THIS IS A S£.•I?ll'.S MATT[R ANP W[ WILL TR:.1-r 
IT Al SUCH IN OU~ n[CTlNGS. . 

ft A SOVIET TOLi "E THIS IS ALL A FANTASY COO([) UP TO 
WO~SEN ~tLAllONS. IS THAT TRUtf 

ll WE VISH lHAT IT WERE .l TANiASY. UNfORTUNATtLY, WE 
A~[ ~[A~ING WITH SOM( V(RY UNSAVORY FACTS. AS THE 
P~(SlltNT HAS nAb[ ABUNblNTLY Cl[AR, ~E 10 NOT ij.lNT TO 
~oiSEN «ELATIONS WITH THE SOVIETS, WE WANT TO IMPROVE 
THE"· 8UT wt nusr 8[ ~[ALISTIC- 11 IS TH[ (GB WHICH IS 
CA~~YING ~UT TH[St 0P(RATIONS ■ TH[ QU[STIOH SHOULJ 8[ 
,srr» If TH[Y AR[ ATTtMPTIHG TO SA8¢TAG[ OUR ~ELATIONS 
WtTH SUCH ~CCtL[SS A(TlONS AGAINST OUR P[RSONN[L. 

f: A~[ YOU GOING TO L[T PEOPLE L[AV( MOSCOW B(CAUS[ Of 
TH( »AlfG[Rf 

As AS OUR STAlt"[HT !H)ICAT[S, WE A~E Pft[PA~[p TO 00 
WHlT[Y(~ IS N(~[SSARY 10 tNSU~E TH[ SiF[TY AN» ¥[LL-8(I~G 
Of OU~ cnPLOY[[S AN, TH[IR FA~1Ll[!- IT ~OULi 8( 
PR[~ATU~[ AT THIS TIM( TO SPECULATE OM SPE{lfIC STEPS 
WHlCH nAY 8[ Tl~(N. AT THIS POINT, TH(R[ iots NOT APP[AR 
TO 8£ A N[[t fOk EVACUATION. 

G: WHEN WAS TH!~ HJH/[PJ TjS( FCRC[ ![T UPf AR[ THEY 
GOING TO r,oscow, 

As IT WAS [STABLISH() (A~LY THIS WE£( AS PART OF OU~ 
[ffOKT TO ,rr A 8[TT[~ UNt[RSTAN~!NG Of TH[ PROBL(n W( 
fA([. s~"( n["BC«S Of TH[ C~CUP UILL 7~AV[L TO MO~(OW IN 
TH( NEAR fUTUK[ f~ft lHV[lilGATlON ~r TH( PROBLEM ON TH[ 
SPOT. 
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Q: ¥HAT[V[R HAPP[Mt) 0~ lHt nl{~Oijl~[l l~lU(f ~l~t ,~t 
SOVltTt ST09P[) BCA"ING TH[ft lT OUR PCOPl[ IN TH£ EnBASS~ 
IN flOSCOWf 

Al Wt HAY( Oij OCCASION ~[T(CT[b "IC~O~AVt SIGNALI 8£A"E~ 
AT TH[ £"SASSY IN MO~Co~. AS L~T[ AS l~!3, W[ P~OT[ST(~ 
ST~0HGLY .TO TH[ sov1trs ABOUT A BEAM ~Hl(H OPERAT[b f0R • 
PERIO» Of S[V[~AL no~THS- YOU SHOUL? BE AWA~[ Of A MAJO~ 
STU~Y OH THIS ISSUE BY THE JOHN H0P(lNS UHI~[lSllY IN TH[ 
S[Y[NTI[S, WHICH COHCLUt() THAT TH[ L[Y[L Of SIGNALS )1) 
NOT P~[S[HT A H[AliH Hl21~}. ~£ ~lV[ 1~ltM ~ftttlUllOMl~Y 
"EASU~ES IN THE CHA~C(~Y !UlL)IHG, BU1 ¥£ 8ELltY£ lHAT 
TH( "lC«OWAY[S 0~ 0TH(~ M[ASU~(S lIRECT(} AGAIHST OUR 
PtOPL[ IN "oscow «t,lU.1~ l'Tt/P?Ei. 

Q: ·CA'f YOU ,1vr u~ SO"[ "O'-£ ~t'TU\.S ON WHAT 'THC SOVIET\ 
Wt-[ )OIN' WITH iH~ POW~C~~ 

1: I MAY£ NOTHl~G fURTH(R fO~ YOU ON THIS AT THIS T!nE ~ 

CIJ . (If AStt) ~HL'Y} lS HPP~ BEING ust, BY TH( SOVIETS IH 
TH£ USf 

A: M[ A~[ LOO(l~~ .JMTO THAT P0SSI81LITY . YY 
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-- we went you to know that ve •re briefing our atatt 1n 
Moacow tod•Y about a pottntial health problea •rising troa the 
•ca•, u•• ot chemical tt•~~in9 aub6t&nce1 1qainat •o•• ot our 
people there •nd ~laevhere. Since thls will inevit1bly gen•r•t~ 
publicity, ve w1ll t~l~••e • atetement at the Department on the 
fcobl•• •t the noon pre11 brieting. We wanted you to oe 
inforMd before 1t b~o~~• public. 

-- ffie CIA recently developed additional intormation on lGI 
uae for• 
•ctiviti•• 
·Moaeow. Th• c •& , 
· Eao.aa ■ y peraonnel, leave 
ot people with who~ they 

aubatances to monitor the 
~t the US £mbes1y in 

av~ ~en appliea indicectly to 
deposit• on the ~er1on or po1seasio~• 
have had contact. 

-• th• aoat extensively used tracking •gent, dubbea ~PPD, 
h11 been deterain~d through biological screening testa to be a 
auta9en. Mutag~ns can be, but •r~ not alvaya, carcinogens in 
human be•inga. Frankly, it is not clear at this point how 
dan9eroua the Nterial i1. t..e have NIH and f.~A experts looking 
•t tht aubstanc~. Furth~r t•sting ~ill be necessary to 
dete,sine it it or o~h~r co~pounds ~sed pas@ a threat to health, 
••well•• to deter~ine the extent of the Embassy community's 
•xpoaur• to thes~ che~icals~ 

-- A apecial ti&k force uncer the leaderahip ot the hational 
1n1~1tutea ot Health ano the !nvironm~ntal Protection Agency h•• 
been e1t1blishea to conouct a thorough 1nvesti91t1on into the 
lon9-ter• icplicat1ons ot exposur, to NPPO and other tract1ng 
agents. Prel1e1nary ind1cat1ons suggest that the levels ot hPPO 
and other aubstanc~s to ~hich individuals may have been exposed 

· 1• very _low. lh~r e i I no evidence to aa te that any Embassy 
pe5aonnel hav~ suff~r~d lll •tt~cts, 

-- Hovev~i. gi~~n out ~atl\~t pcoblems with microwaves in 
Moacow, we v•nt -to bt- ~\lt e out e1t1.p loy~es there Know about the 
potential problem. unotf i cial J..!f..~ricu\S tesioent in the tJS.SR, 
•• well as othtr £mbassi~s which ~ay have been tarqeteo, will 
also being intorm~d. At•&~ ct s~cialista has Deen sent to 
Moscow to suppor~ out ch&tge ~hen he briefs our employees. 

-- Jo~n ~~iteh~ad pro~este~ thest ac~iona to the Soviet 
ch~rge on Monday and we tollowed up with• second de•acche at 
the aa1De level 1 n ft'..oscow on luesday. As expectea r they've 

. denie-d the charges, ~ut ""-~ • ve JT1ade clear we expect the use ot 
cheaic•l• will stop. 
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I. SE C R E➔ E N T I R E T E X T . 
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2. ACTING SECRETARY WHITEHEAD CALLED IN SOVIET CHARGE 

ISAKOV AFTERNOON OF AUGUST 19 TO PROTEST SOVIET 

AUTHORITIES ' USE OF POTENTIALLY HAZARDOUS CHEMICAL 

SUBSTANCES TO TRACK EMBASSY MOSCOW PERSONNEL. USING 

TALKING POINTS IDENTICAL TO THOSE PROVIDED THE EMBASSY 
FOR I TS PARALLEL DEMARCHE ON THE SUBJECT , WHITEHEAD 

STRESSED THAT OUR TESTS HAD CONFIRMED THAT THE PRIMARY 

AGENT USED . NPPD RPT NPPD . WAS A POTENT MUTAGEN AND 
POSSIBLE CARCINOGEN . HE DEMANDED THAT USE OF TRACKING 

AGENTS BE TERMINATED IMMEDIATELY , WARNING THAT FAILURE TO 

DO SO COULD HAVE "INCALCULABLE " CONSEQUENCES . WHITEHEAD 

ADV I SE D I SAKO V I N CON CL US I ON THAT WE WOULD BE I NF ORM I NG 

nconcT _ 
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OUR STAFF IN MOSCOW ON WHAf -WE KNEW OF THE PROBLEM . 

3. ISAKOV REPLIED THAT . WHILE HE HAD NO INFORMATION ON 

THE ISSUE RAISED BY THE ACTING SECRETARY . HE COULD " NOT 

ACCEPT " THE US PROTEST. HE RECALLED PREVIOUS EPISODES 

(MENTIONING THE MICROWAVE AND WATER CONTAMINATION SCARES ) 

I N WH I CH . HE AL LEGE O. S I MI L AR US CH AR GE S HAO PROVE D 
UNFOUNDED . HE EXPRESSED REGRET THAT THE US HAD GOOSEN TO 

RAISE THIS PROBLEM IN THE RUN - UP TO THE GENEV A MEETING . 
Ir 

WHEN BOTH SIDES WERE SEEKING TO WORK CONSTRUCTIVELY ON 

ISSUES OF MUTUAL CONCERN . 

4. WHITEHEAD RESPONDED THAT ISAKOV ' S REACTION WAS ITSELF 

REGRETTABLE . WE HAD RAISED THE TRACKING CHEMICAL ISSUE 

NOT BECAUSE WE WANTED TO BUT BECAUSE OF THE KGB ' S 
DECISION TO ADOPT SUCH PRACTICES. ONCE WE HAO DETERMINED 

THE EXTENT ANO IMPLltATIONS OF THE PROBLEM . WE HAO NO 

CHOICE BUT TO INFORM 0-1:lR STAFF . IN A RATHER LAME ASIDE . 

I SAKO V WONDER E O HO VI THE .USG CO UL D BE SO CE RT A I N OF KGB 

INVOLVEMENT ; THERE WERE MANY . HE OBSERVED , WHO DID NOT 

WISH TO SEE US - SOVIET RELATIONS IMPROVE . WHITEHEAD 

ENDED THE DISCUSSION BY INDICATING HE HOPED THE OFFICIAL 

SOVIET RESPONSE TO OUR DEMARCHE WOULD BE THAT THEY HAD 

BEEN UNAWARE OF THE P~ENT I ALLY HAZARDS OF TRACK I NG 

CHEM ! CALS AND WOULD TERM! NATE THEIR USE . I SAKOV PROM! SEO 

ONLY TO REPORT THE US APPROACH . 

6. UNDERSECRETARY FOR POLITICAL AFFAIRS ARMACOST ANO EUR 

ASST SEC RIDGWAY ALSO ATTENDED THE MEETING WITH ISAKOV , 
WHO WAS UNACCOMPANIED . WHITEHEAD 
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SEeREr 
Official Draft Statement 

The U.S. government has recently determ· ed that Soviet 
authorities over a period of several ye rs have used chemical 
substances to monitor the activities of employees of the us 
Embassy in Moscow. The substances in question, which have been 
applied indirectly to Embassy personnel , leave deposits on the 
person or possessions of ~ viet ci~ with whom they have -. 
contact. f'~ '"cS J 
The most extensively used of such tracking agents, NPPD*, has 
been determined through biological screening tests to be a 
mutagen. Mutagens can be, but are not always, carcinogens in 
human beings. Extensive testing wiil be necessary to determine 
whether NPPD and other compounds used by the Soviets pose a 
threat to health, as well as to determine the extent of the 
Embassy community's exposure to these chemicals. Preliminary 
indications suggest that the levels of NPPD and other substances 
to which individuals may have been exposed is very low. There 
is no evidence to date that any Embassy personnel have suffered 
ill effects due to exposure to tracking agents. 

Embassy Moscow's staff was briefed earlier this morning on what 
is currently known of the health implications of the Soviet 
Union's use of tracking agents. Unofficial Americans resident 
in the USSR, as well as other Embassies which may have been 
targeted, are also being informed. A special task force under 
the leadership of the National InstituteSof Health and the 
Environmental Protection Agency has been established to conduct 
a thorough investigation into the long-term ~ of exposure 
to NPPD and other tracking agents . ;~~ 

The United States deplores the Soviet Union ' s use of chemical 
substances against its diplomatic~ presentatives in the USSR . 
We have protested the practice in ~ trongest terms and demanded 
that it be terminated immediately. The United States will take 
every possible measure to ensure the safety and well-being of 
all American citizens in the Soviet Union and to determine the 
full implications of the risks to which theyvhave been exposed. 

7<f 
*5-(4-Nitro Phenyl)-2, 4-Pentadien-1-AL 
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SECRET 
Official Dra f t Statement 

'I'he U.S. government has ·recently determ· ed that Soviet 
authorities over a period of several ye rs have used chemical 
substances to monitor the activities of employees of the US 
Embassy in Moscow. The substances in question, which have been 
applied indirectly to Embassy personnel, leave deposits on the 
person or possessions of ~•iet ei~with whom they have-. 
contact. f>V--' .. <S / 

The most extensively used of such tracking agents, NPPD*, has 
been determined through biological screening tests to be a 
mutagen. Mutagens can be, but are not always, carcinogens in 
human beings. Extensive testing will be necessary to determine 
whether NPPD and other compounds used by the Soviets pose a 
threat to health, as well as to determine the extent of the 
Embassy community's exposure to these chemicals. Preliminary 
indications suggest that the levels of NPPD and other substances 
to which individuals may have been exposed is very low. There 
is no evidence to date that any Embassy personnel have suffered 
ill effects due to exposure to tracking agents. 

Embassy Moscow's staff was briefed earlier this morning on what 
is currently known of the health implications of the Soviet 
Union's use of tracking agents. Unofficial Americans resident 
in the USSR, as well as other Embassies which may have been 
targeted, are also being informed. A special task force under 
the leadership of the National InstituteSof Health and the 
Environmental Protection Agency has been established to conduct 
a thorough investigatio~ into the long-term~ ,..of e~posure 
to NPPD and other tracking agents. ,~~ 

The United States deplores the Soviet Union's use of chemical 
substances against its diplomatic~presentative s in the USSR. 
We have protested the practice i n ~strongest t e rms and demanded 
that it be terminated i mmediately. The United States will take 
every possible measure to ensure the safety and well-being of 
all American citizens in the Soviet Union and to determine the 
full implications of t h e risks to which they~have be en exposed. 

~ 
*5-(4-Nitro Phenyl)-2, 4-Pentadien-1-AL 
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the u.s. 1overn••nt baa recently deterained that Soviet 
autborit1•• over a period of -several year• have uaed ch••ical •~bat•~• to 11tOnitoc the activitiea of eaploy••• of th• US 
.. t>a••Y in Moacow. 1he aubatanc•• in queation, whicb bave been 
applied indirectly to Eabaaay personnel, le••• depoaita on tbe 
peraon or poaaeaaion1 of Soviet citizen• vith vho• they bave bad 
contact. 

th• ■oat extenaively uaed of aucb tracking agenta, NPPD•, haa 
been deterained through biol09ical screening teat• to be• 
auta1en. lluta9ena can be, but are not alvaya, carcinogen• in 
buaan bein9a. bteneive testing will be neceaaary to determine 
whether hPPD and other compound• uaed by the Soviets pose a 

1 threat to health,•• vell •• to determine the extent of the 
£11b1aay co-un1ty'a exposure to tnese che■icala. Prelimin~ry 
i:\dic1tio ~• suggea ~ that the levels of NPPD ar.d "ther subatLnccs 
to which individual• ■ay have been exposed ia very lov. There 
la no evidence to aate that any Dabasay peraonnel have suffered 
ill effect• due to exposure to tracking agents. 

Eabaaay Moacow'a ataff vaa briefed earlier thia aornin9 on vhat 
ia currently known of the health i ■plication1 of the Soviet 
Union•• uae ot tracking a9enta. Unofficial Americana resident 
in th• USSl, a ■ well aa otber Dlbaaaiea vhicb aay have been 
targeted, are alao beinq inforMd. A special taak force under 
th• leadership of the National Inatitute of Health and the 
EnviroruNntal Protection Agency baa been e■ tabliahed to conduct 
• thorou9h inveati9ation into the lon9-tera iapact of expoaure 
to MPPD and other trackin9 agenta. 

The United State• deplore■ the Soviet Union's uae of cheaical 
aubatanc•• aga1nat ita diploaatic repreaentativea in the ussa. 
Ve have proteated the practice in atron9eat teraa and deaunded 
t.bat lt be ter■inated i ... diately. Th• United States vill take 
every poaaible ••••ure to ensure t.he aafety and vell-b•i"9 of 
all Allerican citizen• in the Soviet Union and to deteraine tbe 
full iaplicat1ona of the riaka to which they have been expoaed. 
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?tektt1SENSITl'{!' 

Charge ariefin9 in l'ab1a1y Moacov on th• aGB Uae 
of Potentially 11.ar•ful Chemical Tracking Sub•tance 

-- 1 have called you together today to give you aoae 
inforaation ve have obtained that potentially co~ld affect the 
health .of our people serving in Moacov. I have vith M Dr. 
barl•• Brodine of the Department'• Medical office alon9 wiU 

Mary Ryan to answer as aany of your que1tioo1 

-- 1 v11 Juat inforaed of tbia proble■ over the veekend. 
Once liaahington v11 confident of their inforution, they 11t in 
■otion th• neceaaary effort to pressure the Soviets to change 
their procedures and to provide you with a full briefin9. 

-- You ahould know that Actin9 Secretary Whitehead aide a 
atrong prote■". to the SOvi•~ e•baaay in waabington Monday 
afternoon and 1 ,ude a •i•ilar one here to the Soviet Foreign 
Mini1try ~ueaday aorn1n9. ~e scheduled the embassy briefing 
today so we could have ~x~rts here from Washington. 

-- liov to tell you vhat we know. 

·-• Over I period of ••veral yeara, the iGB has occasionally 
u1ed so•• che■ical aubatancea on varioua ■eaber1 of our staff 
ber• in Moacow and elsewhere to track the■ and the people vitb 
whoa they hav~ come into contact. They used chemicals that do 
not appear in nature and therefore can be traced effectively. 
'the 1ubatances in quest~on, which have been applied indirectly 
to Eabasay personnel, leave deposits on the person or 
poaae■aiona of Soviet citizens with who& they have had contact. 

-- for the ■oat part. thia ha• been viewed as a nui,ance. 
ln th• paat, t.be practice aeeMd sufficiently erratic and 
infrequ•nt that it did not appear to cause a health hazard to 
our per ■onne l. However, ve recently developed evidence.- that the 
lGi program is ■or~ widespread then we had thought. Similarly, 
the Soviet ua~ ot che■ ical sub&tance6 increased significantly 
thia aprin9 and suaJDer. 

-- We ftlt that our fir ■ t duty -- once ve were fairly 
certain of th• aci•nt1tic evidence -- vaa to inform our 
personnel here candidly and•• Accurately aa ve could of vbat v~ 
kf\Pw. All of us r~co9ni2~ that lite 1n HOacov is difficult 
enoup without having tc contend with rumor• and half-truths 
about health hazarda. 
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-- ft• aoat frequently uaed of the•• trackint cheaicala that 

we heYe found 11 a ayrtthetic cheaical called MPPD. Te1tincJ of 
th• aubatance in ~aahington ha1 confiraed that it ii potentially 
~- l .. phaaiae potentially -- haraful to people. A biol09ical 
act••nin9 teat called the Mea h•t baa 1bovn NPPD to be a 
autagen. lluta9en1 can~. but art not alvaya carcinogen■ in 
huun bein91. Intensive and le_ngthy teat ■ con~ucted in aeveral 
ap.ciea of 1n1■als ~111 be required to••• if NPPD ii really a 
carcinogenic aubatance. 

-- MPPO 11 a che■ ical that doe ■ not occur naturally nor i■ 
it co11110nally aanufactured. It 11 • vhit• to yellov colored 
powde, vhich ia not volatile, i.e. it doe• not evaporate or fora 
vapora. the laboratory inatruatnt uaed to identify NPPD i& the 
•••• 1pect09raph. Thia 1n&truaent i1 capable of detecting NPPD 
at lev1l1 ot 100 nanograma (a n1no9r1m ia 1/one billion graa). 

-- th• poaaible routes of exposure to NPPD ate by ing•ation, 
inhalation and •k1n penetr•t1on. Inge1tion would be by hand to 
aoutb activity ana would probably be in nanogru quantitiea and 
unlikely to b• a significant exposure ri ■k. Wa1hin9 vith aoap 
and vater ii lltely to re&9ve this ciak. 

-- Inhal•tion ia poaaible only if the powder becoaes 
au•pended in the air. Heawy appl1c1t1on1 of powder vhich are 
viaible ■ight becoae auapended in the air if disturbed. · It ia 
unlikely, hovever, that quantitiea that are not visible vo~ld 
preaent a ri1t of inhalation expo■ ure. Skin penetration is the 
aoat likely potential iou~e of expo1ure. Planned atudit$ vill 
•••k to deter■1ne the extent to which NPPD can penetrate the 
akin. 

-- J know the ficat question will bt ho~ dangerous the 
cheaical really is. ~e want to be absolutely honeat vith you 
•nd ••Y we do not knov. Our preli■ 1nary •••esaaent ls that any 
danger• fro• the cb•■ical. or other• like it, ia far fro• 
pcove-d. for exaaple, th~ cheaical appears in testing to h•v• 
,elat1vely low ~oxicity, i.~. it i• very unlikely it vould cause 
any serious illn~e&. We have, however, set up a group under the 
le•9•r1hip ot the NIH to atudy all ••~eta of this use of 
cheaical tracking aubatancta on our peraonnel. The group has 
been aaked for• preliainary assessment of the risk to people in 
our eabaa ■ y here by January l. 

•· Tb•r• will, of cour•e, need to be further and lengthy 
1tudi•• in animals before ve can apeak confidently about vhetber 
~PPD and other coapounda used by the Soviets pose a -tbreAt to 
bealtb, but our hope ii to get_ aoae aenae of bov concerned ve 
ahould be, what counter-•e•surea are needed, and how widespread 
the probl•• ia through this atudy. 
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. -- At th1a point, vt can only aay tbat Pr•liainacy 
1ndicat1on1 auggeat that tht level• of autagenic aubatance to 
wb1cb ind1v1duala aay h•v• been exposed ia ••ry lov. There ia 
no evidence to date that any !llbaaay personnel h•ve suffered ill 
ettecta due to expoaure to tracking agenta. There ia certainly 
no 1 ... diate cauae for alaca • 

•• 1M will now take your queationa. 

DrAftedt~Ua/SOV:JLP•acoe/Jt/Jlled:CSrodine 
t4171M l/lt/i5 . 
Cleared1SUI/SOV1HJUlarri• . 
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IQ IJSL Of PC>1!.H"l·t~LLl llAJ.MrijL 1MCllltG SUBS1AJ.C£ 

can rou conlir• tb•t the 1GB b•• t>.en uaint • cancer-cau•lnt 
... nt to track our ••b•••Y p.raonnel and their contact• 
aroYnd in Noacov? 

-- TIIE SOYJETS DYE 8££11 USING POWDUY CBDIICALI roa 
lhUAL YEARS 1'0 TRACI. SOME or oua CONTACTS WIT& sovtn 

CJTllENS. OUR TESTS OP ONE OP 1BE CHEMICALS USED 

1\ 

COlll llllS TU.T 1, 1S POTDTIALLr -- I EMPHASIIE 

J<,TUITlALLY ... IIARMl'IIL TO PEOPLE. USULTS OP BIOLOGICAL 

SCHDINC TESTS INDICATE TB.AT THE CBl:MICAL NAY BE 

CAACJNOCDJJC. FURTHER AND LENGTHY STUDIES IN ANIMALS 

WILL 8£ UOUlJU.P 10 CONFlM TBIS POSSIBILITY. 

Os IIOV long have ve -novn •bout thia1 

A, -- •TMCJttkC• CltfJUCALS HAVt APPARENTLY BEU ON OCCASlOII 

EMPLOYED BY TH£ 1GB ,oa SEVERAL ri:.us. ONLY LAST YEAR, 

IIOIIEVER, DlD LABORA!OAY 1&S'IS REVEAL THAT TB!. SUBSTANCES 

USED NIGHT B£ HAJU4FUL. AT THAT t IH£, IT WAS N01· 

IELIEYED nlAT TH£ US£ OP THl SUBSTANCES WAS SUFFlCIUITLY 

&·JSnJ\-A1'TC 01' FREQUENT 'IO POSE. A HEAL'IH HAZARD 10 ti. S. 

PUSONJi.£1.. BCWEVU, t.£ NOh ~AV& EVIDENCE THAT THE 1GB 

PllOCUJI lS HORE WI0£SPA£AO 1HAN HAD BEEN TIIOUGHT. TBE 

USE OF CHEMICAL SUHSTANCES ~AS STEPPED UP SIGMIFICUTLY 

1H1S SfRl~G ~~..P SCJHME:R. 
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--SECllIT/~tNSITIVE - ' -
oa Ma•• yo~ p,o-t*•t•d t.o the Soviet• and de■ended that they 

atop? 

A1 •• YES. WE IIAVE PROTESTED S'IROt-GLY AND DDIANDU> THA'l' TBIY 

a,o, USING CIUJUCALS AGAlhS'l OUR PEOPLE UUtEDlAULY. 

Os ~hy are yo~ ••ting tbia public now? 

Al -- OIIC& AWARE or THE PROBLDI AND INFORMED or THE WEIGHT or 
TH! SC1EN1IPJC EVIDENCE, k£ FEL1 OUTY-BOUND tO lNIORM 

O'JJI PDSONNEL IN MOSCOW or T11£. PINCINGS OPENLY AND 

ACCURATELY. TBE DIPLOMATIC LIPE IS DIFFICULT EHOUGB 

WITHOUT TH£ ADDITIOM or UNFOUNDED MEDICAL at.MORS. WE# 

THEREFORE., HAVE. ALWAYS SOUGH'I TO 6£ AS CANDID AS 
. 

POSSIBLE ~11B oua P£0PLE ON 1H£ RISKS INVOLVED W8E.llV£t 

AND WHA1EVER 1HEY HAY BE. 

Os Why didn't you tollov up with f~rther teatift4) to deter•ine 
potential her■tulneaa to hua.na 1u.•01at~ly ~ft•r initial 
laboratory teata cevealed it eight b~7 

-
A: 11 WAS 1110UGll't 'l'HAT nu; OSE OF "111£ CHDllCALS WAS 1Nf'R£QUUT 

ANO TIii. QUANT11 l"ES INVOLVED liiEllE SUFFICIENTLY MINUTE TO JlEDUCE 

TBE I.RI.CT OF ANY PAST .£XP0SUR.E. 

• 



C: Ale the Sovi•t• 9iYin9 o~r p.opl• canc•t on purpose? ·tan't 
th&a chea1cal warfare a9a1nat eiv1liana?: 

A: VE CAN ONLY ASSUME 111A1· 1·11£ SOV I £1$ DID· NOT TEST THUE 

Cbr.MlCALS TllOllOUCllLl 1£FOP.E US ING TIU>t. CERTAINLY, TBEl 

NUST NO'I KAVL PU1 THDt Tll1'0UGM THE AMES 1·1ST. TII IS, OP 

I' COU&SE, DOES 110"1 IN ANY WAY MSOLVI THIM or THEIR 

US,0NS18ILlfl roa USJlt(i CHDtlCAl.S OP Aatl 11111) AG.\UIS-S· 

OUR PEOPLE. T~IS lS A TOTALLY INAPPROPRIATE UlD 

,O,·ENTIALLY DANGlROUS ACTION 8~ 'I'HE IGI. WS HAVE 

DDIANDED TREl STOP UUtEDlATELY. 

Q& Did thie aftect everyone at the eabaaay, or vaa this only 
~•-• between apiea? 

A; -- WE ARE ~OT AS Y1T CUTAIN OF THE. EXTENT or THE USE OF 

TIIUE CHEMICALS AGAlNS'l OUR Pl.OPLE. .,E ARE SENDING A 

1£NI TO MOSCO~ 10 DE~Elt.M.lML 18£ ilTEN~ or CONTAMlNAtlON. 

Q: Will tbia •tlect the Sb•~•1dnao1e ••tift(J& h•t• ot the 
.,..tiat ~--t~••n t~• J1•si~•nt &~4! ~'t~-~~ci \.t\. ~"-•"• i.n. 
Noveaber? 

Ar •• W£ HAVE MIS~O BlFOll ANO wlLL NO OOUIT ~G~lN DISCUSS 

TH~ S£a1a~s OA!iGUS 10 1H£ RELATJChSHlP CAUSED BY 

AC110NS 0( tKl SOVlEl MILlTAI-.Y ANO SECURITY SERVICES 

lilllCH Sf.F.M TO AC'I AS l F 7HEY ARI. UNDER NO CONTROL BY THE 

POLI11CAL AUTHOR1Tl£S. 1H1S 1S A SERIOUS MAT1£R AND WE 

WILL 11\EA1 11 AS SUCti lN GUR Kl.tTINGS. 

mil£1'/SfNSI11VE .. 
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T/S£NSJ1IVE 

can rou tiw• ua •oa• •ore detail• on wh•t the Soviet• were 
4o1nt 1 vltb Ule powder, 

Al -- J IIAVE NOTIUNC FURTID roa YOU ON "111S A1' TIIIS TIME. 
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Official Draft Statement 

'I·he u. s. government has recently determined that Soviet · 
authorities over a p~riod of several years have used chemical 
substances to monitor the activities of employees of th~ US 
Embassy in Moscow. 'I'he substances in question, which have been 
applied indirectly to Embassy personnel, leave deposits on the 
person or possessions of Soviet citizens with whom they have had 
contact. 

The most extensively used of such tracking agents, NPPD*, has 
been determined through biological screening tests to be a 
mutagen. Mutagens can be, but are not always, carcinogens in 
human beings. Extensive testing will be necessary to determine 
whether NPPD and other compounds used by the Soviets pose a 
threat to health, as well as to determine the extent of the 
Embassy community's exposure to these chemicals. Preliminary 
indications suggest that the levels of NPPD and other substances 
to which individuals may have been exposed is very low. There 
is no evidence to date that any Embassy personnel have suffered 
ill effects due to exposure to tracking agents. 

Embassy Moscow's staff was briefed earlier this morning on what 
is currently known of the health implications of th~ Soviet 
Union's use of tracking agents. Unofficial Americans resident 
in the USSR, as well as other Embassies which may have been 
targeted, are also being informed. A special task force under 
the leadership of the National Institute of Health and the 
Environmental Protection Agency has been established to conduct 
a thorough investigation into the long-term impact of exposure 
to NPPD and other tracking agents. 

The United States deplores the Soviet Union's use of chemical 
substances against its diplomatic representatives in the USSR. 
We have protested the practice in strongest terms and demanded 
that it be terminated immediately. The United States will take 
every possible measure to ensure the safety and well-being of 
all American citizens in the Soviet Union and to determine the 
full implications of the risks to which they have been exposed. 
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY 

I have just learned about the evidence that your security organs 
have for some time been engaged in the practice of contaminating 
U.S. officials and their dependents with chemical substances -­
substances not occurring in nature, which are deliberately placed 
in vehicles belonging to American officials, on their clothing, 
and even in hotel rooms and train compartments which they 
utilize. Recently, American personnel serving in the Soviet 
Union have reported skin rashes on themselves and their children, 
some very young, which apparently are caused by this chemical. 

Our scientists have analyzed the compound which has been used 
very extensively, particularly in recent months, and have found 
that it can cause genetic mutations, and therefore is highly 
suspect of being carcinogenic. 

I realize that this practice may have been carried out without 
your knowledge. Therefore, I would request that you insist upon 
a full report and that you give instructions to cease this 
practice immediately. If the practice should be continued, it 
can have a seriously negative impact on our ability to maintain 
normal diplomatic relations with the Soviet Union. 
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY 

[To be delivered by Adm. Poindexter to Soviet Charge, for 
transmittal to Gen. Sec. Gorbachev] 

I have just learned about the evidence that your security organs 
have for some time been engaged in the practice of contaminating 
U.S. officials and their dependents with chemical substances -­
substances not occurring in nature, which are deliberately placed 
in vehicles belonging to American officials, on their clothing, 
and even in hotel rooms and train compartments which they 
utilize. Recently, American personnel serving in the Soviet 
Union have reported serious skin rashes on themselves and their 
children, some very young, which apparently are caused by this 
chemical. 

Our scientists have analyzed the compound which has been used 
very extensively, particularly in recent months, and have found 
that it can cause genetic mutations, and therefore is highly 
suspect of being carcinogenic. I am genuinely shocked that any 
government would authorize the use of such a chemical under any 
circumstances. 

I realize that this practice may have been carried out without 
your knowledge. Therefore, I would request that you insist upon 
a full report and that you give instructions to cease this 
abhorrent practice immediately. If the practice should be 
continued, it can have a seriously negative impact on our ability 
to maintain normal diplomatic relations with the Soviet Union. 
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY GORBACHEV 

I have just learned about the evidence that your security organs 
have for some time been engaged in the practice of contaminating 
U.S. officials and their dependents with chemical substances -­
substances not occurring in nature, which are deliberately placed 
in vehicles belonging to American officials, on their clothing, 
and even in hotel rooms and train compartments which they 
utilize. Recently, American personnel serving in the Soviet 
Union have reported serious skin rashes on themselves and their 
children, some very young, which apparently are caused by this 
chemical. 

Our scientists have analyzed the compound which has been used 
very extensively, particularly in recent months, and have found 
that it can cause genetic mutations, and therefore is highly 
suspect of being carcinogenic. I am genuinely shocked that any 
government would authorize the use of such a chemical under any 
circumstances. 

I realize that this practice may have been carried out without 
your knowledge. Therefore, I would request that you insist upon 
a full report and that you give instructions to cease this 
abhorrent practice immediately. If the practice should be 
continued, it can have a seriously negative impact on our ability 
to maintain normal diplomatic relations with the Soviet Union. 
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY GORBACHEV 

[To be delivered by Adm. Poindexter to Soviet Charge, for 
transmittal to Gen. Sec. Gorbachev] 

I have just learned about the evidence that your security organs 
have for some time been engaged in the practice of contaminating 
U.S. officials and their dependents with chemical substances -­
substances not occurring in nature, which are deliberately placed 
in vehicles belonging to American officials, on their clothing, 
and even in hotel rooms and train compartments which they 
utilize. Recently, American personnel serving in the Soviet 
Union have reported serious skin rashes on themselves and their 
children, some very young, which apparently are caused by this 
chemical. 

Our scientists have analyzed the compound which has been used 
very extensively, particularly in recent months, and have found 
that it can cause genetic mutations, and therefore is highly 
suspect of being carcinogenic. I am genuinely shocked that any 
government would authorize the use of such a chemical under any 
circumstances. 

I realize that this practice may have been carried out without 
your knowledge. Therefore, I would request that you insist upon 
a full report and that you give instructions to cease this 
abhorrent practice immediately. If the practice should be 
continued, it can have a seriously negative impact on our ability 
to maintain normal diplomatic relations with the Soviet Union. 
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ORAL MESSAGE FROM PRESIDENT TO GENERAL SECRETARY 

I have just learned about the evidence that your security organs 
have for some time been engaged in the practice of contaminating 
U.S. officials and their dependents with chemical substances -­
substances not occurring in nature, which are deliberately placed 
in vehicles belonging to American officials, on their clothing, 
and even in hotel rooms and train compartments which they 
utilize. Recently, American personnel serving in the Soviet 
Union have reported ~Pio~ skin rashes on themselves and their 
children, some very young, which apparently are caused by this 
chemical. 

Our scientists have analyzed the compound which has been used 
very extensively, particularly in recent months, and have found 
that it can cause genetic mutations, and therefore is highly 
suspect of being carcinogenic. f! am qonuiF1ely saes~od. tha:e any 
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I realize that this practice may have been carried out without 
your knowledge. Therefore, I would request that you insist upon 
a full report and that you give instructions to cease this 
~borwoa,l practice immediately. If the practice should be 
continued, it can have a seriously negative impact on our ability 
to maintain normal diplomatic relations with the Soviet Union. 

DECLASSIFIED 

NLRR fc)l,-11411\ • 1 \ {o(ol 

' BY...i;;:;ii:...,_ NARA DATE LI I u 111 r , 


	Withdrawal ID #11641
	Withdrawal ID #11642
	Withdrawal ID #11643
	Withdrawal ID #11644
	Withdrawal ID #11645
	Withdrawal ID #11646
	Withdrawal ID #11647
	Withdrawal ID #11648
	Withdrawal ID #11649



