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WITHDRAWAL SHEET
Ronald Reagan Library

Collection Name EXECUTIVE SECRETARIAT, NSC: CABLE FILE Withdrawer
‘ SIW  7/12/2017
File Folder TERRORIST FILE 12/27/84-12/31/84 FOIA
F03-012/3
Box Number 190 SKINNER
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ID Doc Type Document Description No of Doc Date Restrictions
Pages
205348 CABLE 270134Z DEC 84 2 12/27/1984 Bl

D 7/12/2017  NLR-767-190-4-1-5
205350 CABLE 273011Z DEC 84 2 12/27/1984 Bl
D 7/12/2017  NLR-767-190-4-2-4
205352 CABLE BRUSSELS 17124 2 12/28/1984 Bl
P 7/12/2017  NLR-767-190-4-3-3
205353 CABLE LAGOS 15180 5 12/28/1984 Bl
205354 CABLE BEIRUT 10052 4 12/28/1984 BI1
205355 CABLE RIYADH 08353 2 12/28/1984 Bl
205356 CABLE 310156Z DEC 84 3 12/30/1984 Bl
D

7/12/2017

NLR-767-190-4-7-9

Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]
B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]
B-3 Release would violate a Federal statute [(b)(3) of the FOIA]
B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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Freedom of Information Act - [§ U.S.C. §52(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.
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Freedom of Information Act - [5 U.S.C. 552(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]
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C. Closed in accordance with restrictions contained in donor’s deed of gift.
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SITUATION: TERRORIST
SUBJECT CATAGORY: FILE

MESSAGE / ANNOTATION:
MESSAGE:
HCE253
uTs3762
00 RUEHC
DE RUEHBS #7124 3631513
INY CCCCC 22H
0 2815132 DEC 84
“FR AMEMBEASSY BRUSSELS
TO RUEHC/SECSTATE WASHDC IMMEDIATE RB865
INFO RUFHFT/AMCONSUL FRANKFURT IMMEDIATE 6279
BT
CoOnNF I'D E W F3—AL

LIMITED OFFICIAL USE BRUSSELS 17124
TERREP
FRANKFURT FOR ADS

EeOe N/A
TAGS: ASEC, PTER
SUBJECT: THREAT ALERT - BELGIUM

REF: STATE 365137

1« RSG”S OFFICE BRUSSELS HAS RECEIVED INFORMATION TNIS
DATE [ ITHAT A POSSIBLE
TERRORIST ATTACK MAY OCCUR AGAINST u.s.. ITALIAN

AND/OR ISRAELI GOVERNMENT FACILITIES OR RESIDENCES
BETWEEN 12/28/84 AnND 1/2/85,.

2a GROUP TARGETING POSSIBLE ATTACK IS SAID TO BE
LEBANESE, BUT NO SPECIFIC ORGANIZATION WAS NAMED.
ADDITIONALLY, MODE OF ATTACK WAS UNKNOWN.

4e US DIPLOMATIC AND MILITARY FACILITIES IN BELGIUM
ALERTED BY RSO“S QFFICE.

5« AFFECTED DIPLOMATIC FACILITIES AND PRINCIPAL
RESIDENCES TO RECEIVE *“SPECIAL ATTENTION®" STATUS BY 60B
SECURITY FORCES DURING PERIOD OF THREAT. THOMAS

8T

SENSITIVE

No Objection to Declassification in Part 2013/12/12 : NLR-767-190-4-3-3
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BATE 04/10/857/100
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25X1

IED IN PART
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SITUATION: TERRORIST
SUBJECT CATAGORY: FILFE
MESSAGE / ANNOTATION:
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SENSITIVE

No Objection to Declassification in Part 2013/12/12 : NLR-767-190-4-3-3
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C. Closed in accordance with restrictions contained in donor’s deed of gift.
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B-2 Release would disclose internal personnel rules and practices of an agency [(b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b)(4) of the FOIA]
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No Objection to Declassification in Part 2010/03/25 : NLR-767-190-4-9-7 0’106664 &5

SENDLILVE

PAGE 1 - 9BG SITUATION LISTING DATE N4/10/85//100

SITUATIONZ TERRORISY
SUBJECT CATAGORY: FILE

MESSAGE / ANNOTATION:
MESSAGE:
HCEB Q2
STuZ 088
PP RUEHC
DE RUFHOL #4977 3661209
INY SSSSS ZI7H
P 3112081 pEC B4
FM AMEMBASSY BONN
TO RUEHC/SECSTATE WASHDC PRIORITY 7983
INFO RUFHFT/AMCONSUL FRANKFURT S107
BT
S$—E—€—R—E T BONN 34977

FRANKFURT FOR ADS

Eele 1235€:z DECL: OADR

TA6S: ASEC

SUBJECT: THREAT AGAINST AMBASSADOR BURNS 25X1
REF: BONN 34707

Te SECRET ~ ENTIRE TEXT.

Ze« ON THE MORNING OF 28 DECEMBER THE EMBASSY
ADMINISTRATIVE COUNSELGR, THE REGIONAL SECURITY OFFICER

SAT IN ON A MEETING HOSTED BY THE PRESIDENT OF THE BONN
POLICE AND ATTENDED BY REPRESENTATIVES OF THE BONN POLICE,
THE OBJETSHUTZIDIENST (OSD, THE OFFICE RESPONSIBLE FOR THE
PROTECTION OF DIPLOMATIC PERSONNEL AND FACILITIES), 6S6-9
(THE GROUP TRAIMNED IN HOSTAGE RESCUE OPERATIONS), AND THE
LAND INTERIOR MINISTRY (A LAND IS ROUGHLY EQUIVALENT TO A
STATE IN THE UeSede THE PURPOSE OF THIS MEETING WAS FOR
THE BKA (A FEDERAL AUTHORITY) (1) TO BRIEF THE OTHER
PARTICIPANTS (ALL LAND AUTHORITIES) CONCERNING THE
ANALYSIS WHICH LED IT TO CONCLUDE THAT AMBASSADOR BURNS IS
A PRIMARY TARGET OF THE RED ARMY FACTION (RAF); (2) TO
INFORM THE LAND AUTHORITIES OF ITS INTEREST IN THE CASE
WHICH IS PRIMARILY TO APPREHEND THE TERRORISTS THAT MIGHT
BE INVOLVED IN SUCH AN ATTEMPT (THE BKA HAS A WARRANT FROM
THE FEDERAL PROSECUTING OFFICE TO CONDUCT AN INVESTIGATION
WHICH PERMITS THEM TO USE SPECIAL INVESTIGATIVE MEASURES);
AND (3) TO WORK OUT LIAISON PROCEDURES BETWEEN THE BKA AND
THE POLICE WHICH WILL PERMIT THE TWO AUTHORITIES TO

SENSITIVE

} “ 3 i H;’n?
s*‘;d&t —
BY_<Ay) NARA DATE _ZZQJW

State Dept. review completed|

No Objection to Declassification in Part 2010/03/25 : NLR-767-190-4-9-7




No Objection to Declassification in Part 2010/03/25 : NLR-767-190-4-9-7 c} k’
AENDIVAVE

PAGE 1 - 981 SITUATION LISTING DATE 04/10785//100

SITUATION: TERRORIST
SUBJECT CATAGORY: FILE

MESSAGE / ANNOTATION:
ACHIEVE THE DUAL OBJECTIVES OF PROTECTING THE AMBASSADOR
AND APPREHENDING THOSE WHO MIGHT BE INTERESTED IN
KIDNAPPING HIM.

3. THE BKA ANALYSIS GOES BRIEFLY AS FOLLOWS. RAF
STRATEGY DCCUMENTS SEJZED BY THE POLICE DURIN6 THE ARREST
OF RAF MEMBERS HAVE INDICATED THAT THE RAF HAS A
THREE-PHASE STRATEGY FOR OBTAINING THE RELEASE OF ITS
MEMBERS IN PRISON. PHASE 1 IS A HUNGER STRIKE BY THOSE
PRESENTLY IN PRISON. THIS HUNGER STRIKE BEGAN ON DECEMBER
4s PHASE 2 INCLUDES LOW LEVEL TERRORIST ACTIVITIES BY
TERRORIST SYMPATHIZERS AND PERIPHERAL GROUPS AGAINST NATO
GOVERNMENTAL AND ECONOMIC INSTITUTIONS THROUGHOUT EUROPE,
EXAMPLES OF THIS MAY INCLUDE RECENT AYTACKS AGAINST THIS ™
TYPE OF TARGET IN WEST GERMANY, BELGIUM, AND SPAIN.

PHASES T AND 2 WERE TO ESCALATE AND EVENTUALLY LEAD UP TO
PHASE 3 WHICH 1S AR HIGH LEVEL TVERRORIST ATTACK BY THE RAF
TERRORIST HARD COREe. CONSIDERING THAT THE ULTIMATE GOAL
OF THE RAF IS TO OBTAIN THE RELEASE OF PRISONERS, THE BKA
HAS CONCLUDED THAT A KIDNAPPING WOULD BEST SERVE THEIR
PURPOSES. THEY FURTHER CONCLUDE THAT AMBASSADOR BURNS
WOULD BE THE PRYME TARGET OF THIS KYDNAPPING BASED UPON
TWO FACTS: (1) THE NAME ™ARTHUR™ APPEARED WITH VARIOUS
SPELLINGS IN THE NOTES CAPTURED IN RAF HIDEOUTS (THE BKA
1S AGSOLUTELY CONVINCED THAT THIS IS A REFERENCE TO
AMBASSADOR ARTHUR BURNS); AND (2) AMBASSADOR BURNS WOULD
MAKE AN IDEAL CHOICE AS A HOSTAGE SINCE HE IS BOTH AN
AMERICAN, WHICH MEANS THE PRESSURE WOULD BE PLACED ON THE
UsSe WHICH IS SEEN AS THE PRIMARY INFLUENCE WITHIN NATO,
AND HE HAS SUFFICIENT STATURE, BEING WELL KNOWN IN GERMANY
AND BELIEVED TO BE A CLOSE CONFIDANT OF PRESIDENT REAGAN.

4 THE POLICE AND EMBASSY OFFICIALS FOUND THE ANALYSIS
PERSUASIVE, THE REGIONAL SECURITY OFFICER HAS DEVELOPED A
SET OF RECOMMENDATIONS FOR FROTECTIVE MEASURES TO BE TAKEN
BY THE POST WHICH WILL BE CONTAINED IN A SEPTEL.

MEANWHILE THE POLICE HAVE STEPPED UP THEIR COVERAGE OF THE
AMBASSADOR., THEY HAVE ADDED A SECOND PROTECTIVE DETAIL SO
THAT THE AKBASSADOR HAS BOTH A LEAD AND FOLLON CAR AND ARE
SENDING OUT AN ADDITIONAL POLICE CAR TO CONDUCT AN
ADVANCEs THEY HAVE ALSO INCREASED PATROLS IN THE VICINITY
OF THE AMBASSADOR”S RESIDENCE, STARTED A PROCEDURE FOR
CHECKING THE LICENSE NUMBERS OF VEHICLES IN THE VICINITY
AND THE IDENTIFICATION DOCUMEKRTS OF SUSPICIOUS PERSONS,
AND CHECKED THE SEWER SYSTEM™ FOR PLANTED EXPLOSIVE DEVICES.

SENSITIVE

No Objection to Declassification in Part 2010/03/25 : NLR-767-190-4-9-7




No Objection to Declassification in Part 2010/03/25 : NLR-767-190-4-9-7 &5
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PAGE 1 - 982 SITUATION LISTING DATE 04&210/857/4100

SITUATION: TERRORIST
SUBJECT CATAGORY: FILE

MESSAGE / ANNOTATION:
Se WHILE THE BKA®S INTEREST IN THE CASE IS PRIMARILY
INVESTIGATIVE ANO DIRECTED TOWARD THE APPREHENSION OF THE
TERRORISTS POSSIBLY INVOLVED 1IN SUCH A PLOT, ALL AT THE
MEETING ACKNOWLEDGED THAT THE PROTECTION OF THE AMBASSADOR
IS PARAMOUNT. THE GERMANS HAVE ASSURED US THAT ALL
MEASURES NECESSARY TO ENSURE HIS SAFETY WILL BE TAKEN.
BURNS

BY
#4977
NNNN

SENSITIVE

No Objection to Declassification in Part 2010/03/25 : NLR-767-190-4-9-7
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