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THE WHITE HOUSE 

WASHINGTON 

March 3, 1986 

NOTE TO JOHN ROBERTS 

FROM: ARNOLD INTRATER 

For your information. Please 
give me a call when you receive 
the attached. 

Thank you. 



EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTkATION 

Washington, D.C. 20503 

February 27, 1986 

MEMORANDUM TO CHRISTOPHER HICKS 

FROM: 

SUBJECT: 

DEPUTY ASSISTANT TO THE PRESIDENT 
FOR MANAGEMENT 

RICHARD HAUSER 
DEPUTY COUNSEL TO THE PRESIDENT 

ARNOLD INTRATER \\~ 
Questionnaire on Polygraph and Pre-publication 

Review Policies 

Congressmen Brooks and Ford have requested that we furnish 
them with information in the form of replies to a questionnaire. 
The survey is an update of last year's survey. 

The data is requested ostensibly to be considered with H.R. 
39, the Federal Polygraph Limitation and Anticensorship Act. 
However, each year that this or a similar questionnaire has been 
issued, the number of questions goes up and the relevance of the 
question goes further afield. In a subsequent letter, GAO 
requested that two additional questions be answered with 
reference to NSDD 196. The draft reply includes answers to those 
questions. 

I have made an effort, on this draft, to come up with a 
consolidated reply for the entire Executive Office of the 
President. USTR had sent forward their reply before I reached 
them (last year it was CEA, which sent its' own reply). However, 
I spoke to the GAO contact and he advised me that they will wait 
for our reply and consolidate the USTR reply into the Executive 
Office of the President reply. 

Some of the answers are not complete - in the main, the 
missing information is for the White House Office. I had made an 
incorrect assumption that the information was available in Jane 
Dannenhauer's office when, in fact, the White House Personnel 
Office is the correct office. I have asked for their help and 
expect to be able to adjust the relevant numbers soon. In the 
meanwhile, I inserted the data that I do have simply so that you 
can get a sense of how the questionnaire will look. 
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I have kept in touch with the GAO office handling replies. 
They are aware that we are still working on our reply. My 
understanding is that some 10 agencies (Treasury among them) have 
yet to reply. When I checked in with the CIA on how they were, 
or if they were, advising agencies on how to handle the questions 
relating to SCI, I was advised that the CIA had not been sent the 
questionnaire. 

I have been unsuccessful in determining whether we ever 
sent out a reply to last year's questionnaire. It appears 
that we did send a reply in 1983. If there is a decision made 
not to answer the questionnaire, I would, nevertheless, recommend 
that we send a reply that at least states that we do not use 
polygraph tests and that answers the questions concerning NSDD 
196. 

I have attached a narrative explanation for the proposed 
answers. The back up data is available in my office. 

Attachments: 1 . 
2. 

3 • 

Questionnaire with proposed replies 
Narrative explanation of proposed replies and 
relevant attachments 
Ed Wilson's memorandum of June 6, 1984 and 
attachments 
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2. 

QUESTIONNAIRE 

REQUEST FOR INFORMATION RELATIVE TO INFORMATION 
AND PERSONNEL SECURITY 

The data is based on input from the various agencies 
involved. I compared their figures with those furnished 
to me by Ray Kogut, the Director of Personnel. I used 
my judgement to make some adjustments where the data 
was not consistent. At least some of the incoming 
information is estimated so the totals will also be 
estimated. The form anticipates that mu~h of the data 
to be furnished will be estimated. 

One issue that needs to be addressed is whether to 
include detailees. According to the data I have 
from last year, NSC reported detailees as well as full 
time and part time employees. The detailees just about 
double the number of employees to be reported. I do 
not have a copy of the report that was finally 
submitted last year but it appears that we were 
prepared to report detailees for NSC but not for the 
other units in the Executive Office of the President. 

If we were to include detailees, the White House Office 
figures would increase by 31 for 1984 and 19 for 1985. 

Note: In addition to detailees, there are 129 (1984) 
and 113 (1985) employees in the category, Other 
Government Agencies, which I do not believe need to be 
reported at all. 

For the Office of Science and Technology Policy, 
including the detailees would result in an increase of 
24 employees for 1984 and 22 for 1985. 

Recommendation: I would include in the total number 
to be reported no detailees other 
than those with NSC. 

This answer is based on the data received and on 
assumption that all of the employees of the White House 
Office and the Office of Policy Development have the 
equivalent of Top Secret Clearances. As I understand 
it, the White House Office does not have a formal 
procedure for granting clearances. Instead, since 
everyone in the White House Office staff receives a 
full field FBI investigation, each employee is deemed 
to have the equivalent of a Top Secret Clearance. This 
results in a very inflated figure since I doubt that 



3. 

4. 

5. 

6. 

7. 

8. 
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more than 20% of those in the White House Office ever 
really have access to classified documents. However, I 
do not see any evidence of our having explained the 
special condition in effect for the White House Office 
in previous reports. 

Recommendation: Include all such employees on the 
list, rather than trying to explain 
the special situation at the White 
House Office. In the unlikely 
event that an issue is made of the 
numbers, we can expiain the 
procedure in effect in the White 
House Office. 

Based on my discussions with NSC and evidence of past 
practice, I believe it is consistent with our previous 
approach to take the position that questions with 
respect to SCI and non-SCI clearances are not to be 
answered. I have drafted a footnote that covers 
question 3 and can be referenced in later questions. 

The data for this reply is penciled in. I have not yet 
identified the totals for the White House Office and 
the Office of Policy Development. 

Again, these totals are incomplete. We need to add the 
White House Office and the Office of Policy Development 
totals. 

The White House Office and the Office of Policy 
Development data should not change the basic reply. We 
could furnish a weighted average response to this 
question, i.e. OMB which has the bulk of the employees 
in the system reported that the average time necessary 
to complete a Top Secret clearance review was 180 days 
in 1984 and 210 in 1985. However, I believe furnishing 
the range is an appropriate reply. 

All the offices reported that there were no security 
clearance denials. Again, I don't have the White House 
Office and the Office of Policy Development data. 

The Executive Office of the President follows the 
standard government guidelines. Investigations are 
updated each five years. Average time to complete 
these investigations falls within the same range of 
time as was reported for initial investigations. 
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10. 

11-12. 

13-19. 

20. 

21. 

22. 

23-25. 

26. 
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Only USTR, OMB and OA reported expenditures for 
investigations. The FBI investigations are not 
reimbursed. The totals do not include, as yet, any 
data from the White House Office or the Office of 
Policy Development. 

This data is incomplete. Needs the addition of 
information from the White House Office and the Office 
of Policy Development. 

Self explanatory 

These questions all relate to use of polygraphs and so 
answers are basically !!£ or not applicable. 

Only two of the Executive Office of the President 
agencies reported a pre-publication review procedure in 
effect, the OSTP and NSC. There are references in the 
file on last years questionnaire to a Fred Fielding 
memorandum on point, but I have not been able to put my 
hands on a copy (John Roberts is searching the White 
House Counsel files). 

Recommendation: Answer is yes to this question, but 
add footnote to the effect that 
this answer applies to only two of 
the Executive Office of the 
President agencies. 

The proposed reply does not answer this question 
directly but I believe it will suffice. 

Rather than using a number, I propose we answer 
question 22 by stating that all the employees in the 
two agencies are covered by the procedures. 

OSTP showed no pre-publication review activity for 1984 
and 1985. All the data for these questions comes from 
NSC. 

This data does not include the White House Office or 
the Office of Policy Development. 



27-30. 

31. 

32. 

33-34. 
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Last years questionnaire asked about unauthorized 
disclosures also, but there were only two questions 
rather than four. It was easier to come up with a 
reply which finessed the need to cite actual numbers. 

Nevertheless, I recommend that we adopt the same 
approach to replying to this year's question. That is, 
state for question 27 that there have been unauthorized 
disclosure and add a footnote that is applicable to 
questions 28 to 30 that reads as follows - "All 
unauthorized disclosures have been forwa,rded to the 
Criminal Division, Department of Justice. This note 
constitutes our reply for questions 27 through 30. 

The proposed reply answers this question generally. 
OSTP had made reference to their 103 page security 
movement which, on the last page, contains guidance on 
media contacts. Ed Wilson had suggested in last year's 
reply that we furnish a copy of a January 10, 1983 
guidance memorandum issued by James Baker. I would not 
recommend that either document be included in the 
reply. (copies of the OSTP document and the Baker 
memorandum are attached} 

Self-explanatory 

By a separate letter, the General Accounting Office 
added two questions which focus on NSDD-196. The 
proposed reply, I think, makes it clear that NSDD-196 
is not self-executing. The reply to these two 
questions appears on the attachment page to the 
questionnaire. NSC suggested that we furnish the 
General Accounting Office a copy of the sanitized NSDD. 
I agree. 



<ongress of tbi'1ntteb 6tates 
l1e'1~~ fttPMf91b1tibt• 

Rld{Jfngtou, ll.~. 20515 

December 5, 1985 

The Honorable Christopher Hicks 
Deputy Assistant to the President for 

Administration 
Office of Adminstration 
The White House 
Washington, D.C. 20500 

Dear Mr. Hicks: 

In April 1984, the General Accounting Office conducted a survey in con­
junction with the Post Office and Civil Service Conmittee's consideration 
of H.R. 4681, the Federal Polygraph Limitation and Anticensorship Act of 
1984. That bill was approved by the conmittee but was not acted upon by the 
full House prior to adjournment of the 98th Congress. Similar legislation 
(H.R. 39) has been introduced in this Congress and again referred to the 
Post Office and Civil Service Committee. 

We have requested the General Accounting Office to update its survey for 
calendar years 1984 and 1985. We would appreciate your response to this 
questionnaire by January 31, 1986. 

Thank you very much for your prompt attention. 

Sincerely yours, 

~ BROOKS, Cha1rman 
C ittee on Government 

Operations 

• 
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Introduction: 

REQUEST FOR INFORMAa'·ION RILATIVB TO 
INFORMATION AND PERSONNEL SECURITY 

Because the information must be obtained quickly, this 
questionnaire has been designed to collect the data. 

Throughout this questionnaire, we are talking about the 
number of people, for that reason, the number of positions should 
!!2! be coverted to full-time equivalents. 

When an estimate is given for any answer, please precede the 
estimated number with the letter •E•. 

Unless otherwise specified, the requested information should 
be as of December 31, 1984, and December 31, 1985. 

Please be specific when indicating whether an answer is 
classified. 

If any information will not be obtainable within the 
specified timeframe, please send that information which is 
available and indicate a date by which we may expect the 
remainder. 

If you have any questions, please call Mr. Jim Reid, FTS 
275-5352 or Mr. Irv Boker, FTS 275-3973. The completed 
questionnaire should be sent to: 

Mr. Irv Boker, Room 4100 
u. s. General Accounting Office 
Washington, o.c. 20548 



. . 

QUESTIONNAIRE 

1. Approximately how many people were employed by your agency as of 
December 31, 1984 and December 31, 1985? (The total should include 
both full- and part-time employees. If the exact number is not 
available, please give your agency's best estimate, and indicate 
such by preceding the number with the letter •E"). 

1984 1985 -
Employees 1,534 

2. As of December 31, 1984 and December 31, 1985, approximately how 
many of your employees and how many employees of your contractors 
were cleared for access to classified information? Please·count the 
individuals based on their highest level of clearance. If the exact 
number is not known,please given your agency's best estimate. 
(Enter the number on each line. If none, enter •o•). 

1984 1985 

Highest Agency Contractor Agency Contractor 
Level of Clearance Employees Employees Employees Employees 

TOP SECRET 955 60 964 68 

SECRET 100 12 91 14 

CONFIDENTIAL 0 0 0 0 

3. How many SCI and non-SCI special access programs did your agency 
have at the close of calendar years 1984 and 1985? How many billets 
were authorized for these programs and how many agency and contrac­
tor employees were granted special access authorizations for them 
for each of those years? (If the exact number is not available, 
please give your agency's best estimate, and indicate such by pre­
ceding the number with the letter •E•). (*See Footnote} 

Programs 

Billets 

Agency employees 

Contractor employees 

1984 
SCI 

1985 
Non-SCI SCI Non-SCI 

* SCI clearances are granted by the CIA. There were no non-SCI 
special access programs reported. 



4. How many personnel security clear~nces, SCI accesses and non-SCI 
special access program (SAP) accesses did you grant to your 
employees and employees of your contractors during calendar years 
1984 and 1985? (If the exact number is not available, please give 
your agency's best estimate and indicate such by preceding the 
number with the letter "E". Do not include clearances granted to 
contractor employees by the Defense Investigative Service.) 

5. How many requests for security clearances and SCI and non-SCI SAP 
accesses were in process (incomplete National Agency Checks, 
Background Investigations, adjudications, etc.) at the end of 
calendar years 1984 and 1985? (If the exact number is not 
available, please give your agency's best estimate, and indicate 
such by preceding the number with the letter "E"). 

Level of Requests 
for Clearances and 
Accessess in Process 1984 1985 

Agenc~ Contractor AgenCI Contractor 

TOP SECRET 3~ 0 ~S' I 

SECRET 3~ 0 :; (J;; .2. 

CONFIDENTI~L 0 a 0 0 

TOTAL 70 0 IQ) 3 

SCI Access s~~ answer to question 3 

Non-SCI SAP Access See answer to question 3 

2 



6. Wllat was the average time (in cal:endar days) required for you or 
another agency to complete the i~'iest,gative work incident to the 
granting of a top secret and secret security clearance and SCI and 
non-SCI SAP access during calendar years 1984 and 1985? (Do not 
include the time involved in the preparation and internal processing 
of the personnel security questionnaire and in the subsequent 
aajuaicative process. Include, if appropriate, the average time 
taken by the Defense Investigative service to process your requests 
for clearances for contractor employees.) The range of time was so 
broad that an average was not deemed informative. 
Level of 19d4 1985 
Clearance Agency~Contractor Agency~Contractor 

TOP SECRET 

SECRET 

SCI Access 

Non-SCI SAP access 

E l:>O fC> £;).JO 

£70-90 E7D·90 

£,;7..00 

7. How many requests for your employees and employees of your contrac­
tors for security clearances and SCI and non-SCI SAP access were 
denied during calendar years 1984 and 1985? How many clearances and 
SCI and non-SCI SAP accesses were revoked for reasons of risk or 
potential risk to national security or administratively because of 
insufficient need. Identify those requests for clearances or 
revocations for contractor employees administered by the Defense 
Investigative Service. (If the exact numoer is not available, 
please give your agency's best estimate, and indicate such by 
preceding the number with the letter "E"). 

Level of Clearance and Access 

lbl-SCI 
A13ency TOJ? Secret Secret Confidential SCI access SAP access Tota 

1984 -
Number of Denials 0 

Revocations-Because of: 
Risk or Potential Risk 0 

Administrative-No Further Need 0 

'lbtal Number of Revocations 0 

1985 -
N\:lli:>er of Denials 0 

:Revocations - Because of: 
Risk or Potential Risk 0 

lllministrative-No Further Need 0 

0 
Total Number of Revocations 

0 

0 

0 

0 

0 

0 

0 

0 

3 

0 

0 

0 

0 

0 

0 

0 

0 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

0 

0 

0 

0 

0 

0 

0 -
0 



.,,., ~. ~ 

~-
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Non-SCI 
:on tractor Top Secret Secret Confidential SCI access SAP access ~ 

1984 -
lu'Rber of Denials N/A N/A 

ievocations-Because of: 
Risk or Potential Risk N/A N/A 

': .Mministrati ve-No Further Need N/A N/A 

btal Nllllber of Revocations N/A N(A =====-

1985 -
lllllber of Denials N/A N/A 

evocatioos - Because of: 
Risk or Potential Risk N/A N/A 

Mministrative-No Further Need N/A N/A 

btal »Jmber of Revocations 
N/A N/A 

8. Please provide copies of your agency's policies and procedures 
governing the periodic reinvestigation of individuals after the 
initial granting of clearances and SCI access. How many completed 
reinvestigations of any type did your agency conduct or have con­
ducted for it during calendar years 1984 and 1985? What was the 
average time required for completion of the reinvestigation? (If 
the exact number is not available, please give your agency's best 
estimate, and indicate such by preceding the number with the letter 
"E"). {See Attached) 

1984 

Number of catpleted 
Reinvestigations: 

Agency 

Contractor 

Average Time Required: 

Agency 

Contractor 

Level of Clearance and Access 

Non-SCI 
Top Secret Secret Confidential SCI access SAP access Total 

7 0 

a 0 

() 

Q 

4 

0 

0 

0 

Q 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 

N/A 



Non-SCI 

1985 
'1'9E> Secret Secret .·· COnfidential SCI access SAP accesa Total 

-
N\J'nber of catpleted 

· Reinvesti9ationsi 

Agency 

Contractor 

Average Time Iequired: 

Agency 

Contractor 

qi a 

0 

0 

Q 

)'.'.·:. .:;. 

0 

0 

0 

a 

N/A 

NIA 

N/A 

N/A 

NLA 

N/A 

N/A 

N/A 

9. Approximately how much did you spend in calendar· years 1984 and 1985 
for security clearance investigations, reinvestigations, special 
investigations, and adjudications, including inhouse costs, reim­
bursements to other federal agencies, and contract costs? Please 
identify specific costs if possible (i.e. adjudicative costs, 
Defense Investigative Service vs. Off ice of Personnel Management, 
etc.). 

Inhouse costs 

Administrative Costs 

Contract Costs 

Total 

Reimbursement to other agencies 
OPM 

Total 

Contracted investigative services 

N/A 

Total 

1984 1985 

13, H<ft.o 

<§,ooo 

t7D.i../ IS 
' 

0 0 

10. How many employees of your agency were authorized to classify 
information (either original or derivative authority} at the top 
secret level and below and at the secret level and below as of 
December 31, 1984, and December 31, 1985? Please count the 
individuals based on their highest level of authority. (If the 
exact number is not known, please given your agency's best estimate, 
and indicate such by preceding the number with the letter •E•). 

5 



level of Information 
Classified 

'lOP SECREl' and below 

SECRET and below 

1984 

Agency 
Classifiers 

1985 - -
Original 
Authority 

17 

Derivative 
Authority 

tO 

Original 
Authority 

I$' 

Derivative 
Authority 

7~ 

11. Does your agency require its classifiers to be certified? Does your 
agency require training for classifiers? If you answer yes, please 
provide the requirements of the certification arid syllabus of the 
training requirements. 

Certification 
of Classifiers 

-----yes 
x no 

Training Required 
for Classifiers 

_____ yes 

x no 

12. Does your agency use classification guides? If you answer yes, how 
many were issued as of December 31, 1984, and December 31, 1985? 

Use of Classification 
Guides 

----yes 

x no 

Number of Classification 
Guides Issued as of 

December 31, 1984 December 31, 1985 

13. Did your agency employ polygraph operators during calendar years 
1984 and 1985? 

1984 1985 

Yes 

No x x 

14. As of December 31, 1984 and December 31, 1985, how many polygraph 
operators were employed by your agency? How many contracts for 
polygraph examL1ations did you have? 

Agency employees 

Number of contracts 

1984 

N/A 

N/A 

1985 

N/A 

N/A 

15. Do you have plans to employ any additional polygraph operators or 
contract out for services? If so, why and how many? 

6 



N/A Agency employees 

N/A Contaetors 
.... -

16. As of December 31, 1984 and December 31, 1985, how many polygraph 
machines, if any, did your agency possess? How many were procured 
during calendar years 1984 and 1985? Do you have plans to procure 
any additional polygraph machines, and if so, how many? 

Number of polygraph machines 
on hand at end of the year 

Number of polygraph machines 
procured during the year 

Plans to procure additional 
polygraph machines 

yes (number of machines ) ----
x no 

1984 1985 

0 Q 

0 0 

17. Approximately how many polygraph tests were conducted of your 
employees or applicants for employment by, or for, your agency? 
Please list by the indicated categories for each of the listed 
calendar years. If they were conducted by another agency or 
contractor, so indicate. Identify how many tests resulted in 
security clearance action (denial, revocation, suspension, other) 
and explain. 

Reasoo for Polygraph Test 

Criminal or specific 
incident investigations 

Corducted by agency 
Conducted by other agencies 

or contractors (list) 

Pre emplc,:fD!nt screenioo 

Conducted by agency 
Conducted by other agencies 

or contractors {list) 

Nllllber of 
Tests 

0 

0 

0 

0 

1984 

7 

Clearance 
Action 

0 

0 

0 

0 

Ntinber of 
Tests 

0 

0 

0 

0 

1985 

Clearance 
Action 

0 

0 

0 

0 



1984 1985 -
lllnt>er of .---:-··· clearance Nunt>er of Clearance 

Pre-access screening Tests Action Tests Action 

Conducted by agency 0 0 0 0 
Conducted by other agencies 

or contractors (list) 0 0 0 0 

Subsequent sereenfm 

Conducted by agency 0 0 0 0 
Conducted by other agencies 

or contractors (list) 0 0 0 0 

Other (explain) 0 0 0 0 

Conducted by agency 0 0 0 0 
Conducted by other agencies 

0 0 0 0 or contractors (list) 

'lbtal (Do not double count) 

Conducted by agency 0 0 0 0 

Conducted by other agencies 
0 0 0 0 or contractors (list) 

'lbtal 
0 0 0 0 

Explanation of Clearance Actions: 

N/A 

18. Under what authority, regulations and rules are your polygraph 
examinations conducted? Please list citations and attach copies. 
Highlight any changes since 1983. Also, indicate any plans to 
revise these governing regulations proposed at this time. Please 
describe the changes and attach copies of these proposals, if 
available. In particular, describe which employees, and indicate 
how many, would be potentially covered under each type of polygraph 
examination (specific incident investigation, screening ·or other 
uses (described) and the projected number of exams to be given in 
each category. N/A 

19. Pleas~ provide the qualifications required of individuals employed 
as polygraph examiners by your agency. N/A 

20. Does your agency require any of your employees to submit to any pre­
publication review procedure (other than to review official 
statements on behalf of the agency)? 

x Yes* 

--- No (Please skip to Question 26) 
* This answer applies only to two of the Executive Office of the 

President agencies. The balagice answered ~ to this question. 



., 

21. Please describe these pre-public·ation review programs. Row long 
have they been used by your agen.ey? .-.Please cite and attach any 
applicable regulations and/or forms used for their implementation 
and indicate the authority for those agency programs~ 

(SEE ATTACHED) 

22. Of the pre-publication review programs implemented through 
agreements and contracts, please indicate how many of your employees 
are covered by your pre-publication review procedures by each 
separateprogram and how many have signed as of December 31, 1985? 

Program(s) 
Number Who 

Signed 

ALL 

Number of Covered 
Employees 

ALL 

23. Approximately how many books, articles, speeches, and other 
materials, by category, were reviewed during your agency's 
pre-publication review process (described in Question 20) for 
calendar years 1984 and 1985? If possible, identify the reason for 
pre-publication revew. If the number is not known, please give your 
agency's best estimate. Please enter the number on each line. (If 
none, enter "O"). 

Reason for Pre-Publication 
Review 

1984 

1985 

Regulation 
SCI Agreenent 
t-bn-SCI SAP Agreements 
Other (please specify) 

Regulation 
SCI l!greenent 
t-bn-SCI SAP Agreements 
Other {please specify) 

Books 

17 

9 

~ of Material 

Other 
(Please 

Articles Speeches Specify) 

9 

10 t tOE 



24. Please estimate the average numbe'r· or.:1torking days that elapse from 
the date of receipt of a request for pre-publication review of each 
type of document below, to the date the requestor is informed of the 
final results. If you have not had experience in reviewing a type 
of document, enter "NA" on the applicable line. (Enter estimated 
average number of working days on each line). 

Estimated Average Working Days 

30 Books 

~o Articles 

3 Speeches 

Other (please specify) 

25. During calendar years 1984 and 1985, approximately how many 
employees were assigned, and working days were used for pre­
publication review as described in Question 20? 

1984 1985 
Estimated number of -
Employees assigned I I 

Estimated number of 
working da;ts used (t?S" ego 

26. How many employees of your agency and employees of your contractors 
signed Standard Form 189 or a similar form during calendar years 
1984 and 1985, which require nondisclosure of classified 
information? (Non-disclosure agreements that contain pre­
publication review provisionSshould be included in question 21. 
Please attach copies of other agreements.) 

SF 189 1984 1985 

Agency employees Ol'i 5" ~IL\ 

Contractor employees l\o 15 

Other Agree~ents with 
Non-disclosure Erovisions 1984 1985 

Agency employees N/8 
I 

Nfa 
Contractor employees tVh1 

I 

. j 

fl tll 
i 

10 



27. During calendar years 1984 and t9.85, did your agency experience any 
unauthorized disclosures of classifiifd information? (Check one). 

1984* 1985* 

Yes 

No (Please skip to Question 31) 

28. For calendar years 1984 and 1985, please indicate the total number 
of unauthorized disclosures, the number of unauthorized disclosures 
made through books, articles, speeches, written or given by 
then-current and former employees, and the number which were not 
reported to the Department of Justice. 

Total number of known unauthorized disclosures 

Number not reported to Department of Justice 

Number made through published writings or 
speeches by: 

a. then-current employees, or 

b. former employees 

1984 1985 - -
Sr:z.e toofnot<i. 

29. Bow many unauthorized disclosures were investigated by your agency 
or referred to another agency for investigation during calendar 
years 1984 and 1985? 

Number of cases investigated by your agency 

Number of cases ref erred to another agency 
for investigation, after your investigation 
was completed. 

Number of cases ref erred to another agency 
for investigation, that your agency did not 
investigate. 

1984 1985 

30. How many employees of your agency and employees of your contractors 
were denied further access to classified information, because of 
their unwillingness to cooperate with the investigation of an 
unauthorized disclosure (because the use of the pol/graph was 
involved or for other reasons), during calendar years 1984 and 
1985? Bow many were subjected to other administrative sanctions? 

* All unauthorized disclosures have been forwarded to the Criminal 
Division, Department of Justice. This note constitutes our reply 
for question 27 through 30. 
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Plnployees denied further access 
to classifed infonnation 

.Agency 

Contractors 

Employees subjected to other 
administrative sanctions 

.Agency 

Contractors 

1984 -
Pol}'9raph 
Involved 

Nf e 
I 

/11 /e 
I 

rvl& 
I 

Other 
Reasons 

Nia 
I 

I 

NIA 
I 

1985 -
Pol}'9raph 
Involved 

Other 
Reasons 

31. Please indicate which of your agency's policies and procedures 
governing contacts between your employees and media representatives 
are for national security reasons. Also, explain or provide 
documentation explaining the method by which your agency assures 
that all employees with security clearances are apprised of these 
policies and procedures. {See Attachment} 

32. Please enter below the name, title, and telephone number of the 
persons to be contacted if clarification or additional information 
is needed: 

Agency: Executive Office of the President 

Name: Arnold Intrater 

Title: General Counsel for the Off ice of Administration 

Location: Room 480, OEOB 

Telephone number : (Area Code) 202 (Number) 456-6226 

If you have any questions, please contact either GAO staff member: 

Mr. Jim Reid, FTS 275-5352 or Mr. Irv Boker, FTS 275-3973 

Thank you for your time. Please return the completed questionnaire to: 

Mr. Jim Reid, Room 4100 
U.S. General Accounting Office 
Washington, D.C. 20548 

12 
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--~ ............. .>. .. - . 



8. 

21. 

31. 

Q-33. 

Q-34. 

Answer 
33-34. 

ATTACHMENT 

The Executive Office of the President follows the 
standard government guidelines. Investigations are 
updated each five years. Average time to complete 
these investigations falls within the same range of 
time as was reported for initial investigations. 

The pre-publication review programs have been in effect 
since at least 1983. For the most part, they are 
required of employees who have SCI clear~nces. 

The Executive Office of the President agencies follow a 
fairly standard procedure for governing contacts 
between their employees and media represenatatives. 
This includes proper coordination with the Office of 
Communication or Press Office as appropriate. The 
agencies also inform their employees of their general 
responsibilities to safeguard classified information 
and not to make that information unavailable either in 
writing or in interviews, speeches, etc. Employees 
with access to classified information are advised to 
conduct their contacts with the media in a manner which 
will minimize the risk of unauthorized disclosure of 
information. 

What has your agency done to adopt the use of polygraph 
examinations as outlined in NSDD 196? Please provide 
copies of any agency policies or procedures that apply. 

If your agency has not yet established policies or 
procedures to implement the polygraph of NSDD 196, how 
is your agency planning to implement it? 

NSDD 196 (Counterintelligence/Counterterrorism 
Implementation Task Force) included a paragraph which 
urged the adoption, in principle, of counter­
intelligence polygraph examinations. The policy was 
adopted. However, to date, no procedures or methods 
for implementation of this decision have been issued. 
A copy of the unclassified portions of NSDD 196 is 
attached for your ready reference. 



EXECUTIVE OFFICE OF THE PRESIDENT 
OFFICE OF ADMINISTRATION 

Washington, O.C. 20503 

June 6, 1984 

MEMORANDUM FOR FRED F. FIELDING 
COUNSEL TO THE PRESIDENT 

FROM: D. EDWARD WILSON, JR:P.f ~' fz. 
GENERAL COUNSEL 

;. 

SUBJECT: Request for Information Relative to Polygraph and 
Pre-Publication Review Policies 

Attached at Tab A is a draft response to Congressmen Jack Brooks' 
and William D. Ford's request for 1983 information concerning 
polygraph examinations and pre-publication review policies. This 
item is forwarded to you at RAH's request for review and guidance 
concerning several questions, as noted in the body of this 
memorandum. 

The Tab A draft combines responses from the Office of Adminis­
tration (OA} , the Office of the Vice President (OVP) , the Office 
of Management and Budget (OMB), the United States Trade Represen­
tative (USTR) , the Office of Science and Technology Policy (OSTP) 
and the National Security Council (NSC). To the best of my 
knowledge, the Office of Policy Development (OPD), the Council on 
Environmental Quality (CEQ) and the White House Office (WHO) were 
not requested to complete this questionnaire. The Council of 
Econ0mic Advisors responded to the questionnaire immediately upon 
receipt and, therefore, is not included in this draft. 

The following numbered paragraphs correspond with those on the 
1983 questionnaire. Where a question on this year's request 
parallels one on the 1982 questionnaire {copy at Tab B), the 
paragraph number is followed by the 1982 question number in 
brackets. 

1. [l] This question asks for the total full and part-time 
employees as of December 31, 1983. The total provided by the 
responding agencies is 1,260. According to the personnel rolls, 
however, these agencies had approximately 980 employees as of 
December 31, 1983. Discussions with responding entities showed a 
haphazard approach to determining the number of employees. NSC, 
for example, has approximately 55 employees. It responded by 
saying that it has 139. The difference is made up of detailees 
and PFIAB and PIOB personnel (some of whom are also detailees). 
OVP overstated its employees by approximately 15, also by in­
cluding detailees. OA's security officer included approximately 
120 contractors in its total, raising OA's number of employees 
from 165 to 288. USTR also included contractors, thereby in­
flating its numbers. 
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The question is whether detailees (to avoid double counting) 
and contractors should be excluded. I suggest the answer is yes, 
but as I discussed with RAH, I think the answer should be checked 
with other responding agencies such as DOD and CIA. If you agree 
that detailees and contractors should not be counted, I will 
collect the correct data.* 

You should note that last year we responded to a similar question 
by stating there are 1,558 employees. Unfortunately, the back-up 
material on which this number is based is not in the OA files. 

2. [2] This question asks approximately how many employees and 
contractors have top secret, secret and confidential clearances. 
The answers shown at Tab A are self-explanatory. Note, however, 
that the figures given for agency employees will change if 
detailees are deleted. In addition, removing the detailees will 
cause this year's figures to differ greatly from those submitted 
last year. {This applies to question 3, infra, as well.) The 
draft answer suggests that there are as many employees holding 
security clearances as there are actual employees on the rolls of 
the responding agencies. 

3. [31 This question requests the number of employees and 
contractors having Sensitive Compartmented Information (SCI) 
access as of December 31, 1983. As with question two, above, the 
answer to the agency employees part of this question will change 
if detailees are removed. 

4. This question asks (a) whether SCI is considered to be a 
special access program and (b) the authority for the answer. 
The responding agencies were divided on this issue, three (OVP, 
OMB & USTR) considering SCI to be a special access program, but 
basing the decision on different authority -- NSDD-84, Executive 
Order 12356, or DCI decision. The rest of the responding agen­
cies (NSC, OA, OSTP) said no, citing no authority. Discussion~ 
with Paul Thompson, Brenda Reeger (Director, Information Policy, 
NSC) Arnold E. Donahue (Chief, Intelligence Branch, OMB) and Al 
Brown (Security Officer, OA) illustrated that this is a defini­
tional problem. CIA documents alternately define SCI as a 
special access program and as a type of security clearance abov0 
top secret. I recommend that the CIA be contacted since it 
defines SCI. See DCI Directive No. 1/14 at 1 (Sept. 1, 1983). 

* "The Government are [sic] very keen on amassing statist:··~. 
They collect them, add them, raise them to the nth power 

But you must never forget that every one of these 
figures comes in the first instance from the village 
watchman, who just puts down what he damn pleases.'' Sir 
Josiah Stamp, Inland Revenue Department (England) 1896-19! j. 
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5. This question asks whether we have "special access" programs 
for access to information as authorized under section 4.2(a) of 
E.O. 12356. The answer here should be no; while various EOP 
entities participate in special access programs, none were 
originated by an EOP agency. 

6. This is a multi-part question asking (a) how many SCI and 
non-SCI special access programs EOP had at the close of calendar 
years 1979 - 1983; (b) the authority for each; (c) the number of 
billets authorized for these programs; and (d) the number of 
agency and contractor employees who were granted, special access 
authorization for these programs for each of those years. 
Suggested answers to each of these questions are discussed below. 

(a) Since (I am informed} no EOP agency has created a 
special access program, the answer to this question should 
be zero. 

(b) The authority for these programs is Executive Order 
12356. 

(c) Since the question asks how many billets were au­
thorized for "these programs," the answer should be zero. 
It should be recognized, however, that many EOP employees 
have been "read into" SCI and non-SCI special access 
programs during calendar years 1979 - 1983. 

(d) Based on the wording of the question, we can answer 
none. The question asks for the number of agency and 
contractor employees granted special access authorizations 
"for them'' (meaning the programs). Since EOP had no such 
programs, no employees could be granted access. If it is 
appropriate to answer this question with other than zero, 
the number of agency and contractor employees having SCI 
clearance could be entered into the appropriate place. 

This approach would not be accurate, however, as no records 
are kept on the number of EOP employees cleared for SCI and 
non-SCI special access programs. To obtain such informa­
tion, it appears we would have to contact each agency having 
special access programs and ask for a listing of EOP employ­
ees "read into" the programs. The agencies to be contacted 
would include DOD, the Service departments, NSA, DOE, FEMA 
and CIA. 

The agencies participating in this joint response, except for 
OSTP and NSC, answered all of question 6 with "none." NSC 
entered a number equalling the number of agency employees having 
SCI clearance. OSTP's numbers are suspect as Barbara Doering, 
who prepared the OSTP report, states she misunderstood the 
question. 
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7-13. [5-7] The answers to these questions, all of which relate 
to polygraph testing, is either zero or N/A. 

14. This question asks whether employees are required to submit 
"to any pre-publication review procedure (other than to review 
official statement$ on behalf of the agency)." I suggest that 
the answer to this question is no and that the following state­
ment be added to explain that answer: "Any statement by an EOP 
employee which could be construed, by virtue of his or her 
position, to reflect Administration policy, must be submitted for 
pre-publication review." 

15-19. [8-10] Since the answer to question 14 is no, the ques­
tionnaire directs respondents to skip to question 20. Note that 
we responded by giving numbers to similar questions on the 1982 
form. Last year, however, we were not given the benefit of 
question 14, so answers had to be provided. 

20. [11] This question requests a description of the implemen­
tation of paragraphs la (concerning non-disclosure agreements), 
ld (policies to govern contacts between media representatives and 
agency personnel} and 2 (internal procedures to govern the 
reporting and investigation of unauthorized disclosures of 
classified information) of NSDD-84 {copy attached at Tab C) . The 
answer to implementation of paragraph la is to refer to and 
attach a copy of SF 189, which each employee cleared since 
NSDD-84 was promulgated must sign before being given access to 
classified information. The response to paragraph ld might be to 
attach JAB 1 III's January 10, 1983 memorandum on guidelines for 
press coordination (copy attached at Tab D) as those governing 
the EOP. Response to the final inquiry, internal procedures to 
govern reporting and investigation of unauthorized disclosures of 
classified information, is left for your guidance. As Peter 
Rusthoven reminded me on March 5, 1984, OA is to do nothing in 
this area; any regulations will be issued by JAB, III's office. 
(OSTP, however, has promulgated its own procedures.) 

21. [12] This questions asks whether any unauthorized disclo­
sures of classified information were experienced during 1983. 
The answer to this inquiry is yes. 

2 2. [ 13] This is a follow-up to question 21 and requests an 
indication of the total number of unauthorized disclosures, th•· 
form in which those disclosures were made and the number of such 
disclosures "which were not reported to the Department of Jus­
tice." I recommend that we adopt the answer to question 13 fror. 
last year's form {Tab Bat 5), put an "X" ~ext to the line aski~q 
for the number of known unauthorized disclosures and include a 
statement that "all known unauthorized disclosures have been 
forwarded to the Criminal Division, Department of Justice." 
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I would appreciate your providing me with your comments on this 
draft at your earliest convenience. If the person on your staff 
reviewing this matter would like any back-up material, please let 
me know. 

cc: John F. W. Rogers (w/o attachments) 



REQUEST FOR INFORMATION RELhTIVE TO 

POLYGRAPr AND PRE-PUBL:CATlON RE\'IE\..' POLICIES 

Introduction: 

In order to evaluate the potential impact of polygraph and pre-publication review 
. policies, certain information is being requested from agencies. 

Because the infonnation must be obtained quickly, this questionnaire has been 
designed to collect the data. 

Throughout this questionnaire, we are talking about the number of people, for 
that reason, the number of positions should not be converted to full-time equivalents. 

When an estimate is given for any answer, please precede the estimated number 
with the letter "E. 11 

Unless otherwise specified, the requested infonnation should be as of December 31 
, 983. 

Please be specific when indicating whether an answer is classified. 

If any information will not be obtainable within the specified timeframe, please 
send tnat information wh1ch is ava11a51e ana 1nd1cate a date by which we may expect 
the remainder. 

, 

If you have any questions, please call Mr. Jim Reid, FTS 275-5352 or Mr. Irv Boker, 
FTS 275-3973. The completed questionnaire should be sent to: 

Mr. Irv Boker, Room 4100 
U. S. General Accounting Office 
~ashington, D.C. 20548 



OUE STI ONNAl RE 

1. Approximately how many people were employed by your agency as of December 31, 1983? 
(Tne total should include both full- and p~rt-tirne employees. If the exact number 
is not available, please give your agency'·s best estimate, and indicate such by 
precedfog the number with the letter "E 11

). 

E / 2. &, 0 Emp 1 oyees 

2. On Decem~er 31, 1983, approximately how many of your people and how many employees 
of your contractors had access to classified information? Please count the indivi­
duals based on the~r highest level of clearance. If the exact number is not known, 
please give your agency 1 s best estimate. (Enter the number on each line. lf none, 
enter 11 0 11

). 

Highest Agency Contractor 
Level of Clearance Employees Erne 1 OJ:ees 

TOP SECRET <;- G f 3 Co 

SECRET '-11.0 1 

CONFIDENTIAL 
~ o- - 0-

3. On December 31, 1983, approximately how many employees of your agency and its con­
tractors had sensitive compartmented information (SCI) access? If the exact number 
is not known, g~ve your agency's best estimate. (Enter the number on each line. 
lf none, enter "O"). 

------Agency employees with SCI access 

------Contractor Employees with SCI access 

4. Do you consider SCI to be a special access program? Please cite the authority. 

5. Does your agency have "special access" programs for access to information as autho­
rized under Sec. 4.2(a) of Executive Order 12356, or any other similar access programs 
under other authority? 

Yes ------
1
\1 
i\ ho ------

6. How many SCI and non-SCI special access programs did your agency have at the close 
of calendar years 1979-1983, and what was the authority for them? How many bi11e:s 
were authorized for tnese programs and how many agency and contractor employees were 
granted special cccess authorizat~ons for them for each of those years? (If :ne 
exact nufllber is not available, ple~se g~ve your agency 1 s best estimate, ana ~nc~­
cate such b_v preceding the m1fi1ber with the 1 etter "E 11

). 

si.~--''' 



1983 1982 1981 
SCI Non-SCI SCI Non-SCI SCI 

D ~ 0 0 
,,,., 

>rograrns 0 u 

~i11ets 
a (.; . ,,.-, 

' (_ v v 

ta;·gency emp 1 oyees r· c / 
~ 

,_ 

Contractor employees Q 

1980 1979 
SCI Non-SCI SCI Non-SCI 

Programs 0 () c C2 
Billets -· '~· 

/ 

Agency employees 
'?"',,, 

"' Contractor employees 

Aut ho rit i es 
EO 12356 1 ------Others (please specify) 

7. O~d your agency employ polygraph operators during calendar year 1983? 

Yes -----
No 

8. As of December 31, 1983, how many polygraph operators were employed by your 
agency? How many contracts for polygraph examinations did you have? 

-Q - Agency .ernp 1 oyee s 

-G - Contractors 

Non-SCI 
f: 
'---' 

l 

9. Do you have plans to employ any addHiona1 polygraph operators or contract out for 
services? If so, why and how many? 

-( · Aaencv e:11:>lovees 
... "" . "" 

-0· Contractors 
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lC. /l.s of.December 31, 1983, how many polygraph mncnines 1 if any, did your agency 
possess? QHow many were procured during calendar year 1983?0 Do you have pl ans to 
procure any additional polygraph machines, and if so,' hov.· many? 0 

11. Approximately how many polygraph exams were conducted of your employees or appli­
cants for employment by, or for, your ag~ncy? Please list by the indicated cate­
gories for each of the listed calendar years. If they were conducted by another 
agency or contractor, so indicate. ;t./g-yv_ 

Criminal or 
Specific incident 
investigations 

Conducted by agency 
Conducted by other agencies 
or contractors (list) 

Pre-employment screening 

Conducted by agency 
Conducted by other agencies 
or contractors (list) 

Pre-access screening 

Conducted by agency 
Conducted by other agencies 
or contractors (list) 

Subsequent screening 

Conducted by agency 
Conducted by other agencies 
or contractors (list) 

Other (explain) 

Conducted by agency 
Conducted by other agencies 
or contractors (list) 

iotai (Do not double count) 

1983 1982 1981 1980 1979 

12. Under what authority, regulations and rules are your polygraph examinations 
cor,cucted? Please list citations and attach copies where applicable. Also, 
inc·icat~ any plans to revise these governing regulations proposed at this tk.£-. 
Please des:ribe the ch2nges and attach copies of thes~ proposals, if avail2~~e. 
Jn ~·articular, describe .,.,·hich employees, and indicate ho,: many, would be pc·:.::-r­
ti211y covered under eac~ type of polygraph examination (specific inciden: 
investigation, screening or other uses (described) and the projected number c~ 
exams to be given in each category. 
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13. i:-1ease·briefly describe the qualificat1or:s required of individuals employed 
as polygraph operato;s by your agency. The attachment of a job descr~ption 
which contains this information will be sufficient. If there is no change from 
last year's questionnaire answer, s~mply so indicate • 

. · 

14. Does your agency require its employees to subm~t to any pre-publication review 
procedure (other than to rev1ew official statements on behalf oJ the agency)? 

Yes ----
X No {Please skip to .Question 20) 

' 15. Please describe these pre-publication review procedures. How long have they been 
used by your agency? Cite and attach.any applicable regulations and/or forms used 
for their implementation and indicate the authority for those agency programs. 

16. Please .. describe which, and fodicate how many, of your employees are covered by your 
pre-publication review procedures by each separate program. 

17. Approximately how many books, articles, speeches, and other materials, by category, 
v>ere reviewed during your agency's pre-publication review process (described in 
Question 14) for each calendar year of its operation. If used prior to calendar 
year 1979, please indicate date this operation began. If the number is not known, 
please give your agency's best estimate. Please enter the number on each line. 
( 1 f none, enter "O 11

). 

1983 1982 1981 1980 1979 

Books 

Articles 

Speeches 

Other (please specify) 

18. Please estimate the average number of working days that elapse from the date of 
rece~pt of a request for pre-publication review of each type of document belo~. 
to the date the requester is ~nfcrmed of the fine: results. If you have not had 
experience in rev~el'dng a ty~e of document, enter "Nt.," on the applicable line. 
(En:er estimated ave~age nu~~er cf work~ng days or each line). If your answer 
has nc: changed s~nce 1tst y~a~'~ questionnaire, sim~ly so indicate. 
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Estimated Average Working Days 

Books 

Articles-· -----
Speeches -----
Other (please specify) -----

19. During calendar year 1983, approximately how many employees were assigned, and 
working days were used for pre-publication review as described in Question 14? 
(If none, enter "0"). 

Estimated number of 
employees assigned 

Estimated number of 
working days used 

20. Please describe your agency's implementation of paragraphs la., 1d., and 2 of 
the President 1 s National Security Decision Directive 84. Attach any regulations 
and forms used and indicate the number of employees affected. 

21. During the 1983 calendar year, did your agency experience any unauthorized dis­
closures of classified information? (Check one). 

X Yes 

No (Please skip to Question 23) -----
22 .. During the 1983 calendar year, please indicate the total number of unauthorized 

disclosures, the number of unauthorized disclosures made through books, articles, 
speeches, written or given by then-current and former employees, and the number 
which were not reported to the Department of Justice. 

Total number of known unauthorized disclosures -----
Numbe-r not reported to Deparbnent of Justice -----
Number made through published writings or speeches by: 

a. then-current employees, or -----
b. former em~loyees -----

::;;r_._ 11' L •1vL1 h' 1· r-, 1' 

-5-



z3. Please enter belo~ the name, title, and telephone number of the person to be 
contacted 1f clarification or additional informa:ion is neeaea: 

Telephone number: {Area Code) 
~~~~~ 

(Number) 
~~~~~~ 

If you have any questions, please contact either GAO staff member: 

Mr. Jim Reid, FTS 275-5352 or Mr. Irv Boker, FTS 275-3973 

Thank you for your time. Please return the completed quest~onnaire to: 

Mr. Irv Boker, Room 4100 
U. S. General Accounting Office 
Washington, O.C. 20548 
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Appco:dma tely ho~,, many paople i;.;ere employed by your agency as of Dec~ber 3i. igaz? 
(The total should include both full- and part-tim~ employees. If the exact 
numbar is not available, please give your agency's best estic.ate7 and indicate 
such by preceding the nu:ober 'With the letter "En.) 

1,558 Employees ------

2_ On u~c2::ilber 31~ 1982, appro:<ioately how crany of your people, and how n.any e~?loy~es 
of your curceat cont~actors had access to your ageucy's classified icfor.n.ation? 

. Pleasa count the individuals based on their highest level of classification. r= the 
exact numbar is not ko.olJ!1 7 please give your agency's best estimate. (Enter the 
nt!..ilb~r in each box. If none., enter non.) 

Highest . 
Classification 

Leval 

TO? SECRET 

SECRET 

CONFIDENTL.\L 

Agency 
Employees 

. / 921 I 

.;._/ _3 _9 5 _ __;/ 

~---/ 

I 

Contractor 
Employees 

22 I 

-'-'---"'-0---=/ 

I ,,, . o I 

*Clearances-to the Confidential level are not granted, however, all 
perso.nnel with Top Secret and Secre~L.. 1 

f d access a so have access to 
con i ential information. 

3. On December 31 7 1982, appro:tlmately how Clany of your e::!lployees and.· em?loyees af: 
your ccntrac.tors had Sansitive ,Compartmented Info ma tion (SCI) access? 1£ th.~ 
exact number is not known, give your agency's best estimate. (Enter th~ r:.c:::.be::­
on each line. If nona 7 enter ''011

.) 

224 Employees have SCI access 
Consultants 

22 CYon'ti2il{Z:Ctr ~~have SCI c.ccess ---
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4. Approximately how many of your employees have original and derivative classifica­
tion authority at each of the following classification levels? Count the employees 
based on their highest level of classification authority. If the exact number is 
not knolol'Q, give your agency's best estimate. (Enter th~ n~~b~r in each box. 
If nont!, enter "O''.) 

Highest 
Classification 

Level 

TOF SECRET 

SECRET 

CONFIDENTL\L 

*No specific "authority" is required to assign a derivative classification: 

5. Does your agency employ polygraph operators, or did it contract out for polygra~h 
operato~s during calendar year 1982? (Check one.) 

Yes -- continue 

__ __.... __ _ No -- please go to Question 8. 

6. As of December 31, 1982, approximately ho;.;r many polygraph operators were eraployed 
by your agency? If ,the exact number is not known, please give your agency's best 
estimate. How many contract polygraphers did your agency employee during cale~2a= 
year 1982? 

------ Agency e~ployees 

------ Contract personnel 



7. Please briefly describe the qualifications required of individuals employed as 
polygraph operators by your agency. The attachment of a job description ~hich 
contains this information will be sufficient. 

8. During calendar year 1982? approximately how many books, articles, speeches, 
and other materials were reviewed during your agency's preclearance process, 
if any? If the number is not known, please give your agency's best estimate. 
Please enter the number on each line. If none, enter "O" .) 

14 Books 

E 13 Articles ..c::;;,._...:::oc;:._ __ 

E 14 O Speecl1es 
-=--=...::~--

0 Other (please specify) 

9. Please estimate the average number of working days that elapse from the date of 
receipt of a request for preclearance of each type of document below, to the 
date the requester is informed of the final results. If you have not had 
experience in reviewing a type of doc1.!lncnt, enter "NA" on the applicable line. 
(Enter estimated average number of working days on each line.) 

Estimated. Average Wo.rking Days 

E 30 Books 

E 15 A:.:-ticles 

E 2 S?eeches 

Other (please specify) 



.. ). Duriaa calendar year 1982. appr~<imately ho~ many employaes vere assi6ned. and 
1 i~a da1s t.1ere used for each of the follouing tasks? (Plac.e the nu=ibe-::s in 

wo r:.c. "' b "O" • ) ~he app~opriate oxes. If none, enter 

Es ti..11a ted 
Number of 
Employees 
Assigned 

Estbated Nuai~er 
of Wo:-king 
Days li:>ed 

?ceclearance review of books, speeches, 
~~rticle.s and other materials _/_....,E_·_.3..___/ IE J 71 I 

tti.?vial.Jing Freedom of Information Act 
r~ql.!ests 

~!andatory reviev for declassification 
requests under E...~ecutive Order 12356 
(August. 1, 1982) 

18?<; __} I . 884 I 

_/-=E;._..;:_4 _ ........ / 

11. Please briefly describe your agency's plans to implement the nondisclosure 
agre2~ant (paragraphs l.a. and l.b.), the preclearauce for publication 
(paragraph l.b.), and the contacts beD~een media representatives aud age~cy 
personnel (paragraph l.d.) require~ents. If you have not yet foroulated these 
plans, pleasa indicate a date by ~hich we may e"ll'Tlect a repl~ to this q t. ~-r . J ues :!.On, 
~hich should at that time be for;.;arded unde~ separate caver. 

As provided in the National Security Decision Directive of March 11, 1983, the 
Director, Information Security oversight Office ("ISOO") is developing standardized 
forms dealing with nondisclosure agreements and, for _f:'ersons with authorized access 
to Sensitive Cbrrpartn:ented Information ("SCI"), pre-publication review to assure 
deletion of SCI. Guidelines for contacts between agency personnel and rredia 
representatives ~re promulgated for the Executive Off ice of the President on 
March 12, 1983. Implementation guidelines for other aspects of the Directive 
for the Executive Office of the President are. exp::cted to be promulgated when 
the standardized forms being ·developed by ISOO, described above, are finalized. 

12. During the five-year period ending December 31, 1982, did your agency exparie~ce 
any unauthorized disclosures of classified info:::matian? (Check one.) 

X Yes -- continua 

~~~~~- No -- please go to Question 14 

Source of agency unauthorized disclosures is unknovm. 



For the five-year period ending December 31, 1982, please indicate the total 
number of unauthorized disclosures, the n1.!IIlber of unauthorized disclosures 
made through books, articles, speeches written or given by then-current or 
former employees, and the number which were not reported to the Deparn:tent of 
Justice. 

x Number of known unauthorized disclosures 
All known 1.inauthorized disclosures have been forwarded. to the Criminal Division 
------ Number not reported to Departfuent of Justice De~brent of Justi~e. 

------ Number made through •..rritings or speeches by 
then-current or for:ier employees 

4. Please enter below the name, title, and telephone number of the person to be 
contacted if clarification or additional information is needed. 

Agency: Executive Office of the President 

Narae: Anne D. Neal 

Title: General Counsel, Office of Administration 

Location: Old Executive Office Building, Room 423 

Telephone 
202 Number: (Area Code) 

If you have any questions, please contact either GAO staff member: 

Mr. Irving Boker on 275-4407 or Mr. James Reid on 275-4430 

Tnan.~ you for your time. Please return the completed questionnaire to: 

Legislation and National Security Subcommittee 
Corami ttee on Governn:ent Operations 
B-373 Rayburn House Office Building 

Washington, D.C. 20515 
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March 11, 1983 

Safeguarding National Securitv Information 

As stated in Executive Order 12356, only that information whose 
disclosure would harm the national security interests of the 
United States may be classified. Every effort should be made to 
declassify information that no longer requires protection in the 
interest of national security. 

At the same time, however, safeguarding against unlawful disclosures 
of properly classified information is a matter of grave concern 
and high priority for this Administration. In addition to the 
requirements set forth in Executive Order 12356, and based on the 
recommendations contained in the interdepartmental report 
forwarded by the Attorney General, I direct the following: 

l. Each agency of the Executive Branch that originates 
or handles classified information shall adopt internal procedures 
to safeguard against iinlawful disclosures of classified 
information. Sue~ procedures shall at a minimum provide as 
follows: · 

a. All persons with authorized access to clas·sified 
information shall be required to sign a nondisclosure 
agreement as a condition of access. This requirement may 
be implemented prospectively by agencies for which the 
administrative burden of compliance would otherwise be 
excessive. 

b. All persons with authorized access to Sensitive 
Compartmented Information (SCI) shall be required to sign 
a nondisclosure agreement as a condition of access to sc: 
and other classi.fied information. All such agreements 
must include a provision for prepublication review to 
assure deletion of SCI and other classified information. 

c. All agreements required in paragraphs l.a. and 
l.b. must be in a form determined by the Department of 
Justice to be enforceable in a civil action brought by 
the United States. The Director, Information Security 
Oversight Office (!SOO), shall develop standardized 
forms that satisfy these requirements. 

d. Appropriate policies shall be adopted to gcver~ 
contacts between media representatives and agency person~e:, 
so as to reduce the opportunity for negligent or delibe=~~e 
disclosures of classified information. All persons with 
authorized access to classified information shall be 
clearly apprised of the agency's policies in this regard. 

Full Text of 
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·2. Each agency of the Executive branch that originates or 
handles classified information shall adopt internal procedures to 
govern the reporting and investigation of unauthorized disclosures of 
such information. Such procedures shall at a minimum provide that: 

-=-- ----. -
-- - · a. All such disciosures ~ tha-t. -tnef· agency_cons1ders· to·----

be seriously damaging to its mission and responsibilities 
shall be evaluated to ascertain the nature of the information 
disclosed and the extent to which it had been disseminated. 

b. The agency shall conduct a preliminary internal 
investigation prior to or concurrently with seeking 
investigative assistance from other agencies. 

c. The agency shall maintain records of disclosures 
so evaluated and investigated. 

d. Agencies in the possession of classified information 
originating with another agency shall cooperate with the 
originating agency by conducting internal inveitigations of 
the unauthorized disclosure of such information. 

e. Persons determined by the agency to have knowingly 
made such disclosures or to have refused cooperation with 
investigations of such unauthorized disclosures will be denied 
further access to classified ~nformation and subjected to 
other administrative sanctions as appropriate. 

3. Unauthorized disclosures of classified information shall 
be reported to the Department ·of Justice and the Information 
Security Oversight Office, as required by statute and Executive 
orders. The Department of Justice shall continue to review 
reported unauthorized disclosures of classified information to 
determine whether FBI investigation is warranted. Interested 
departments and agencies shall be consulted in developing criteria 
for evaluating such matters and in determining which cases should 
receive investigative priority. The FBI is authorized to 
investigate such matters as constitute potential violations of 
federal criminal law, even though administrative sanctions may be 
sought instead of criminal prosecution. 

4. Nothing in this directive is intended to modify or 
preclude interagency agreements between FBI and other criminal 
investigative agencies regarding their responsibility for 
conducting investigations within their own agencies or depart~en~s-

5. The Office of Personnel Management and all departmen~s 
and agencies with employees having access to classified infor~a~~:n 
are directed to revise existing regulations :and policies, as 
necessary, so that employees may be required to submit to poly;~ :~h 
examinations 1 wheh appropriate, in the course of investigaticns of 
unauthorized disclosures of classified information. As a min~--~~, 
such regulations shall permit an agency to decide that appropridte 
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adverse consequences will follow an employee's refusal to cooperate 
with a polygraph examination that is limited_in scope to the 
circumstances of the unauthorized disclosure under investigation~-­
Agency regulations may provide that only the head of the agency, 
or his del~g~t~J is empowered··to--0rder- an-employee .. -to-subrnit-to_a ___ _ 
polygraph--examination. Results of polygraph examinations should--·-
not be relied upon to the exclusion of other information obtained 
during investigations. 

6. The Attorney General, in consultation with the Director, 
Office of Personnel Management, is requested to establish an 
interdepartmental group to study the federal personnel.security 
program and recommend appropriate revisions in existing Executive 
orders, regulations, and guidelines. 



January 10, 1983 

Guidelines for Press Coordination 

1. The press office should remain the first stop for White 
House reporters seeking information about the President's 
policies and views. 

2. In order to maintain an open Presidency, it is essential 
that members of the senior staff also be willing to meet 
with reporters on a frequent basis. 

3. As the need arises, the communications department will 
designate key members of the staff who will be available 
to the press to answer questions on a specific subject. 
These "designated hitters" will be expected to take 
either telephone calls or be personally available to 
members of the press. 

4. Requests for interviews or comments from members of the 
staff who have not been already designated to answer 
questions should first be referred to the communications 
department. After receiving a clearance or recommenda­
tion from the communications department, the staff member 
will be expected to make his or her own arrangements for 
the press interview. This procedure extends to the 
entire staff practices that are already followed in 
several departments of the White House. 

5. Other departments that are part of the Executive Office 
of the President but are not formally part of the White 
House (e.g., NSC, OMB, CEA, Office of the Science 
Adviser) shall adopt parallel guidelines in coordination 
with the White House communications department. 

6. The communications department will seek to ensure key 
members of the staff are sufficiently available to the 
press, especially on major news stories, to provide an 
open and full flow of information to the press. 

7. As in the past, no member of the White House staff and 
related organizations shall accept a major television 
interview or large-scale press luncheon and breakfast 
without prior coordination with the communications 
department. In addition, it is recommended that all 
major interviews with groups of reporters inside the 
complex be held with a White House stenographer present. 
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a. 

9. 

10. 

2 

on-the-record interviews should be recognized as the best 
way to conduct most interviews with the press. 

The guidelines outlined here will apply whether the 
President is in Washington or out of town. They will not 
apply to strictly social engagements with members of the 
press. 

In keeping with the traditions of this Presidency, these 
guidelines should be carried out in a way that maintains 
an atmosphere of openness, professionalism and civility 
in relations with the White House press corps. 
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U~:ITEC STATES G::•:£RAL A_CCOUNTH:G OF'FICE 

., ... --
t.IA TIONAt SlC:L:l<ITY ANO 

lt.ITCRNATIO,.AL /;.l fAIF.l. OIVISIC,N 

'Ihe Honorable w. Glenn campbell 
Ciairman 
President's Intelligence o.rersight Board 
Old Executive Off ice Building 
washington, D.C. 20500 

D;ar Mr. Olairman: 

en D;cember s, 1985, Jack Brooks, Olairman, B:>use Comnittee on G:>vernment 
~rations and William o. Fbrd, Ciairman, lbuse Conmi.ttee on R:>st Office and 
Civil service, sent yo.J a questionnaire requesting information relative to 
personnel and information security. Shortly thereafter, the Mninistration 
announced the issuance of National security Decision Directive (NSID) 196, 
dated N::>vember 1, 1985. Paragraftl 2, page 1 of the Directive states 

"'lhe NSPG [National Security Planning Group] ~lso recxxrmeOOed 
that the US Goverrment adopt, in principle, the use of aperiodic, 
non-life style, CI-type [counterintelligence] polygraph examinations for 
all individuals with access to US G:>verrment sensitive <:anpartment(ed] 
Information (SCI), O:>mnunications Security Information (~EC) and other 
special access program classified information. I have decided this 
policy should be established. (U)" 

'lhe Olainnen have requested the General Accounting Off ice to notify the 
questionnaire recipients that the Directive should be specifically addressed 
when answering questions 15, 16, and 18 in the December S, 1985, 
questionnaire. 'lhese questions relate to current and planned use of the 
polygraph: Also, the Ciairmen want the following t~ questions added to the 
D;cercber 5, 1985, questionnaire: 

33. What has yoor agency done to adopt the use of polygraftl examinations 
as outlined in NSDD 196? Please provide copies of any agency policies 
or procedures that awly. 

34. If your agency has not yet established policies or procedures to 
implement the p::>lygraph paragraph of NSDD 196, how is your agency 
planning to implement it? 

If you have any questions, plE:ase call Jim Ieid, FTS 275-5352 or 
Irv Poker, Fl'S 275-3973. 

Sincerely yours, 

Fr ar1k C • Conahan 
Dir~cto!" 
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Sam? 

Office of the Preaa Secretar; 

NEWS COtn'Ell£NC.E 
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1'HE PRESIDENT 

January 7, 1986 

The Ea•t Room 

Extract from Pages 6-7 Regarding 
Lie Detector Tests 

Q Mr. President, you signed a directive which would 
require a great number of government employees to take lie detector 
tests for security purposes. But when Secretary Shultz publicly 
complained, you changed your mind and cut back on that directive. 
And one of your aides said to reporters that you really hadn't 
understood what was in it when you signed it. My question is, did 
you understand it when you signed it originally, and if so, why did 
you change your mind? 

THE PRESIDENT: If there was an aide that said anything 
of that kind, he wasn't an aide. (Laughter.) 

Q He won't be tomorrow. 

THE PR.ESID~NT: . No. No, when Secretary Shultz came back, 
he had been accosted by the press in Europe and they were leading to 
believe that I had okayed virtually carte blanche the two and a half 
million federal employees subject to lie detector tests and they 
would be tested based on their personalities 
or their own personal lives and so forth. None of this was true. 
And the docuaent j signed was not changed nor did I change my mind. 
I was aDle when the Secretary and I had a chance to talk when he came 
back to point out that what I had signed was a directive that was 
creating an investigative policy that we were -- I did not create it 
-- in that I asked for and was proposing that we come together on a 
policy for heading off espionage. And therefore, out of the 
thousands and thousands of employees, there is a very liaited number 
that actually deal with classified material or could possibly be 
involved in this. And I reco11mended, among other things, that this 
be included as an investigatory tool in such investigations and it 
would be limited to what we were trying to find out -- espionage and 
whether to head it off or not. So, whoever was telling that -- and 
I've seen it and heard it and so forth. And I've sat there fidgeting 
in my chair because it wasn't true. That's what I signed and that's 
what is still signed. 

O Sir, Secretary Shultz made the point that he doesn't 
believe lie detector tests are accurate -- that often they catch 
people who are not guilty, and even let people who are guilty go. I 
take it you think they are accurate. 

THE PR.ESIOENT: I think that it's a useful tool. I know 
that he does not have too high an opinion of the• and I think that he 
was thinking also if you're going to have one of those in which you 
get into people's personal lives and so forth -- out also, there are 
others who have a 9reater confidence in them in such an investi9ation 
where you are directly going after a suoject. One of the things that 
they've done and the record of polygraph tests throu9hout our land 
has proven, that they have been responsible for more confessions than 
anything actually proven there -- that the very nature of the test 
has led to a multitude of confessions of various crimes and so forth. 
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November 1, 1985 

COtJ!-1TERI:tTELLIGENCE/COUNTER..M.EASURE IMPLEMENTATION 
TASK FORCE (U) 

Intelligence collection by foreign intelligence officers and 
agents operating in the United States presents the greatest 
counterintelligence (CI) threat confronting the United States. 
Under cover of diplomatic establishments, foreign-owned commer­
cial entities and exchange student programs, the Soviet, Soviet 
Bloc, Peoples Republic of China and other criteria countries 
have emplaced large numbers of professional intelligence 
officers and other intelligence collectors (economic, scientific 
and technical, and military) in the United States. The numbers 
of foreign intelligence officers far surpass the counterintelli­
gence assets the US Government has been able to deploy against 
them, and the number has been increasing over the years. This 
issue has been studied extensively by the Interagency Group on 
Counterintelligence (IG/CI) and a series of recommendations 
were forwarded to and endorsed by the Senior Interagency Group 
for Intelligence (SIG/I). These recommendations were reviewed 
and endorsed by the National Security Planning Group (NSPG) on 
August 7, 1985. I have decided it is in the national interest 
to implement each of these proposals. {U} 

The NSPG also recommended that the US Government adopt, in 
principle, tpe use of aperiodic, non-life style, CI-type 
polygraph examinations for all individuals with access to 
us Government Sensitive Compartment Information (SCI), 
communications Security Information (COMSEC) and other special 
access program classified information. I have decided this 
policy should be established. (U) 

In order to facilitate the implementation of these decisions, I 
am directing the establishment of a task force to develop the 
time table, procedures and method to implement this Decision 
Directive. This implementation task force will be chaired by a 
representative of the Assistant to the President for National 
Security Affairs. The task force will he cornpcsed of a repre­
sentative of each NSPG principal; Secretary of State, Secretary 
of Defense, Attorney General, Director of Central Intelligence, 
and Chairman, Joint Chiefs of Staff. In addition, the task 
force will include a representative of the Director of the 
Federal Bureau of Investigation and a representative from 
Department of State/Office of Foreign Missions {OFM) • (U} 

Released 
Partial Text of 

NSDD 196 
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:he foll=wing agencies will provi~e an observer to this i~p:e­
mentat:~~ task force since the timing and met~od of i~ple~e~:a­
tion rn3y have an impact on one or more of them: ~iplc~a~i= 
Securi:y Service (Department of State), Office of Foreign 
Missions (Department of State), Department of the Treasury, 
Department of Commerce, US Army Intelligence and Security 
Comm.and, ~aval Intelligence Command, CS Air Force Office of 
Special Investigations, National Security Agency, and the 
Immigration and Naturalization Service. (U) 

The Intelligence Community Staff Secretariat will provide 
necessary administrative support. (U) 

The purpose of this task force will be to make recommendations 
on the method, timing and procedures to implement the SIG(I) 
options; establish implementation policy for the national 
polygraph program and implement other counterintelligence and 
countermeasures improvements which have appropriate national 
policy level implications. Final implementation decisions will 
be made by the President. (U) 
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