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SCHEDULE PROPOSAL 

TO·: 

_ FROM: 

REQUEST: 

PURPOSE: 

BACKGROUND: 

DATE AND TIME: 
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OUTLINE OF EVENT: 
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Briefing by Secretary Regan or Deputy 
6 

Secretary McNamar on a new Customs 
program to limit the illegal diversion 
of U.S. high technology. 

To inform the President of the RA¥.1PART . 
program. 

Operation RAMPART is the Customs effort 
to help control the illegal export of 
critical technology. Under RAMPART, a 
small passive electronic taggant is 
inserted by the manufacturer into con­
trolled items of potential interest to 
the Soviets . . The taggants emit a signal 
when interrogated by special detectors. 
Initial operations are planned to begin 
in September 1984. 

OPEN DURATION: 20 Minutes 

Oval Office or Situation Room 

Secretary· Regan and/or Deputy Secretary 
McNamar, Robert C .. McFarlane and possibly 
other NSPG members. 

Briefing by Treasury; questions and 
answers. 

None 

None 

Robert M. Kimrnitt 
Kenneth E. deGraffenreid, NSC Staff 
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OFFICE OF THE SECRETARY OF THE TREASURY 

· : ~- : ' ;;:: !') WASHINGTON, D .C . 20220 
• '- · · i . ·-- -

March 6, 1984 

MEMORANDUM FOR ROBERT M. KIMMITT 
DEPUTY ASSISTANT TO THE PRESIDENT 
FOR NATIONAL SECURITY AFFAIRS 

FROM: David L. Che~ 
Executive A~~~tant to the Secretary 

SUBJECT: RAMPART Briefing 

SYSTEM II 
90291 

At your earliest convenience, Treasury would like to 
brief the President on RAMPART, the Customs effort to 
help control the export of critical technology. Allowing 
for Q's and A's, the briefing should take no more than 
20 minutes, and attached is a short synopsis of the RAMPART 
program. 

If you need additional information, please do not 
hesitate to contact us. 

Attachment 

In 
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• The Soviets have demonstrated desire and capability for acquiring 
Western technology for military uses, such as computers for developing 
in-flight guidance systems, special materials for use in warheads, 
radars and lasers. 

They acquire Western technology through a variety of legal 
methods (such as trade shows), illegal methods (such as 
·espionage), and abuse of export channels (througb mislabeling 
of goods and diversion). The focus of the Customs Service is 
to prevent the abuse of export channels. 

• Current efforts to prevent Soviet access to critical technology involve 
DOD and Commerce specification of controlled items, Commerce and State 
licensing of exports, and Customs Service and Commerce enforcement 
operations. 

The Customs enfo"rcement - program (called EXODUS) involves 
over 100 port inspectors who review documents and examine 
cargo at the border, and over 100 field agents involved in 
investigating suspects and coordinating with U.S. allies. 

• However, EXODUS faces a difficult task because of the complex export 
environment (many ports, large volumes of exports), multiple criminal 
techniques, and the need to expedite legitimate exports. 

• One solution that has been developed by the Customs Service is 
Operation RAMPART. Under RAMPART, a small passive electronic taggant 

-•~- is inserted into all items of potential interest to the Soviets. 

Taggants inserted by manufacturer. 

Taggants emit signal (which can penetrate cargo containers) 
when in the presence of special detectors. 

• RAMPART detectors will be deployed at 39 priority ports. In addition, 
detectors will be provided for 62 mobile inspector teams and 35 
special agent offices. 

Initial operations will begin September 1984, with full 
coverage expected by December 1984. 

Subsequently, we expect to extend RAMPART to our COCOM allies. 

• Although RAMPART is a major improvement, it is not fool-proof. The 
Soviets could avoid detection through shipments through low-volume 
ports (which are not covered full-time), or removal of taggants 
(although this is difficult). In addition, taggants have a 1-2 year 
life. 

• Although no publicity is planned, the public will soon be aware of 
RAMPART. Manufacturers (several thousand) will be aware of the 
taggants and the first seizure using RAMPART will undoubtedly be 
a news item. 
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• RAMPART faces a number of issues, including: 

Provisions in the House version of the Export Adminis­
tration Act renewal which could prohibit Customs from 
engaging in the RAMPART program. 

Need for additional funding support. 

The need to stay "one step ahead" of the Soviets which 
Customs is attempting through an ongoing research program. 
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SCHEDULE PROPOSAL 

TO: 

FROM: 

REQUEST: 

PURPOSE: 

BACKGROUND: 

DATE AND TIME: 

LOCATION: 

PATRICIPANTS: 

OUTLINE OF EVENT: 

REMARKS REQUIRED: 

MEDIA COVERAGE: 

PROJECT OFFICER: 

THE WHITE HOUSE 

WASHINGTON 

FREDERICK J. RYAN, JR. 

ROBERT M. KIMMITT 

SYSTEM II 
90291 

Briefing by Secretary Regan or Deputy 
Secretary McNamar on a new Customs 
program to limit the illegal diversion 
of U.S. high technology. 

To inform the President of the RAMPART 
program. 

Operation RAMPART is the Customs effort 
to help control the illegal export of 
critical technology. Under RAMPART, a 
small passive electronic taggant is 
inserted by the manufacturer into con­
trolled items of potential interest to 
the Soviets. The taggants emit a signal 
when interrogated by special detectors. 
Initial operations are planned to begin 
in September 1984. 

OPEN DURATION: 20 Minutes 

Oval Office or Situation Room 

Secretary Regan and/or Deputy Secretary 
McNamar, Robert C. McFarlane and possibly 
other NSPG members. 

Briefing by Treasury; questions and 
answers. 

None 

None 

Robert M. Kimmitt 
Kenneth E. deGraffenreid, NSC Staff 
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OFFICE OF THE SECRETARY OF THE TREASURY 

WASHINGTON, D .C . 20220 

March 6, 1984 

MEMORANDUM FOR ROBERT M. KIMMITT 
DEPUTY ASSISTANT TO THE PRESIDENT 
FOR NATIONAL SECURITY AFFAIRS 

FROM: David L. Che~ 
Executive A~X~tant to the Secretary 

SUBJECT: RAMPART Briefing 

SYSTEM II 
90291 

At your earliest convenience, Treasury would like to 
brief the President on RAMPART, the Customs effort to 
help control the export of critical technology. Allowing 
for Q's and A's, the briefing should take no more than 
20 minutes, and attached is a short synopsis of the RAMPART 
program. 

If you need additional information, please do not 
hesitate to contact us. 

Attachment 



PROJECT RAMPART 
SYSTEM II 
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• The Soviets have demonstrated desire and capability for acquiring 
Western technology for military uses, such as computers for developing 
in-flight guidance systems, special materials for use in warheads, 
radars and lasers. 

They acquire Western technology through a variety of legal 
methods (such as trade shows), illegal methods (such as 
espionage), and abuse of export channels (througl) mislabeling 
of goods and diversion). The focus of the Customs Service is 
to prevent the abuse of export channels. 

• Current efforts to prevent Soviet access to critical technology involve 
DOD and Commerce specification of controlled items, Commerce and State 
licensing of exports, and Customs Service and Commerce enforcement 
operations. 

The Customs enforcement program (called EXODUS) involves 
over 100 port inspectors who review documents and examine 
cargo at the border, and over 100 field agents involved in 
investigating suspects and coordinating with U.S. allies. 

• However, EXODUS faces a difficult task because of the complex export 
environment (many ports, large volumes of exports), multiple criminal 
techniques, and the need to expedite legitimate exports. 

• One solution that has been developed by the Customs Service is 
Operation RAMPART. Under RAMPART, a small passive electronic taggant 
is inserted into all items of potential interest to the Soviets. 

Taggants inserted by manufacturer. 

Taggants emit signal (which can penetrate cargo containers) 
when in the presence of special detectors. 

• RAMPART detectors will be deployed at 39 priority ports. In addition, 
detectors will be provided for 62 mobile inspector teams and 35 
special agent offices. 

Initial operations will begin September 1984, with full 
coverage expected by December 1984. 

Subsequently, we expect to extend RAMPART to our COCOM allies. 

• Although RAMPART is a major improvement, it is not fool-proof. The 
Soviets could avoid detection through shipments through low-volume 
ports (which are not covered full-time), or removal of taggants 
(although this is difficult). In addition, taggants have a 1-2 year 
life. 

• Although no publicity is planned, the public will soon be aware of 
RAMPART. Manufacturers (several thousand) will be aware of the 
taggants and the first seizure using RAMPART will undoubtedly be 
a news item. 



• RAMPART faces a number of issues, including: 

Provisions in the House version of the Export Adminis­
tration Act renewal which could prohibit customs from 
engaging in the RAMPART program. 

Need for additional funding support. 

The need to stay "one step ahead" of the Soviets which 
Customs is attempting through an ongoing research program. 
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SCHEDULE PROPOSAL 

TO: 

. FROM: 

REQUEST: 

PURPOSE: 

BACKGROUND: 

DATE AND TIME: 

LOCATION: 

PATRICIPANTS: 

OUTLINE OF EVENT: 

REMARKS REQUIRED: 

MEDIA COVERAGE: 

PROJECT OFFICER: 

THE WHITE HOUSE 

WASHINGTON 

March 8, 1984 

FREDERICK J. RYAN, · .JR. 

. . ~OBERT M .- . KIMMI TT~½ 

SYSTEM II 
90291 

Briefing by Secretary Regan or Deputy 
IJ 

Secretary McNamar on a new Customs 
program to limit the illegal diversion 
of U.S. high technology. 

To inform the President of the RAJv'lPART . 
program. 

Operation RAMPART is the Customs effort 
to help control the illegal export of 
critical technology. Under RAMPART, a 
small passive electronic taggant is 
inserted by the manufacturer into con­
trolled items of potential interest to 
the Soviets . . The taggants emit a signal 
when interrogated by special detectors. 
Initial operations are planned to begin 
in September 1984. 

OPEN DURATION: 20 Minutes 

Oval Office or Situation Room 

Secretary· Regan and/or Deputy Secretary 
McNamar, Robert C. McFarlane and possibly 
other NSPG members. 

Briefing by Treasury; questions and 
answers. 

None 

None 

Robert M. Kimmitt 
Kenneth E. deGraffenreid, NSC Staff 

-
I 



OFFICE OF THE SECRETARY OF THE TREASURY 

. · \.:: l 1 
_; c_ D WASHINGTON, D .C . 20220 

March 6, 1984 

MEMORANDUM FOR ROBERT M. KIMMITT 
DEPUTY ASSISTANT TO THE PRESIDENT 
FOR NATIONAL SECURITY AFFAIRS 

FROM: David L. Che~ 
Executive A~~stant to the Secretary 

SUBJECT: RAMPART Briefing 

SYSTEM II 
90291 

At your earliest convenience, Treasury would like to 
brief the President on RAMPART, the Customs effort to 
help control the export of critical technology. Allowing 
for Q's and A's, the briefing should take no more than 
20 minutes, and attached is a short synopsis of the RAMPART 
program. 

-
If you need additional information, please do not 

hesitate to contact us. 

Attachment 
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90291 

• The Soviets have demonstrated desire and capability for acquiring 
Western technology for military uses, such as computers for developing 
in-flight guidance systems, special materials for use in warheads, 
radars and lasers. 

They acquire Western technology through a variety of legal 
methods (such as trade shows), illegal methods (such as 
·espionage), and abuse of export channels (thro:ugb mislabeling 
of goods and diversion). The focus of the Customs Service is 
to prevent the abuse of export channels. 

• Current efforts to prevent Soviet access to critical technology involve 
DOD and Commerce specification of controlled items, Commerce and State 
licensing of exports, and Customs Service and Commerce enforcement 
operations. 

The Customs enforcement program (called EXODUS) involves 
over 100 port inspectors who review documents and examine 
cargo at the border, and over 100 field agents involved in 
investigating suspects and coordinating with U.S . allies. 

• However, EXODUS faces a difficult task because of the complex export 
environment (many ports, large volumes of exports), multiple criminal 
techniques, and the need to expedite legitimate exports. 

• One solution that has been developed by the Customs Service is 
Operation RAMPART. Under RAMPART, a small passive electronic taggant 
is inserted into all items of potential interest to the Soviets. 

Taggants inserted by manufacturer. 

Taggants emit signal (which can penetrate cargo containers) 
when in the presence of special detectors. 

• RAMPART detectors will be deployed at 39 priority ports. In addition, 
detectors will be provided for 62 mobile inspector teams and 35 
special agent offices. 

Initial operations will begin September 1984, with full 
coverage expected by December 1984. 

Subsequently, we expect to extend RAMPART to our COCOM allies. 

• Although RAMPART is a major improvement, it is not fool-proof. The 
Soviets could avoid detection through shipments through low-volume 
ports (which are not covered full-time), or removal of taggants 
(although this is difficult). In addition, taggants have a 1-2 year 
life. 

• Al though no publicity is planned·, the public will soon be aware of 
RAMPART. Manufacturers (several thousand) will be aware of the 
taggants and the first seizure using RAMPART will undoubtedly be 
a news item. 
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• RAMPART faces a number of issues, including: 

Provisions in the House version of the Export Adminis­
tration Act renewal which could- prohibit Customs from 
engaging in the RAMPART program. 

Need for additional funding support. 

The need to stay "one step ahead" of the Soviets which 
Customs is attempting through an ongoing research program . 

.__ _ _____ _ _ _ _ _ _ _ ______ _ _ _ ____ - -
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MEMORANDUM 

ACTION 

CON\SIQENTIAL 
NATIONAL SECURITY COUNCIL 

March 14, 1984 

SYSTEM II 
90291 (add-on) 

MEMORANDUM FOR ROBERT C. McFARLANE 

FROM: 

SUBJECT: 

KENNETH deGRAFFENREI~ 

Oval Office Briefing for the President on 
Project RAMPART 

Deputy Secretary of the Treasury Tim McNamar will present a 
15-minute brief to the President on project RAMPART, an 
innovative Customs' project to help control the illegal export 
of critical technology at 0930, Friday, March 16, 1984, in the 
Oval Office. 

Secretary Regan may briefly mention his upcoming trip to China. 

Secretaries Shultz, Regan, and Weinberger, and the DCI will 
attend. A briefing memorandum for the President is attached 
for your signature (Tab I). 

Roger Robinson concurs. 

Recommendation 

That you sign the attached briefing memorandum to the President 
(Tab I). 

Approve Disapprove 

Attachment 

Tab I Briefing memorandum to the President for signature 



OFFICE OF THE SECRETARY OF THE TREASURY 

WASHINGTON , D .C . 20220 
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MEMORANDUM FOR ROBERT M. KIMMITT 
DEPUTY ASSISTANT TO THE PRESIDENT 
FOR NATIONAL SECURITY AFFAIRS 

FROM: David L. Che~ 
Executive A~~stant to the Secretary 

SUBJECT: RAMPART Briefing 

SYSTEM II 
90291 

At your earliest conveniend~, Treasury w6uld .like to 
brief the Pr~sident on RAMPART, the Customs effort to 
help control the export of critical technology. Allowing 
for Q's and A's, the briefing should take no more than 
20 minutes, and attached is a short synopsis of the RAMPART 
program. 

If you need additional information, please do not 
hesitate to contact us. 

Attachment 

ly 
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SYSTEM II 

90291 

The Soviets have demonstrated desire and capability for acquiring 
Western technology for military uses, such as computers for developing 
in-flight guidance systems, special materials for use in warheads, 
radars and lasers. 

They acquire Western tec~nology through a variety of legal 
methods (such as trade shows), illegal methods : (such as 
espionage), and abuse of export channels (througb mislabeling · 
of goods and diversion·). The focus of the Customs Service is 
to preveF1t the abuse o~ export channels. 

Current efforts to prevent Soviet 
DOD and Commerce specification of 
licensing of exports, and Customs 
operations. 

access to critical technology ·involve 
controlled items, Commerce and State 
Service and Commerce enforcement 

The Customs enforcement program (called EXODUS) involves 
over 100 port inspectors who review documents and examine 
cargo at the border, and ov.er 100 field agents involved in 
investigating suspects and coordinating with U.S. allies. 

• However, EXODUS faces a difficult task because of the complex export 
environment (many ports, large volumes of exports), multiple criminal 
techniques, and the need to expedite legitimate exports. 

• One solution that has been developed by the Customs Service is 
Operation RAMPART. Under RAMPART, a small passive electronic taggant 
is inserted into all items of potential interest to the Soviets. 

Taggants inserted by manufacturer. 

Taggants emit signal (which can penetrate cargo containers) 
when i~. the presence of special detectors. 

• RAMPART detectors will be deployed· at 39 priority ports. In addition, 
detectors will be provided for 62 mobile inspector teams and 35 
special agent offices. · 

Initial operations will begin September 1984, with full 
coverage expected by December 1984. 

Subsequently, we expect to extend RAMPART to our COCOM allies. 

• Although RAMPART is a major improvement, it is not fool-proof. The 
Soviets could avoid detection through shipments through low-volume 
ports (which are not covered full-time), or removal of taggants 
(although this is difficult). In addition, taggants have a 1-2 year 
life. 

• Although no publicity is planned, ·the public will soon be aware of 
RAMPART. Manufacturers (several thousand) will be aware of the 
taggants and the first seizure using RAMPART will undoubtedly be 
a news item. 



• RAMPART faces a number of issues, including: 

Provisions in the House version of the Export Adminis­
tration Act renewal which could prohibit Customs from 
engaging in the RAMPART program. 

· ' 

Need for additional funding support. 

The need to stay "one step ahead" of the Soviets which 
Customs-is attempting through an ongoing research program. 



MEMORANDUM 

ACTION 

NATIONAL SECURITY COUNCIL 

March 14, 1984 

SYSTEM II 
90291 (add-on) 

MEMORANDUM FOR ROBERT C. McFARLANE 

FROM: 

SUBJECT: 

KENNETH deGRAFFENREI~ 

oval Office Briefing for the President on 
Project RAMPART 

Deputy Secretary of the Treasury Tim McNamar will present a 
15-minute brief to the President on project RAMPART, an 
innovative Customs' project to help control the illegal export 
of critical technology at 0930, Friday, March 16, 1984, in the 
Oval Office. 

Secretary Regan may briefly mention his upcoming trip to China. 

Secretaries Shultz, Regan, and Weinberger, and the DCI will 
attend. A briefing memorandum for the President is attached 
for your signature (Tab I). 

Roger Robinson concurs. 

Recommendation 

That you sign the attached briefing memorandum to the President 
(Tab I) . 

Attachment 

Tab I 

Approve Disapprove 

Briefing memorandum to the President for signature 
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