Ronald Reagan Presidential Library
Digital Library Collections

This 1s a PDF of a folder from our textual collections.

Collection: deGraftenreid, Kenneth E: Files
Folder Title: Technology Transfer -
Miscellaneous 1984: Rampart Brief/Customs/
Tech Transfer

Box: RAC Box 28

To see more digitized collections visit:
https://www.reaganlibrary.gov/archives/digitized-textual-material

To see all Ronald Reagan Presidential Library inventories visit:
https://www.reaganlibrary.gov/archives/white-house-inventories

Contact a reference archivist at: reagan.library@nara.gov

Citation Guidelines: https://reaganlibrary.gov/archives/research-
support/citation-guide

National Archives Catalogue: https://catalog.archives.gov/



https://www.reaganlibrary.gov/archives/digitized-textual-material
https://www.reaganlibrary.gov/archives/white-house-inventories
https://reaganlibrary.gov/archives/research-support/citation-guide
https://reaganlibrary.gov/archives/research-support/citation-guide
https://catalog.archives.gov/

WITHDRAWAL SHEET
Ronald Reagan Library

Collection Name DEGRAFFENREID, KENNETH: FILES Withdrawer
' LOJ 9/6/2016
File Folder TECHNOLOGY TRANSFER-MISCELLANEOQUS 1984: FOIA
RAMPART BRIEF/CUSTOMS/TECH TRANSFER F02-0083/01
Box Number 28 . PRADOS
ID Doc Type Document Description No of Doc2 E';I-;gate Restrictions
Pages

180048 FOLDER MEMOS AND OUTLINE RE RAMPART 5 3/7/1984 Bl

The above documents were not referred for declassification review at time of processing
Freedom of Information Act - [5 U.S.C. 5§52(b)]

B-1 National security classified information [(b)(1) of the FOIA]

B-2 Release would disclose internal personnel rules and practices of an agency [{b)(2) of the FOIA]

B-3 Release would violate a Federal statute [(b)(3) of the FOIA]

B-4 Release would disclose trade secrets or confidential or financial information [(b){4) of the FOIA]

B-6 Release would constitute a clearly unwarranted invasion of personal privacy [(b)(6) of the FOIA]

B-7 Release would disclose information compiled for law enforcement purposes [(b)(7) of the FOIA]

B-8 Release would disclose information concerning the regulation of financial institutions [(b)(8) of the FOIA]
B-9 Release would disclose geological or geophysical information concerning wells [(b)(9) of the FOIA]

C. Closed in accordance with restrictions contained in donor’s deed of gift.




SCHEDULE PROPOSAL

TO:
~FROM: -

REQUEST:

PURPOSE:

BACKGROUND

DATE AND TIME:
LOCATION:

PATRICIPANTS : -

OUTLINE OF EVENT:

REMARKS REQUIRED:
MEDIA COVERAGE:

PROJECT OFFICER:

SYSTEM 11
90291

/
/
\

THE WHITE HOUSE /)
A

WASHINGTON

March 8, 1984

FREDERICK J. RYAN, JR.
ROBERT M. KIMMITT¢7M~

Briefing by Secretary Regan or Deputy
Secretary McNamar on & new Customs
program to limit the illegal diversion
of U.S. high technology.

To inform the President of the RAMPART .
program.

Operation RAMPART is the Customs effort
to help control the illegal export of
critical technology. Under RAMPART, a
small passive electronic taggant is
inserted by the manufacturer into con-
trolled items of potential interest to-
the Soviets.. The taggants emit a signal
when interrogated by special detectors.
Initial operations are planned to begin
in September 1984.

OPEN DURATION: 20 Minutes

Oval Office or Situation Room

Secretary Regan and/or Deputy Secretary
McNamar, Robert C. McFarlane and possibly

other NSPG members.

Briefing by Treasury; guestions and
answers.

None
None

Robert M. Kimmitt
Kenneth E. deGraffenreid, NSC Staff
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MEMORANDUM FOR ROBERT M. KIMMITT
DEPUTY ASSISTANT TO THE PRESIDENT
FOR NATIONAL SECURITY AFFAIRS

FROM: David L. Che?‘/
' Executive Assistant to the Secretary

SUBJECT: RAMPART Briefing

At your earliest convenience, Treasury would like to
brief the President on RAMPART, the Customs effort to
help control the export of critical technology. Allowing
for Q's and A's, the briefing should take no more than
20 minutes, and attached is a short synopsis of the RAMPART
program.

If you need additional information, please do not
hesitate to contact us.

Attachment
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The Soviets have demonstrated desire and capability for acquiring
Western technology for military uses, such as computers for developing
in-flight guidance systems, special materials for use in warheads,
radars and lasers.

-- They acquire Western technology through a variety of legal
methods (such as trade shows), illegal methods (such as
‘espionage), and abuse of export channels (through mislabeling
of goods and diversion). The focus of the Customs Service is
to prevent the abuse of export channels.

Current efforts to prevent Soviet access to critical technology involve
DOD and Commerce specification of controlled items, Commerce and State
licensing of exports, and Customs Service and Commerce enforcement
operations.

——- The Customs enféfcement'program (called EXODUS) involves
over 100 port inspectors who review documents and examine
cargo at the border, and over 100 field agents involved in
investigating suspects and coordinating with U.S. allies.

However, EXODUS faces a difficult task because of the complex export
environment (many ports, large volumes of exports), multiple criminal
techniques, and the need to expedite legitimate exports.

One solution that has been developed by the Customs Service is
Operation RAMPART. Under RAMPART, a small passive electronic taggant
is inserted into all items of potential interest to the Soviets.

-- Taggants inserted by manufacturer.

-- Taggants emit signal (which can penetrate cargo containers)
when in the presence of special detectors.

RAMPART detectors will be deployed at 39 priority ports. In addition,
detectors will be provided for 62 mobile inspector teams and 35
special agent offices.

-- Initial operations will begin September 1984, with full
coverage expected by December 1984.

-- Subsequently, we expect to extend RAMPART to our COCOM allies.

Although RAMPART is a major improvement, it is not fool-proof. The
Soviets could avoid detection through shipments through low-volume
ports (which are not covered full-time), or removal of taggants
(although this is difficult). In addition, taggants have a 1-2 year
life.

Although no publicity is planned, the public will soon be aware of
RAMPART. Manufacturers (several thousand) will be aware of the
taggants and the first seizure using RAMPART will undoubtedly be
a news item.

~




RAMPART faces a number of issues, including:

Provisions in the House version of the Export Adminis-
tration Act renewal which could prohibit Customs from
engaging in the RAMPART program.

Need for additional funding support.

The need to stay "one step ahead" of the Soviets which
Customs is attempting through an ongoing research program.




|

\

SYSTEM II PROFILE UNCLASSIFIED ID 8490291

p——— P,

RECEIVED 06 MAR 84 18

TO KIMMITT FROM CHEW, D DOCDATE 06 MAR 84

KEYWORDS. USSR EXPORT CONTROLS

TECHNOLOGY TRANSFERS

SUBJECT. PROPOSED RAMPARTS BRIEFING FOR PRES

o S —  SE G S S e S G - S T S e D M S S e G G S G G D e S S D MG M G AP GED G e G R e e S G G e S S e e IR W G e I T G e S S G

ACTION. PREPARE SP DUE: 08 MAR 84 STATUS S FILES SII
FOR ACTION : FOR CONCURRENCE FOR INFO
DE GRAFFENREID -~ ROBINSON FORTIER
N -
COMMENTS
RLF# LOG NSCIFID ( B/ )
ACTION OFFICER (S) ASSIGNED ACTION REQUIRED DUE COPIES TO

DISPATCH W/ATTCH FILE (C)




[ c s e e = o [N e b e e e e it e e - P U S N U ORI




SCHEDULE PROPOSAL

TO:
FROM:

REQUEST:
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LOCATION:

PATRICIPANTS:

OUTLINE OF EVENT:

REMARKS REQUIRED:
MEDIA COVERAGE:
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THE WHITE HOUSE

WASHINGTON

FREDERICK J. RYAN, JR.
ROBERT M. KIMMITT

Briefing by Secretary Regan or Deputy
Secretary McNamar on a new Customs
program to limit the illegal diversion
of U.S. high technology.

To inform the President of the RAMPART
program.

Operation RAMPART is the Customs effort
to help control the illegal export of
critical technology. Under RAMPART, a
small passive electronic taggant is
inserted by the manufacturer into con-
trolled items of potential interest to
the Soviets. The taggants emit a signal
when interrogated by special detectors.
Initial operations are planned to begin
in September 1984.

OPEN DURATION: 20 Minutes

Oval Office or Situation Room

Secretary Regan and/or Deputy Secretary
McNamar, Robert C. McFarlane and possibly

other NSPG members.

Briefing by Treasury; questions and
answers.

None
None

Robert M. Kimmitt
Kenneth E. deGraffenreid, NSC Staff
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MEMORANDUM FOR ROBERT M. KIMMITT
DEPUTY ASSISTANT TO THE PRESIDENT
FOR NATIONAL SECURITY AFFAIRS

FROM: David L. Che?‘/
Executive Assistant to the Secretary

SUBJECT: RAMPART Briefing

At your earliest convenience, Treasury would like to
brief the President on RAMPART, the Customs effort to
help control the export of critical technology. Allowing
for Q's and A's, the briefing should take no more than
20 minutes, and attached is a short synopsis of the RAMPART
program.

If you need additional information, please do not
hesitate to contact us.

Attachment
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The Soviets have demonstrated desire and capability for acquiring
Western technology for military uses, such as computers for developing
in-flight guidance systems, special materials for use in warheads,
radars and lasers.

-- They acquire Western technology through a variety of legal
methods (such as trade shows), illegal methods (such as
espionage), and abuse of export channels (through mislabeling
of goods and diversion). The focus of the Customs Service is
to prevent the abuse of export channels.

Current efforts to prevent Soviet access to critical technology involve
DOD and Commerce specification of controlled items, Commerce and State
licensing of exports, and Customs Service and Commerce enforcement
operations.

-—- The Customs enforcement program (called EXODUS) involves
over 100 port inspectors who review documents and examine
cargo at the border, and over 100 field agents involved in
investigating suspects and coordinating with U.S. allies.

However, EXODUS faces a difficult task because of the complex export
environment (many ports, large volumes of exports), multiple criminal
techniques, and the need to expedite legitimate exports.

One solution that has been developed by the Customs Service is
Operation RAMPART. Under RAMPART, a small passive electronic taggant
is inserted into all items of potential interest to the Soviets.

-- Taggants inserted by manufacturer.

-- Taggants emit signal (which can penetrate cargo containers)
when in the presence of special detectors.

RAMPART detectors will be deployed at 39 priority ports. In addition,
detectors will be provided for 62 mobile inspector teams and 35
special agent offices.

-- 1Initial operations will begin September 1984, with full
coverage expected by December 1984.

-—- Subsequently, we expect to extend RAMPART to our COCOM allies.

Although RAMPART is a major improvement, it is not fool-proof. The
Soviets could avoid detection through shipments through low-volume
ports (which are not covered full-time), or removal of taggants
(although this is difficult). 1In addition, taggants have a 1-2 year
life.

Although no publicity is planned, the public will soon be aware of
RAMPART. Manufacturers (several thousand) will be aware of the
taggants and the first seizure using RAMPART will undoubtedly be

a news item.




RAMPART faces a number of issues, including:

-—- Provisions in the House version of the Export Adminis-
tration Act renewal which could prohibit Customs from
engaging in the RAMPART program,

-- Need for additional funding support.

-- The need to stay "one step ahead" of the Soviets which
Customs is attempting through an ongoing research program.
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THE WHITE HOUSE

WASHINGTON

- March 8, 1984

FREDERICK J. RYAN, JR.

'ROBERT M. KIMMITTQ%H_

Briefing by Secretary Regan or Deputy
Secretary McNamar on a new Customs
program to limit the illegal diversion
of U.S. high technology.

To inform the President of the RAMPART .
program.

Operation RAMPART is the Customs effort
to help control the illegal export of
critical technology. Under RAMPART, a
small passive electronic taggant is
inserted by the manufacturer into con-
trolled items of potential interest to-
the Soviets.. The taggants emit a signal
when interrogated by special detectors.
Initial operations are planned to begin
in September 1984.

OPEN DURATION: 20 Minutes

Oval Office or Situation Room

Secretary Regan and/or Deputy Secretary
McNamar, Robert C. McFarlane and possibly

other NSPG members.

Briefing by Treasury; questions and
answers.

None
None

Robert M. Kimmitt
Kenneth E. deGraffenreid, NSC Staff
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MEMORANDUM FOR ROBERT M. KIMMITT
DEPUTY ASSISTANT TO THE PRESIDENT
FOR NATIONAL SECURITY AFFAIRS

FROM: David L. Che.?‘/
Executive Assistant to the Secretary

SUBJECT: RAMPART Briefing

At your earliest convenience, Treasury would like to
brief the President on RAMPART, the Customs effort to
help control the export of critical technology. Allowing
for Q's and A's, the briefing should take no more than
20 minutes, and attached is a short synopsis of the RAMPART
program.

If you need additional information, please do not
hesitate to contact us.

Attachment
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The Soviets have demonstrated desire and capability for acquiring
Western technology for military uses, such as computers for developing
in-flight guidance systems, special materials for use in warheads,
radars and lasers.

-- They acquire Western technology through a variety of legal
methods (such as trade shows), illegal methods (such as
espionage), and abuse of export channels (through mislabeling
of goods and diversion). The focus of the Customs Service is
to prevent the abuse of export channels.

Current efforts to prevent Soviet access to critical technology involve
DOD and Commerce specification of controlled items, Commerce and State
licensing of exports, and Customs Service and Commerce enforcement
operations.

-- The Customs enforcement program (called EXODUS) involves
over 100 port inspectors who review documents and examine
cargo at the border, and over 100 field agents involved in
investigating suspects and coordinating with U.S. allies.

However, EXODUS faces a difficult task because of the complex export
environment (many ports, large volumes of exports), multiple criminal
techniques, and the need to expedite legitimate exports.

One solution that has been developed by the Customs Service is
Operation RAMPART. Under RAMPART, a small passive electronic taggant
is inserted into all items of potential interest to the Soviets.

-- Taggants inserted by manufacturer.

-- Taggants emit signal (which can penetrate cargo containers)
when in the presence of special detectors.

RAMPART detectors will be deployed at 39 priority ports. In addition,
detectors will be provided for 62 mobile inspector teams and 35
special agent offices.

-- Initial operations will begin September 1984, with full
coverage expected by December 1984.

-- Subsegquently, we expect to extend RAMPART to our COCOM allies.

Although RAMPART is a major improvement, it is not fool-proof. The
Soviets could avoid detection through shipments through low-volume -
ports (which are not covered full-time), or removal of taggants
(although this is difficult). In addition, taggants have a 1-2 year
life.

Although no publicity is planned, the public will soon be aware of
RAMPART. Manufacturers (several thousand) will be aware of the
taggants and the first seizure using RAMPART will undoubtedly be

a news item.




RAMPART

faces a number of issues, including:

Provisions in the House version of the Export Adminis-
tration Act renewal which could prohibit Customs from
engaging in the RAMPART program.

Need for additional funding support.

The need to stay "one step ahead" of the Soviets which
Customs is attempting through an ongoing research program.
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EXECUTIVE PROTECTIVE SERVICE

To: Officer-in-charge
Appointments Center
Room 060, OEOB

Please admit the following appointments on March 16 ,19_84
for The President of The White House
(Name of person to be visited) (Agency)

Treasury:

Secretary Donald T. Regan
Dep Sec R. T. McNamar

Defense:
Dep Sec William Taft IV

CIA:
Mr. William J. Casey

White House:
Mr. Robert C. McFarlane

N

NSC: : 9 o \’KQ NPt
Mr. Kenneth déGraffenreid e thw*
Mr. Roger RobAnson o 7 QJL”

g\\}‘

MEETING LOCATION

Building __yegt Wing White House Requested by ___Carol Cleveland

Room No.

Oval Office 372 3044

Koom No. Telephone

9:30 a.m. March 15, 1984

Time of Meeting Date of request

Additions and/or changes made by telephone should be Limited to three (3) names or less.

DO NOT DUPLICATE THIS FORM

APPOINTMENTS CENTER: SIG/OEOB — 3956046 or WHITE HOUSE - 4566742
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CONFIDENTIAL

MEMORANDUM
NATIONAL SECURITY COUNCIL
March 14, 1984
ACTION
MEMORANDUM FOR ROBERT C. McFARLANE ‘ >4 SiGNED i
FROM: KENNETH deGRAFFENREIQﬁZQ
SUBJECT: Oval Office Briefing for the President on

Project RAMPART

Deputy Secretary of the Treasury Tim McNamar will present a
15-minute brief to the President on project RAMPART, an
innovative Customs' project to help control the illegal export
of critical technology at 0930, Friday, March 16, 1984, in the
Oval Office.

Secretary Regan may briefly mention his upcoming trip to China.
Secretaries Shultz, Regan, and Weinberger, and the DCI will
attend. A briefing memorandum for the President is attached
for your signature (Tab I).

Roger Robinson concurs.

Recommendation

That you sign the attached briefing memorandum to the President

(Tab I). ’ .
Approve Disapprove
Attachment
Tab I Briefing memorandum to the President for signature

CONFIDENTIAL &8 P27
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OFFICE OF THE SECRETARY OF THE TREASURY 90291

WASHINGTON, D.C. 20220

E'i"f':, b 2, ~,J March 6, 1984

MEMORANDUM FOR ROBERT M. KIMMITT
.. DEPUTY ASSISTANT TO THE PRESIDENT
FOR NATIONAL SECURITY AFFAIRS

FROM: David L. cné?'l/ )
Executive Assistant to the Secretary

SUBJECT: RAMPART Briefing RN

At your earliest convenience, Treasury would like to
brief the President on RAMPART, the Customs effort to
help control the export of critical technology. Allowing
for Q's and A's, the briefing should take no more than

20 minutes, and attached is a short synopsis of the RAMPART

program.

If you need additional information, please do not
hesitate to contact us.

Attachment

y
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The Soviets have demonstrated desire and capability for acquiring
Western technology for military uses, such as computers for developing
in-flight guidance systems, special materials for use in warheads,
radars and lasers.

-—- They acquire Western technology through a variety of legal
methods (such as trade shows), illegal methods (such as
espionage), and abuse of export channels (through mislabeling
of goods and diversion). The focus of the Customs Service is
to prevent the abuse of export channels.

Current efforts to prevent Soviet access to critical techno;pgy'involve
DOD and Commerce specification of controlled items, Commerce and State
licensing of exports, and Customs Service and Commerce enforcement
operations. .
-- The Customs enforcement program (called EXODUS) involves
over 100 port inspectors who review documents and examine
cargo at the border, and over 100 field agents involved in
investigating suspects and coordinating with U.S. allies.

However, EXODUS faces a difficult task because of the complex export
environment (many ports, large volumes of exports), multiple criminal
techniques, and the need to expedite legitimate exports.

One solution that has been developed by the Customs Service is
Operation RAMPART. Under RAMPART, a small passive electronic taggant
is inserted into all items of potential interest to the Soviets.

-- Taggants inserted by manufacturer.

-- Taggants emit signal (which can penetrate cargo containers)
when in the presence of special detectors.

RAMPART detectofs will be deploye& at 39 priority ports. In addition,
detectors will be provided for 62 mobile inspector teams and 35
special agent offices.

-- 1Initial operations will'begin September 1984, with full
coverage expected by December 1984.

-- Subsequently, we expect to extend RAMPART to our COCOM allies.

Although RAMPART is a major improvement, it is not fool-proof. The
Soviets could avoid detection through shipments through low-volume
ports (which are not covered full-time), or removal of taggants
(although this is difficult). In addition, taggants have a 1-2 year
life.

Although no publicity is planned, the public will soon be aware of
RAMPART. Manufacturers (several thousand) will be aware of the
taggants and the first seizure using RAMPART will undoubtedly be

a news item.




e RAMPART faces a number of issues, including:

-- Provisions in the House version of the Export Adminis-
tration Act renewal which could prohibit Customs from
engaging in the RAMPART program.

-- Need for additional funéing support.

-~ The need to stay "one step ahead" of the Soviets which
Customs- is attempting through an ongoing research program.
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MEMORANDUM

NATIONAL SECURITY COUNCIL

March 14, 1984

ACTION

MEMORANDUM FOR ROBERT C. McFARLANE
FROM: KENNETH deGRAFFENREIM

SUBJECT: Oval Office Briefing for the President on
Project RAMPART

Deputy Secretary of the Treasury Tim McNamar will present a
15-minute brief to the President on project RAMPART, an
innovative Customs' project to help control the illegal export
of critical technology at 0930, Friday, March 16, 1984, in the
Oval Office.

Secretary Regan may briefly mention his upcoming trip to China.
Secretaries Shultz, Regan, and Weinberger, and the DCI will
attend. A briefing memorandum for the President is attached
for your signature (Tab I).

Roger Robinson concurs.

Recommendation

That you sign the attached briefing memorandum to the President
(Tab I).

Approve Disapprove

Attachment

Tab I Briefing memorandum to the President for signature












