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which is impossible lo appraise accu­
rately. The accumulation of credits. 
deductions, and exclusions divert re­
sources from their most productive 
uses-those wit h highest rates of 
return before taxes-into uses that are 
less productive but yield higher after ­
tax r eturns. The result is reduced na­
tional output , lower productivity, and 
more sluggish economic growth. 

President h as argued t h at this deduc­
tion subsidizes high-tax S tates. In fact, 
this deduction simply means that the 
Federal Government will n either sub­
sidize nor penalize States for their t ax 
policies . 

Since th e F ederal income tax was 
imposed in 1913, Congress has rec? g­
nized that it should not interfere with 
State and local governments b their 
abilit y to raise r evenue. For the past 
72 years, the Tax Code has allowed a 

Mr. LUNGREN. M r. Speaker, a t the 
outset, I ask unanimous conse1!t t~at 
all Members may have 5 leg1sht1ve 
days in which to revi.se and extei:d 
their remarks, and to mclude t~1erem 
extran eous material , on the subJect of 
my mk special order today. 

Even the preferences and incentives 
provided wit h t h e best of intentions 
have had unrecognized and unintend­
ed consequences. While we may get 
the int ended result from certain tax 
provisions, the inclusion of such a 
preference often spawns unintended 
results which do not contribute to our 
economic goals. Frankly, I believe that 
we should not use the Tax Code as 
backdoor social and industrial policy. 
With very few exceptions, our tax laws 
should simply raise r evenue to finance 
the legitimate responsibilities of the 

· person to deduct State and local taxes 
from his or her F ederal income tax. In 
effect, this gives local governments 
the first chance to raise revenue, and 
the Federal Government is able to tax 
only what income is left. 

· Federal GO\'ernment. 
The current tax system inhibits 

growth by allowing a deduction for in­
terest paid on borrowing while taxing 
income from savings. I believe this is 
largely responsible for a national sav­
ings rate that lags far behind that of 
our major competitors. The United 
States has a national savings rate of 
about 6 percent as compared to ap­
proximately 12 percent in Germany 
and 22 percent in Japan. No wonder 
Germany and Japan have capital for 
investment. 

By taking a pure approach to tax 
reform, by eliminat ing as many prefer­
ences, deductions, and exclusions as 
possible and, by making saving as at­
tractive as consuming, I believe we can 
unleash the system for growth. 

Second, the tax system is not fair . 
Many people feel that the tax system 
is too complex for them to understand 

. and lack confidence in the system's 
fairness. In addition, I suspect that 
the widespread assumption that the 
Tax Code cheats hardworking taxpay­
ers has led to more cheating. 

All of the major tax reform propos­
als must be weighed in terms of their 
fairn ess to t he poor and to middle­
class working Americans. While the 
President's tax reform proposal is a 
good starting point for the debate, his 
proposal preserves too many loopholes 
and gives a far bigger tax cut to the 
rich , people earning over $200,000 a 
year, than he offers to middle-income 
Americans. 

,,.1 In particular, I am concerned that in 
his efforts to devise a plan which is 
profamily, the President has yet to 
recognize the changing characteristics 
of the family in our society. Under a 
recent analysis of the President's plan, 
it has been determined that working 
couples in the median income range in 
several States would face widespread 
tax increases, while couples in which 
one spouse stays honw would have tax 
cuts. 

Finally , I strongly oppose th e Presi­
den t's poposal to eliminate the deduc­
tion for S tate and local taxes. The 

It seems to m e that eliminating this 
deduction would be a mistake. It 
would amount to double taxation: you 
would have to pay Federal taxes on 
income that had already been taxed at 
the local level. It would also penalize 
some States, like New York, that have 
higher taxes because of geography or 
population. Eliminating the deduction 
for those taxes would mean that the 
Federal Government would no longer 
recognize local differences, but would 
force all States to have similar tax 
policies. 

Still, I am glad that the President 
has endorsed the idea of tax reform. 
Now it is up to Congress to . improve 
UJJOn the President's proposal, making 
it fairer and simpler for working 
Americans. I am confident that we can 
pass legislation that will end special 
tax breaks and genuinely reform our 
tax laws.e 

The SPEAKER pro tempore. Under 
a previous order of the House, the gen­
tleman from Wisconsin [Mr. ROTH] is 
recognized for 60 m inutes. 

1 

[Mr. ROTH addressed the House. 
His remarks will appear hereafter in 
the Extensions of Remarks.] 

The SPEAKER pro tempore. Under 
a previous order of the House, the gen­
tleman from Pennsylvania [Mr. 
GAYDOS] is recognized for 30 minutes. 

[Mr. GAYDOS addressed the House. 
His remarks will appear hereafter in 
the Extensions of R emarks.] 

The SPEAKER pro tempore. Under 
a previous order cf th e House, the gen­
tleman from California [Mr. DANNE· 
MEYER] is recognized for 60 minutes. 

[Mr. DANNEMEYER addressed the 
House. His remarks will appear hereaf­
ter in the Extensions of Remarks.] 

D 2220 

THE ISSUE OF SOVIET ACTIVE 
MEASURES 

The SPEAKER pro tempore. nder 
a previous order of the House, the gen­
tleman from California [Mr. LUNGREN] 
is recognized for 60 minu tes . 

The SPEAKER pro tempore. Is 
there objection to the request of the 
gentleman from California? 

There was no objection. 
Mr. LUNGREN. Mr. Speaker, it may 

be too soon to tell, but during Mikhail 
Gorbachev's brief tenure as leader of 
the Soviet Union there have been no 
significant signs of change in Soviet 
foreign policy. If anything, Mr. ~orba­
chev has brought more aggressiveness 
to that nat ion's foreign policy. 

Like his predecessors, he has concen­
trated on three important themes: fo. 
menting discon;l between the United 
States and its Western allies, strength­
ening the unity of t he Socialist com­
munity, an:d posing as the champion of 
developing countries. 

The Soviet Union has also stepped 
up its so-called peace offensive, which 
was reformulated at the end of last 
year on the eve of the resumption of 
the Geneva arms control talks. At the 
talks the Soviet Union has insisted 
that there can be no progress unless 
the United States abandons its strate­
gic defense initiative. 

Not surprisingly, the Soviet's propos­
als in the area of arms control have 
broken no new ground. Their morato­
rium on the deployment of medium­
range missiles in Europe failed to im­
press either the United States or most 
of its European allies because the mor­
atorium would give the Soviet's an ob­
vious advantage in medium-range mis­
siles. 

Mr. Gorbachev's statements since h e 
has taken office suggest that he might 
not be the pragmatist some originally 
thought him to be. His world view now 
appears to be depicted in stark black 
and white terms with the Socialist 
camp on one side and the capitalist-
imperialist on the other. 

Based on what we have seen so far, I 
think we can only conclude that Mik­
hail Gorbachev will continue to 
pursue a foreign policy that varies 
little from past Soviet leaders. His 
predecessor, Constantine Chernenko, 
in a speech at a regular plenary meet­
ing of the CPSU Central Committee ' 
h eld from June 14-15, 1983 in Moscow. 
said: 

The battle of ideas In the International 
arena is going on without respite . .. Our 
en t ire system of ideological work should op­
era te as a well -arranged orchestra in which 
every instrument has a distinctive voice and 
leads its t h eme, while harmony Is achieved 
by skillful conducting . . . Propaganda is 
call ed upon to embrace every aspect of 
socia l life and every social group and region 
and to reach every individual. 

Both of these Soviet leaders have af­
firm ed their belief in "coexistence," 
but have always emphasized the irrf'r-
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oncilable difference between capital­
ism and socialism. 

Mr. Speaker, this brief discussion of 
the lack of signficant change in Soviet 
foreign policy brings me to the main 
topic I wanted to discuss this evening, 
the issue of Soviet "active measures." 

ACTIVE MJ:_ASURES 

Since its inception in 1917, the 
U.S.S.R. has sought the support of 
non-Communist individuals and 
groups to lend credibility and general 
appeal to its domestic and foreign poli­
cies. Lenin embarked on a new course 
when he introduced the notion that 
there is no distinction between war 
and peace and that until the aims of 
the proletariat state are achieved 
\vorldwide, the Soviet Union use what­
ever tactics were necessary-including 
the tactics of communication war­
fare-during times of peace. The Sovi­
ets call these tactics "active meas­
ures." 

The term "active measures" itself is 
a literal translation from the Russian 
"ak1ivnye meropriyatiya." That is the 
name of the organization in the 
KGB's First Chief Directorate respon­
sible for worldwide direction of these 
activities. As the Soviets 4se the con­
cept, active measures encompass a 
wide range of practices, including dis­
information, manipulating the media 
in foreign countrie:=;, the use of Com­
munist parties · and Communist front 
groups, and other operations to 
expand Soviet political ipfluence. 
Unlike overt Soviet diplomatic and in­
formational efforts, active measures 
involve an element of deception and 
fequently employ clandestine means 
to mask Moscow's involvement. 

Before I proceed with my remarks, it 
may be helpful to my colleagues to be 
aware of terms related with active 
measures that will be discussed to­
night. Richard Shultz and Roy 
Godson, authors of "Dezinformatsia" 
present several terms for review: 

Active Measures: Active measures may 
entail influencing the policies of anot.her 
government, undermining confidence in its 
leaders and institutions. disruµting relations 
between other nations, and discrediting and 
weakening governmental and non-govern­
mental opponents. 

Agent of Influence: is a person who uses 
his or her position, influence, power, and 
credibility to promote the objectives of a 
foreign power in ways unattributable to 
that power. 

Covert Propaganda: is information <writ­
ten or oral) which deliberately seeks to in­
fluence / manipulate the opinions of a given 
target audience. 

Correlation of Forces: refers to the assess-
•ment of world power. In Soviet dortrine, 
poliry priorities and offensive and defensive 
strategy at any given stage of history are to 
flow from a determination of the correla­
tion of forces. 

Dis i nformation: is a non-attributed . or 
falsely attributed communication. written 
or oral, containing false. incompletl'. or mis­
leading information. 

Forgery: is one of tht> many tlisinfonna­
tion techniques, is the usr of aut.hrntir-look­
ing but false documents and cummuniqurs. 
Tlit• main targets tend lo bP fon•ign go\'crn­
nwnlal <!nlities, or e\'rn ma~s audi!'nc-rs. 

.Intrmational Department, CPSU: (estab­
lishPd in the mid 50s ) is the department 
that is responsible for foreign poliry plan­
ning concerning non-Communist govern­
ments and non-governmental organizations. 
and planning, coordinating , and conducting 
active measures. 

IntemU:tional Front Organizations: while 
reporting to be independent non-govern­
mental. in reality international front orga­
nizations are established and directed by 
the CPSU to promote its foreign policy ob­
jectives. 

International Information Department, 
CPSU: established in 1978, some Western 
analysts believe it was created to improve 
the Soviet foreign propaganda effort 
through more centralized and efficient inte­
gration of the wide range of outlets. 

C>vert Propaganda: is written or oral infor­
mation from an unconcealed government 
source which deliberately seeks to influence 
to manipulate the opinions and attitudes of 
other persons. Soviet m·ert propaganda in­
creasingly has been characteri.zed by inten­
sity and concentration; flexjbilit.y and 
adaptability; and centralized control and co­
ordination. 

Political Warfare: broadly defined, politi­
cal warfare is the threat to employ or actual 
use of overt and covert political, economic, 
and military techniques to influence politics 
and events in foreign countries. · 

Service "A" of the KGB 's First Chief Di­
rectorate: has the respoosibility for plan­
ning and conducting covert active measures. 
These include agent-of-influence operations, 
oral and written disinformation, forgeries, 
and other types of covert political action. 

As a policy tool, active measures 
trace back to the 1920's when the Sovi­
ets sought to discredit emigre groups 
in Western Europe, particularly in 
France, by spreading disinformation. 

Even before the 1917 revolution, the 
czarist secret police employed similar 
deception techniques. They used 
agents abroad not only to collect intel­
ligence but also to sow dissent within 
emigre groups. They also g~~ve covert 
subsidies to selected journals to stimu­
late a better press for imperial Russia. 

After World War II, the Soviets in­
stitutionalized these activities. They 
established a disinformation unit-de­
partment D-within the First Chief 
Directorate of the KGB, the Soviet 
overseas intelligence arm. 

In the mid-1970's, KGB active meas­
ures department was upgraded to a 
service, a further indication of the im­
portance the Soviet leadership at­
tached to active measures operations. 
This change meant that the chief of 
tJ1e service would have to be a KGB 
general officer. 

The timing of the shift in the mid-
1970's suggests a connection with 
So\·iet disappointment with "de­
tente"-during which time forgeries 
dropped off sharply. There seemed to 
be a willingness to employ d~ception 
techniques on a larger scale in support 
of Soviet aims. Reflective of this, the 
Carter administration wa~ targeted 
with an upsurge of active measures, 
frequently involving fake U.S. docu­
ments. These were particularly direct­
ed against the United States-Egyptian 
relationship and the Camp David proc­
ess. I will discuss in great er detail 

other examples of active measures , 
during the course of my remarks. 

According to the U.S. State Depart ­
ment: 

The KGB Active Mt>asures Ser\'ice has 
the primary role of backstopping foreign 
active measures operations, \Vhich are di· 
rected in general terms at the Politburo 
level-the summit of the Soviet hierarchy. 

The sen·ice is organized along func­
tional and geographic lines with half a 
dozen departments. It is· believed to 
employ directly about 300 people. Ac­
cording to the State Department: 

It is believed to monitor ongoing active 
measures around the world; process propos­
als for new operations: maintain liaison on 
active measures with the KGB regional and 
country desks and with overseas operations; 
and provide technical support for oper­
ations through preparation of forgeries and 
fabrications, translation of documents, and 
printing and publication of materials. 

In July of 1982, the House Perma­
nent Select Committee on Intelligence 
report revealed in an excerpt from the 
interagency intelligence study on 
Soviet active measures that: 

Ultimate approval for the use of .active 
measures. like all major decisions affecting 
so,·iet foreign policy, rests with the highest 
level of the Soviet hierarchy, the Politburo 
and the Secretariat of the Central Commit­
tee of the Communist Party of the Soviet 
Union. Most decisions concerning implemen­
tation are carried out by the KGB in close 
coordination with two elements of the 
Soviet party bureaucracy, the International 
Department and the International Informa­
tion Department. The extensive participa­
tion of these two powerful party compo­
nents in active measures indicates both the 
importance attached to such activities by 
Soviet leaders and their appreciation of the 
policy implications of such activities. 

The Interagency report revealed 
that: 

Active measures are in essence an offen­
sive instrument of Soviet foreign policy; 

Active measures remain a major element 
of Soviet foreign policy even during "De­
tente; .. 

The primary target of active measures is 
the U.S .. which the Soviets has long regard­
ed as its main opponent; 

The Soviet regime generously provides the 
necessary financial. technical, and person­
nel resources necessary to support active 
measures operations. 

The Interagency report concluded 
that: 

Soviet acti\·e measures is well integrated 
with other So,•iet. foreign policy actions but 
that the impact, while frequently effective, 
varies on place and circumstance. 

The 1982 hearing also re\eased testi­
mony given earlier in the year by 
former KGB Maj. Stanislav Lev­
chenko, who defected to the United 
States in 1979. At the time, Levchenko 
was in charge of Soviet active meas­
ures in Japan. 

His testimony made it abundantly 
clear that the Soviets were making an 
extensive effort to influence Japanese 
political and public opinion through 
the full panoply of active measures: 

Use of agent s of influence, including 
senior journnlist and politicians. to spread 
rumors and disinformation <i.e., alleged seri­
ous splits in t hr Chinc·sr hierarchy over thr 
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bord er f , hii g with VieLnam, rumors of a 
secret n cleq deal between China and Italy, 
a false 

1 
>Oli · cal testament of the Chinese 

leader i hot ' En-Lai. and a concerted effort 
to labei', ident. Carter ··neutron" Carter); 
and 

Use of agen t.s of influence in Japan's in­
ternal politics. (Through such agents of in­
flu ence, Levchenko asserted that the KGB 
played a behind-the-scenes role in some J ap­
anese opposition groups ). 

Soviet active measures goals, pre­
pared ~nnually by the KGB residency, 
according to Levchenko, "mirrored 
Soviet policy toward Japan, and active 
measures were designed to support 
specific pollcy aims" to: 

Improve Soviet-Japane;;e relations; 
Increru;e tensions bet\\·een Japan and 

China; 
Increase tensions bet\\'een Japan and the 

United St:i.tes; 
Convince the Japanese that it was hope­

less to work for the return of the northern 
territories. 

Levchenko was recently quoted: 
T,here is a collection of techniques called 

aet1ve measures. These include disseminated 
er hidden propaganda. organization of mass 
demonstrations, . control of international or­
ganizations, forgeries, falsification of docu­
ments, utilization of agents of influence 
sabotage and terrorism. By weakening or de'. 
straying the consensus within a free coun­
try, active measures do m ore tha.n classica.Z 
espionage. In the West, Jew people under­
stand this concept. 

A recent Washington Times inter­
view with Levchenko was very interest­
ing. When asked who in the Soviet sys­
tem decides on major disinformation 
themes, he responde-d by stat ing: 

All these decisions · are centralized and 
depend on the Politburo. The different serv­
ices of the KGB and the International De­
?a:·tment establish programs of action. But 
1t IS always the Politburo that decides major 
operat10ns. The orders are then gi.ven to 
each functionary who is expected to take 
irrnnediate action. 

According to Levchenko, "$3 to $4 
bill~on a year expended for propagan­
da 1s a reasonable estimate." This in­
cludes both internal and external 
propaganda, which are essential for 
the survival of the regime. The former 
is as important as the latter. It con­
sists of a systematic brainwashing of 
generations · upon generations of 
people since the time of the revolu­
tion. There is no comparable example 
in the world. 

Levchenko remarked about the 
major themes of Soviet propaganda in 
the world, stat.ing that there are essen­
tially three _of them: 

<1 l To presenf the Soviet Union as a coun­
try that is fundam,mtally committed to a gi­
gantic peace effort; {2) Try to get rid of the 
Pershings in Europe and to weaken NATO; 
(3) To back up so-callf'd liberation mo\·e­
ments . BPyond that t.ll e slogans remain di­
rected against the "prim:ipal enemy" the 
Ur:1 ted State~. 

Levchenko described at great length 
the Soviet victory against the neutron 
bomb as ··strategically decisive." He 
stated that.: 

Exploitin~ til e vLsrcral fear of Western 
opinion. the SoviPt. Union managPd to erase 
from thP debate th e efft.' ct.iH'llPSS of t.h e 

neutron weapon system a.gainst 21,000 
Soviet tanks in East Germany. 

D 2230 
Mr. Speaker, this is extremely im­

portant, because if anyone would sug­
gest that there are more humane 
bombs versus less human bombs, the 
neutron bomb would certainly come in 
the prior category, because what. it at­
tempted to do was to scale down the 
area of injury to the battlefield; that 
is, to allow the use of that sort of 
weapon and confine its effect to the 
area which would be populated by the 
individuals that were fighting on 
behalf of the Eastern bloc in the 
Soviet Union, and instead of that. 
being the argument the So\·iet Union 
was allowed or assisted in having the 
debate really revolve around th e ques­
tion of whether this bomb would kill 
people, but no t. devastate property, 
and therefore the suggestion that the 
Americans and their allies were sud­
denly confronting Europe with a hide­
ous bomb. 

I am not suggesting that the bomb 
would not destroy_ life, would not kill 
people. What I am suggesting is that it 
was a bomb that would be effective 
against the onslaught of 21,000 Soviet 
tanks that we currently find in East 
Germany. If one believes in the con­
cept of deterrence, one has to believe 
that we need effective deterrence 
against the possible onslaught of those 
tanks in Western Europe. 

Why? Becaw,e if we fail in that de­
terrent policy, most analysts suggest 
that the Soviets and their allies could 
overrun ourselves and our allies in 
terms of conventional force structure 
in Western Europe and then put our­
selves in the very difficult situation of 
deciding whether we a;llow that to con­
tinue or whether we in the United 
States and our allies are forced to in­
troduce nuclear weapons into the bat­
tlefield of the kind that are not in any 
way confined to the battlefield and 
once you introduce such weapons to 
the battlefield, how do you stop from 
escalating the intercontinental ballis­
tic missiles? How do you stop from es­
calating to nuclear weapons carried on 
manned bombers? How do you stop 
from using nuclear weapon:5 that are 
discharged from our submarines 
around the world? 

One of the things that we have got 
to say is that there were some very 
sincere people in VVestern Europe who 
sincerely believed that the n eutron 
bomb was not the proper thing to do, 
but in fact it is extremely difficult for 
us to gauge exactly how much of what 
occurred in Western Europe was the 
result of Soviet disinformation and 
other aspects of their active measures. 

Mr. W ,ALKER. Mr. Speaker, will the 
gentleman yield? 

Mr. LUNGREN. I am happy to yield 
to the gentleman from Pennsylvania, 

Mr. WALKER. Mr. Speaker, I thank 
the gentleman for yielding. 

The gentleman I think was quoting 
the Sovie t official when h e said with 

regard to the n eutron bomb tha t the 
Soviets had won a strategic victory. 

Mr. LUNGREN . Strategica lly deci­
sive were the words he used. 

Mr. WALKER. A decisive victory, 
and I think maybe that very language 
is somewhat significant because we 
spend a lot of time on this floor dis­
cussing strategic weaponry. In most in­
stances we ai-e talking about spending 
multi-billions of dollars in order to in­
crease our strategic arsenal. 

If I understand what the gentleman 
is quoting the Soviet official as stat­
ing, the Soviets through the use of the 
disinformation campaign indeed 
achieved a strategic victory against 
the W est by the use of disinformation. 

I think that very language sho\\'s 
how important the message that the 
gentleman from California is d eli\'er ­
ing to us tonight, because what it is 
saying is that despite those things 
that we do to try to increa,se our mili­
tary armament in this country, the 
fact is that the Soviets in their disin­
formation campaign are ~·inning 
major military victories, such as the 
one that was won on the neutron 
bomb and I think it really underscores 
the importance of what the gentleman 
is telling us here. 

D 2240 
Mr. LUNGREN. I appreciate those 

remarks because it. hearkens back to 
other remarks made by Levchenko in 
which he said, and I would repeat, 
that by weakening or destroying the 
consensus within a free country, act.l.ve 
measures do more than classicial espi­
onage. And right now we are in the 
midst of determining how much espio­
nage we have involved in some aspects 
of our military, espionage directly con­
nected to the Soviet Union. 

His statement is that even worse 
than some of that classical espionage 
are the results of active measures. And 
then he goes on to say "In the W est, 
few people understand this concept." 

Perhaps that is one of the most im­
portant -parts or most important m es­
sages that I would like to convey in 
this special order, which is that there 
is a knowledge gap, if we can use that 
term, on the part of many elected offi­
cials, and certainly on the part of 
many in the general public population 
concerning this whole area, and that 
as long as there is lack of knowledg'?, a 
lack of infromation about how impor­
tant this is to the Soviet Union, how 
they consider it important for their 
strategic purposes, it weakens our abil- • 
ity to respond to it, because in the ab­
sence of information, or confined to 
the parameters of ignorance, we are 
very much restricted in our ability to 
pass legislation which effectively re­
sponds to this. And oftentimes we do 
not even realize that some of our 
debate is being influenced by this. 

I am not suggesting any Member 
here is doing that. intentionally, or any 
member of th e press is doing i t, or th<> 
electronic mPdia. What I am suggest -



1 
ij .. 

j 

July 17, 1985 CONGRESSIONAL RECORD - HOUSE H 5869 
ing is most of us, if no t all of us. are in 
the dark on this and do not fully ap­
preciate what it means. And it just 
stikes m e that the more we get this in­
formation out, and the more we under­
stand the full seriousness of it , the 
greater the chances that we will not. 
only do things, but support measures 
that are already ongoing, and 
strengthen those efforts so that we 
can, in fact, deal with this form of 
modern warfare that the Soviet Union 
is so much engaged in. 

Mr. WALKER. Will the gentleman 
yield? 

Mr. LUNGREN. I yield to the gen­
tleman from Pennsylvania. · • 

Mr. WALKER. Just to emphasize 
the gentleman's point, a fot of the 
American people have heard in recent 
days Navy officials talking about the 
tremendous damage that was done to 
our military by the espionage that was 
carried out on by a number of people 
that I regret to say have been labeled 
" the Walker ring." But it, I think, is 
important then to note that in the 
mind of this Soviet official, despite 
whatever damage may have been done 
by espionage, that the disinformation 
campaign is regarded by the Soviets as 
being even more important to their 
long-term interests than that kind of 
espionage activity. 

So the way and the fact that major 
damage was done by espionage, and 
then ratchet that up a little bit higher 
to understand what disinformation 
does in terms of advancing the Soviet 
cause, and once again I think it em­
phasizes again the need for us to have 
a better understanding of just what is 
happening . 

Mr. LUNGREN. One of the interest­
ing things I have found in looking into 
this subject is the number of analysts -
believe that the Soviet Union has 
really become the first modern state 
to institutionalize these practices to 
the extent they have, and to make 
them a fundamental instrument of 
state policy_ Members of the KGB and 
the 15,000 or so persons who work in 
Moscow at Soviet embassies and else­
where. press agencies and numerous 
Soviet front organizations, all work in 
harmony to carry out this effort at 
the active measures, and to under­
mine. or in many cases at the same 
time embarrass the United States. 

A State Department report recently 
revealed that "Soviet active measures 
have increased significantly in the last 
2 years, particularly in the Third 
World , and iri a few instances have re­
sulted in the loss of life ... In these 
campaigns, the United States has been 
falsely blamed for killing 7,000 persons 
in Brazil's Amazon Basin throu~h 
chemical warfare , plotting the assassi­
nation of Pope Paul II. firing astro­
naut Neil Armstrong because he alleg­
edly converted to Islam after hearing 
the Moslem call to prayer on the 
Moon, attacking the whole Mosque in 
MP<'ca , which touched off an attack on 
thP U.S. Embassy in Islamabad. plac­
ing cruise missilrs in South Africa. 

planning the Balkanization of India. 
and using food for political blackmail 
against that country. 

And whil E! th ese tactics m ay seem ri­
di culous, particularl y \\'h en you talk 
about the Armstrong incident, they at­
t empt to play on religious hatred, and 
also political and racial unrest. The 
phoriy plan to Balkanize India was cir­
culated just before the nonaligned na­
tions of the world met in India for an 
international conference. And what is 
so sad is that this stupid rumor gained 
so much credibility that it was written 
about in major papers , and de110unced 
by members of the Indian Parliament 
before we in the United States had a 
chance to deny it. 

For those who downplay the danger 
of these tactics, the false story that 
Americans had attacked the holy 
Mosque ignited an angry mob which 
attacked and burned our Embassy, and 
several Americans died in the riot. 

My point is that unfortunately, for 
decades we certainly have ignored 
Soviet disinformation campaigns by 
somehow believing that whistleblow­
ing on the Soviets would only give 
credibility to their efforts. The deaths 
in Islamabad and the recent rash of 
terror aimed at the Americans, all 
Americans around the world, I think 
ought to bring us to the realization 
that all active measures need to be 
countered to increase the odds of pro­
tecting American citizens around the 
world. 

In 1981 an interagency task force 
suggested that " an information net­
work be put in place to track Soviet 
active measures, and that a rapid-re­
sponse system be established so that 
our Foreign Soviet officials could be 
given accurate and appropriate guid­
ance to defuse disinformation ploys 
that might have potentially damaging 
consequences to our national securi­
ty." 

So I would suggest that the U.S. In­
formation Agency should be com­
mended for its efforts to expose 
Soviet-inspired campaigns against the 
United States. 

Such examples include this: Quick 
action by the U.S. Embassy and Aus­
trian officials averted political fallout 
from a forged letter supposedly writ­
ten by an ambasi;ador suggesting that 
Austria compromise its historical mili­
tary neutriality and join NATO. 

It exposed the So\'iet-inspired cam­
paign to blame the United States for 
implicating the Soviets in the Bulgar­
ians' attempted assassination of Pope 
Paul II by pointmg out major defects 
in a supposedly authentic cable. These 
mistakes actually were so glaring that. 
the result was adverse Italian press 
again the Soviets. 

So in places where we anticipated 
what.' the Soviets might do, immediate­
ly found them. and immediately re­
sponded, we were able to turn that 
around. 

Some people may say well. what is It 
you are · engaged in. some sort of a 
game, tit for tat? Unfortunately, there 

is a big game being played out there 
by the S oviet Union which influences 
people, because they taken it serious­
ly, and at times, we have not taken it 
seriously. , 

According to active measures experts 
Herb Romerst.ein and Jan Hemming of 
USIA: 

The anatom y of a t ypical So\·iet disinfor­
mation campaign oft.en starts in so-called 
" legit imate" Western papers although 
sometimes it is " planted" in sympathetic 
Communist publications. USIA cites the ex­
ample of the No\' . 1, 1984 Greek newspaper 
Ethnos which carried a lead story on the 
front page that the CIA was behind Indira 
Gandhi's assassination. 

According to USIA: 
That same day similar r eports cropped up 

in numerous English-speaking dailies in 
India quoting go\'ernment and Communist 
party officials who believed " foreign 
.powers·• or U.S . imperialists were behind 
the Ghandi assassination. 

What is fascinating is the next day 
the same theme was repeated in select­
ed papers throughout Argentina from 
the extreme left wing daily La Voz to 
the right wing paper La Prensa. Alle­
gations of U.S. involvement were 
printed in papers in Nepal and Indone­
sian papers including the respected 
Sinar Harapin. 

According to USIA, by November 5: 
The story line had spread to the Gulf 

Daily News in Bahrain and appeared in the 
General-Anzeiger in Bonn and ABC in 
Spain. The G erman and Spanish papers­
both pro-Western, quoted Pravda which at­
tempted to implicate the CIA in Ghandi's 
death. 

So you have it going from small sto­
ries appearing in admittedly Commu­
nist papers to somehow gaining cur­
rency so it appears in newspapers not 
only in Third World countries but in 
pro-Western countries. And it gains 
some credibility and some currency; 
and by the time we run it down and 
deny it, the damage has been done. 

Mr. ARMEY. Mr. Speaker, will the 
gentleman yield? 

Mr. LUNGREN. I will be happy to 
yield to the gentleman from Texas. 

Mr. ARMEY. Mr. Speaker, first of 
all, I would like to thank Mr. LUNGREN 
for organizing this special order, and 
commend him for attempting to 
expose and clarify the many shapes 
and forms that Soviet " active meas­
ures" take. 

Last month I circulated a "Dear Col­
league" entitled "Disinformation 
Through Revisionist History" which 

· dealt with the tendency of Communist 
regimes to pervert certain national 
heroes, historical causes, and impor­
tant phrases and words in order to in­
fluence Western opinion, subvert con­
fidence in Western institutions, and 
generally to advance Soviet interests. I 
would like to briefly outline several 
points in my Dear Colleague, because I 
believe this is an interesting case study 
of semantic corruption and disinfor­
mation through revisionist history. 

Historically, Communist regimes 
have been adept at disguising the to-
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talitarian nature of their rule by asso­
ciating national heroes with their 
cause. This historical disinformation 
has been exploited to the fullest by 
the Communist Directorate in Nicara­
gua which has skillfully associated 
itself with the Nicaraguan national 
hero, Augusto Cesar Sandio, in an at­
tempt to lend a certain degree of credi­
bility to their cause. 

The Sandinista movement dates 
back to the early 1920's when Sandio 
began to build a political movement 
based upon three fundamental 
themes: First, sovereignty; second, na­
tionalism; and third, democratic social­
ism. "Sandinismo," then, is a political 
movement which can in no way be 
identified with Marxist-Leninism 
which is inherently internationalist, 
totalitarian and atheistic. Sandinismo, 
on the other hand, is nationalistic, 
democratic, and religious. 

In short, Marxist-Leninism is a view 
of man and state antithetical to San­
dinismo and the two cannot be con­
fused without doing a grave injustice 
to the goals and intentions of Sandino 
as well as democratic resistance move­
ments around the world. 

With this in mind, it is reasonable­
in spite of the efforts of the present 
Government of Nicaragua to align 
itself with Sandino-that we no longer 
refer to the present Government of 
Nicaragua as the Sandinista National 
Directorate. To do so is to pervert the 
true spirit of Sandinismo and the na­
tional pride and spirit of Nicaragua. 
Marxist-Leninism is a political orienta­
tion which runs counter to the history 
and culture of Nicaragua, and our po­
litical vocabulary should not be insen­
sitive to this fact. 

As Eden Pastora stated on May 24, 
1984: . 

It Is not true that the Managua regime is 
Sandinista. The regime is communist and 
only communist. Sandinismo is totally op­
posed to communism because communism is 
internationalist. and Sandinismo is national­
istic, Sandinismo is democratic and commu­
nism is totalitarian, Sandinismo is religious 
and communism does not believe in God. 
Let us not be confused. 

This is, unfortunately, not an isolat­
ed case of inaccurate history, but part 
of a systematic campaig,:i to legitimize 
the international Communist cause by 
associating it with folk heroes. The 
Soviet Union has done this time and 
time again using artists and poets to 
lend a certain "folk" credibility to 
their cause, when in fact these poets 
and artists would certainly oppose the 
repressive Soviet regime if they were 
alive today. 

The importance of using the reputa­
tions of certain national figures to le­
gitimize the Communist cause was re­
vealed by a leading Stalinist official, 
Georgi Dimitrov, in 1935. And I quote, 
"A writer of reputation, or a retired 
general, are worth more than 500 poor 
devils who won 't know any better than 
to get themselves beaten up by the 
police." 

Another major weapon of Soviet dis­
information by revisionist history is 

more subtle, but no less dangerous, 
and can be called semantic corruption. 
Semantic corruption is the practice of 
redefining the meanings of words in 
order to a.line them with Marxist-Len­
inist political objectives. 

Semantic corruption may seem to be 
a trivial exercise, but Soviet leaders 
have placed an extremely high priori­
ty on the power of redefining words. 
As Stalin himself said, "the most im­
portant weapon in my arsenal is the 
dictionary. Let me choose the words 
and concepts by which you think, and 
I will tell you what and how to think." 

Examples of semantic corruption 
abound. Recently, the editors of the 
Oxford English Dictionary were sur­
prised to find that the definition of so­
cialism had changed frcim "a theory or 
policy of social organization • • •" in 
the British editions, to "a system 
which is replacing capitalism • • *" in 
the Soviet version. Likewise, the defi­
nition of capitalism in the Soviet 
version turned out to be, "an economic 
and social system based on• • • the ex­
ploitation of man by man." 

In fact, the Soviets pervert the 
meanlng of nearly every important po­
litical word or phrase. For example, 
they make a mockery ef the word "de­
mocracy" by proclaiming in their con­
stitution that they have the only true 
and "genuine democracy." Democracy, 
in the Western sense, connotates a 
free and pluralist society. Democracy, 
in the Soviet sense, has nothing to do 
with freedom or pluralism, but is 
based upon equality-or better, equali­
ty enforced-and requires a strong 
mechanism with which to enforce . 
democratic equality. Despite the long 
history of the word "democracy," it 
has never, by no stretch of the imagi­
nation, been defined in such a manner. 
This is only one of the more obvious 
examples of semantic corruption 
which abound in the Soviet vocabu­
lary. 

Semantic corruption and disinforma­
tion through revisionist history are 
two of the most powerful Soviet active 
measures. The only way we can deal 
with the subtle workings of these two 
measures is to expose them in discus­
sions such as these. So at this point, I 
would like to thank Mr. Lungren once 
again for organizing this session, and 
hope that they will continue in the 
future. 

D 2250 
Again I want to commend the gen­

tleman from California [Mr. LUNGREN] 
for his effort and the initiative he has 
shown in this special order. 

Mr. LUNGREN. I thank the gent le­
man very much for his comments. I 
appreciate his comments and I appre­
ciate his being here at this late hour. 

Mr. Speaker, I yield to the gentle­
man from Pennsylvania [Mr. WALKER]. 

Mr. WALKER. I thank the gentle­
man for yielding. 

Mr. Speaker, with the memion of 
the assa.ssinat.ion of Indira Gandhi 
and the assassinat ion attempt on John 

Paul, I cannot help but tell the story 
that I saw recently with regard to the 
Soviet Union, t h e story about Cher­
nenko and Gromyko. Supposedly, at 
one point', Chernenko went to Gromy­
ko and told him, "You got to do some­
thing about international time zones." · 
Gromyko was somewhat confused. He 
said, "Well, why do we have to do 
something about the international 
time zones?" Chernenko said, "They 
are confusing me. They are causing me 
all kinds of problems and you ha\'e to 
do something about them." Gromyko 
said, "Well, what kind of problems?" 
And Chernenko said, "Well, for exam­
ple, when Indira Gandhi was assassi­
n:1ted I called with my condolences 1 
day too late. And when there was an 
assassination attempt on John Paul II, 
I called one day too early." I thank 
the gentleman for yielding. 

Mr. LUNGREN. I thank the gentle­
man for his comments. 

Mr. Speaker, we all know the story 
about Grenada, which I refuse to call 
the invasion, but I call the liberation 
of Grenada. But it raises an interest­
ing issue for discussion in the context 
of this special order. Romerstein and 
Hemming of USIA make an interest­
ing observation. They recently re­
marked that: "Most Soviet disinforma­
tion campaigns take place far from 
Ameri.ca's shores, but there is now in­
disputable evidence that disinforma­
tion was used in Grenada during the 
New Jewel movement's seizure and ex­
pansion of power. Documents captured 
by American forces after they secured 
the island reveal that Grenada was se­
curely in the Communist sphere. 
Copies of a secret speech delivered by 
Maurice Bishop, leader of the New 
Jewel movement, outlined ways in 
which Washington and the rest of the 
free world would be deceived into 
thinking that Grenada had created a 
moderate government embracing con­
servative elements within the coun­
try ." 

Romerstein and Hemming stated: 
"The deception was so effective, that 
prior to Bishop's last trip to America 
before his assassination he was 
coached by the American wife of 
cuban Ambassador Julian Torres Rizo, 
on how to manipulate the American 
press. Ambassador Rizo is a high-rank­
ing intelligence officer with experience 
in active measures. Most of Mrs. Rizo's 
recommendations-including blaming 
the Reagan administration for bad re­
lations, speaking directly to the Amer­
ican people as their friend through 
the American press, finding sympa­
thetic forums to express grievances 
about American treatment of Grena­
da. and announcing the construction 
of a modern airport facility to attract 
American tourists rather than accom­
modate Russian jets-actually worked. 
Secret documents found later showed 
the intended military use of the air­
port." 

In one document, Marshal Ogarkov, 
chif'f of staff of the Soviet Armed 
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Forces, 'boasted In 1983 to Me. jor Loul­
son, chief of staff of t.be Grenadian 
Army, that "over two decades ago, 
there wa.s only CubA. in La.Un America, 
toctay there Rre Nicaragua, Grenada. 
and a serious br..t tl e is going on in El 
Salvador." 

Mr. Speal, er, the citizens of our 
great coun try need to know that v:e 
sincerely desire peace. The Soviet 
Union, howP.ver, through its intricate 
propaganda network does m:;,ke a sig­
nificant effort to convince the world 
that the United S tates supports the 
nuclear arms race and is thwarting at­
tempts to negot.ia.te a nuclear aITns 
freeze. 

What deepl y concerns me is the fact 
that the same Soviet active mer:.Sures 
that have been used in Vlestem 
Europe and eisewhere in the world are 
also being· used here in America. 

The Intelligence Division of the Fed­
eral Bureau of Investigation released a 
report - which is unclassified-entitled 
"Soviet Active Measures R elating to 
the U.S. Peace Movement" which de· 
scribes Soviet efforts in the United 
States. The FBI report states that: 

H is extremely difficult io determine the 
extent t o which \'arious orga nizations and 
coalitions are being influenced or mai:ipu­
la.ted b y the Soviet Union. An P.ssessment of 
the effect of the Soviet active measures 
other U.S. peace movement is par ticuhrl y 
difficult because the Soviets have endeav­
ored to capitaJbe on or m~nipulate existing 
sentiments within peace organizations such 
as the desire for a nuclear freeze, that paral­
lel or tend t o promote Soviet propaganda 
objectives. 

As the 1981 Interagency Intelligence 
Memorandum on Soviet Active Meas­
ures noted: "Whenever a political 
movement supports policies that coin­
cide with goals or objectives of Soviet 
foreign policy, the exact contribution 
of Soviet active measures is impossible 
to determine objectively." 

Mr. Speaker, the point here, howev­
er, is we must come to some sort of re­
alizRtion that there does exist an 
effort to discredit us, to isolate us 
from our allies, and the rest of the 
world. 

I share the observations of the FBI 
that the Soviets do not seek a domi­
nant role in the U.S. peace or nuclear 
freeze movements, or that they seek 
directly to control or manipulate the 
movement. 

The Soviets do not view control of a 
movement as a necessary condition for 
successful active measures. Much of 
the Soviets efforts are designed to 
focus public attention on new U.S. 
weapon systems and policies to create 
the impression t hat they are the more 
interestt>d party to serious arms con­
trol negoti::-~tions and disarmament ne­
gotiations. 

Mr. Speaker. the American public 
must understand that the Soviet 
Union does attempt to manipulate the 
sentiments of the West.ern desire for 
peace. They do so with th e use of tlle 
Soviet worldwide propaganda appa­
ratus. international front.r; and local 

Communist parties, and trusted con­
tracts and agents. 

□ 2300 
Mr. Speaker, we have many, mo.ny 

examples of what the Soviets have 
done over the last number of years. 
Perhaps one of the most egregious ef­
fNts that they made to try and disin­
form the res t of the world was their 
response t o the shoot down of the 
KAL 007 in.1983 , and as we r emember, 
there we:re a number of Americans 
a,board that fligllt, including one of 
our colleagues in the House, the Con­
gressman fro□ G eorgia. 

The first Soviet response to news of 
the shoot-down was simple disinforma­
tion. Tass reported September 2, 1983: 

• • • on the night of August 31 to S epLem• 
ber 1 Lhis year, an unidentified plane rudely 
viola: ed the Soviet slate b order and intrud­
ed deep into the Soviet Union's air 
~PHCe . .. , 

In v10lation of international regulations, 
th(' pl::rne flew without n avigation lights, did 
not re«ct to radio signals of the Soviet dis­
pakhcr services and Itself made no at­
tempt.;; to establish such communication 
conta.et • ~ • 

Soon af t.er this the intruder plane left the 
limits oi Soviet air space and continued its 
ilight toward the Sea of Japan. For about 
ten minutes it wr..s within the observation 
wne of radio location means, after which It 
could be observed no more." 

The U.S. response was to release the 
tape of the Soviet intercepter pilots 
ra.dio t ransmissions which showed that 
the plane had navigational lights, even 
the strobe lights used by civilian air­
craft (spy planes are painted black). In 
addition the Soviets had shot the 
plane down. The Soviet transmissions 
includ1:d: 

1821:35 Su-15 (805): The target's (strobe) 
!ight is blinking, . 

• • • • • 
1825:11 Su-15 (805): I am closing on the 

target, am in lock-on. Distance to target is 8 
(kilometers). 

• • • • 
1826:20 Su-15 (805): I have executed the 

launch . 
1826:22 Su-15 (805): The target ls de· 

stroyed. 
1826:27 Su-15 (805): I am breaking off 

attack. 
On September 9 Marshal Ogarkov, 

then Soviet Chief of Staff admitted 
that the Soviets had shot down the 
plane. 

He told a press conference In 
Moscow: 

T he ordi.' r to terminate the flight was 
Issued at 06.24 local time over the Soviet 
Union's territory In the area of Pravda set­
tl pme1it <m the southwest coast of the island 
of Snk.r.a.lin. The order was fulfilled over 
the Sov iet terriLory. 

Alter th&t. the intruder plane continued a 
dt'r.cending flight for some time, and then 
ra.dar aid :< lost contact with It and could ob­
serve It no longer. 

The Soviet al:r defense systems, acted 
str irtl y ln accordance with the Law of the 
StatP Bordn of the USSR. The decision t.o 
1,('rmirrn1-e thr fli ght was talieri by thr com· 
rn nn d of the a.Ir ddense district. 

From the start the Soviets have 
claimed that KAL was a spy plane. 

For example , Moscow t elevision 
broadcast on September 8, 1983, that-

Jt ha.s been irrefute.hly pr'oven that the 
flight of Liw Sou th Korean liner was a re· 
connaissance one. Tile a ircraft wa.s 
c,·ammed wilh the appropriate appa;-at.us. 

This, of course, was false . THe Sovi­
ets h ad shot down a KAL plane in 
1978. When the Soviets recovered the 
aircraft, it did not have any spy gear 
on board. 

Soviet propa.gandi.sts and KGB 
assets in non-Communist countries 
continued to repeat the false stor y 
that KAL was a spy flight. 

An example is Akira Yamada, in 
Jap2.n, who uses the ·pen name Akeo 
Ya.'!lakawa. Former KGB officer Lev­
chenko has identified him as a KGB 
agent. Yamada. h as repeated the false 
story that KAL was a spy plane in ar­
ticles for legitimate Japanese publica­
tions. 

Just. one example, and an out rageous 
example, of where the Soviets, of 
course, when caught with what they 
had done, first denied it and then tried 
a disinformation campaign in which 
they made statements which on their 
face appeared to be very silly, but then 
they had those who seemed to write 
their line on a continual basis actually 
writing articles for publication in le­
gitimate publications in other coun­
tries outside the Soviet Union. 

Mr. Speaker, I would just suggest 
that the American people need to 
know far more about what the Soviet 
Union is doing with respect to the full 
panoply of active measures. I t ls, in 
fact, an effective means that they are 
using; it is one that we are attempting 
to respond to, albeit slowly at times 
and without sufficient resources, and 
it is one that should be kept upper­
most in the minds of many of our 
elected officials when they have to 
make the very difficult decision about 
ensuring the finances for our intelli­
gence communities, and not Just so 
that we can get this information · and 
analyze it., but that we can do it in a 
t imely fashion, not only for intcmal 
research and internal filing for intelli• 
gence purposes, but for an external re­
sponse and a timely external response 
by ourselves. 

Because often, it is the timeliness of 
the response which will really deter­
mine whether or not the Soviets are 
e:ffective in the active measures that 
they have utilized. 

I would just like to say, Mr. Speaker, 
that a number of different Members 
have sought time to take during my 
spec.la.I ordf•r. Because of the lateness 
of the hour, they have entered their 
st,atements in the RECORD, arid I would 
just hope that my other colleagues 
would take the time to look at the pre­
pared and well-researched statements 
that wm appear in the RECORD along 
with this special order, so that we can 
al\ become a little better informed as 
to what it is Lhe Soviet Union is up to, 
huw well organi7.ed t!ley are, how ex­
tensi\'r their !ipparat.us is for utilizing 
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this information, and the necessity of 
our response, the necessity of the 
maintenance of our response and the 
necessity of us to do far more, so that 
we can have a more effective response 
in the future. 

Two, to portray the United States as studies on , trends in Soviet active 
an aggressive "Imperialist" power measures and additional reports and 
which, unlike the Soviet Union, is an analyses of forgeries which have sur­
obstacle to maintaining peace or faced in Western Europe and else­
making progress in arms control nego- where, all designed to disrupt U.S. re-
tiations. lations with our friends and allies. 

Three, to isolate the United States The Soviet active measures cam-e Mr. LAGC>MARSINO. Mr. Speaker, 
let me first say that I greatly appreci­
ate the gentleman from California re­
serving time this evening to discuss 
Soviet active measures. Surely, there 
has been too little published in open 
sources on this topic to date. Yet, 
Soviet efforts in this regard are known 
to be massive and increasing. It is in­
cumbent upon this body to pass on our 
knowledge of these activities to our 
constituents and, indeed, to the people 
throughout the free world. For the 
stakes in this deadly game are quite 
high. The future security and stability 
of the free nations depends upon our 
ability to recognize and combat this 
growing menace. Again, let me con­
gratulate the gentleman on his initia­
tive. 

from its allies and friends and to dis- paign is not new, Mr. Speaker. Propa­
credit governments and political lead- ganda, for example, played a key role 

-ers that cooperate wiht it and support in Lenin's earliest attempts to discred-

Mr. Speaker, Soviet active measures 
pose a serious threat to the security 
and weil-being of the United States, 
our allies and other non-Communist 
nations and undermine our combined 
efforts to defend ourselves against 
Communist-inspired overt aggression 
and political warfare. Such activities 
fly in the face of repeated assertions 
from Soviet leaders and spokesmen 
that it is the Soviet Union which 
yearns for world peace and that theirs 
is the side most desirous of the return 
of detente. Of course, we have seen in 
Afghanistan, the Baltic States, East­
ern Europe, and in other countries and 
other regions of the globe what peace 
on the Soviet's terms has wrought. It 
is, therefore, vital for free people ev­
erywhere to study and understand 
these active measures, and recognize 
that they are part of a systematic at­
tempt by the Soviets and their proxies 
to subvert and undermine our ability 
and resolve to respond to Communist 
aggressive intentions and actions. The 
Soviets hope to achieve their objec­
tives through the use of false or mis­
leading information and propaganda; 
the distribution of inaccurate or fabri­
cated stories-including the use of for­
geries-in the Western and other 
media; the .use of front organizations; 
political influence operations; and a 
host of additional tactics. 

Let me turn for a moment, Mr. 
Speaker, to how some analysts have 
described the goals and importance of 
Soviet active measures. Charles Sor­
rels authored an excellent expose for 
the U.S. Arms Control and Disarma­
ment Agency [ACDAJ on the "Soviet 
Propaganda Campaign Against 
NATO." He views the Soviet's long­
t erm goals in pursuing active measures 
as follows: 

One, to influence American as well 
as world opinion against U.S. national 
security policies and programs that 
are perceived as threatening to Soviet 
objectives-such as the domination of 
Western Europe. 

it. it the existing regime, by the publica-
Four, to create a favorable environ- tion of "Iskra" (The Spark)-a news­

ment for the execution of Soviet for- paper that according to Lenin would 
eign policy. "blow every spark of class struggle and 

Five, to undermine the political re- popular indignation into a general 
solve of the United States and other conflagration." As noted by Shultz 
Western Nations to protect their inter- and Godson, the Bolsheviks were able 
ests against Soviet encroachments. to seize power from the provisional 

The common thread that runs government largely by a combination 
through all active measures is a high of propaganda and political influence 
degree of manipulation and misrepre- techniques , in addition to the use -of 
sentation, whether to disguise Soviet armed force. Current Soviet active 
involvement in a particular activity or measures techniques, they argue, are, 
to conceal the real purpose behind an therefore, "a logical outgrowth of the 
activity in which a Soviet element is Bolshevik struggle for power, especial­
overtly involved. ly during the period between the two 

According to testimony from deputy revolutions of 1917 ." The Bolsheviks· 
director of the Central Intelligence also used active measures to discredit 
Agency [CIAJ, John McMahon, during emigre groups in France and through­
a House permanent. Select Committee 
on Intelligence hearing on this topic in out Europe. 
July 1982: Given the Soviets' historical affinity 

Active measures are in essence an offen- for using this foreign policy tool, it is 
sive instrument of soviet foreign policy. not surprising, say Shultz and Godson, 
They contribute effectively to the ,trategic that: 
Soviet purpose. central to Soviet foreign After the Bolshevik revolution first Lenin 
policy, of extending Moscow's influence and and then Stalin applied these measures not 
power throughout the world. The primary only against the remnants of non-Commu­
target of Soviet active measures is the nist forces in the new Soviet state. but also 
United States, which the Soviet Union has against rival factions in the Communist 
long regarded as its main opponent and the Party, Soviet Union [CPSUJ. The cam­
principal obstacle to carrying out its poli- · paigns against Trotsky-who has dubbed 
cies. The Soviet regime generously provides first a "Menshevik," then an enemy of the 
the financial, technical and personnel re- Soviet state. and finally an outright Nazi 
sources necessary to support active meas- German and Japanese agent.-serve as good 
ures operations ... the basic aims of active examples. 
measure operations are to weaken the oppo• After World War II, the Soviets set 
nents of the U.S.S.R. and to create a favor-
able environment for advancing Moscow's up a disinformation unit, called De­
views and international objectives world- partment D, within the first chief di-

rectorate of the KGB. Department D's 
title was subsequently changed to the 
Active Measures Department. Today's 
KGB active measures service is headed 
by a KGB officer of general rank, and 
is directed and overseen by the ruling 
Politburo itself. 

wide. 
Finally, Richard Shultz and Roy 

Godson have written perhaps the most 
authoritative expose on Soviet active 
measures. entitled. "Dezinformatsia." 
they argue that: 

For the Soviet Union, active measures 
constitute a dynamic and integral array of 
overt and covert techniques for influencing 
events and behavior in, and the actions of, 
foreign countries. These measures are em• 
ployed to influence the policies of other 
governments, undermine confidence in the 
leaders and institutions of these states, dis· 
rupt the relations between various nations. 
and discredit and weaken ·major opponents. 
This frequently involves attempts to deceive 
the target, and to distort the targets of per­
ceptions of reality. 

Their thorough analysis of Soviet 
active measures is must reading !'or all 
interested students of Soviet political 
warfare and operations against the 
West and the United States in particu­
lar. 

I would like to request unanimous 
consent at this point, Mr. Speak.er, to 
include extraneous matter following 
my remarks as they appear in the 
RECORD of today's proceedings. Among 
this information are declassified CIA 

Thus we can see, Mr. Speaker, that 
political warfare is an important and 
indeed integral part of Soviet foreign 
policy. They seek to exploit opportuni­
ties for creating tensions between us 
and our allies and create problems 
where in fact none exist . They willful­
ly acknowledge, however, that the 
"war of ideas" between East and West 
is ongoing and that Marxist-Leninist 
ideology is the philosophical founda­
tion upon which the struggle between 
capitalism and communism is based. 
Theirs is an ideology with a world 
view, a purpose-that is to unite men 
of all nations and in all regions under 
the banner of Marxism-Leninism. 

We have seen, however, Soviet-style 
"communism in practice. We have seen 

the tremendous inequities between an 
analytical view of Marxist theory and 
the ideology in practice. We have seen . 
the gulags, the prison camps, the 
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forced famin es, th P secre t. pol ice , th e 
refuscnikr,, the suffering and the hard­
ships and many of the other, less a t­
tractive aspects of Soviet-style commu­
pJsm_ We know that Marx's visions 
have led some leaders to turn whole 
countries into vast prison ca mps. 
Tliose Russian leaders who picked up 
on Marx·s writings and created this 
century 's second totalitarian , expan­
sionist European power a.re the same 
leaders who turned to active measures 
in the early 1920's in an attempt to 
insure their own political survival and 
the extinction of other groups vying 
for power following the demise of the 
provisional government. Active meas­
ures are by no means a new addition 
to the mighty Soviet arsenal. 

Now, I wish to turn to one aspect of 
Soviet active measures or "aktivnyye 
meropriyatiya" in Soviet parlance­
that is, disinformation. Of course, dis­
information is only one component of 
the overall Soviet active measures 
campaign, but it certainly deserves our 
attention here today. Let me briefly 
discuss the two types of disi.nforma­
tion and then summarize my rema rks. 

As stated, there are 1n fact two types 
of disinformation: One is tactical disin­
formation, the other is strategic disin­
formation. Tactical disinformation is 
designed primarily to confuse the 
enemy about Soviet political, econom­
ic, and military capabilities; for exam­
ple; the number of Soviet tanks facing 
Western Europe, the number of inde­
pendently targetable nuclear war­
heads on a particular sea-launched 
ballistic missile or even the level of 
shortfall in the annual wheat harvest.. 
This type of disinformation seeks to 
persuade the enemy that Soviet capa­
bilities or performance are different 
from those projected or actually in ex­
istence. Another example of Soviet 
tactical disinformation can be seen in 
the Soviets' recent negotiating behav­
ior in the mutual and balanced force 
reduction [MBFRl talks on European 
security. There, the Sm.iets consistent­
ly misrepresented and underestimated 
Warsaw Pact troop strength levels by 
a huge number, around 150,000 to 
180,000 men. The Soviets - know the 
figure they have proferred is inaccu­
rate, and they know that we know it is 
inaccurate. And, yet, they have stood 
by this figure in an attempt to mislead 
the United States about the danger we 
confront. Needless to say, the United 
States has seen through this relatively 
ineffective smokescreen_ 

The second type of disinformation is 
of greater concern to long-term U.S. 
national security. That is, namely, the 
masking of real Soviet intentions vis-a­
vis the United States and -the West 
through strategic disinformation. 

Due to the closed nature of Soviet 
society, the West knows very little 
about how foreign policy is formulated 
In the councils of the Kremlin. Given 
this lack of solid information, we are 
often left without specific knowledge 
about true Soviet Intentions or mo­
tives underlying cf'Ttaln policy decl-

sions or actions . This la.ck of knowl ­
edge co uld lead to a dangerous escala­
tion of conflict d u rin g p eriods of in­
creased t e nsions or outright hostility 
due to false anal ysis of Soviet inten­
tions on the pa.rt of U .S. decision­
m ak er s. The p ossib ility of such a sce­
nario certainly canr10t be ruled out. 
The likelihood of such an occurrence 
is increased by Soviet strategic decep­
tion ;:.nd disinformation. 

Let us look at a specific example of 
Soviet strategic disinformation and de­
ception. Detent, for example, was 
viewed by many in this country as a 
mutual. viable policy whereby East 
and West would both lessen their hos­
tile rhetoric and cease those activities 
deemed especially threatening by the 
other party_ Certainly, the United 
States kept up Its end of the bargain. 
W c abandoned Vietnam, drastically 
curtailed arms expenditures, deployed 
no new strategic nuclear weapons sys­
tems and initiated a policy of trade 
and aid designed to wean the Soviets 
and their proxies away from commit­
ting ,1;cts which we would consider dan­
gerous and provocative. Leaders in this 
country and Western Europe looked to 
detente as an opportunity to make 
genuine progress in arms control, 
trade, cultural exchanges, emigration, 
et cetera. We yearned for a relaxation 
o.f tensions and eagerly accepted 
CPSU chief Brezhnev's word that the 
Soviets, too, sought only peaceful rela­
tions \vith the West and expanded coo­
pertion and trade. 

Yet , the grandiose expectations re­
garding detente proved illusory. The 
Soviet continued t o brutally repress 
their people and the people of Eastern 
Europe, they embarked on a massive 
nuclear and conventional arms build­
up-as yet unmatched in the annals of 
history-almost 100,000 Soviet Red 
Army troops rolled across the border 
into Afghanistan. and Soviet proxies 
helped entrench repressive regimes 
and advance Soviet interests in virtual­
ly every region of every continent, in­
cluding our own Western Hemii;phere. 
In a word, dctente was a hoax perpe­
trated against an unwitting a.'1d sus­
ceptible America. 

According to Leona,rd Shapiro, in an 
article entitled "Tot alitarianism In 
Foreign Policy": 

The use of overwhelming military pres­
ence and the maximum espionage and sub­
version pre:;ence a.re part of what has 
always been described in Soviet terminology 
as '"ideological struggle," which Is repeated­
ly asserted as the necessary concomitant of 
"peaceful coexistence." .. . In essence. this 
view is the logical implementation of 
Lenin's policy of combining trade and cor­
rect dipl om?.tic relt>.tions. on. the one hand. 
with sutr,ersion 11.nd political warfare, on 
the other. 

Th e Soviets ' ability to mislead the 
United States about its true motives 
and intentions vis-a-vis the United 
States and the West, through strategic 
disinformation and deception, is dan­
gerous and nPeds to bP understood and 
corrected. 

So\'i c t a ctive m easures have the po­
t ential to greatly affect our r cla t ions 
with our fri ends and all ies across the 
gl o be. I trust our discussion::; toda y 
have shed some li ght un the Soviets ' 
behavior and perhap::; , just p erhaps , 
increased the likelihood of a favorable 
United States response to this very 
r eal and increasing component of the 
Soviet s ' ongoing political warfare cam­
paign be ing waged aga inst the \Vest. 

S OVIET ACTIVE MEASU RES 

<Following is an addrcs~ by William E. 
Knepper , Deputy Assistant Secretary . 
Bureau of Intelligence and Research, before 
th e Chicago Conncil on Foreign Relations, 
Chic1,,go, May 30, 1984. l · 

I'm delighted to be hPre and appreciate 
this opportunity to help st;ed some light on 
one of tile aspects of Sov1 r t clandestine ac­
tivities which attempt to influence world 
public opinion. One of the activities that 
falls within th e purview of my new responsi­
bilities has been an interagency working 
group on Soviet active measures. To us 
"ac.tive mea.sures" means unorthodox and 
covert Soviet and Soviet-bloc efforts to 
affect politir,aJ attitudes and influence 
public opinion in the noncommunist world . 
Slate chairs the group which includes repre­
sentatives from several agencies including 
the Defense Department, Federal Bureau of 
Investigation, and U.S. Information Agency. 
Among its several responsibilities, the group 
is charged with identifying forged docu­
ments prepared b y Soviet KGB [Committee 
for State Security] operatives or the closely 
coordinated East European or Cuban intelli­
gence services. 

Our Embassies abroad have as a priority 
requirement reporting likely forgeries that 
may appear in the press or be circulated pri­
va~ely among influential foreign lei;,ders and 
opinionma.kei-s, Our active mea_qures work­
ing group meets every other week to review 
the "surfacing" of possible forgeri es any 
place in the world. Confirmed forgeries are 
officially denied and publicly exposed in dis­
cussions such as this one. 

Larry Eagleburger, who retired May 7 as 
the Under Secretary of State for Political 
Affairs-the highest ranking position then 
held by a career officer in the State Depart­
ment-wrote in 11. recent article: 

Soviet Active Measures need to be coun­
tered by public exposure. They are infec­
tions that thrive only in darkness, and sun­
light is the best antiseptic. Governments 
should make available to their publics as 
much as possible of our growing knowledge 
of Soviet practices, 

OVERVIEW 

Before we see some examples of forg eries, 
let's look behind the cloak of secrecy with 
which the Soviets seek to shroud their intel­
ligence operations, 

The term "active measures" itself i~ a lit­
eral trans lation from the Russian aktivnye 
meropriyat iya , That's the name of tht· orga­
nization In the KGB 's First Chief Director­
ate responsible for worldwide direction of 
these activities, As the Soviets use the con­
cept. acti1-c measures encompass a wide 
range of pn,.ct.i ces, including disinformation. 
manipulating th e media in foreign coun­
tries. thr usr of communist parties and com ­
munis t front groups, and other operations 
to expand So\"iet political influence. Unlike 
overt Soviet diplomatic and informational 
efiorts. active measures usually involve an 
element of deception and frequently employ 
clandestinr means to mask Moscow·s ln­
volvemrllt . 
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lnldligenr.e oprrations and propnganda 

can bP grouped in three ca tegori es; white , 
black. and gray. Wh ite refers to openl y ac­
knowlpdgr d government positions. policies. 
and s tat eme.n ts. Black operations are sup­
posc·dly n e\' er officiall y acknowledged or at­
t n bu ted. G ray affairs fa ll somew h ere in be­
t ween. 

Looking at the whole spectrum of Sovie t 
foreign policy, diploma ti c. trade. and infor­
ma ti onal programs may be consi dered whi te 
or O\'ert activities. The use of procommunis t 
fronts. local communist parti es, or tradition­
a l media information outlets fall into a gray 
category. Spreading rumors. planting false 
s tories. s urfacing fo rge ries. and use of 
agents of influence-collaborators. volun­
tary or paid-are black or clandestine oper­
ations. Active m easures thus invol ve ei th er 
gray or black operations. depending on the 
specific circumstances. Characte ristic of 
S oviet active measures is their wide scope, 
geographic spread. and pers isten ce over 
tim e. as well as the frequent ust! of fabricat­
ed documen ts to underp in disinformation 
operations. 

As a policy tool active measures t race back 
to the 1920s when the Soviets sought to dis­
credit emigre groups in Western Europe, 
particularly in France. by spreadin g disin­
formation. They also lured emigre activists 
back to Russia through various subterfuges. 
Some of you may have watched last fall on 
PBS the 10-part series, "Reill y, Ace of 
Spies." A character in the series was lured 
back to his death in Russia by a supposed 
ex ile organization. "The Trust ," which was 
in reality a KGB black operation. Even 
before the 1917 revolution, the tsarist secret 
police employed similar deception tech­
niques. They used agents abroad not only to 
collect intelligence but also to sow dissent 
among emigre groups of that era. They also 
ga\' e covert subsidies to selected journals to 
stimulate a better press for imperial Russia. 

After World War II. the Soviets institu­
tionalized these activities. They established 
a disinformation unit- Department D­
within the First Chief Directorate of the 
KGB. the Soviet overseas intelligence arm. 
In the 1960s. the term "active measures ' ' 
first appeared when the Soviet changed the 
name of Department D to the Active Meas­
ures Department. The switch conveyed that 
th e scope of the department's activities was 
far broader than mere dissemination of 
false stories in the press or floating forged 
documents. 

Some of our best information on Soviet 
and so,•iet-bloc intelligence operations is 
provided by defectors. In 1968 the one-time 
chief of the disinformation section of 
Czechoslovak intelligence. Ladislav Bittman 
defected and has provided unusual insight~ 
into active measures operations. Bittman re­
counts that one of the main aims of Czech 
a ctivities was to brand West German offi­
cials as Nazis. But he was also involved in 
anti -U.S. operations taking place as far 
afi eld as Indonesia and Central Africa. 

Bittman's experience underscores the 
close cooperation between the Sovie ts and 
satellite intelligence services. Indeed. it is 
oftPn difficult to know whether the Soviets 
or one of their surrogates are implementing 
an operation. Since their overall purpose is 
the same, the difficulty in differentiating a 
Russian from an E a.~ t German or Cuban 
e ffort is an interesting challenge but not 
really s ignificant. 

In the mid-1970s. the KGB active meas­
ures department was upgraded to a "serv­
ice." a further indication of th e importance 
the So\·iet leadership attached to active 
measures. This change mPant that the chief 
of the service would have KGB general offi ­
cer rank . The timing of tile shift in t.he mid ­
I 970s suggests a connrcl ion with Soviet dis -

a ppoin tme nt with the fruits of dc· t ent.e­
during which time forgeries h ad fall en off 
sharpl y. It indicated .r en ewed willingness to 
employ deception techniques on a larger 
scale in s upport of Sovie t aims. R efl ec tive of 
this. the Carte r Adminis tration was targe t­
ed with p_n upsurge of active measures, fre ­
quentl y involving fak e U.S. documents. 
These were particula rly directed agains t the 
U.S . Egyptian relationship and the Camp 
David process. 

Orga niza tionally , t he KGB Active Meas­
ures Service has the primary role of back­
stopping fore ign acti ve measures operations. 
which are directed in gen eral t erms at the 
Politburo level-the summit of the Soviet 
hierarch y. The service is organized along 
functional and geographic Jines with rough ­
ly half a dozen departments. It is believed to 
employ directly about 300 people. They 
monitor ongoing active measures around 
the world: process proposals for n ew oper ­
ations: maintain liaison on active measures 
with KGB regional and country desks and 
wi th overseas operations; and provide tech­
nical support for operations through prepa­

. ration of forgeries and fabrications, transla­
tion of documents. and printing and publica­
tion of ma terials. 

Our best view under the Soviet cloak of 
secrecy has been provided by Stanislav Lev­
chenko, a former KGB major and active 
measures specialist who defected to the 
United Sta.tes in 197!) while working as a 
" journalist" in J apan. At the time of this 
defec t ion. Levchenko was acting chief of the 
active measures section of the KGB "r esi­
dency" in the Soviet Embassy in Tokyo. He 
supervised five case officers or KGB opera­
tives. They , in turn, ran a string of 25 
agents of Japanese or third-country nation­
alities. Levchenko was sentenced to death 
by a Soviet military tribunal meeting in 
secret in August 1981. He has declared open 
opposition to what h e views as " . . . the 
corrupt Soviet syst em . "The Soviets are pre­
venting his wife and t eenage son from join­
ing him in the United States. 

According to Levchenko, KGB " residen­
cies" or foreign stations operating under 
diplomatic cover in Soviet Embassies or mis­
sions consider active measures part of their 
core operational work, along with espionage. 
Residencies submit proposals for new active 
measures and assessments of old activities 
in the annual plan sent to Moscow every De­
cember. Residencies can take the Initiative 
in proposing new operations to take advan­
tage of perceived opportunities at any time 
during the year. Final approval, however, 
rests with KGB headquarters as approved 
by the Politburo. Moscow can, of course, in­
struct residencies to undertake active meas­
ures at any time. 

Most official or quasi-official Soviet repre­
sentatives abroad are likely to be involved 
from time to time in active measures. Even 
Soviet scholars. journalists, and representa­
tives of the Russian Orthodox Church, who 
are often accepted abroad as legitimate 
counterparts by their non-Soviet colleagues, 
also often engage in these types of active 
measures. Unlike their free-world counter­
parts. they often must play a dual rol r . 
Their legitimate academic or other pursuits 
sometimes play a subsidiary role to their po­
litical acli\'ities on behalf of the Kremlin. 
They are required to obey instructions from 
the bodies which plan and control Soviet 
active measures. 

Whil e the specifics of active measures 
vary widely, Levchenko stresses that all are 
specifically disigned to re inforce Soviet 
policy objectives in a particular country or 
region. The Unit.rd .States and NATO arc 
the Soviet Union·s principal worldwide tar­
ge ts. Howt ·\·rr. as Major Lrvch enko's acti vi-

ties in J apan s how, other coun tries a re also 
on th e rece ivin g end of active measures. 

Wh r n Levch enko defected. h e was os tens i­
bl y working as a correspond en t for the 
SoviPt n ews magazine. N ew Ti mes. He found 
cover as a journalis t to be especia ll y use ful 
for ac tive measures operations, since· it pro­
vided broader access than more traditional 
dipl omatic cO\·er. 

Ideally, the KGB seeks publication of dis­
informat ion in reputable noncommunist 
medi a . The Sovie t press then repl ays the 
story, citing credible sources. It may a lso be 
replayed elsewhere. for ex ample by wire 
s ervices or others unaware that th ey a re r e­
peating disinformation . Sometimes the 
_KGB runs disinformation in pro-Soviet 
n ews outlets . This is in the hope that the 
phony story will gain acceptance t h rough 
frequ en t repetition. even thou gh th e initial 
surfacing vehicle lacks credibili ty·. 

Spreading rumors is perhaps the crudest 
form of active measures. This was don e on a 
considerable scale by both the Axis and the 
Allied nations in World War II . In recent 
years, there are indications that the· Soviets 
may have resumed the practice. In 1979 
after the se izure of the Grand Mosque in 
M ecca by religious fana t ics. U.S. Embassies 
picked up numerous reports that the Sovi­
ets were falsely spreading the word to Arab 
contacts that the United States was impli­
cated. Levchenko told the House Permanent 
Select Committ ee on Intelligence that he 
personally participated in several operations 
to spread rumors in.Japan directed agains t 
the People's Republic of China. One such 
effort was to suggest secret collusion on nu­
clear mat ters between the Chinese and the 
Italians. 

FORGERIES 

Many disinformation operations gain ac­
ceptance by . showing tangible "proof. " Fab­
ricated documents and forgeries are provid­
ed as " evidence." In some cases a Soviet role 
in manufacturing these documents ma y be 
uncovered by content and forensic analyses 
of the document, the method of surfacing, 
the relative level of sophistication of the 
forgery, or its nearly instantaneous replay 
by the Soviet media. While it is not entirely 
clear why the Soviets have made forgeries 
such a specialty, the fake U.S. Government 
document has become a postwar hallmark 
of Soviet disinformation operations. In 1961 
then CIA Assistant Director Richard Helms 
told the Senate Judiciary Committee that 
some 32 forgeries of U.S. Government docu­
ments had been uncovered during the pre­
ceding 4 years. These ranged from fake 
high-level plans on Middle East policy, in­
volving Secretary of State John Foster 
Dulles and then New York Governor Nelson 
Rockefeller, to false Pentagon documents 
alleging that most U.S . strategic bomber 
pilots were medical wrecks. 

Nineteen years later in February 1980. 
John McMahon. a successor to Helms as 
chie f of the CIA's clandestine service. told 
the House Intelligence Committee a similar 
tale of fabricated U.S. Government docu­
men ts. He provided background on the re­
newed Soviet surfacing of forgeries follow­
ing the establishment of the Active Meas­
ures Service in the mid-1970s. McMahon 
elaborated on some two dozen forgeries . 
such as a series intended to create frictions 
in U.S.-Egyptian relations. 
· Since 1980, the KGB forgery curve has 

continued to rise. According to CIA tes timo­
ny before the House Intelligence Committee 
in 1982. and our own State Department re­
ports on Soviet active measures. 4 forgrries 
surfaced in 1980. 7 in 1981. 9 in 1982, and 12 
in 1983--or over 30 s ince 1980. In addilion . 

l 
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scn' ra. l P.ar lkr forgPri,' s hav,, bt>('ll purpns1_·­
ly T<'R11rfaced a number of timfs. 

The tei'.hnical qu a lity of recf'nt forr;e ri ps 
h as improved o\·er earli r:r KGB product~. 
Th f' format ting is on the whole good, ce r­
tainly suff iciPnt t.o d P.ce i\•e tl10sP unfamiliar 
with U.S. Government doc.unwnt.s . There 
are , however, almost always some discrepan­
cies and mistakf's. It is difficult for an out­
sider to duplicate U.S. Governm ent. docu ­
ments wit h total accuracy, gi ven the fr e­
quent changes in form and procedun's. (It 's 
even difficult for us insiders to do it " by the 
book "-skilled secretaries and word proces• 
sors are highly prized .) While the American 
English in most forged documen ts is collo­
quial, there are occasional linguistic fl aws, 
use of stilted language or of British rather 
than American phrases or spelling. In some 
instances, literal translations expose 11.~e 
likely Sovie t authorship. In a fake U.S. doc­
ument that was surfaced in Nigeria, the 
term " wet affair" was used to descr ibe a pro­
posed assassination. "Wet affair" is th e eu­
phemism in the Soviet intelligence lexicon 
for "assassination." In a letter from t h e 
New Orleans-based aviation personnel 
agency to the South African Air Force 
chief, the term "competent bodies" is used. 
•·competent bodies" is the way the Soviets 
describe their security services. 

In contrast to the 1950s when the Soviets 
were often satisfied with surfacing forgeries 
in th e communist press, in recent years the 
KGB has sought publication in noncommu­
nist media. When successful, this enhances 
the credibDity of the disinformation oper­
a tion and provides more believable sourcing 
for replay by communist media. A number 
of respected noncommunist journals h ave 
been victimized by fabrications during the 
past 2 years. 

The Soviets sometimes surface forgeri es 
through blind mailings sent to n ewsmen 
with no return address or ot her indication 
of the sender's identity, This is a random 
affair since most serious media outlets will 
either re ject an anonymously ~ent docu­
ment or, at th e least, check before printing. 
The So\•ie ts also use journalists working as 
KGB agents of influence to surface dis infor­
mation. They also try to plant fakes with 
newsmen either gullible or unprofessional 
enough to accept ·the authenticity of a docu­
ment wit.!1ou t ch ecking. 

Some fabrications are circulated privately 
and d::i not seem intended for publicat.lon in 
the media. This method prevents the al­
leged author from finding out about the for­
gery and thus is unable to publicly deny the 
document's aut.henticity. 

M,rny fabrications never attain uncritical 
publicat.ion or surface only in communist or 
prornmmunist journals; still, forgeries are 
one of the most popular tools of disinforma­
tion . One reason forgeries are so frequently 
used is the difficulty in rebut ting them ef­
feclively . The United States or other of­
fended parties can forcefully den y fabrica­
tions. However, once published, a. story fre ­
quently assumes a life of its own. Either the 
denial doC's not catch up with the original 
fah;e repor t or a Jew people are v;iJ!ing to 
believe th e story simpl y because it is in 
print. 

Now le t·s review several examples of for­
gP.ries that do,.etail with Soviet propaganda 
themes. 

Probably the most enduring set of forger ­
ies an' the so-called Holocaust papers. df'­
stgned to create tension bet ween th e Unit P.d 
States and European all!Ps. This is a collec­
tion of alt.r rrd and authentic U.S. war plans 
that date from the early 1960s. The papl' rs 
allt•!!e that tlw United S taws would sacrifice 
W estern Emopr by nuclear bombing st.rik Ps 
during a prospective world war II to sa,•p 
tlw C'Ontinent.al Unit-Pd States. The pa pPrs 

surfar<'d in itial ly in a Norwegian ma~azin c 
tn 1967. Mon· r ,,c1·n t.!Y. t.11 c:v were tlw sub­
j,,ct of quf'st ions in th e town counci l of 
Gr:,z, Austria, in Dec,'mber 19!l2. A t least 20 
sPparate surfa cingo have bcPn identified. 

The So\' iPt s reci,ived a t lea.st some of th e 
aut.hPnt.ic docu mi' nt.-; from an espionage 
agent, a U.S. Arm y sergf'ant. The SPrgcant 
11:a.s stationed ln Paris as a military courier 
in t h e early 1960~. In 1965 lw was t ri ed and 
convicted of espionage and given 25 years in 
prison. He pa:;~ed a widc variety of U.S . doc­
uments to the Soviets, some of which still 
occas ionally appear in altered form. 

In Novem ber 1981 an attempt was made in 
Madr id to surface a forged letter from Presi­
dent R eagan to th e King of S pain. The for­
gery was technleally well done v-•it.h the cor­
rect White House stationery and transcript. 
In terms in t.ended to offend Spanish scnsi­
tivit.ies, the letter urged t he King both to 
join NATO and to crack down on groups 
such as the "Opus Dei pacifists" and the 
"left wing opposition. " 

After an initial blind m a.iling to Spanish 
journalists failed to obtain publication, the 
forgery was circulated on November 11 to 
all deleg-ations (except the U.S. and Span­
ish) to the Conference of S ecurity and. Co­
operation in Europe <CSCE) then m e~ting 
in Mardid. This time several Madrid news­
papers ran stories that exposed the Jet ter as 
a fabrication, probably of Soviet. origin. 

This forgery Qf an alleged Jun e 1979 lette r 
from then NATO Commander Alexander 
Haig to NATO Secretary G eneral Joseph 
Luns surfaced in April 1982. The letter dis ­
cusse~ a possible nuclear first strike and 
calls for ", .. action of a sensitive nature to 
jolt the faint hearted." The letter is intend­
ed to stimulate the nuclear disarmamen t 
campaign by suggesting a Haig-Luns collu­
sion against opponents of the modernization 
of nuclear forces in Europe . T echnically, 
the quali ty is· good but does include mis­
takes, such as inappropriate stationery and 
also the "Dear Joseph'' greeting instead of 
the '· Dear Joe" habitually used by General 
Haig. The forgery was surfaeed in a leftist 
Belgian weekly and reported to B el gian tele­
vision and radip , Its appearance coincided 
with numerous an t inuclear demonstrations 
in the spring of 1982. 

In Januar y 1982, a forg1cd letter and an ac­
companying researeh analysis dated S ep­
tember 23, 1931, from ~fudge William Clark, 
then Deputy Secretary of State, to the U.S . 
Ambassador to Greece, Monteagle Stearns, 
was surfaced in Athens. This forgery indi­
cated U.S. support for the conservatives in 
the October Greek elections. Ii alluded to a 
possible military coup if socialist leade r An­
dreas Papandreou won at the polls (as he 
did). On the basis of Embassy assurances 
that the letter was a fake , it was not initial­
ly published. Several v;erks later, after 
copies had been circulated at the CSCE in 
Madrid, a small Athens dai ly publish ed it. 
However, the daily described th e letter as of 
doubtful authenticity and probably attrib­
utable to a "third-countl'y" Intelligence 
service. 

Two faked 1982 telegrams were allegedly 
from the U.S. Embassy in Rome. They 
depict the Italian investigation of a possible 
Bulgarian connection in the assassination 
a ttempt against Pope John Paul II as a cam­
paign orch estrated by the United States. 
The forgery appeared in a leftist Rome 
newsweekly in late July 1983. The cables arf' 
cleverly donP. and read mu ch like St.ate De­
partment cables. An e:,crption is the use of 
the term "spynest Sofia" and various tech­
nical formatting e rrors. The fabrication ap­
parentl y was drsigned to provide "crediblr 
evidenf'P" for Soviet m!'di a allegations that 
the Uniti,d Stat.f's had orch estrated tlw 
arrPst of the Rulgarian inte llig.,nrc_• officer, 

Antonov, as p~.rt of an effort to bl:rnlt' ll1t · 
Sm·ipts; and Bult1arians for t IH' papal a :;,:;.,~i­
nnt ion att,' mpt. 

Anollwr att iv<' mras11rt' a lJ pgin ~ military 
cooppration v.: iLh South Africa is R for ged 
lf'\.te r from tl\(' U.S. DP.fPnst: MJ.ppi ,w 
Agrncy, address!·d to ·a Lt. Gt>n. Dutton, 
Sout.ll Af r ican Ddr·nse Force, Thi s P"rporls 
to be :1 pos iti ve n ,ply to a South African r< ' ­
q1a:st. for satel lite-produced maps and cl1;i.rt s 
of An gola, Zambia. and Mozambique. L,·t mc 
point. out t h a t Lt. G en. Dutton h as not. held 
a command in the Sou th African forces for 
years. Tlwre are many other feat ures about 
this letter which indicate that the Defenst• 
Mapping Agency would never have wrl\.t,·11 
it , s11 c:11 as curious and ungrammali r:al punc­
tuations-even for U.S. Government bur,·au ­
crat.ese. The \,·ord "concretize" Is used , 
wl1ich is similar to a Russian word in g,: ,wr­
al usage. 

J eune Afriq ue, an !nflurntinJ French -Jan­
guagr n ewsweekly publ ished in Paris and 
wid ely read in Francophone Africa, reported 
on November 17, 1982, that despite t he U.S. 
embargo on arms sales to South Afri ca .. Nor­
throp Aviation was offering to sell Sout!J 
Africa its new Tigershark fight,,r. To 
" prove" th e point, J eune Afrique published 
a piclure of a letter ostensibly sent by 
Northrop's \·ice president for mark eti ng to 
the comm?.nd,, r of th e Sout h Afric2.n Air 
Force. When Nort h rop called the lettu a 
fake, Jeune Afriq ue ran a new story on Jan­
uary 19, 1983, suggesting that the denied 
was untru e and the original letter was au­
thentic. 

In this ca,,,, , the perpetrator of th e active 
m easure api)arently obtained a copy of a 
genuine letter that Northrop h ad routinely 
sent to many countries, but not to Sou th 
Africa, and simply typ·ed in the South Afri­
can addressPc. The purpose of this active 
m easure was to suggest that the U.S. emb:u-­
go on mili tary sales to South Africa. was a 
sham. The envelope also had. a 20¢ stamp­
not enour;h to reach South Africa. 

In Lima, P eru , last year a r eport surfaeed 
that the United States was planning to sell 
nuclear-tipped cruise missiles to Ch il e. 
Nothing, of course, could be furth er from 
the trui.h. Til e obvious intent was to stir up 
trouble between Peru and Chile and rnake 
the Peru\'ians suspicious of and antagonistic 
toward the United States. Th e report was 
based on a fake airgram appearing the re. 
The P eru vians quickl y r eal ized that an at­
t empt. ·was be ing m ade to dupe th,,m, and 
ne?.rly every n ewspaper in Lima denounced 
the report as a furgery, most likely o! Soviet 
inspiration. 

IMPACT O F ACTIVE MEASURES 

The box score for disinformati on and 
other med ia influence efforts is mix ed. De­
spit e extensive KGB active measures oµ,'.r­
ations, it is hr,rd to perce ive any n~ajur 
impact on w,, Jl -es tablished, non-comm un ist, 
Western m,'di2. out.l ets. Most fabricatio ns or 
disinform ation e fforts are able to ac: I deve 
publication only in obscure .journals or in 
those known for their predilection for the 
Sovi et line. Probabl y mon' damaging are re­
peaters. Even though exposed, throngh re­
peated surfacing and occasional u nc-r iLical 
publication, til e impression can be created 
tliat "w!Jere there is smoke, there is t:irP." 

Unfortunately for the United Stal es , the 
Soviets have had much more success with 
a t tiw measures in the Third World. In 
Africa and South Asia, in particulnr, tht'Y 
have probabl y significantly added 1.0 U.S. 
Image problems. Over the years, th e KGB 
and iL~ allies have developed we ll -Pstab­
listwd out.lt'ts to float disinformation. Til ey 
also ha\'c had r.ons ide rablf' surr(•S:; In a r • 
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ran gin g for press plants of di s lortpd n ews 
slories in Africa. 

ln gauging the overall impact of active 
m easures. it is important to view it through 
Sovie l . not Jusl American , eyes. The Soviets. 
as Le vch enko points out. take a long-term 
view. They are not seeking immediate, 
short-term gains or nPcessarily a big impact 
from any one operation. Rather, they 
regard active m easures like pawns in a chess 
game. able to damage the opponent at the 
margin. If Dr. Goebbels espoused the tech­
nique of the "big lie," the Soviets in active 
measures operations have more modest aspi­
rations. They take the long-term view and 
by all accounts appear satisfied that the cu­
mulative impact makes their considerable 
investment worthwhile. 

MOLES WHO BURROW FOR MICROCHIPS 

Were it not for a few telltale antennas and 
a curious whitewashed rooftop coop, the 
handsome brick ediface in San Francisco's 
tony Pacific Heights could be easily mistak­
en for a small, posh hotel. In fact, the 
owner u; the Soviet Union and the occu­
pants are at least 41 Soviet officials. That is 
an unusually large number of diplomats for 
a consulate in~ medium-size American city, 
but the Soviets did not come to the Bay 
Area to stamp tourist visas. About half the 
consular officials, the FBI estimates, are ac­
tually spies. 

The Soviets bought the building for its 
sweeping vistas of the bay, as well as its un­
obstructed microwave reception. 'the elec­
tronic gadgetry on the roof scans the air­
waves and can pluck out conversations when 
a computer recognizes ·cerlaln words or 
phrases. On a clear day, the Soviets can 
watch Navy aircraft carriers cruising under 
the Golden Gate Bridge and jets taking off 
from the Alameda Naval Air Station to the 
east. But the activity that truly intrigues 
the Soviets is 40 miles to the south, in Sili­
con Valley. 

There, amid the taco joints and shopping 
malls, are hundreds of burgeoning high-tech 
firms that help _give the U.S. ils essential­
but fast shrinking-edge over the Soviels in 
high-technology equipment. From their 
high-rent spy nest in San Francisco, KGB 
agents fan out through the valley. looking 
for Americans who can be bought and se­
-crets that can be stolen. 

Moscow's hunger for high tech has trans­
formed the ancient art of spying. No longer 
are the Soviets principally interested in the 
traditional fruits of espionage-the enemy's 
order of battle, troop movements and 
codes-even though, as the Walker case viv­
idly demonstrates. they would dearly like to 
,1cnc,w the secrets of U.S . antisubmarine war­
fare. High tech has both raised the stakes 
and broa61ened the game. It has made the 
Silicon Valley ll}icrochips as valuable as 
NATO war plans, and it has made traitors 
out of civilian engineers as well as Navy 
code clerks. 

Kremlin scientists cannot. possibly com­
pet.e with their U.S. counterparts in the race 
of microchips and laser beams that have in­
creasingly become the sinews of modern 
warfare. The Soviets have long been able to 
build powerful rockets and sturdy tanks. but 
their home-designed computprs are slow and 
crude. To close the gap. the Soviets have 
waged a massive and successful campaign to 
capture America's technological wizardry. 
Since the late '70s. estimate U.S. intelli­
gence experts. the Soviets have made off 
with 30.000 pieces of high-tech equipment 
and 400-,000 technical documents. As a 
result. declares Assistant Secretary of De­
fenst Richard Perle. they have cut the U.S. 
technological lead from ten years t.o as little 
as thrPe. For the U.S. and its NATO allies. 
who rely on bralmr to beat brawn. on "smart 

weapons" to counte r the larger Warsaw 
Pact forces. th e high -tech drain Is a faclor 
of consequence ln th e precarious balance of 
power. 

The Reagan Adminislrnlion has tried to 
limit. the sal e of high -t ech equipment that 
can be put to military use and to crack down 
on the international "lec:hnobandits" who 
purchase or steal for the Sovie ts what they 
cannot directly buy . But in an open society 
that mus t, trade freely wilh the world, th e 
Reaganauts have about as much chance of 
preventing high-tech secrets from flowing 
out of lhe U.S. as they do of stopping co­
caine and marijuana from flooding in. 

Stealing high-tech secrets is nothing new: 
the Soviets have been doing it since at least 
the 1930s. when Communist agents made 
off with Western inventions like Eastman 
Kodak's formula for developing color pic­
tures. In the late '40s the Russians even 
managed to steal atomic secrets. But in the 
1960s, as the U.S . outmatched the Kremlin's 
big missiles with more accurate ones, Soviet 
spies were ordered by their masters to make 
high tech their No. 1 target. It· is U.S. com­
puter technology that the Soviets truly 
covet, for the ability to process masses of in­
formation in milliseconds is what makes 
modern weapons so deadly. Says FBI 
Counter-intelligence Chief Ed O"Malley: 
"Science and technology is the KGB's larg­
est growth industry." 

Detente, with its scientific exchanges and 
increased East-West trade, was an enormous 
windfall for the Soviets. Pentagon officials 
still shake their heads over the guile of 
Soviet engineers who, as they toured a U.S. 
aircraft factory during the 1970s, would 
wear sticky-soled shoes to pick up metal fil ­
ings. When the U.S. sent young scholars to 
Moscow to study Slavic languages, the Sovi­
ets exchanged " graduate students" who 
were often middle-age technocrats with a 
more than academic interest in the micro­
circuitry. A huge truck factory built in the 
Soviet Kama region with U .S . financing and 
know-how, all acquired above-board. was put 
to work making the army transports that 
now convoy Soviet troops over the Afghani­
stan countryside. Far worse, grinding ma­
chines that can craft tiny ball-bearings. le­
gally sold to the Soviets by a small Vermont 
company in 1972, have in the estimate of 
U.S. Intelligence experts saved the Soviets 

· about a decade of R. and D. on improving 
the accuracy of their ICBMs. 

Today many Soviet weapons are reasona­
ble facsimiles if not exact duplicates of 
American ones. The Soviets AW ACS and 
space shuttles are carbon copies of earlier 
U.S. models. The Boeing short takeoff and 
landing (STOL) prototype, a breakthrough 
aerodynamic design, miraculously appeared 
just 16 months later as the Soviet AN-72. 
The SU-15 fighter that shot down the 
Korean Air Line's Flight 007 two years ago 
did so with a missile guidance system de­
signed in the U.S. The Soviets do not even 
attempt to create their own computers any­
more: the Kremlin's mainframe RIAD com­
puter is IBM's 360 and 370 series of main­
frames, right down to the color of its wlres, 
while the Soviet AGAT personal computer 
is a copy of the Apple II . 

The Soviets decide what to buy or steal by 
wading through the flood of technical jour­
nals and documents freely available in the 
U.S. Specialized translalors at the Soviet 
State Committee for Science and Technolo­
gy <OKNT) assess some L5 million scientific 
papers a year. A favorite source: Aviation 
Weck and Space Technology a trade journal 
so Informative that it ls known as "Aviation 
Leak." SevPral dozen copies of the magazine 
are put on a plane to Moscow every week. 
They are translated in mid-flight. 

From such public documents tlw Kremlin 
t echnocrats draw up shopping lists· for the 
KGB and GRU. th e chief inlellifw nce direc­
torate of til e So\"i e l military. Las t year, for 
ins tance. G e rma n officials u'ncovc red a 
secret guide of high-t ech items reques ted by 
the Kremlin . It was the size of a telephone 
book. KGB agents, like salesmPn with a 
quota. were required to produce at least 
four items a year from the list. 

The Sovie ts in the past preferred to wait 
until the Americans worked the bugs out of 
a weapons system before stealing it, says re­
tired Admiral Bobby Ray Inman, the former 
deputy director of the CIA. ' 'They didn ' t 
have to worry about competitive bidding, or 
'fly before buy' or ·test before buy,' and in 
three or four years they could have their 
own version of it in operating forces." But 
lately the Soviets have become less interest­
ed in stealing the finished product than in 
getting the known-how used to build it. Says 
a former FBI counterintelligence official: 
"It's not the cruise missile they want, it 's 
the theory to build it. 

"Laser technology,' ' he warns, "is next." 
Unnerved by the threat of the U.S.'s erect­
ing a space-based nuclear umbrella, the So­
viets are beginning to zero in on Star Wars 
devices. This spring British agents caught 
two GRU officers trying to steal a laser gy­
roscope made by British Aerospace that can 
keep killer satellites precisely in orbit. 

Many of the items that Moscow desires in 
order to modernize Its arsenal were devel­
oped first In the U.S. for commercial use. 
"Virtually any high-tech advance can be 
turned by the Soviets Into a military use to­
morrow," says former CIA Director Richard 
Helms. The microcircuitry of some video 
games can be re-engineered to be guided 
missiles; industrial pipe and tubing can 
make stronger tank barrels; drilling equip­
ment can be adapted to produce a better 
armor-piercing shell. 

The Soviets would perfer simply to buy 
this hardware on the open market. Like any 
careful consumer, they would prefer reliable 
warranties and servicing and to be able to 
order spare parts. U.S. export laws. howev­
er, ban the sale of more than 200,000 items 
that might have military application to East 
bloc countries. So the Soviets have to steal 
most of what they want or buy it on the 
black ma,ket. 

To satisfy the Kremlin's discriminating 
high-tech palate, the KGB has more than 
doubled its presence in the U.S. during the 
past decade . No longer the cloddish thugs of 
the late-night movies. many are university 
graduates with smooth manners and fluent 
English. They can be spotted anywhere mili­
tary secrets or high-tech gadgets are to be 
found: trolling night spots outside U.S. mili­
tary bases or browsing through the booths 
at trade fairs. 

Their most prized hunting ground is Sili­
con Valley. There they seek out civilians 
with secrets and a willingness to sell them. 
The conlact often begins with casual friend­
ship, formed in a trendy bar or at a trade 
show. The agent, perhaps posing as an East 
European emigre. tries to get his target-for 
example, a high-tech engineer who has a se­
curity clearance and a large mortgage or 
heavy alimony payments-into the habit of 
handing over information. At firsl the docu­
ments are innocuous, such as an in-house 
phone directory. Gradually, however. the 
American is caught on a barbed hook. The 
cultivation of a turncoat can take months 
and even years, but, says the FBI's O'Mal­
ley, "the KGB is very patient.'' Christopher 
Boyce, 32, serving a 40-year sentence for 
spying, sums it up: "The KGB ls forever.'' 

High-tech spying can seem relatively in­
nocuous. at. least to those predisposed not to 

. 

I 
1 
s 
1 

I 
} 

I 

! 

l 
1 



i 
I 
I 

I 
I 

- , 
\ I 

July 17, 1985 CONGRESSIONAL RECORD - HOUSE H 5S77 
a J: too many questions . The So1·iei: rn: u­
lflrl y use Europ\'a.n middlcmPn t.o buy hi~h ­
tec ll gadgPtry, v:h i(' h itsc-H oft.en srrms 
harml ess. ·· Peop](, ratlon?J izP," says Hrrbfft 
Clough, a security consultant. '"This lit Lle 
thinr, can·t do any darn?..gr. . It won't ~Ca rt 
World War Ill ." 

In 1982. Cud.oms officials fou n d th e 
garage of Millie McK ~c. a divorc, ·c li vin g in 
the San Francisco suburb o f Rf'clwood Cit.y, 
stuffed with high-tech gca.r. Clrnrgrd with 
illPgal!y exporting laser components e.nd ~o­
phislicated el ectronics to Switzerland, 
where authorities bt>li c>ve it was trans­
shipped to the Soviet Union. McKee w:as 
gi\•en a six-month work relea:;e sent('nce for 
m aking a false statement. She described the 
crime as "all technical violations," like driv­
ing 60 m.p.h . in 55 m.p.h. zones. 

"There's been litt.le fe?,r of h eavy sen­
tences. It's more often a slap on the wrist," 
says Robert McDiarmid, a Sam a Clara 
County prirnte investigator who handles 
high-tech securit.y for industry. 

The feds are trying to crac_k dov:n, howev­
er. A bureaucratic struggle bet\l.'een free 
traders in the Commerce Department and 
P entagon officials a.ppa.lled by high-tech 
transfer has been resolved by the Reagan 
Administration in favor of tougher export 
controls. The military won the ri ght to 
r eview export licenses, and has blocked sales 
like the shipmen t of machinery to test. con­
crete strength to the Soviets, on the 
grounds that the equipm C'nt. c,ould be used 
to h elp harden missile silos. Sin~e 1981 the 
Custom,; S ervice's Operation E xodus has 
stopped at. the docks some 4,000 illegal ship­
m ents abroad, i:;,:!uding crates dc)stined for 
the Soviet Union full of C- 130 transport air­
craft parts and satellite scanners. "The Rus­

. sians are sv.'ea ting," dC'clarcs Customs Serv-
ice Commisc-ioner William von Raab. "They 
used to be able to carry off all our technolo­
gy b ~• the truckload. Now we·re making 
them pay more and take longer." 

Also work harder. Earlier this month. fo r 
instance, the Soviets expanded the defini ­
tion of "diplomatic pouch" to ship 35 tons 
of cargo marked embassy "household 
goods'' out of Baltimore harbor \l;i thout the 
presence of evf'.n a single Customs inspector. 
Pentagon officials blamed the State Depart­
ment. for naively waving the shipment 
through and failing to notify the proper 
Customs officials of the impending Soviet 
move. 

The KGB h as set up some 400 dummy 
corporations in Europe to buy high-tech ex ­
ports. The Soviets can rely on dozens of un­
scrupulous Western technobandits eager to 
cash in on th e Kremlin's 500% ma.rkups by 
acting as middlemen. So numerous and will­
ing are the technobandits that the Soviets 
are able' to get three or four bids for a single 
trans,.cLlon. A valuable piece of high-tech 
gadgetry can sail a circuitous rout.e before i t 
"jumps U1e wall," In Customs agents· pa.r­
lance. t.o the East bloc. Last month U.S. 
marshals arrested Marino Praddto, 46, t.he 
Italian operator of a West. German electron­
ics firm w!10 was in California for a t.ra.de 
fair, and charged him with illegaJ diversion 
of a powerful VAX Il/780 mainframe com­
puter to Czechoslovakia through San Jose, 
Haiti and Switzerland. 

\\'hat the KrPmlin cannot purchase in the 
U.S. ii can often buy from other countries. 
In 1979 and 1981, the Soviets bought two 
huge dry docks from Sweden and · J apan, 
promising t.o use tlwm only for commercial 
shipµing. They are now tenders for Kiev­
class aircraft carriers. 

The Rraganauts have leaned hard on U.S. 
allies to tightrn their own export r estric­
tions. The Prntagon is· not above threaten ­
Ing to withhold export licenses from West­
ern governments if tlwy arc not more carr-

f11I abou t tlic r r -e :,;porL ol U.S. t ccllnolog; 
to t.lw Sovit·l.s. WPs(crn nat.io11s h ave bcC'n 
rrsC'nt f11I of prp,s11rf' from WP.s!i in r.ton to 
restric t, export.,,. srn;p, ·c t.in g t.lrn.t the r eil.l 
mot.i \' t'. l~ economic pro!.ed.ioni;;m rpJ Jwr 
th an nat ional secu rit y. Non eUwlr-ss. NATO 
allies am! J apan han' agrc1:d to bRn til e 
PX port of par ticularly sen.sit ive hir; h -t.cc h 
eq:Ii prn cnt in return for thr U.S. 's en!'. ing up 
on the <'Xport of lc ·ss rnphis Li ca t r·d gadge try 
th e Soviets already possess;. 

The U.S. cannot afford to clamp down too 
hard on trade. ··An important. el ement of 
national security is a strong economy,"says 
J'ohn McTague, deputy dirt,ct.or of the 
Vi7hite House Office of Sc:ence and T eclrnol­
ogy Policy. "If you try to stop the release of 
everything, you may slow down our own in­
dust.rial growth and do some rat.her serious 
h arm." Cumbersome lic'cnsing procedures 
m ean delay: tlle vagaries of bureaucracy 
mean inaction. Businessmen complain, for 
Ins tance , that Texas Instruments' elementa­
ry Speak & Spell game, availabl e at toy 
stores everywhe re, was until r ecently under 
export controls becam;~ of an embedded mi­
croprocessor. 

For the Administration, the Kremlin cam­
paign to steal high-tech secrets poses a di­
lemma . It cannot give the Kremlin carte 
blanche to buy without endangering securi­
ty. It cannot simply cut off high tech trade, 
or the U.S. will lose valuable markets-with­
out really thwarti!1 g the Sovieis, who 
always seem to find less scrupulous sellers. 
Worse. if the U.S. restricts access to scientif­
ic information, it will dampen the spirit of 
innova lion that gave the country its high­
tech edge in the first place. The only 
answer. albeit a less than perfect one, ap­
pears to be heightened vigilance. If, as the 
old Government posters warned, loose lips 
sank ships in the last World w~,r, then loose 
microchips could 13.unch missiles in t h e next 
one.-By E11an Thomas. Reported by Jay 
Branegan/ Washi.nglon and Richard Wood­
bury/ Los Angeles. 

WHY THE SHIP OF STATE U f\R S 

Americans cannot keep a se<:ret. Or so it 
increasingly ·seems to frustrated Govern­
ment officials who decry what retired Admi­
ral Bobby Ray Inman, former deputy direc­
tor of the CIA, terms th e "hemorrhaging" 
of classified informa!.ion. The experts have 
no trouble identifying the reasons: "Too 
much , too many .and too li.ttle ," says Sena­
tor William Roth of D elaware, too much 
classified information,' t-00 many people 
with security clearances to look a,t it and too 
little inve~tigation of tllo:,e gf' t ting the 
clearances. The Walker case has stirred de­
mands in the national security establish­
m ent to patch up the storehouse of Govern-. 
ment secrets, but an open society makes the 
cure elush·e. 

At. least <l.2 million ha.\'e security clear­
a.n<'r.s. mo~t of them civiiians who work for 
the Pentagon or defense-related industry. 
About 920,00\J, including 121 Soviet emigres, 
have access to classified documents all the 
way up to top secret. The number of securi­
t.y clearances has increased l>y more t.han 
40% In the past five years. 

As tl1e Walker scandal reverbera,ted last 
week , Defense S"cret.ary Caspar \\1,sinberger 
vowed to cut the numbPrs bad<. But he may 
find the task difficult. During his tour as di­
r ector of the CIA for the Cari<'r Administra­
tion, r etired Adm iral Stansfield Turner 
tried to put a freeze on the number of clear­
ances granted, "But the pressure became so 
intense that after three years I ha.d to relax 
It," h e ruefully admit:;;, "In many ca.5es 
people kept their clearances just as a matkr 
of pres ti gr." 

A multitude of different agr.ncies hand 
out sC'curlty clearanc1's, us ually after thr 

mo:;J p< ·r l'11nc:1 ory r,•(·ord r:l1eck for c011 ·. ic­
t.ions and firinf(s. "!l's hardc>r to g,' t an 
Am,•r i<'an Expre~s card ,' ' says SPnat0r Roth . 
or Llw 200.000 cl1•arnnces rrq uP~lt.!d la~ t 
year. only about 160 wert> dcnii'•d. C'hris i O­

ph er Boye:,~. now sr-n·ing a 40- year sr' nlen:'•' 
for s1, Jiin g corks to til e Sol'i et s t !,at h e stoh• 
as a low-len,1 cl t>rk at TRW, a CIA contr~,2-
tnr , not<•d that hi~ sister w;;s rr·q 11ired io 
tak e a p0Jygrapl1 t est t o get a job at a 7-
El even convt'ni e nce store. but tlrnt inv P»t.i ­
gato rs took no notice of' his own countP1-cu l­
t.ure life-styl e before Jetting him lland i<" 
some of the n a t.ion 's most sensitive secrets. 
Reclearance, mandated every fil'e years fo r 
those approved for access to top-secret in­
formation, is e ven more ha.phazard. Tlle 
feds currently have a t en-year backlog. 
During the lfi years Jerry Whitwort h is ac­
cused of h av ing spied for the Sovie t Uni on, 
tl1e Navy twice reinstated his clearance to 
handl e top secrets. 

D efense contractors and high-tech firms 
h ave been notorious for Jax securiLy. At 
TRW. according t.o Boyce, "security was a 
joke." He and his co-workers used the code­
destruclion blender in YRW 's ultra-secret 
''bla('k vaulL" for mixing banana daiquiris. 
Tile Boyce scandal forced TRW t.o tighten 
up, and other firms as well are becoming 
more carefu l, contend authorities in Silicon 
Val!C'y. 

The military is also lax . Says retired Ad­
miral Clarence Hill: "When I was a sub com ­
mander in World War II, we never sent any­
thing O\'er four lines. Everything h ad to be 
coded and decoded by hand. Now they think 
noLh ing about sending three or four pages, 
and many of these are being sent just be- · 
cause you can send them." Admits Turner: 
'"There is no question that our entire proce­
dure for handling classified documents in 
this Government is sloppy." Horror stories 
abound. Turner recalls that, when CIA 
Clerk William Kampiles sold a classif ied 
manual on satellite surveillance to the Sovi­
et,5 (for $3,000), the CIA checked and could 
not find 13 other autl1orized copies of · tl,r 
same docume:1t. 

There may just be too many secrets to 
keep. It h as been estimated that there are' 
19.6 million authorized copies of classi fied 
documents. Thai, of course, does not tak e 
into account, t he photocopier. "The Xerox 
machine is one of the biggest thrr.ats to na­
tional security ever devised." says r etired 
Admiral Thomas Moorer. "Even if docu­
ments are nnmbered and a.ccounted for, it is 
easy to slip one out over lunch and copy it 
quickly.'' 

Other t echnolog'ical breakthroughs ha,·r 
made secrets harder to keep. Most phone 
messages now pass through the air-wa,,es 
rather than over wires, which facilit.a!es 
in terception by the mh.:rowave gadgN.ry 
atop Soviet consulates" and in offices. S o­
phisticated laser devices can eavesdrop on 
conversation in a room by picking up tile vi­
brations from tile winrlowpane. The most in­
secure place to store inforr.1at ion is prob­
a b!y a computer. A stuct,, by the Depart­
ment of Defense Computer Security Cent r r 

.In Fort MeadP, Md ., concluded that only 30 
out of about 17.000 DOD computers are 
rven minimally secure against intrusion by 
cle\·er hack1,rs. Though no one has ever 
b('cn caught doing It, the mere thought of 
Soviet. in L<' lii gtmce plugging into Defense 
Department computers, particularly the 
ones that command the American nuclea r 
arsenal. is the stuff of Hollywood chillrrs. 

Th e Pentagon t.hls week will announc,, 
5tcps to eliminate leaks, lncludlng cut.ting 
back on bot.h t.lle numbe r of security e!Par ­
anc!'s and tile number of classified docu­
ments. •·lf we don't do these things and do 
thf'm soon," warns Senator Sam Nunn of 
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G eorg ia, .. we·re going to have a Jot. more 
Walker cases in tlw future. " But no one is 
suggesti ng the kind of drastic steps tha t 
would protect sLate secrets as securel y as 
th ey an: h eld, i11 th e SoviH Union. Says 
J olin Martin, chi ef of t he J ustice Depart ­
m Pnt·s Di \' ision of I nternal Security: 
.. You·vc got t o maintain an open socii• ty , or 
you·rf' no bE> tlcr than your adversari c~."­
By E,·an T hom as. R eported by David Beck­
with / W::.sl1 ingt on 

WHERE S P IES ARE SUPERSTAHS 

Unct ,..; rstandably enou gh, the Walk er spy 
scandal is an occa.;ion for Ameri can self-ex­
aminat ion and self-criticism. Th P revela­
tions are being pondered for what th ey say 
about how dPmocracy sometim es allows 
human venality to thri ve and vital st.ate se­
crets to perish . But there is another lesson 
in the whole sh0<~king, sordid affair . It is a 
r eminder th at spying comes nat urally t.o the 
Soviet Union in P. way that is difficult for 
Amnicans to w1derstand. 

For most in the West. notably including 
politic&] leaders, spying is deemed necessary 
largel y because eYeryone does it, but it is 
r elegated to the shaqowy sidelines of th e 
more legitimate enterprises of diploma.cy 
and soldiering. Opening each other 's mail is 
a business gentleman pursue only with a 
certain self-conscious distaste. 

Even in fiction , espionage is treated as the 
dirty little secret of modern international 
politics. James Bond is good ese,'lpist fun , 
but the worl d of John le Carre is recognized 
as t h e real thing. The bookish, perpetually 
cuckolded G eorge Smiley is not a h ero be­
ca.i.ase he champions Western civilization; 
rathH. he is the melancholy rationalist, 
penetrating t h e ingenuity of other people's 
dece it. He is more honest, and braver in his 
honesty, than his colleagues. Yes, he fights 
Karla, his Soviet counterpart, but Smiley 
also does batUe against the corruption of 
h is own organization and society. 

No such dark brooding is in order in the 
Soviet Union. Spies are good guys, pure and 
simple, as long as they are on the Soviet 
side. Even in czarist times, secret agents 
were regarded as legitimate and indispensa­
ble protectors of a sprawling empire that 
was surrounded by hostile forces and infest­
ed wiL-h political malcontents and agitators. 
Backward in so many other respects. Russia 
was precocious in developing a police appa­
ratus. That institution was ready-made for 
the Bolsheviks, with their mili tant ideology 
and their conspiratorial, secret ive methods. 
According Lo Marxism-Leninism, politics is a 
continuation of war by other means. Spies 
are in the front line of that war. 

The concept of the security of the Soviet 
state is sacrosanct in a way roughly compa­
rable to the concept of personal freedom in 
the West. In Russian, security is bezopcu; ­
nost-the B in KGB. The word literally 
means " the absence of danger." As a profes­
sion, security means vigorously identifying 
and. whenever possible, eliminating danger . 

Hence, in the Soviet Union, the mentality 
of the spy is part and parcel of the mentali ­
ty of the commissar and, beyond that, of 
the citizen. The r elationship between an 
agent and his source, betwePn a secret po· 
!iceman and his informer, is not only an 
honorable estate but an essential one. 

Secret agents, once their work is done. are 
lionized In the :U.S .S.R. Richard Sorge, a 
G erman who spied for Joseph Stalin in 
Japan during World War II, is honored on a 
postage stamp. Rudolµh Abe l, one of the 
mos t noLorious SovieL agents of the '50s, 
was awarded the Order of Lenin after h e 
was traded for U- 2 Pilot Francis Gary 
Powers in 1962. KGB anniversaries are occa­
sions for rallies and tes timonials. "The com-

pct ent organs," a common euphemism for 
the in tel! igpnce serdces, mak<> up a kind of 
supereli te. For years it was a bas ic tenet of 
Kremlinologi cal wisdom that the ht>ad of 
the KGB was too m uch dislr uslf'd by his 
ccmrades t'VCr to bPcom,· General SccreLary 
of the party. Yuri Andropo\' ct ispro1·t>d that 
rule of thumb in 1982. H P personified th e 
So\'iet obsession wi th security ·and reverence 
for the guardians of secur it y. 

Anyone caught spying against th e Soviet 
Union is worse than an enemy and deserv­
ing of a fa te worse th an mere execution . 
Aft.er Oleg P enk ovsky, a colonel in military 
in t.elligenr e, was discoYc red to be working 
for the CIA in 1962, h e wa.,; put to death. 
The assumption at t h.- time wa.s that he had 
been shoL. Subsequently, t,owever, it was re­
ported that in fact he was hurled alive into 
a crematori um furn:i ce. Thus, t h ere is a 
brutal converse of th e Soviet Unior.'s adula­
t ion of spies who serve its cause around the 
worl :.l .-By St.robe Talbott$ 
• Mr. COURTER. Mr. Spe aker , m y 
colleague from California, Mr. LUN­
GREN, has organized a special order of 
the H ouse for this evening on the su b­
ject of Soviet disinformation. The 
topic is a worthy one, b ecause efforts 
to disinform are a critical aspect of 
what Marxist-L en inists call "the war 
of ideas. " 

I n recent years, Intelligence has un­
covered KGB manipulation of an emi­
nent conservative Japanese newspa­
p er, a French journalist who rendered 
servi.ces to Moscow for 20 years, and 
untold numbers of letters and docu­
m ents created to discredit NATO and 
American military officials. 

The KGB tried twice to recruit 
Arnaud de Borchgrave when he was 
with N ewsweek. Other journalists 
have apparently b een more willing. 
These include the Englishman R a lph 
Parker, who was a Prague correspond­
ent fo r the N ew York Times just 
b efore World War II, and Wilfred Bur­
chett, an Australian who feigned inde­
p endence while writing for newspapers 
in his country a nd Europe but in fact 
worked for North Vietnam, Cuba, and 
other Communist countries. 

There is thus good cause for thank­
ing Mr. LUNGREN for his initiative, and 
I hope my other colleagues will be 
presen t this evening .e 
e Mr. SOLOMON. Mr. Speaker, let 
me first of all thank the gentleman 
from California for his initiative in 
calling this special order today. This is 
not an academic exercise, nor is it a 
way of passing the time of day with 
empty and idl e speculation. The sub­
ject of this special order-the relent­
less offensive b y the Sovie t Union to 
de fame, discredit, and, ultimate ly, 
defeat the United Stat.es and our 
democratic allies-is the greatest issue 
facing our count r y. H concerns the 
very survival of human dignity , free 
socie ties, and d emocratic institutions 
throughout the world for our time­
and for all time. 

Let us not b e reluctant or embar­
rassed to spe ak the truth. The Soviet 
Union's ultimate objective is world 
domination. The pursuit of that objec­
tive n ecessaril y entails the elimination 
of the United States of America as a 
free country, the only obstacle stand-

ing b e t wt>cn Sovif't communism and 
the r ealization of its perverte d goals. 
As our coll ea gue from Illinois, Mr. 
HYDE, frequenl!y. r eminds u s , Soviet 
communis m is the greatest assault on 
t h e human spir it eve r known in r e­
corded his tory. 

Sovie t communism is so implacably 
opposed to the legitimate as pirations 
of human nature that it can onl y come 
into powe r b y violence-and it can 
only remain in power b y force. It 's 
only moral code is a dogmatic promo­
tion of world r evolution . H ow ironic it 
is that the most reactionary theory of 
p oiitical and social d evelopm e nt to 
eve r keep t11e human spirit in bondage 
is also the bluep rin t for global con­
quest, all the while pretending to be 
concerned about p ea ce, justice, and 
liberation. But such is the only way 
that Soviet communism can justify 
itself. It cannot and will not present 
i ts true face to the world. 

But the goals of Soviet communism 
cannot b e advanced b y this kind of d e­
ception alone. S oviet communism must 
also lie about those individuals and 
countries who dare to challenge its 
claim on the future, those who d eny 
that S oviet communism· is the fulfill­
m ent of human d estiny . 

Mr. Speaker, the issue is clear: The 
war aga inst totalitarianism did not end 
in 1945 with the defeat of fascism. 
What happened in 1945 is that the 
war entered into a different and mor e 
complicate d phase. The struggle is no 
less d eadly, nor would the conse­
quences of our losing it b e any l ess 
hideous. It is, however, a phase which 
is much more subtle-a conflict fought 
with ideas, diplomacy, and psychologi ­
cal warfare. And the Soviet Union has 
devoted an inordinate amount of 
effort and resources for purposes of 
propaganda-to maintain constant 
pressure and intimidation on the na­
tions and people of the free world. 

It is this particular aspect of our 
struggle against the Soviet Union that 
places our country at a p eculiar disad­
vantage. A country whose preeminent 
characteristics include political plural­
ism and a free flow of information and 
ideas simply cannot r esort to the d e­
ception, manipulation, and distortion 
that is part and parcel of propaganda 
warfare. J ean -Francois R evel , in his 
compelling new book " How D emocra­
cies P erish, " makes this very point. H e 
analyzes at some length the Soviet dis­
information campaign directed against 
the United States and other W P.stern 
D e mocracies. He concludes that we 
and our allies simply cannot r espond 
in kind to this sort of attack. A propa ­
ganda disinformation campaign 
mounted by a d emocratic country is 
bound to fail because it is inherently 
Inconsistent with other democratic 
values and practices that we profess . 

Moreover, the policies of our own 
Gove rnment and those of our allies 
are subject to the pressures of public 
opinion, something the Communists 
know nothing about. It is this aspect 
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of democracy that caught the atten­
tion of Alexis de Tocqueville, the 
young French nobleman who toured 
the United Stales in the 1830's and 
wrote the prophetic study '·Democracy 
in America." He noted, and I am quot­
ing now, " It is especially in the con­
duct of their foreign relations that de­
mocracies appear to me decidedly infe­
rior to other governments." 

De Tocqueville went on to say, and 
again I am quoting, that ' 'A democracy 
can only with great difficulty regulate 
the details of an important undertak­
_ing, persevere in a: fixed design, and 
work out its execution in spite of seri­
ous obstacles. It cannot combine its 
measures with secrecy · or await their 
consequences with patience." 

I would add one further point, and 
that is tha.t; our country is trying to 
pursue constructive purposes and poli­
cies in the world. When our enemy is 
only concerned with creating chaos 
and destabilization, our job becomes 
that much more difficult. The ground 
rules, so to speak, covering our actions 
are much more stringent and impose 
many more limits than does the code 
governing Soviet beha,·ior. 

What then are we to do? Must we 
concede defeat in the war of ideas and 
leave the field wide open for the Sovi­
ets to exploit? My answer-and the 
answer of every Member participating 
in this special order-is an emphatic 
no! The United States must use every 
means and opportunity at its disposal 
to expose Soviet deceit and duplicity. 
This means pursuing a more positive · 
and forceful approach at the United 
Nations and other international meet­
ings, instead of listening in benign in­
difference to the attacks tbat are 
made against us there. This means 
that. our Government must be candid 
with the American people about 
Soviet treaty violations and about the 
massive and unwarranted buildup of 
Soviet military power-an expansion 
of military power that is consuming 
over half of the Soviet Union's indus­
trial capacity. This means requiring 
our allies to contribute their fair share 
to the defense of the West. 

It goes without saying, of course, 
that the maintenance of our own na­
tional security and an effective strate­
gic deterrent are indispensable. In all 
of our congressional debates about en­
titlement programs, let us remember 
that the Constitution mandates na­
tional defense, first and foremost, as 
the protection to which all Americans 
are entitled. The price of freedom is 
always high, but Americans have 
always paid it. 

An effective strategy to counter the 
Soviet assault on freedom and human 
dignity necessarily includes a renewal 
of our belief in the efficacy and good­
ness of our democratic values and in­
stitutions. This means that we have to 
get off the guilt trip-that Wf' have to 
quit flagellating ourselves about our 
lark of perff>ction. We will never fully 
live up to the values that we aspire to, 
but at least we have set a lofty stand-

ard that will continue to serve as an 
Inspiration to ourselves and succeeding 
generations. The Soviets have no trou­
ble li ving up-or should I say down-to 
their standards, which are based on 
the most bestial instincts that have 
ever debased human nature. 

Finally, our ·onl y sure defense is an 
enlightened and responsible sense of 
citizenship. The Founding Fathers of 
this free republic were very outspoken 
in their belief that the ultimate suc­
cess or failure of the American experi­
m ent in self-government is in the 
hands of the American people. There 
is no substitute for civic virtue-the 
fact that every civil right carries with 
it a civil responsiblity. We, as repre­
sd1tatives of the American people, 
have a unique obligation to serve as 
examples of the higher duties of cit i­
zenship without which a free society 
cannot survive. 

At the sP~me time that Alexis de Toc­
queville was touring the United States 
in the 1830's, a young man from Illi­
nois, a struggling young lawyer, was 
making the first public speech in a 
career that would take him from the 
county court house in Illinois to the 
White House in Washington. "Shall 
we expect some transatlantic military 
giant to ste!) the ocean and crush us at 
a blow?" asked Abraham Lincoln. He 
answered: "Never! All the armies of 
Europe, Asia, and Africa com­
bined • • • could not by force take a 
drink. from the Ohio or make a 'track 
on the Blue Ridge in a trial of a thou­
sand y~ars." 

Lincoln went on, and I am quoting 
again , " If destruction be our lot, we 
must ourselves be its author and fin­
isher. As a nation of free rrien, we 
mu.st live through all times, or die by 
suicide." 

The "transatlantic military gia.ntt' 
that Abraham Lincoln talked about is 
a reality in our time. And the doctrine 
of containment was formulated under 
President Truman as a means of deal­
ing with this new challenge. I can only 
conclude my remarks today by quoting 
the final paragraph in George Ken­
nan's article in the Foreign Affairs 
Journal that first outlined our policy 
of containment. 

It reads: 
The thoughtful observer of Russian­

American relations will find no cause for 
complaint in the Kremlin 's challenge to 
American society. He will rather experience 
a certain gratitude for a providence which, 
by providing the American people with this 
Implacable challenge, has made their entire 
security as a nation dependent on their pull­
lnr. thPmselves together and accepting the 
responsibilities of mora l and poli t ical leader­
ship that history plainly int.ended them to 
bear. 

Let me just repeat that: Our entire 
security as a nation is dependent on 
our pulling ourselves together and ac­
cepting the responsibilities of moral 
and political leadership that history 
plainly intends us to bear. This Is the 
greatest Issue far.ing each and every 
American citizen In 1985. We can only 
live up to this challenge by rPnewing 

our dedication as citizens of this 
bl tessed country. With a renewed spirit 
of patriotism, citizenship, and sacrifice 
we need not fear the slings and arrows 
of the Soviet Union. Free men and 
women will prevail.e 
• Mr. HYDE. Mr. Speaker. at the 
outset. I wish to commend my distin­
guished colleague from California [Mr. 
LUNGREN ], for taking the lead on this 
most important matter. The objective 
of this special order is to educate our­
selves as well as the American people 
on a special kind of Soviet clandestine 
activity that is designed to influence 
public opinion and thereby further 
Soviet foreign policy objectives. 

When it comes to disseminating 
false information, the Soviets are 
without peer. Much of the free world, 
however, did not realize this until not 
too long ago. In fact, it is probably 
safe to say that many Americans first 
learned of this Soviet ruse when they 
read Spike, the best selling novel by 
Arnaud de Borchgrave and Robert 
Moss that was published several years 
ago. 

More recently, a book entitled "Dez­
informatsia: Active Measures in Soviet 
Strategy," authored by Profs. Roy 
Godson and Richard H. Schultz has 
served as a definitive source on the 
subject. Particularly instructive are 
the two academics' observations re­
garding covert disinformation which 
they define as a-

• • • non-attributed or falsely attributed 
communication, written or oral, containing 
intentionally false, incomplete. or mislead­
ing information <frequently combined with 
true information), which seeks to deceive, 
misinform. and / or mislead the target. 
Either foreign governmental and non-gov­
ernmental elites. or a foreign mass audience, 
may comprise the target. 

The objective of disinformation Is to lead 
the target to believe in the veracity of the 
message and consequently to act in the in­
terests of the nation conducting the disin­
formation operation. This technique may be 
advanced through rumors, forgeri es, ma­
nipulative political actions, agents of influ­
ence, front organizations, and other means. 
Until the 1950's, the term dezinformatsia 
was used in some Soviet circles to refer to 
what Soviet leaders now call "active meas­
ures· ·. Dezinfonnatsia currently is used in 
Moscow to refer to a specific type of active 
measures technique, here called "disinfor­
mation.'' 

Paul B. Henze, a former National Se­
curit v Council official in the Carter 
admii-iistration and a longtime student 
of Soviet behavior, has this to say 
about disinformation: 

It is impossible to draw a clear boundary 
between misinformation and disinforma­
tion . The two categories are part of a con­
tinuum which rn Soviet practice extends 
from distortion Lo tot.al falsi fication, misrep­
resentation and forgery. All parts of this 
spectrum are in te rconnected and conscious­
ly manipulated to achieve desired results. 
Thus false information planted abroad and 
seemingly originating from sources that 
have no connection with the USSR or East­
ern Europc is fed back into the Soviet prop­
aganda system, c:ted in the Soviet press as 
aut horitat in• c:onfirmntion of views which 
th!' CPSU propagandists want to sprcad, 
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and then it is disgorged by TASS and No­
vos ti in their international services. Thus 
spewed out again into international infor­
mation channels. it becomes self-confirming. 
Sometimes the process goes through several 
cycles. Not only current news, but even 
scholarly research and intelligence are in­
flu enced . 

To those familiar with Soviet techniques 
and objectives. such operations are relative­
ly easy to identify, but often difficult to 
prove. To accomplish their purposes, Soviet 
propagandists and KGB operatives do not 
r ely only on the credulity and predisposition 
to believe of Western and Third World jour­
nalists, writers and intellectuals. 

They exploit the readiness of reporters to 
accept cash or other favours in return for 
doing their bidding. In Soviet usage, dezin­
formatsia means deliberately concocted, 
falsely attributed or distorted information 
brought to the surface through ostensibly 
non-SoYiet channels or outlets. Of course, 
the more legitimate (and unwitting) these 
are, the better. 

Duplicity in the pursuit of objectives 
is an acknowledged Soviet tactic and 
has been employed from the earliest 
days of the Soviet revolution. Lenin, 
for example, told Felix Dzerzhinsky, 
head of the CHEKA, the predecessor 
of the KGB, "Tell they what they 
want to hear." 

Following World War II, the Soviets 
decided to institutionalize their disin­
formation activities in a move that un­
derscored the importance they at­
tached to such measures. Specifically, 
they set up a disinformation compo­
nent within the KGB -directorate re­
sponsible for Soviet intelligence activi­
ties abroad. By the mid-1970's, this 
active measures unit had been upgrad­
ed to a service and its chief was given 
the rank of a KGB general officer. 

Some of the best insights we have 
regarding Soviet disinformation activi­
ties have been furnished by Soviet and 
Eastern bloc defectors who were erst­
while intelligence operatives. One of 
the most important is Ladislav ".Bitt­
man. In 1968, this former head of a 
disinformation unit in the Czechosla­
vak Intelligence service defected to the 
West and provided much useful infor­
mation regarding Czech activities to 
brand West German officials as Nazis. 
In additon, he told about anti-U.S . ac­
tivities that he participated in vis-a-vis 
Indonesia and Central Africa. 

Bittman also revealed just how 
closely the Soviets work with their 
Communist allies. It is so close, in fact, 
that. it is often difficult to determine 
who is carrying out an operation. 

Circulating rumors may be the 
oldest and most primitive form of dis­
information but it is still used with 
some degree of effectiveness by the 
Soviets. Especially informative are the 
observations of Stanislav Levchenko, a 
former KGB major who specialized in 
active measures before he defected to 
the United States in 1979 while pre­
tending to be a Soviet journalist in 
Japan. Among other things, he indi ­
cated that he was involved in rumor 
spreading operations in Japan that 
were targeted against the People 's Re­
public of China. Lrvchenko also point­
ed out that while the United States 

and NATO are the Soviet Union's 
main targets, other nations have oper­
ations directed against them to sup­
port Soviet policy objectives. 

Forgeries, of course, have played an 
important role in a number of Soviet 
disinformation operations. They are 
sometimes complete falsifications. but 
they also can be clever alterations of, 
for instance, genuine documents, 
photos. or tape recordings. A common 
ploy is to fake a U.S. Government doc­
ument. 

An interesting fake hit the streets in 
Western Europe in April 1982. It was a 
forgery of a reputed June 1979 letter 
from then NATO Commander Alexan­
der Haig to then NATO Secretary 
General Joseph Luns. According to 
William E . Knepper, Deputy Assistant 
Secretary of the Bureau of Intelli­
gence and Research, this letter was-

Intended to stimulate the nuclear disar­
mament campaign by suggesting a Haig­
Luns collusion against opponents of the 
modernization of nuclear forces in Europe. 
Technically, the quality is good but does· in­
clude mistakes, such as inappropriate sta­
tionery and also. the "Dear Joseph" greet­
ing instead of the "Dear Joe·• habitually 
used by General Haig. The forgery was sur­
faced in a leftist Belgian weekly and report­
ed to Belgian television and radio. Its ap­
pearance coincided with numerous anti-nu­
clear demonstrations in the spring of 1982. 

Although it may be true that none 
of these forgery efforts have had a 
devastating impact on the United 
States, there is no doubt that collec­
tively they have been injurious and 
put us on the defensive. They are 
clearly intended to raise suspicions 
about the United States and in that 
sense they have accomplished their 
purpose. 

In conclusion, Mr. Speaker. I would 
like to cite what Larry Eagleburger, 
the former Under Secretary of State 
for Political Affairs, has recommended 
with respect to coping with the 
U.S.S.R.'s active measures: 

Soviet active measures need to be coun­
tered by public exposure. They are infec­
tions that thrive only in darkness, and sun­
light is the best antiseptic. Governments 
should make available to their publics as 
much as possible of our growing knowledge 
of Soviet practices.• 
e Mr. PACKARD. Mr. Speaker, I 
would like to take this opportunity to 
discuss the efforts of Soviet intelli­
gence and policy agencies to divert and 
duplicate U.S. high-technology com­
modities. My district in coastal south­
ern California stretches from Del Mar 
in the south to Mission Viejo in the 
north. That region is rapidly turning 
into California's southern Silicon 
Valley. Computer firms, high tech 
manufacturing companies, semicon­
ductor producers , innovative energy 
companies , and defense contractors all 
maintain a highly visible presence in 
the region . It is these types of compa­
nies that are the primary industrial es­
pionage targrts for the Soviet Union. 

American~ were shocked to learn 
that John Walker, his son and their 
family friends bet.rayed our Nation 
and sold Na,·y secrets to the Moscow 

government. In fact, there have been 
many others. In the 1970's, -two mis­
guided young men from Palos Verdes, 
CA, decided that our Government \\'as 
corrupt and that the Soviet Union of­
fer ed a better way. Christopher Boyce 
and Daulton Lee stole secret encryp­
tion information from· TRW. a major 
Government contractor, and sold that 
material to the Soviets through their 
Embassy in Mexico City. 

Boyce's problem was that he be­
lieved the propaganda fed to the West­
ern media by the Soviets and their col­
laborators . The kind of ·persistent dis­
information tactics used by the KGB 
and other East-bloc intelligence serv­
ices portrayed the Communist system 
as a benevolent, humanitarian r egime. 
Conversely, our democratic system was 
characterized as a cruel deception and 
an evil imperial force. Those of us who 
have watched our country grow up, 
who have participated in the forma­
tion of public policy and who have 
fought in Congress and on the battle­
field to prevent the spread of totalitar­
ianism know better. Unfortunately, 
the unsuspecting minds of our youth 
absorb many lies that masquerade as 
the truth. Those lies become the basis 
for a distorted view of the world-a 
view the Soviets promote. 

Others have also fallen prey to that 
disinformation and espionage effort. 
William Bell, a radar engineer in Los 
Angeles whose personal problems 
made him a perfect target for the typi­
cal Soviet gambit of propaganda and 
financial incentives, succumbed to the 
temptation. That engineer and his 
next-door neighbor, a Polish national. 
joined forces to sell defense secrets. It 
just happend that Bell's next-door 
neighbor was active in the Polish In­
telligence Agency. 

This story is repeated time and time 
again . Some of the characters are 
American and some are European. The 
end result is the same. American high 
technology information ends up in the 
hands of scientists and defense strate­
gists behind the Iron Curtain. Jan 
Stankovsky, an East-West trade expert 
at the Vienna Institute for Economic 
Research was quoted by the Wall 
Street Journal describing our effort to 
prevent technology transfer as "a Sisy­
phus job." We all remember that Sisy­
phus was condemned to Hades, where 
his eternal task was to push a boulder 
up a hill, only to have the boulder roll 
back down again. 

In some respects, our job of restrict ­
ing the flow of secrets is becoming 
tougher. American high tech firms ar\' 
spreading out. As our oldrr industrial 
base retools with newer machinery 
and processes . those kinds of products 
aqd methods that the Soviets so dE'S· 
perately seek become more available. 

Major telecommunications and com ­
puter firms have offices and plants not 
only in the Santa Clara Silicon Valley . 
but also in Texas· Silicon Gulch . in 
the Cl\icago area, in tlw Raleigl1-
Durham Research Triangle. in Phoe-
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nix and Tucson, the Pacific North­
west, in suburban Boston . and in my 
area. One common theme we Sf'C evolv­
ing in our high tech industry is the co­
alition of business and academic insti­
tutions. 

As state universities and private in­
stitutions like Stanford, Harvard, 
MIT, Duke. and Northwestern partici­
pate in industrial innovation, it be­
comes easier for Soviet scholars to in­
filtrate our most modern facilities and 
take our newest technology with 
them. This is no exaggeration. The av­
erage Soviet exchange scholar is a sci ­
entist or engineer. has the equivalent 
of a U.S. Ph.D., is 35 years old and has 
8 years of practical experience in their 
specialty. To quote Air Force maga­
zine, they are "capable scientists usu­
ally involved in military related work 
in the U.S.S.R. Not too surprisingly, 
they seek out research activities in­
volving technologies that have direct 
military applications in fields in which 
the Soviets are deficient." 

These techno-thieves do their work 
in a gray area of American law. Noth­
ing prevents the scientific community 
from sharing new ideas. When those 
ideas have military applications , 
though, the result can be quite damag­
ing. We are also guility of other unwit­
ting transfers of information that 
have aided the Soviet war effort. After 
World War II, the U.S. Government 
transferred the engineering principle 
behind the shaped-charge warhead to 
oil tool and mining applications. Over 
the years, universities and other non­
defense related commercial interests 
acquired the technology. Results on de­
velopments in this area were published 
in open literature. The Soviet military 
R&D shops exploited this information 
and applied their acquisition to devel­
oping higher-grade munitions. 

U.S. publications continue this his­
toric problem. Aviation week, well 
known for publishing sensitive infor­
mation has earned the nickname avia·· 
tion leak, not a positive distinction in 
our security sensiti.ve age. 

The list of high tech ripoffs perpe­
trated by Soviet agents is frightening­
ly impressive. Richard Mueller, a 
German citizen who operates front­
compa.nj :2s designed to divert computer 
equipmer;t to Moscow, was successful 
in shipping 8 of 15 parts of a Vax 11/ 
782 computer. He was able to accom­
plish lhis feat by routing the parts 
through South Africa, Germany, and 
Sweden. Seismograph equipment used 
to detect underground atomic tests 
was seized by U.S. Customs officials in 
Germany after a similar tour through 
free-world nations. William Bell , the 
radar engineer, was responsible for 
giving the Soviets tll e F'- 15 look-down/ 
shoot-down radar, the B- 1 's quiet 
radar system, all weal her radar for 
tanks. an experiment.al NaYy radar 
systPm. the Patriot surfacC'-to-air mis­
sile . a shipboard survcillancP radar. 
the improved Hawk missile. a NATO 
air defense syst.em and a handful of 
other radRr-related systems. 

All you Jiave to do to see the extent 
of Soviet pe1wtraLion into our t echno­
logica l industrie1> is compare our cur­
rent conventional military forces. The 
n ew "Blackjack" Soviet bomber is 
composed of major portions of the B­
IA. Our t echnology also contributed to 
designing the Soviet AN -72; a short­
takeoff vehicle copied from the Boeing 
YC-14 STOL. Trucks used in the inva ­
sion of Afghanistan were built using 
technology acquired from the West. 
Lenin was right when he said that the 
capitalists would sell Russia the rope 
by which he would hang them. 

The process by which the Soviets 
obtain our new technical information 
and dissect it is referred to as " reverse 
engineering." The principle is the 
same as the curious youngster who 
gets a new radio and proceeds to take 
it apart to see how it worked. 

The entire Soviet Government, it 
seems, has committed itself to culti­
vating Western sources of information 
and to fulfilling quotas for that infor­
mation. The KGB and the GRU-the 
Chief Intelligence Directorate for the 
Soviet General Staff-head the list. 
They account for 70 percent of all 
high tech espionage. Items of particu­
lar interest include those that have ci­
vilian and milita.ry uses, such as com­
puters, microelectronics, fiber optics, 
metal powder compounds, composite 
synthetics and associated manufactur­
ing equipment. The KGB relies on its 
own "directorate 'T' " to identify the 
most crucial items on the Soviets' 
agenda. The State Committee for Sci­
ence and Technology and the Ministry 
of Foreign Trade also put together 
wish-lists of Western data they would 
like to have-virtually at any cost. 
Eastern bloc intelligence services and 
foreign trade missions also manage to 
assist their m entor in this effort. 

If the Soviet activities I describe 
sound like a combination of James 
Bond and Buck Rogers, the U.S. eoun­
tereffort borders on the Keystone 
Kops. We are unable to enlist more 
than casual support from the Austri­
ans. They ferociously defend their 
neutrality, which makes it much more 
difficult to protect equipment and ma­
terials going to other European na­
tions. The Department o! Commerce 
and the U.S. Customs Service can 
barely keep up with the newest tech­
nology that should be withheld from 
the East bloc. Our Defense Depart­
ment has been engaged in an ongoing 
jurisdictional dispute with the State 
Department and with the Commerce 
Department. I agree with DOD's as­
sessment that we need strict controls 
over exports. We cannot, however, 
place indefinite delays on legitimate 
exports because of questions of nation­
al security. I have already handled sev­
eral of these cases this year. A com­
p11tf,r company in my district and a 
laser-process manufacturing firm had 
t.o reQut>st my personal a.ssistance in 
working with the International Trade 
Administration to expedite export Ji . 
ccnscs that allowt·d millions of dollars 

of goods to kave U.S. loading docks 
for foreign destinations. Onl y my 
direct intervention enabled lhese firms 
to f;xport legitimately nonsens itive de­
vices. 

Now that we are directing our atten­
tion t.o the issue of technology trans­
fer, espionage and other active meas­
ures, I hopr that this body, and our 
colleagues on the at.her side of the Hill 
can work through the appropriate leg­
isl ative eommittees and executive 
ag encies to enact reforms that protect 
our security while insuring the proper 
degree of free trade for nonsensitive 
American products. 

To learn more aboc:t the issue of 
tech-transfer, I recommend revirwing 
the December 1984 issue of Air Force 
magazine, the 1984 edition of Soviet 
Military Power, and the Defense De­
partment·s 1984 report, "The Technol­
ogy Transfer Control Program.''o 
o Mr. MICHEL. Mr. Speaker, I am 
glad to have this opportunity to join 
with the gentleman from California 
[Mr. LUNGREN] in bringing to the at­
tention of our colleagues Soviet acti\'e 
measures-a broad range of activities, 
ranging from hidden propaganda, to 
sabotage, and terrorism, to expand 
Soviet political influence. 

We have become so used to saying 
that we are in a "war of ideas" that we 
have forgotten how literally true that 
statement is. The official philosophy 
of the Soviet Union is based on the 
idea that the Communist Party pos­
sesses, through its understanding of 
the concepts of Marxist-Leninism, not 
just a useful political tool, but a scien­
tific understanding of all aspects of 
human history a..'1d an absolute guide 
to gtnernl trends in the future. 

I mention this only to emphasize a 
point that is too often forgotten: the 
Communist Party of the Soviet Union 
looks to Marxist-Leninism as a source 
of legitimacy. Without this philosophy 
to support its assertion of total domi­
nance of society, the Communist Party 
has no legitimacy because it rules 
without-indeed against-the approval 
of the majority of its people. 

Thus, ideas are all important to the 
Soviet rulers. That's why they spend 
so much time and money trying to in­
fluence ideas in the \Vest. the question 
is: Are we capable of winning thls war 
of ideas? I think we are-but we must 
understand the nature of the war we 
are in. I'm not at all certain we do 
fully understand how important ideas 
are in international affairs. 

We in the United States lik e to say 
we are "pragmatic." By this we usually 
m e.an we confront problems as they 
present themselves to us. with little or 
no preconc;:ived , philosophical view or 
ideology to use as guidelines in solving 
tlwm. W,:; look upon every problem as 
one that can be solved by hard work, 
technological expertise. individual ini­
tia tive , and, especially , huma n free­
dom. This kind of thinking is anathe­
ma to Communists. Their official ide­
ology dC'mands that all problems be re-
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frrred lo Marxist-Leninism as the sole 
source of wisdom. This explains, to a 
great degree, their total failure to give 
th e people of the Soviet Union a 
decent standard of living. The people 
there are victims of the rigid, doctri­
naire myths of Marxist-Leninism and 
there is nothing they can do about it. 
But this unyielding adherence to 
Marxist-Leninism does not mean the 
Communists are inflexible when it 
comes to tactical matters. They are 
very pragmatic at that level. 

Th is means that the Soviet Union 
has an arsenal of propaganda and dis­
information techniques, each used for 
a special purpose. Active measures can 
best be understood as weapons in this 
great arsenal, weapons aimed at the 
values, the confidence, and the very 
existence of Western freedom. 

Let me give an example of how the 
Soviet Union engages in thi-s war of 
ideas . I refer to the campaign against 
NATO Theater-Nuclear-Force [TNF] . 
According to the State Department's 
"Forgery, Disinformation, Political 
Operations" <October 1981): 

In this campaign, Soviet diplomats in Eu­
ropean countries pressured their host gov­
ernments in many ways. In one European 
country, the So1·iet ambassa.dor met private­
ly with the Minister of Commerce to discuss 
the supply and price of oil sold by the 
So1·iet Union to that country. During the 
discussion, the ambassador gave the minis­
ter's a .copy of the Leonid Brezhnev's Berlin 
speech dealing with TNF. He suggested that 
if the host government would oppose TNF 
modernization, the Soviet Ministry of For­
eign Affairs might persuade the Soviet Min­
istry of Foreign Trade to grant more favor­
able oil prices. 

Moscow has spurred many front groups to 
oppose the TNF decision through well-pub­
licized conferences and public demonstra-

-tions. To broaden the base of the anti-TNF 
campaign, front groups have lobbied non­
Communist participants, including antinu­
clear groups, pacifists, environmentalists. 
and others. In some cases. the acti\•ities of 
these broad front groups have been directed 
by local Communist parties. Soviets have 
predictably devoted the greatest resources 
to these activities in NATO countries where 
opposition to ·the TNF modernization deci­
sion is strongest. 

Bribes, threats, front groups, infil­
tration of non-Communist groups­
these methods are only part of the ar­
senal of persuasion at the disposal of 
Communist leaders. But the overall 
strategy is the same: the gradual 
weakening of Western will, the grow­
ing acceptance of Communist view­
points among Western opinion leaders. 
and the steady, inexorable disintegra­
tion of Western security and defense. 
That is what the war of ideas is all 
about. 

We have our own ways of waging 
this war of ideas. We do it through the 
public diplomacy of the Voice of 
America. We do it by telling the truth 
to the people of 'Eastern Europe and 
the Soviet Union through Radio Free 
Europr and Radio Librrty. W e do it 
through Worldnet, the U.S. Informa­
tion Agency's [USIA] satellite-televi­
sion program. We do it by telling the 

a·, out our society and about 
Com, un ·t society as well. 

But also have to expose Soviet 
disinformation programs. One of the 
most useful ways of identifying such 
programs is the USIA publication 
"Soviet Propaganda Alert." Produced 
by the Office of Research of USIA, 
the "Alert" identifies and gives exam­
ples of various Soviet propaganda cam­
paigns, and their major themes. But 
how many newspaper editors or citi­
zens in the United States ever see this 
useful publication? Not many, because 
USIA is forbidden to disseminate its 
products in this country. I support 
such a ban. but I do wish that there 
were some way that certain USIA 
products could be made available. If 
we are in a war of ideas, the people of 
the United States should have some 
opportunity to see what weapons we 
are using. 

USIA carries out its important tasks 
with only a tiny fraction of the budget 
that the Soviet Union uses in its cam­
paign of abuse , slander, disinforma­
tion, and forgery. The Soviet Union 
spends more in electronically jamming 
our international radio broadcasts 
than we do in making the broadcasts 
themselves. So although we are in a 
war of ideas, our side is badly under­
funded . 

Yet we do a good job of defending 
and communicating our values. And it 
doesn't mean we engage in heavy­
handed propaganda. One of the best 
ways we have of communicating with 
people under Communist domination 
is "Music USA." a program of the 
Voice of America. Indeed it is said that 
Willis Conover, associated with this 
program ·since its inception, is prob­
ably the best-known American behind 
the Iron Curtain. Conover brings the 
best in Americl'.n rriusic to people all 
over the world. Jazz, the uniquely 
American art form, has become an 
international musical language and it 
is a language that those deprived of 
freedom understand and appreciate. 
Jazz is not propaganda about America; 
in its essence, it is part of America 
itself. Millions around the world, lis­
tening to American music through 
"Music USA,'" come to appreciate the 
society that gave the world this great 
music which combines freedom and 
order in a creative way-just as our 
country does. 

So we have our own ways of waging 
the war of ideas. It might be a record­
ing of a great American jazz artist 
broadcast to Russia; it might be a 
USIA public affairs officer talking to a 
group of journalists and setting the 
record straight somewhere in Africa; it 
might be a Worldnet television pro­
gram in which American Government 
officials in Washington are questioned 
by journalists in Brazil or some other 
country-whatever the m ethod is, the 
message is the same: the United States 
wants to tell its story frankly and fully 
and then lf't tlw world judge. I think 
that is the bes t way to combat Soviet 
disinformation. 
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At tl1e same time, we have to become 

more aware of the deceitful and some­
times dangerous ways the Soviet 
Union's Communist Party has of 
trying to influence opinion here and 
among our alli es. The more we know 
about their m ethods, the easier they 
will be to fi ght. That is why I am glad 
we took this opportunity to talk about 
the ideas that lie behind the geopoli ­
tics of our time. 

I want to thank the gentleman from 
California [Mr. LUNGREN] for this 
chance to say a few words about the 
war of ideas.• 
e Mr. LIVINGSTON. Mr. Speaker , in 
November 1980, a purported State De­
partment "Dissent Paper on El Salva­
dor and Central America" surfaced. 
Allegedly circulated through the De­
partment's "dissent channel,' ' the 
paper's authors warned that U.S. 
policy toward Central America would 
lead to the introduction of American 
forces into the region. The media, in­
cluding Flora Lewis of the New York 
Times, quoted from this document in 
their reporting on our Central Amer-
ica policy. · 

In 1983, shortly after the joint 
United States-Organization of Eastern 
Caribbean States rescue of Grenada, a 
story appeared in the Indian press 
claiming that the United States was 
responsible for the death of Maurice 
Bishop. Another charge, this time car­
ried by the Soviet media, claimed that 
2,000 Grenadians had been killed by 
chemical weapons and that the United 
States had filmed this grisly episode. 

In February 1984, two memos came 
to light in Peru which proved the 
United States was planning to provide 
Chile with large supplies of weapons, 
including Pershing missiles. The 
Soviet Union cited the story as evi­
dence of United . States-Chilean collu­
sion to destabilize South America and 
as a violation of the Tlatelalco treaty 
prohibiting nuclear weapons in Latin 
America. 

Mr. Speaker, all these stories were 
false. Each was designed to discredit 
American policy in Latin America and 
sow discord between us and our south­
ern neighbors. And each is an example 
of Soviet active measures. 

The term "active measures" is rela­
tively new to the American intelli­
gence lexicon. Active measures covers 
a wide ra,nge of activities, including 
disinformation, media manipulation, 
agents of influence, forgeries, and the 
use of front groups. They are imple­
mented in coordination with .overall 
Soviet foreign policy objectives. The 
primary target of active measures is 
the United States. 

Briefly, I will review some examples 
of active measures in Latin America. 
All examples are from the public 
record . 

Active measures in Latin America 
mirror Soviet-and Cuban-foreign 
policy goals. Active measures seek to 
discredit U.S . foreign policy , increase 
regional tensions. strengthen pro-
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Moscow and pro-Havana movenwnls 
and govprnments, :rnd dcst ab ilh<> 
countrif's. 

Dest abilizing El Salvador and ~cner­
ating support for the left ist insurgen­
cy th ere have been primary active 
measures operations. In a. 1982 declas­
sified study, the CIA noted t hat 
Moscow decided "in late 1979 or early 
1980 tl1at the time was ripe for deci­
sive action In El Salvador." To t.his 
end, all resources and assets, ranging 
from the covert supply of arms to 
overt diplom a.tic support, were mobi­
lized. 

After the establishment of the 
Democratic Revolutionary Front 
[FDR) , which represents the Salva­
dorans abroad, the decision was made 
to develop solidarity commit.tees. In 
the words of the CIA. these commit­
tees served as "propaganda outlets, 
conduits for a.id, and organizers of soli­
darity m eetings and demonstrations." 
The success of these efforts can be 
seen in the 70 demonstrations held 
from mid-Ja.,uary to mid-March 1981. 

The Soviet Union played up the 
demonstrations through its official 
media . Soviet media reported that the 
United States had a "genocide policy" 
and was preparing to intervene mili­
tarily in El Salvador. Izvestiya made 
reference to "Operation Centa.ur," a 
plan that allegedly "provides for the 
physical elimination of many thou­
sands of Salvadorans." Operation Cen­
taur existed only in the minds of the 
act.ive measures specialists in Moscow. 

On an international diplomatic level, 
a 30-man Cuban delegation to the 
Non-Aligned Movement meet ing in 
New Delhi worked with the Soviets 
present to press for a condemn:ition of 
U.S. policy in El Salvador. 

In the spring of 1982, the World 
Front of Solidarity wi th the Salvador­
an P eople was established as the um­
brella group for the various national 
solidarity committees. Also in 1982, 
prior to the March Salvadoran elec­
tions, 12 cities witnessed demcmstra­
tions in opposition to U.S. policy in El 
Salvador. 

The U.S. affiliate of the World 
Front is the Committee in Solida.rit.y 
with the People of El Salvador, most 
commonly known by its acronym 
CISPES. It was CISPES which distrib­
uted the purported dissent pa.per for­
gery that I referred to the beginning 
of my remarks. 

In fact , CISPES resulted from a 1980 
trip to the United States by Farid 
Hanctel for the express purpose of or­
ganizing support for the Salvadoran 
guerrillas. Farid Handel , by the way, Is 
the brother of Shafik Handel , the 
head of El Salvador's Communist 
Party. We know of Fa.rid's activities 
because of documents captured at a 
terroris t. safe house in El Salvador. His 
trip report describes the help he re­
ceived from the Cuban Mission t.o the 
United Nations, thE> Communist. Party, 
U.S.A., and t,he U.S. Peace Council, 
the American affiliate of the World 
Peace Couneil. 

l!,orgcry has been w,rd a number of who wanted w st'ck support In Europe for 
times aga.inst U.S. poliey t.oward Latin t.h r Insurgency moYC'mcnt in their country. 
Anwrka. In April 1983, the WPC held a con-

On March 12, 1982, tl,e Ethiopian ference In support of the Communist. 
Herald carriE>d an arLicle on CIA chem- Sandinista regime and Maurice Bish­
ical and bacteriological warfare • op's rule on Grenada. The conference 
a.pi,inst Cuba. The article's proof of took pla.ce in Manauga. In November 
such warfare was "U.S. Docum ent No. 1983, after the liberation of Grenada, 
602988/1-77" and a partir;.J m ap from the WPC held an emergency meeting 
this. The document, which is on sale In Mexico City, and in April 1984, 
at the Government Printing Office, ls Guyana served as host to a WPC-spon­
an unclassified map of Cuba from sored "Caribbean and Lat.in America 
seven vantage points, including popu- Peace Conference," which condemned 
lat.ion, land, and economic activity. U.S. policy. 
The E th iopian . article took the eco- Mr. Speaker, as I noted earlier, all 
nomic activity map as e\·idence of CIA- these examples of active measures are 
sponsored chemical warfare. from the public record. Many have 

Sometime in M r.y or June 1982, a come to light in published records of 
fak e Defem:e Departm ent press re- congressional hearings. 
lease on the Falklands crisi.s circulated Finally, Mr. Speaker, it is important 
among Latin American diplomats at that we understand how the Soviet 
the OAS. This release overstate d U.S. Union and its allies seek to take advan­
support for Great Brit.a.in, alleged tage of the sincere political debate in 
joint United States-British operational this country on the best -policy for 
planning, and cont.alned insulting ref- peace and democracy in Latin Amer­
erences to Argentina. Denounced as a ica. I commend my colleague from 
forgery by DOD, the release was obvi- California, Mr. LUNGREN, for holding 
ously intended to exacerbat e United this special order on an important 
States-Argentinian r elations a.t a cri- topic.• 
ti al time. 

Shortly before the 1983 meeting of 
the Non-Aligned Movement, the 
lndi.an press reported on a speech by 
Jeane Kirkpatrick, then-U.S. Ambassa­
dor to the United Nations. According 
to the bogus speech, the United States 
planned to create a "South Atlantic 
Treaty Organization," uniting South 
America with South Africa. Left.ist 
media in Latin America, gave this 
report extensive play, while Moscow 
used the speech as evidence that, 

Washington was the chief guilty party ·re­
sponsible for the tragedy of La.tin American 
peoples. 

The Falklands resurfar.ed as the sub­
ject of another disinformation oper­
ation in May 1983 when Que Pasa, the 
weekly Argentine Communist Party 
publication, asserted the Falklands 
were being converted into a NATO 
military base. Moscow, which never 
misses an opportunity to blast the 
United States, replayed the story in 
Latin America through "Radio Peace 
ar,d Progress" and the Novosti press 
agency. 

A final aspect nf Sovif'l and Cuban 
active measures in Lat in America is 
the use of international from. groups. 
Earlier I mentioned the World Front 
of Solidarity wilh the Salrndoran 
People. This is not the only front or­
ganization active in promoting Soviet 
foreign policy objectives In Latin 
America. The World Peace Council 
[WPC] , the World Federa.tion of 
Democratic You t h C\VFDYJ, and the 
International Union of Students [IUSJ 
have all sponsored solidarity m,:,etings 
for the Salvadoran guerrillas and the 
Sandinistas in Nicaragua. 

For example, the 1982 CIA report on 
act ive measures noted: 

The WPC agreed to pay for the travel of 
representatives of communist and leflhlt or­
gani;,.at ions In a Latin AmPrican rountry 

The SPEAKER pro tempore. Under 
a previous order of the House, the gen­
tleman from Pennsylvania [Mr. 
RITTER] is recognL?.ed for 60 minutes. 

[Mr. RITTER addressed the House. 
His remarks will appear hereafter in 
the F.xtension of Remarks.] 

LEAVE OF ABSENCE 
By unanimou& consent, leave of ab• 

sence was granted to: 
Mr. HALL of Texas <at the request of 

Mr. WRIGHT), on account of illness. 

SPECIAL ORDERS GRANTED 
By unanimous consent, permission 

to address the House, following the 
legislative program and any special 
orders heretofore entered, was granted 
to: 

(The following :Membt>rs (at the re­
quest of Mr. PAWELL), to revise and 
extend their remarks and include ex­
traneous material:) 

Mrs. MEYERS of Kansas, for 60 min-
utes, July 24. 

Mr. HANSEN, for 60 minutes, July 24 . 
Mr. MICHEL, for 60 minutes, July 18. 
Mr. MADIGAN, for 60 minutes, July 

18. 
Mr. ARMEY, for 60 minutes, July 23. 
Mr. ARMEY, for 60 minutes, July 24. 
Mr. ARMEY, for 60 minutes, July 25. 
Mr. ARMEY, for 60 minutes, July 30. 
Mr. ARMEY, for 60 minutes, July 31. 
Mr. ARMEY, for 60 minutes, August 1. 
Mrs. BENTLEY, for 10 minutes, July 

18. 
Mr. RITTER, for 60 minutes, today. 
(The following Members <at the re­

quest of Mr. HOWARD) to revise and 
extend their remarks and include ex­
traneous material:) 

Mr. GONZALEZ, for 5 minutes, today . 
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«ORL0 OST-MORTEM 
,. 

Tn• World Youth P~at,val in Moacow (July 27 - August 3) 
proved to be the expected •nti-l~p•cial1at e~t,avaganza, but 
sov1et,·contt9la were so olat&nt--troa ~eking of a1acussion 
qroupa·to the mon1tor1ng of deleqatea' every activity--that the 
propaganda impact of t~e event vas largely neutra~1zed.· 

Unpianned Po~l Ops. soviet authocitiea •~red no effort to 
en■ure that th• qatherinq would be trouble-free. Moscow was 
v_1rtually flealed off r.o tnpse i,,,ittlout c.1t.y residence pecr111ts 1 
dlaa1dente w~r~ w~rn~d to stdy away fro• feativ&l part1~1pants 
and even the w~ath~r was forced to coopecate--Soviet aitCiaft 
•••d•d .stormc:loud.s to ,rt.He,;! t:.~m ~nc..:1 tne1r r"1n outside t\oscorai. 

Nonethe!esa, unscheduled eN>arrasaments repeatedly stole 
tri•. h.ttadli.nea U\ the West during the week-long festival. Tne 
firat occured at the opening ceremony on July 27th when the 
w~•t German delegat1on"tnteatened -to walk out when th~ festival 
••n&geaent &ought to treat 4 West Berlin communist delegation 
•••separate nat1vnal group. (Tne organizer• eventually 
•pologi·zed toe tne -•mistake.•} TWo daya later, dur 1ng a 
meetlng on ~tgnanistan, th~ organizing comntt~e•s attegpt to 
focua attention on America's •wac-~ongeting• iole came a 
cropper wnen a Swedish d~l~qate accus~d Moacov ot •pout1ng 
ooaoa• on Atgnan1stan and viol4t1ng hum4n r1gnta there •on an 
e-nocr.woua scale ... · Huch of tne audience began protesting loudly 
~h~n 1t v4s d1scov~red the translators of the swede's ~peecn 
O~l~t~d all CrltlClShl ot tne USSR. 

M•ny western and third world delegates wece also put off by 
tne tight controls on comings and go1ngs, ~igid scnedul1ng and 
ov•rt politicizat\on of th& proceedings. Journalists' 
d1apatch•• 1n r.any cas~s were cn@c~ed oy soviet ottl~i~Ls 
before th•Y couid oe sent out. So•e delegates had aater1al 
confiacated at tne airport upon arr1val, diacoveced ~ictopnone~ 
1n theic hotel cooma and found theit luggage had been opened 
and a~arch~d in avseac~s tco~ the hote1s. 

Balance Sheet~ Despite tne complaint•, tb~ Kremlin 
pt•auubly doea not regret having hosted the affair, but may 
_have wished it• ori9inal intention of staginq it in Finland or 
France had pannea out. 

Tne teat1val wds not a net public relationa success for it• 
apon ■ora, to Judge tro■ the almost uniformly negative world 
prese coverage, ovth durtnq and afterwards. Un the wnole, the 
so~i•~• proved to oe the1c own worst eneay, disillusioning 
i•pceaaionaole t1rdt-tlm~ vLsitors to the USSR wnile 
re1nforcin9 the negative preconcept1ona many 
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We&t•rn deleqat•a alr~ady na.d abo~t the Soviet ayat••• Kven 
aany _ coliaun~•t yo~th teport~~ly ~er~ embaccdssed dt ~ov1et 
heAvyh&nd•dA••·· 

Aa a. pcop&qand• ven1~l~ tne f~stival also left mucn to be 
des 1 red •. Gorbachev•~ speech ~o the opening cer,110n1ea, the 
poltticn hi9n·po1nt ~f the gathering, was •n •nodyne s~cmon on 
peace •nd goodw1ll. The fin~l communique turned out too~ 
equally pco fora,, cni~fly o~~ause w~stern deleg•t~s were ~ole . 
to block references to contentioua 1aauea aucb aa •zionisa• and 
us .aecu·ra.ty policy. ~ovLet collUl\enta.t.ota foi.Lnd t.heas•lves 
devoting al~ost as aany, if not more, coluan inchea to 
defending the t~st1va1 against ~estern •slander••• tney did to 
touting 1t as an event of i~portance for international amity. 

. . 

Indeed, ·bl most accounts the festival did not go far i.n 
fo•tering· 9oodw1ll between communi.at and noncoamuniat yout.h.. 
Th1• h•d o•en an a.aport•nt soviet obJective, part of a 
long-tee• effort to effect a rapprochement 0etween.commun1at 
and inde_pendent ~lements of the ~eace i.1ove.ment 1n Europe and 
nudg~ the latt~r 1n an exclusively anti~US direction. Moscow's 
nQat 1~portant tnes1s--tn4t the US wds solelt to blame for tne 
n~cle&t &ta~ tace--also tailed to carry; Lt w~a conspicuously 
aba~nt from th~ testival's final communi~ue. · 

On ~he other ndnd, the festival did•serv~ to foster a sense 
ot cor.unun1ty amon~ soae of tne politically naive, and for many 
non-comaunia~s tne oppoctun1ty to see the USSR was 
appceciatea. then too,.KGB had awple opportunity for spotting 
and as•esaing potential third worLd cand1datea tor political 
and 1deoloq1c4l Jrvo~1nq. In tndt ~~nse, the elaborate efforts 
wece not wasted. 
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"SOVIET ACTIVE MEASURES: THE \/ORLO PEACE COUNC IL ". 
DEPARTMENT REQUESTS THAT PAO PASS COP IE S TO FRIENDLY MDIA 
REPR ESENTATIVES AND OTHER CONTACTS AND AL ERT TH E LAT TER TO 
THE DATE S OF THE GATHER ING IF THEY ARE NOT ALREADY AWAR E 
OF IT . THE IMPORTAIIT POINTS TO STR ESS \./ITH RECIPIENT 
JOURNALISTS ARE: 

~) -THE \/PC IS AN INTER NATIONAL FRONT FUND ED BY THE 
CPS U, WHICH DETERMINES UPC ACTIVITIES AND STRUCTURES NPC 
STATEME NT AND COM MUNIQUES . TH E \./PC HAS NEVER CRITICIZED 
THE DOME STIC OR FOREIGN POLICI ES OF COMMUNIST REGIMES, 
INCLU DIN G THE USSR'S SUP PR ESSION OF IT S 0\./N "UNOF FICI AL" 
PEAC E ACTIVISTS. INDEED, THE UPC'S END ORSEM ENT OF THE 
SEPTEMBER 1983 SOV IET SHOOTDO\/N OF KAL 007 ILL USTRATES I TS 
TYP ICAL STAND ON COIHROVERS I AL ISSUES. 

(B) -THE "STATUS OF MANK I ND" UNDER THE THREAT OF A 
NUCLEAR NAR IS THE SUBJ ECT MOST LIK ELY TO DOMINATE THE 
UPC OMING SESS ION. DEPAR TME NT ANALYSTS EXPEC T THE WP C TO 
TAK E ADVANTAGE OF ARGENT INA'S OSTE NSI BL Y ANTI-NUCLEAR 
STAN CE IN ORDER TO HAMMER AWAY AT ALLEGED US 
RESPONS IBILITY FOR THE NUCL EAR ARMS BUILDUP AS WELL AS 
"AGGRESSIV E" \./£STERN FO REIGN AND DEFENS E POL ICI ES IN TH E 
REGION. TH E \/PC ALSO \/ ILL LOBBY FOR A NUCLEAR-FREE 
AT LANT IC AND PRAISE ARGENTINA'S EF FORTS TO "DECOL ONI ZE " 
THE MALV INAS . IF PAST PRAC TICE HOLDS, THE SESSION'S FINAL 

COMMUNIQUE WI LL SCRUPULOUS LY AVO ID All MENTION OF 
CON TROV ERS IAL SOVIET POLICIES. 

(C) - UPC ACTIVITY IN LATIN AMERICA HAS INTENSIF IED OVER 
THE LAS T FO UR YEA RS AS THE MOSCO\./-BACKED FRONT LOST 
CREDIBILITY AMONG EUROPEA N PE AC E GROUPS BECAU SE OF 
ITS UNQUALIFIED SUPPORT FOR THE USSR. ITS MAJOR MEETINGS 
IN TH E REG ION HAVE INCLU DED : A PRE SIDENTI AL COMMITTEE 
MEETING IN HAVANA (APRIL 1981) THAT CRITICIZED THE 
"SERIOUS DANGERS ARISING FROM THE ARMS ESCA LA TION" 
UNDERTAKEN BY THE US; AN INTERNATIONAL CONFERENCE ON THE 
SOUT H ATLAN TI C IN BUEIIOS AI RES, AUGUST 14-15 1982, WH ICH 
CAME OUT IN SUPPORT OF ARGEN TI NE SOVEREIGNTY IN THE 
MALVINAS; AN INT ERNA TIO NA L CONFERENCE OF SO LI DARI TY WIT H 
THE PEOPLES OF LATIN AMERICA AND THE CARIB BEAN IN MANAGUA, 
APRIL 21-24, 1983, DES IGNED TO GI VE MORAL SUPPORT TO TH E 
SANDINISTA REGIME; AN EMERGEN CY PEACE MEETING IN ME XICO 
CITY, NOVEMBER 2-4 1983, WHER E US INTERVENTION IN GRENADA 
AND OTHER "CRIMES' AGA INS T THE LATIN AMERICAN PEOPLE S CAME 
UNDER ATTACK: AN INTERNATIONAL PEAC E CONFERENCE IN QUITO, 
JUL Y 16-18 1984, WHI CH CRITIC IZED US POLICIES AND ISSUED 
STA TE MENTS SUPPORTING THE LATES T SOVI ET "PEACE PROPOS MS "; · 
AN D AN INTERNATIONAL COIIFERENCE AGA INS T THE ARMS RACE IN 
HAVANA, JANUARY 7-11 19 85, AT WH ICH US FOREIGN ANO DEFENSE 
POLI CI ES, IT S US E OF THE MASS MED IA AN D THE ARTS IN "WAR 
PROPAGANDA ", AND OF "TERRORISM" IN LATIN AMERICA AND TH E 
MIDDLE EAS T WERE CONDEMNED. THE "PE ACE PRO GRAM" OF THE 
SOC IAL IST COUNTRIES WAS APPLAUDED. WHITEHE AD 
BT 
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