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which is impossible to appraise accu-
rately. The accumulation of credits,
deductions, and exclusions divert re-
sources from their most productive
uses—those with highest rates of
return before taxes—into uses that are
less productive but yield higher after-
tax returns. The result is reduced na-
tional output, lower productivity, and
more sluggish economic growth.

Even the preferences and incentives
provided with the best of intentions
have had unrecognized and unintend-
ed consequences. While we may get
the intended result from certain tax
provisions, the inclusion of such a
preference often spawns unintended
results which do not contribute to our
economic goals, Frankly, I believe that
we should not use the Tax Code g&s
backdoor social and industrial policy.
With very few exceptions, our tax laws
should simply raise revenue to finance
the legitimate responsibilities of the
‘Federal Government.

The current tax system inhibits
growth by allowing a deduction for in-
terest paid on borrowing while taxing
income from savings. I believe this is
largely responsible for a national sav-
ings rate that lags far behind that of
our major competitors. The United
States has a national savings rate of
about 6 percent as compared to ap-
proximately 12 percent in Germany
and 22 percent in Japan. No wonder
Germany and Japan have capital for
investment..

By taking a pure approach to tax
reform, by eliminating as many prefer-
ences, deductions, and exclusions as
possible and, by making saving as at-
tractive as consuming, I believe we can
unleash the system for growth.

Second, the tax system is not fair.
Many people feel that the tax system
is too complex for them to understand

.and lack confidence in the system’s
fairness. In addition, I suspect that
the widespread assumption that the
Tax Code cheats hardworking taxpay-
ers has led to more cheating.

All of the major tax reform propos-
als must be weighed in terms of their
fairness to the poor and to middle-
class working Americans. While the
President’s tax reform proposal is a
good starting point for the debate, his
propo§a.1 preserves too many loopholes
a_nd gives a far bigger tax cut to the
rich, people earning over $200,000 a
year, _than he offers to middle-income

mericans.

In particular, I am concerned that in
his efforts to devise a plan which is
profamily, the President has yet to
recognize the changing characteristics
of the family in our society. Under a
recent analysis of the President’s plan,
it has been determined that workins~
couples in the median income range i
several States would face widesprea
tax increases, while couples in whicl
one spouse stays home would have ta:
cuts.

Finally, T strongly oppose the Presi-
dent’'s poposal to eliminate the deduc-
tion for State and local taxes. The
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President has argued that this deduc-
tion subsidizes high-tax States. In fact,
this deduction simply means that the
Federal Government will neither sub-
sidize nor penalize States for their tax
policies.

Since the Federal income tax was
imposed in 1913, Congress has recog-
nized that it should not interfere with
State and local governments in their
ability to raise revenue. For the past
72 years, the Tax Code has allowed a

‘person to deduct State and local taxes

from his or her Federal income tax. In
effect, this gives local governments
the first chance to raise revenue, and
the Federal Government is able to tax
only what income is left.

It seems to me that eliminating this
deduction would be a mistake. It
would amount to double taxation: you
would have to pay Federal taxes on
income that had already been taxed at
the local level. It would also penalize
some States, like New York, that have
higher taxes because of geography or
population. Eliminating the deduction
for those taxes would mean that the
Federal Government would no longer
recognize local differences, but would
force all States to have similar tax
policies.

Still, I am glad that the President
has endcrsed the idea of tax reform.
Now it is up to Congress to.improve
upon the President’s proposal, making
it fairer and simpler for working
Americans. I am confident that we can
pass legislation that will end special
tax breaks and genuinely reform our
tax laws.e@

The SPEAKER pro tempore. Under
a previous order of the House, the gen-
tleman from Wisconsin [Mr. RoTH] is
recognized for 60 minutes. !

[Mr. ROTH addressed the House.
His remarks will appear hereafter in
the Extensions of Remarks.l

The SPEAKER pro tempore, Under
a previous order of the House, the gen-
tleman from Pennsylvania [Mr.
Gaybpos] is recognized for 30 minutes.

[Mr. GAYDOS addressed the House.

His remarks will appear hereafter in
the Extensions of Remarks.]

The SPEAKER pro tempore. Under
a previous order cf the House, the gen-
tleman from California [Mr. DANNE-
MEYER] is recognized for 60 minutes.

[Mr. DANNEMEYER addressed the
House. His remarks will appear hereaf-
ter in the Extensions of Remarks.]

a previous order of the House, the gen-
tleman from California [Mr. LUNGREN]
is recognized for 60 minutes.
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GENERAL LEAVE

Mr. LUNGREN. Mr. Speaker, at the
outset, I ask unanimous consent that
all Members may have 5 legislative
days in which to revise and extend
their remarks, and to include therein
extraneous material, on the subject of
my mk special order today.

The SPEAKER pro tempore. Is
there objection to the request of the
gentleman from California?

There was no objection.

Mr. LUNGREN. Mr. Speaker, it may
be too soon to tell, but during Mikhail
Gorbachev’s brief tenure as leader of
the Soviet Union there have been no
significant signs of change in Soviet
foreign policy. If anything, Mr. Gorba-
chev has brought more aggressiveness
to that nation’s foreign policy.

Like his predecessors, he has concen-
trated on three important themes: fo-
menting discord between the United
States and its Western allies, strength-
ening the unity of the Socialist com-
munity, and posing as the champion of
developing countries. i

The Soviet Union has also stepped
up its so-called peace offensive, which
was reformulated at the end of last
year on the eve of the resumption of
the Geneva arms control talks. At the
talks the Soviet Union has insisted
that there can be no progress unless
the United States abandons its strate-
gic defense initiative.

Not surprisingly, the Soviet’s propos-
als in the area of arms control have
broken no new ground. Their morato-
rium on the deployment of medium-
range Inissiles in Europe failed to im-
press either the United States or most
of its Buropean allies because the mor-
atorium would give the Soviet’s an ob-
vious advantage in medium-range mis-
siles.

Mr. Gorbachev’s statements since he
has taken office suggest that he might

not be the pragmatist some originally

thought him to be. His world view now
appears to be depicted in stark black
and white terms with the Socialist
camp on one side and the capitalist-
imperialist on the other.

Based on what we have seen so far, 1
think we can only conclude that Mik-
hail Gorbachev will continue to
pursue a foreign policy that varies
little from past Soviet leaders. His
predecessor, Constantine Chernenko,
in a speech at a regular plenary meet-

ing of the CPSU Central Committee ’

held from June 14-15, 1983 in Moscow,
said:

The battle of ideas in the international
arena is going on without respite . .. Our
entire system of ideological work should op-
erate as a well-arranged orchestra in which
wery instrument has a distinctive voice and
eads its theme, while harmony is achieved
oy skillful conducting ... Propaganda is
:alled upon to embrace every aspect of
iocial life and every social group and region
ind to reach every individual

Both of these Soviet leaders have af-
firmed their belief in “coexistence,”
but have always emphasized the irrec-
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onicilable difference between capital-
ism and socialism,

Mr. Speaker, this brief discussion of
the lack of signficant change in Soviet
foreign policy brings me to the main
topic I wanted to discuss this evening,
the issue of Soviet "active measures.”

ACTIVE MEASURES

Since its inception in 1917, the
U.S.S.R. has sought the support of
non-Communist individuals and

groups to lend credibility and general
appeal to its domestic and foreign poli-
cies. Lenin embarked on a new course
when he introduced the notion that
there is no distinction between war
and peace and that until the aims of
the proletariat state are achieved
worldwide, the Soviet Union use what-
ever tactics were necessary—including
the tactics of communication war-
fare—~during times of peace. The Sovi-
ets call these tactics “active meas-
ures.”

The term “active measures™ itself is
a literal translation from the Russian
“aktivnhye meropriyatiya.” That is the
name of the organization in the
KGB's First Chief Directorate respon-
sible for worldwide direction of these
activities. As the Soviets use the con-
cepl, active measures encompass a
wide range of practices, including dis-
information, manipulating the media
in foreign countries, the use of Com-
munist parties' and Communist front
groups, and other operations to
expand Soviet political influence.
Unlike overt Soviet diplomatic and in-
formational efforts, active measures
involve an element of deception and
fequently employ clandestine means
to mask Moscow’s involvement.

Before I proceed with my remarks, it
may be helpful to my colleagues to be
aware of terms related with active
measures that will be discussed to-
night. Richard Shultz and Roy
Godson, authors of “Dezinformatsia”
present several terms for review:

Active Measures; Active measures may
entail influencing the policies of another
government, undermining confidence in its
leaders and institutions, disrupting relations
between other nations, and discrediling and
weakening governmental and non-govern-
mental opponents,

Agent of Influence: is a person who uses
his or her position, influence, power, and
credibility to promote the objectives of a

foreign power in ways unattributable to
that power.

Covert Propaganda: is information (writ-
ten or oral) which deliberately seeks to in-
fluence/manipulate the opinions of a given
target audience.

Correlation of Forces: refers to the assess-
ment of world power. In Soviet doctrine,
policy priorities and offensive and defensive
strategy at any given stage of history are to
flow from a determination of the correla-
tion of forces.

Disinformation: is & non-attributed. or
falsely atiributed communication, written
or oral, containing false, incomplete, or mis-
leading information.

Forgery: is one of the many disinforma-
tion techniques, is the use of authentic-look-
ing but false documents and communiques.
The main targets tend Lo be foreign govern-
mental entities, or even mass audicnees,
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International Department, CPSU:. (estab-
lished in the mid 50s) is the department
that is responsible for foreign policy plan-
ning concerning non-Communist govern-
ments and non-governmental organizations,
and planning, coordinating, and conducting
active measures,

International Front Organizations: while
reporting to be independent non-govern-
mentsal, in reality international front orga-
nizations are established and directed by
the CPSU to promote its foreign policy ob-
jectives.

International Information Department,
CPSU. established in 1978, some Western
analysts believe it was created to improve
the Soviet foreign propaganda effort
through more centralized and efficient inte-
gration of the wide range of outlets.

QOuert Propaganda: is written or oral infor-
mation from an unconcealed government
source which deliberately seeks to influence
to manipulate the opinions and attitudes of
other persons. Soviet overt propaganda in-
creasingly has been characterized by inten-
sity and concentration; flexibility and
adaptability; and centralized control and co-
ordination.

Political Warfare: broadly defined, politi-
cal warfare is the threat to émploy or actual
use of overt and covert political, economic,
and military techniques to influence politics
and events in foreign countries.

Service “A” of the KGB’s First Chief Di-
rectorate: has the responsibility for plan-
ning and conducting covert active measures.
These include agent-of-influence operations,
oral and written disinformation, forgeries,
and other types of covert political action.

As a policy tool, active measures
trace back to the 1820's when the Sovi-
ets sought to discredit emigre groups
in Western Europe, particularly in
France, by spreading disinformation.

Even before the 1917 revolution, the
czarist secret police employed similar
deception techniques. They used
agents abroad not only to collect intel-
ligence but also to sow dissent within
emigre groups. They also gave covert
subsidies to selected journals to stimu-
late a better press for imperial Russia.

After World War II, the Soviets in-
stitutionalized these activities. They
established a disinformation unit—de-
partment D—within the First Chief
Directorate of the KGB, the Soviet
overseas intelligence arm.

In the mid-1870’s, KGB active meas-
ures department was upgraded to a
service, a further indication of the im-
portance the Soviet leadership at-
tached to active measures operations.
This change meant that the chief of
the service would have to be a KGB
general officer.

The timing of the shift in the mid-
1970's suggests a connection with
Soviet disappointment with “deé-
tente”’-—during which time forgeries
dropped off sharply. There seemed to
be a willingness to employ deception
techniques on a larger scale in support
of Soviet aims. Reflective of this, the
Carter administration was targeted
withh an upsurge of active measures,
frequently involving fake U.S. docu-
ments. These were particularly direct-
ed against the United States-Egyvptian
relationship and the Camp David proc-
ess. I will discuss in greater detail
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other examples of active measures
during the course of my remarks.

According to the U.S. State Depart-
ment:

The KGB Active Measures Service has
the primary role of backstopping foreign
active measures operations, which are di-
rected in general terms at the Politburo
level—the summit of the Soviet hierarchy.

The service is organized along func-
tional and geographic lines with half a
dozen departments. It is believed to
employ directly about 300 people. Ac-
cording to the State Department:

It is believed to monitor ongoing active
measures around the world; process propos-
als for new operations; maintain liaison on
active measures with the KGB regional and
country desks and with overseas operations;
and provide technical support for oper-
ations thirough preparation of forgeries and
fabrications, translation of documents, and
printing and publication of materials.

In July of 1982, the House Perma-
nent Select Committee on Intelligence
report revealed in an excerpt from the
interagency intelligence study on
Soviet active measures that: -

Ultimate approval for the use of active
measures, like all major decisions affecting
Soviet foreign policy, rests with the highest
level of the Soviet hierarchy, the Politburo
and the Secretariat of the Central Commit-
tee of the Communist Party of the Soviet
Union. Most decisions concerning implemen-
tation are carried out by the KGB in close
coordination with two elements of the
Soviet party bureaucracy, the International
Department and the International Informa-
tion Department. The extensive participa-
tion of these two powerful party compo-
nents in active measures indicates both the
importance attached to such activities by
Soviet leaders and their appreeiation of the
policy implications of such activities.

The Interagency report revealed
that: :

Active measures are In essence an offen-
sive instrument of Soviet foreign policy;

Active measures remain a major element
of Soviet foreign policy even during “Dé-
tente;”

The primary target of active measures is
the U.S,, which the Soviets has long regard-
ed as its main opponent;

The Soviet regime generously provides the
necessary financial. technical, and person-
nel resources necessary to support active
measures operations.

The Interagency report concluded
that:

Soviet active measures is well integrated
with other Soviet foreign policy actions but
that the impact, while frequently effective,
varies on place and circumstance.

The 1982 hearing also released testi-
mony given earlier in the year by
former KGB Maj. Stanislav Lev-
chenko. who defected to the United
States in 1879. At the time, Levchenko
was in charge of Soviet active meas-
ures in Japan.

His testimony made it abundantly
clear that the Soviets were making an
extensive effort to influence Japanese
political and public opinion through
the full panoply of active measures:

Use of agents of influence, including
senior journalist and politicians, to spread
rumors and disinformation d.e., alleged seri-
ous splits in the Chinese hierarchy over the
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ing is most of us, if not all of us, are in
the dark on this and do not fully ap-
preciate what it means. And it just
stikes me that the more we get this in-
formation out, and the more we under-
stand the full seriousness of it, the
greater the chances that we will not
only do things, but support measures
that are already ongoing, and
strengthen those efforts so that we
can, in faet, deal with this form of
modern warfare that the Soviet Union
is so much engaged in.

Mr., WALKER. Will the gentleman
yield?

Mr. LUNGREN. 1 yield to the gen-
tleman from Pennsylvania.” °

Mr. WALKER. Just to emphasize
the gentleman’s point, a dot of the
American people have heard in recent
days Navy officials talking about the
tremendous damage that was done to
our military by the espionage that was
carried out on by a number of people
that I regret to say have been labeled
“the Walker ring.” But it, I think, is
important then to note that in the
mind of this Soviet official, despite
whatever damage may have been done
by espionage, that the disinformation
campaign is regarded by the Soviets as
being even more important to their
long-term interests than that kind of
espionage activity.

So the way and the fact that major
damage was done by espionage, and
then ratchet that up a little bit higher
to understand what disinformation
does in terms of advancing the Soviet
cause, and once again I think it em-
phasizes again the need for us to have
a better understanding of just what is
happening.

Mr. LUNGREN. One of the interest-
ing things I have found in looking into
this subject is the number of analysts
believe that the Soviet Union has
really become the first modern state
to institutionalize these practices to
the extent they have, and to make
them a fundamental instrument of
state policy. Members of the KGB and
the 15,000 or so persons who work in
Moscow at Soviet embassies and else-
where, press agencies and numerous
Soviet front organizations, all work in
harmony to carry out this effort at
the active measures, and to under-
mine, or in many cases at the same
time embarrass the United States.

A State Department report recently
revealed that ““Soviet active measures
have increased significantly in the last
2 years, particularly in the Third
World, and in a few instances have re-
sulted in the loss of life.” In these
campaigns, the United States has been
falsely blamed for killing 7,000 persons
in Brazil's Amazon Basin through
chemical warfare, plotting the assassi-
nation of Pope Paul 1I, firing astro-
naut Neil Armstrong because he alleg-
edly converted to Islam after hearing
the Moslem call to praver on the
Moon, attacking the whole Mosque in
Mecca, which touched off an attack on
the U.S. Embassy in Islamabad, plac-
ing cruise missiles in South Africa,
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planning the Balkanization of India,
and using food for political blackmail
against that country.

And while these tactics may seem ri-
diculous, particularly when you talk
about the Armstrong incident, they at-
tempt to play on religious hatred, and
also political and racial unrest. The
phony plan to Balkanize India was cir-
culated just before the nonaligned na-
tions of the world met in India for an
international conference. And what is
so sad is that this stupid rumor gained
so much credibility that it was written
about in major papers, and dehounced
by members of the Indian Parliament
before we in the United States had a
chance to deny it.

For those who downplay the danger
of these tactics, the false story that
Americans had attacked the holy
Mosque ignited an angry mob which
attacked and burned our Embassy, and
several Americans died in the riot.

My point is that unfortunately, for
decades we certainly have ignored
Soviet disinformation campaigns by
somehow believing that whistleblow-
ing on the Soviets would only give
credibility to their efforts. The deaths
in Islamabad and the recent rash of
terror aimed at the Americans, all
Americans around the world, I think
ought to bring us to the realization
that all active measures need to be
countered to increase the odds of pro-
tecting American citizens around the
world.

In 1981 an interagency task force
suggested that “an information net-
work be put in place to track Soviet

active measures, and that a rapid-re- °

sponse system be established so that
our Foreign Soviet officials could be

. given accurate and appropriate guid-

ance to defuse disinformation ploys
that might have potentially damaging
consequences to our national securi-
ty.”

So 1 would suggest that the U.S. In-
formation Agency should be com-
mended for its efforts to expose
Soviet-inspired campaigns against the
United States.

Such examples include this: Quick
action by the U.S. Embassy and Aus-
trian officials averted political fallout
from a forged letter supposedly writ-
ten by an ambassador suggesting that
Austria compromise its historical mili-
tary neutriality and join NATO.

It exposed the Soviet-inspired cam-
paign to blame the United States for
implicating the Soviets in the Bulgar-
ians' attempted assassination of Pope
Paul II by pointing out major defects
in a supposedly authentic cable. These
mistakes actually were so glaring that
the result was adverse Italian press
again the Soviets.

So in places where we anticipated
what the Soviets might do, immediate-
ly found them, and immediately re-
sponded, we were able to turn that
around.

Some people may say well, what is it
you are- engaged in, some sort of a
game, tit for tat? Unfortunately, there
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is a big game being played out there
by the Soviet Union which influences
people, because they taken it serious-
ly, and at times, we have not taken it
seriously. .

According to active measures experts
Herb Romerstein and Jan Hemming of
USIA:

The anatomy of a typical Soviet disinfor-
mation campaign often starts in so-called
“legitimate” Western papers although
sometimes it is ‘‘planted” in sympathetic
Communist publications. USIA cites the ex-
ample of the Nov. 1, 1984 Greek newspaper
Ethnos which carried a lead story on the
front page that the CIA was behind Indira
Gandhi’s assassination.

According to USIA:

That same day similar reports cropped up
in numerous English-speaking dailies in
India quoting government and Communist
party officials who Dbelieved ‘‘foreign
powers” or U.S. imperialists were behind
the Ghandi assassination.

What is fascinating is the next day
the same theme was repeated in select-
ed papers throughout Argentina from
the extreme left wing daily La Voz to
the right wing paper La Prensa. Alle-
gations of TU.S. involvement were
printed in papers in Nepal and Indone-
sian papers including the respected
Sinar Harapin.

According to USIA, by November 5:

The story line had spread to the Gulf
Dally News in Bahrain and appeared in the
General-Anzeiger in Bonn and ABC in
Spain. The German and Spanish papers—
both pro-Western, gquoted Pravda which st-
tempted to implicate the CIA in Ghandi's
death.

So you have it going from small sto-
ries appearing in admittedly Commu-
nist papers to somehow gaining cur-
rency so it appears in newspapers not
only in Third World countries but in
pro-Western countries. And it gains
some credibility and some currency;
and by the time we run it down and
deny it, the damage has been done.

Mr. ARMEY. Mr. Speaker, will the
gentleman yield?

Mr. LUNGREN. 1 will be happy to
yield to the gentleman from Texas.

Mr. ARMEY. Mr., Speaker, first of
all, I would like to thank Mr. LUNGREN
for organizing this special order, and
commend him for attempting to
expose and clarify the many shapes
and forms that Soviet ‘‘active meas-
ures” take.

Last month I circulated a “Dear Col-
league” entitled “Disinformation
Through Revisionist History” which

"dealt with the tendency of Communist

regimes to pervert certain national
heroes, historical causes, and impor-
tant phrases and words in order to in-
fluence Western opinion, subvert con-
fidence in Western institutions, and
generally to advance Soviet interests. 1
would like to briefly outline several
points in my Dear Colleague, because I
believe this is an interesting case study
of semantic corruption and disinfor-
mation through revisionist history.
Historically, Communist regimes
have been adept at disguising the to-
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Forces, boasted I 1983 to Msajor Loul-
son, chief of staff of the Grenadian
Army, that “‘over two decades &go.
there was only Cuba in Latin America,
today there are Nicaragua, Grenada,
and a serious battle is going on in El
Salvador.”

Mr. Speaker, the citizens of our
great country need to know that we
sincerely desire peace. The Sovist
Union, however, through its intricate
propaganda network does make a sig-
nificant effort to convince the world
that the United States supports the
nuclear arms race and is thwarting at-
tempts to negotiste a nuclear arms
freeze.

What deeply concerns me is the fact
that the same Soviet active measures
that have been used in Western
Europe and eisewhere in the world are
also being used here in America.

The Intelligence Division of the Fed-
eral Bureau of Investigation released a
repori-—which is unclassified—entitled
“Soviet Active Measures Relating to
the U.S. Peace Movement” which de-
scribes Soviet efforts in the United
States. The FBI report states that:

It is extremely difficull Lo determine the
extent to which various organizations and
coalitions are being influencad or manipu-
lated by the Soviet Union. An asseszament of
the effect of the Soviet active measures
other U.S. peace movement {s particularly
difficull because the Soviets have endeav-
ored to capitalize on or manipulate existing
sentiments within peace organizations such
as the desire for & nuclear freeze, that paral-
lel or tend to promote Soviet propaganda
objectives.

As the 1981 Interagency Intelligence
Memorandum con Soviet Active Meas-
ures noted: “Whenever a poiitical
movement supports policies that coin-
cide with goals or objectives of Soviet
foreign policy, the exact contribution
of Soviet active measures is impossible
to determine objectively.”

Mr. Speaker, the point here, howev-
er, is we must come to some sort of re-
alization that there does exist an
effort to discredit us, to isolate us
from our ailies, and the rest of the
world.

I share the observations of the FBI
that the Soviets do not seek a domi-
nant role in the U.S. peace or nuclear
freeze movements, or that they seek
directly to control or manipulate the
movement.,

The Soviets do not view control of a
movement as & necessary condition for
successful active measures, Much of
the Soviets efforts are designed to
focus public attention on new U.S.
weapon systems and policies to create
the impression that they are the more
interested party to serious arms con-
trol negotiations and disarmament ne-
gotiations.

Mr. Speaker, the American public
must understand that the Soviet
Union does attempt to manipulate the
sentiments of the Western desire for
peace. They do so with the use of the
Soviet worldwide propaganda appa-
ratus, international fronts and local
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Communist parties, and trusted con-
tracts and agents.

0 2360

Mr. Speaker, we have many, many
examples of what the Soviets have
done over the last number of years.
Perhaps one of the most egregious ef-
forts that they made to try and disin-
formm the rest of the world was their
response to the shoot down of the
KAL 007 in 1983, and as we remember,
there wcre a nuimber of Americans
gboard that {light, including one of
cur colleagues in the House, the Con-
gressman from Georgia.

The first Soviet response to news of
the shooi-down was simple disinforma-
tion. Tass reported September 2, 1983:

* ** on the night of August 31 to Septem-
ber 1 ihis year, an unidentified plane rudely
violaied the Soviet siate border and intrud-
ed deep into the Soviet Union's air
space. . . .

In wviolation of international regulations,
the plane flew without navigation lights, did
not rezct to radio signals of the Soviet dis-
patcher services and itself made no at-
tempis to establish such communication
contact * ¢ *

Soon after this the intruder plane left the
yimits of Soviet air space and continued its
ilight toward the Sea of Japan. For about
ten minutes it was within the observation
zone of radio location means, after which it
could be observed no more.”

The U.S. response was td release the
tape of the Soviet intercepter pilots
radic transmissions which showed that
the plane had navigational lights, even
the strobe lights used by civilian air-
craflt (spy planes are painted black). In
addition the Soviets had shot the
piane down. The Soviet transmissions
included:

1821:35 Su-15 (B05). The target’'s (strobe)
light is blinking, '

* . L] L] L

1825:11 Su-15 (805). I am closing on the
target, am in lock-on. Distance to target is 8
(kilometers).

- * - . *

1826:20 Su-15 (805): I have executed the
launch.

1826:22 Su-15 (805): The target is de-
stroyed.

1826:27 Su-15 (805} I am breaking off
attack.

On September 9 Marshal Ogarkov,
then Soviet Chief of Staff admitted
that the Soviets had shot down the
plane.

He told a press conference in
Moscow:

Tihe order to terminate the flight was
issued at 06.24 local time over the Soviet
Union’s territory in the area of Pravda set-
tlement on the southwest coast of the island
of Sakbalin. The order was fulfilled over
the Soviet territory.

After Lthat the intruder plane continued a
descending flight for some time, and then
radar aids lost contect with it and could ob-
serve it no lenger.

The Sovict alr defense systems, acted
strictly in accordance with the Law of the
State Borvder of the USSR. The decision to
terminate the flight was itaken by the com-
mand of the air defense districtl.

From the start the Soviets have
claimed that KAL was a spy plane.
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For example, Moscow televigion
broadcast on September 8, 1983, that—

It has been irrefutebly prbven that the
flight of the South Korean liner wes a re-
connaissance ove. The aircraft was
crammed with the appropriate apparatus.

This, of courze, was false. The Sovi-
ets had shot down & KAL plane in
1978. When the Soviets recovered the
aircrait, it did not heave any spy gear
on board.

Soviet propsgandists and KGB
asseis in non-Communist countries
continued to repeat the false story
that KATY, was a spy flight.

An example is Akira Yamada, in
Japan, who uses the pen name Akeo
Yamakawa. Former KGB officer Lev-
chenko has identified him as a KGB
agent. Yamada has repeated the false
story that KAL was a spy plane in ar-
ticles for legitimate Japanese publica-
tions.

Just one example, and an outrageous
example, of where the Soviets, of
course, when caught with what they
had dope, first denied it and then tried
a disinformation campaign in which
they made statements which on their
face appeared to be very silly, but then
they had those who seemed to write
their line on a continual basis actually
writing articles for publication in le-
gitimate publications in other coun-
tries outside the Soviet Union.

Mr. Speaker, 1 would just suggest
that the American pecople need to
know {ar more about what the Soviet
Union is doing with respect to the full
panoply of active measures. It is, in
fact, 2n effective means that they are
using; it is one that we are attempting
to respond to, albeit slowly at times
and without suffiecient resources, and
it is one that should be kept upper-
most in the minds of many of our
elected officials when they have to
make the very difficult decision about
ensuring the finances for our intelli-
gence communities, and not just so
that we can get this information and
analyze it, but that we can do it In a
timnely feshion, not only for internal
research and internal filing for intelli-
gence purposes, but for an external re-
sponse and a timely external response
by ourselves.

Because often, it is the timeliness of
the response which will really deter-
mine whether or not the Soviets are
effective in the active measures that
they have utilized.

I would just like to say, Mr. Speaker,
that & number of different Members
have sought time to take during my
special order. Because of the lateness
of the hour, they have entered their
statements in the ReEcorp, and I would
just hope that my other colleagues
would take the time to iook at the pre-
pared and well-researchied statements
that will appear in the ReEcorp along
with this special order, so that we ean
all beconie a little better informed as
to what it is Lhe Soviet Union is up to,
how well organized they are, how ex-
tensive their apparatus is for utilizing
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forced famincs, the secret police, the
refuseniks, the suffering and the hard-
ships and many of the other, less at-
tractive aspects of Soviet-style commu-
nism. We know that Marx’s visions
have led some leaders to turn whole
countries into vast prison ecamps.
Those Russian leaders who picked up
on Marx’s writings and created this
century’s second totalitarian, expan-
sionist Buropean power are the same
leaders who turned to active measures
in the early 1920’s in an attempt to
insure their own political survival and
the extinction of other groups vying
for power following the demise of the
provisional government. Active meas-
ures are by no means a new addition
to the mighty Soviet arsenal,

Now, I wish to turn to one aspect of
Soviet active measures or “aktivnyye
meropriyatiya” in Soviet parlance—
that is, disinformation. Of course, dis-
information is only one component of
the overall Soviet active measures
compaign, but it certainly deserves our
attention here today. Let me briefly
discuss the two types of disinforma-
tion and then summarize my remsarks.

As stated, there are in fact two types
of disinformation: One is tactical disin-
formation, the other is strategic disin-
formation. Tactical disinformation is
designed primarily to confuse the
enemy about Soviet political, econcem-
ic, and military capabilities; for exam-
ple; the number of Soviet tanks facing
Western Europe, the number of inde-
pendently targetable nuclear war-
heads on a particular sea-launched
ballistic missile or even the level of
shortfall in the annual wheat harvest.
This type of disinformation seeks to
persuade the enemy that Soviet capa-
bilities or performance are different
from those projected or actually in ex-
istence. Another example of Soviet
tactical disinformation can be seen in
the Soviets’ recent, negotiating behav-
ior in the mutual and balanced force
reduction {MBFR] talks on European
security. There, the Soviets consistent-
ly misrepresented and underestimated
Warsaw Pact troop strength levels by
a huge number, around 150,000 to
180,000 men. The Soviets- know the
figure they have proferred is inaccu-
rate, and they know that we know it is
inaccurate. And, yet, they have stood
by this figure in an attempt to mislead
the United States about the danger we
confront. Needless to say, the United
States has seen through this relatively
ineffective smokescreen.

The second type of disinformation is
of greater concern fto long-term U.S.
national security. That is, namely, the
masking of real Soviet intentions vis-a-
vis the United States and .the West
through strategic disinformation.

Due to the closed nature of Soviet
seciety, the West knows very little
about how foreign policy is formulated
in the councils of the Kremlin. Given
this lack of solid information, we are
often left without specific knowledge
about true Soviet intentions or mo-
tives underlying certain policy deci-
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sions or actions. This lack of kriowl-
edge could lead to a dangerous escala-
tion of conflict during periods of in-
creased tensions or outright hostility
due to false analysis of Soviel inten-
tions on the part of U.S. decision-
makers. The possibility of such a sce-
nario certainly cannot be ruled out.
The likelihood of such an oeccurrence
is increased by Soviet strategic decep-
tion and disinformation.

Let us look at a specific example of
Soviet strategic disinformation and de-
ception. De¢tent, for example, was
viewed by many in this country as a
mutual, viable policy whereby East
and West would both lessen their hos-
tile rhetoric and cease those activities
deemed especially threatening by the
other party. Ceriainly, the TUnited
States kept up its end of the bargain.
We abandcocned Vietnam, drastically
curtailed arms expenditures, deployed
no new strategic nuclear weapons sys-
tems and initiated a policy of trade
and aid designed to wean the Soviets
and their proxies away from commit-
ting acts which we would consider dan-
gerous and provocative. Leaders in this
country and Western Europe looked to
détente as an opportunity to make
genuine progress in arms control,
trade, cultural exchanges, emigration,
et cetera. We yearned for a relaxation
of tensions and eagerly accepted
CPSU chief Brezhnev’'s word that the
Soviets, too, sought only peaceful rela-
tions with the West and expanded coo-
pertion and trade.

Yet, the grandiose expectations re-
garding détente proved illusory. The
Soviet continued tc brutally repress
their people and the peopie of Eastern
Europe, they embarked on a massive
nuclear and conventional arms build-
up—as yet unmatched in the annals of
history—almost 100,000 Soviet Red
Army troops rolled across the border
into Afghanistan. and Soviet proxies
helped entrench repressive regimes
and advance Soviet interests in virtual-
1y every region of every continent, in-
cluding our own Western Hemisphere,
In a word, detente was a hoax perpe-
trated against an unwitting and sus-
ceptible America.

According to Leonard Shapiro, in an
article entitled ‘“Totalitarianism In
Foreign Policy’:

The use of overwhelming military pres-
ence and the maximum espionage and sub-
version presence are part of what has
aiways been described in Soviet terminology
as “ideological strugele,” which is repeated-
ly asserted as the necessary concomitant of
“peaceful coexistence.” . .. In essence, this
view is the logical iImplementation of
Lenin’s policy of combining trade and cor-
rect diplomatic relations. on the one hand,

with subversion and political warfare, on
the other.

The Soviets' ability to mislead the
United States about its true motives
and intentions vis-a-vis the United
States and the West, through strategic
disinformation and deception, is dan-

gerous and needs to be understood and
corrected.
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Soviet active measures have the po-
tential to greatly affect our relations
with our friends and allies across the
globe. I trust our discussions today
have shed some light on the Soviets’
behavior and perhaps, just perhaps,
increased the likelihood of a favorable
United States response to this very
real and increasing component of the
Soviets’ ongoing political warfare cam-
paign being waged against the West.

SovIET ACTIVE MEASURES

(Following is an addrcss by Willilam E.
Knepper, Deputy Assistant Secretary,
Bureau of Intelligence angd Research, before
the Chicago Council on Foreign Relations,
Chicugo, May 3G, 1984.)

Y'm delighted to be here and appreciate
this opportunity to help shied some light on
one of the aspects of Soviet clandestine ac-
tivities which attempt to influence world
public opinion. One of the activities that
falls within the purview of my new responsi-
bilities has been an interagency working
group on Soviet active measures. To us
“‘active measures” means unorthodox and
covert Soviet and Soviet-bloc efforts to
affect political attitudes and influence
public opinion in the noncommunist world.
State chairs the group which includes repre-
sentatives from several agencies including
ihe Defense Department, Federal Bureau of
Investigation, and U.S. Informatien Agency.
Among its several responsihilities, the group
is charged with identifying forged docu-
ments prepared by Soviet EGB {Committee
for State Security] operatives or the closely
coordinated East European or Cuban intelli-
gence services.

QOur Embassies abroad have as a priority
requirement reporting likely forgeries that
may appear in the press or be circulated pri-
vately among influential foreign leaders and
opinionmakers. Our active measures work-
ing group meets every other week to review
the “surfacing’” of possible forgeries any
place in the world. Confirmed forgeries are
officially denied and publicly exposed in dis-
cussions such as this one.

Larry Eagleburger, who retired May 7 as
the Under Secretary of State for Political
Affairs—the highest ranking position then
held by a career officer in the State Depart-
ment—wrote in a recent article:

Soviet Active Measures need to be coun-
tered by public exposure. They are infec-
tions that thrive only in darkness, and sun-
light is the best antiseptic. Governments
should make available to their publics as
much as possible of our growing knowledge
of Soviet practices.

OVERVIEW

Before we see some exainples of forgeries,
let's look behind the cloak of secrecy with
which the Soviets seek to shroud their intel-
ligence operations.

The term ‘“‘active measures’ itself is a lit-
eral translation from the Russian aktivnye
meropriyatiya. That's the name of the orga-
nization in the KGB's First Chief Director-
ate responsible for worldwide direction of
these activities. As the Soviets use the con-
cept, active measures ericompass a wide
range of prectices, includiung disinformation,
manipulating the media in foreign coun-
tries, the usc of communist parties and com-
munist front groups, and other operations
to expand Soviet political influence. Unlike
overt Soviet diplomatic and informatjonal
efforts, active measures usually involve an
element of deception and frequently employ
clandestine means to mask Moscow's in-
volvement.
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several earlier forgeries have been purpase
Iy rerurfaced a number of times,

The technical quality of recent forgeries
has improved over carlier KGB products.
The formatting is on the whole good, cey-
tainly sufficient to deceive those unfarniliar
with U.S. Government documents. There
are, however, almost always some discrepan-
cies and mistakes. It is difficult for an out-
sider to duplicate U.S. Government docu-
ments with total accuracy, given the fre-
quent changes in form and procedures. (It's
even difficult for us insiders to do it “‘by the
book"—skilled secretaries and word proces-
sors are highly prized.) While the American
English in most forged documents is collo-
quial, there are occasional linguistic flaws,
use of stiited language or of British rather
than American phrases or spelling. In some
instances, literal translations expose the
likely Soviet authorship. In a fake U.S. doc-
ument that was surfaced in Nigeria, the
term “wet affair” was used to describe a pro-
posed assassination. “Wet affair” is the eu-
phemism in the Soviet intelligence lexicon
for ‘“assassination.” In a letter from the
New  Orleans-based aviation personnel
agency to the South African Air Force
chief, the term “competent bodies” is used.
“Competent bodies” is the way the Soviets
describe their security services,

In contrast to the 1950s when the Soviets
were often satisfied with surfacing forgeries
in the communist press, in recent years the
KGB has sought publication in noncommiu-
nist media. When successful, this enhances
the credibility of the disinformation oper-
ation and provides more believable sourcing
for replay by communist media. A number
of respected noncommunist journals have
been victimized by fabrications during the
past 2 years.

The Soviets sometimes surface forgeries
through blind mailings sent to newsmen
with no return address or other indication
of the sender’s identity. This is a random
affair since most serious media outlets will
either reject an anonymously sent docu-
ment or, at the least, check before printing.
The Soviets also use journalists working as
KGB agents of influence to surface disinfor-
mation. They also try to plant fakes with
newsmen either gullible or unprofessional
encugh to accept the authenticity of 2 docu-
ment without checking.

Some fabrications are circulated privately
and do not seem intended for publication in
the media. This method prevents the al-
leged author from finding out about the for-
gery and thus is unable to publicly deny the
document’s authenticity,

Many fabrications never attain uncritical
publication or surface only in communist or
procommunist journals; still, forgeries are
one of the most popular tools of disinforma-
tion. One reason forgeries are so frequently
used is the difficully in rebutting them ef-
fectively. The United States or other of-
fended parties can forcefully deny fabrica-
tions. However, once published, a story fre-
quently assumes a life of its own. Either the
denial does not catch up with the original
false report or a few people are willing to
bclieve the story simply because it is in
print.

Now let's review several examples of for-
geries that dovetail with Soviet propaganda
themes.

Probably the most enduring set of forger-
ies arc the so-called Holocaust papers. de-
signed to create tension between the United
States and European allies. This is a collec-
tion of altered and authentic U.S. war plans
that date from the early 1960s. The papers
allege that the United States would sacrifice
Western Europe by nuclear bombing strikes
during a prospective world war II to save
the continental United States. The papers
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surfaced initially in a Norwegian magazine
in 1967. More recently, they were the sub-
ject of questions in the town council of
Graz, Austria, in December 1982, At least 20
separate surfacings have been identified.

The Soviels received at least some of the
gnthentic documents from an espionage
agent, a U.S. Army sergeant. The sergeant
was stationed In Paris as a military courier
in the early 1960s. In 1965 he was tried and
convicted of espionage and given 25 vears in
prison. He passed a wide variety of U.S. doc-
uments to the Sovicts, some of which stili
occasionally appear in altered form.

In November 1981 an attempt was madc in
Madrid to surface a forged letter from Presi-
dent Reagan to the King of Spain. The for-
gery was technically well done with the cor-
rect White House stationery and transcript.
In terms intended to offend Spanish sensi-
tivities, the letter urged the King both to
join NATO and to crack down on groups
such as the “Opus Dei puacifists” and the
“left wing opposition.”

After an initial blind mailing to Spanish
journalists failed to obtain publication, the
forgery wag circulated on November 11 to
z2ll delegations (except tlie U.S. and Span-
ish) to the Conference of Security and Co-
operation in Europe (CSCE) then meeting
in Mardid. This time several Madrid news-
papers ran stories that exposed the letter as
a fabrication, probably of Soviet origin.

This forgery of an alleged June 1979 letter
from then NATO Commander Alexander
Haig to NATO Secretary General Joseph
Luns surfaced in April 1882. The letter dis-
cusses a possible nuclear first strike and
calls for **. . . action of a sensitive nature to
jolt the faint hearted.” The letter is intend-
ed to stimulate the nuclear disarmament
campaign by suggesting a Haig-Luns collu-
sion against opponents of the modernization
of nuclear forces in Europe. Technically,
the quality is good but does include mis-
takes, such as inappropriate stationery and
also the “Dear Joseph” greeting instead of
the "Dear Joe”” habitually used by General
Haig. The forgery was surfaced in a leftist
Belgian weekly and reported to Belgian tele-
vision and radip. Its appearance coincided
with numerous antinuclear demonstrations
in the spring of 1982.

In January 1982, a forged letter and an ac-
companying research analysis dated Sep-
tember 23, 1981, from Judge William Clark,
then Deputy Secretary of State, to the U.S.
Ambassador to Greece, Monteagle Stearns,
was surfaced in Athens. This forgery indi-
cated U.S. support for the conservatives in
the October Greek elections. It alluded to a
possible military coup if socialist leader An-
dreas Papandreou won at the polls (as he
did). On the basis of Embassy assurances
that the letter was a fake, it was not initial-
ly published. Several wecks later, after
copies had been ecirculated at the CSCE in
Madrid, a small Athens daily published it.
However, the daily described the letter as of
doubtful authienticity and probably attrib-
utable to a ‘‘third-country” intelligence
service.

Two faked 1982 telegrams werc allegedly
from the U.S. Embassy in Rome. They
depict the Italian investigation of a possible
Bulgarian connection in the assassination
attempt against Popc John Paul 11 as a cam-
paign orchestrated by the United States.
The forgery appeared in a leftist Rome
newsweckly in late July 1983. The cables are
cleverly done and read much like State De-
partment cables. An exception is the use of
the term “spynest Sofia’ and various tech-
nical formatting errors. The fabrication ap-
parently was designed to provide “credible
evidence” for Soviet media allegations that
the United States had orchestrated the
arrest of the Bulgarian intellizence officer,
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Antonov, as puart of an effort to blame the
Soviets and Bulzarians for the papal assiessi
nation attempt. .

Another active measure alleging military
cooperation with South Africa is 8 forged
letter from the U.S. Defense Muphing
Agency, addressed to 'a Lt Gen. Dutton,
South African Defense Force. This purports
to be a positive reply to a South African re-
quest for satellite-produced maps and charts
of Angola, Zambia, and Mozambigue. Let me
point out that Lt. Gen. Dutton has not held
a command in the South African forces for
ycars. There are many other features about
this letter which indicate that the Defense
Mapping Agency would never have wriiten
it, stuch as eurious and ungrammatical punc-
tuations—even for U.S. Government bureau-
cratese. The word ‘'concretize” Is used,
which is similar to a Russian word in gener.
al usage.

Jeune Afrique, an influential French-lan-
guage ncwsweekly published in Paris and
widely read in Francophone Africa, reported
on November 17, 1982, that despite the U.S.
embargo on arms sales to South Africa, Nor-
throp Aviation was offering to sell South
Africa its new Tigershark fighter. To
“prove” the point, Jeune Afrigue published
& picture of a letter ostensibly senrit by
Northrop's vice president for marketing to
the command-r of the South African Air
Force. When Northrop called the Jettnyr a
fake, Jeune Afrique ran a new story on Jan-
uary 19, 1983, suggesting that the denial
was untrue and the original letter was au-
thentic.

In this case, the perpetrator of the active
measure apparently obtained a copy of a
genuinc letter that Northrop had routineiy
sent to many countries, but not to South
Africa, and simply typed in the South Afri-
can addressce. The purpose of this active
measure was to suggest that the U.S. emibar-
go on military sales to South Africa was a
sham. The envelope also had a 20¢ stamp-—
not encugh Lo reach South Africa.

In Lima, Peru, last vear a report surfaced
that the United States was planning to sell
nuclear-tipped cruise missiles to Chile.
Nothing, of course, could be further from
the truth. The obvious intent was to stir up
trouble between Peru and Chile and make
the Peruvians suspicious of and antagonistic
toward the United States. The report was
based on a fake airgram appearing there.
The Peruvians quickly realized that an at-
tempt was being made to dupe them, and
nearly every nowspaper in Lima denounced
the report as a forgery, most likely of Soviet
inspiration.

IMPACT OF ACTIVE MEASURES

The box score for disinformation and
other media influence efforts is mixed. De-
spite extensive KGB active measures oper-
ations, it is hard to perceive any major
impact on well-established, non-communist,
Western medie outlets. Most fabrications or
disinformation cfforts are able to achieve
publication onrly in obscure journals or in
those known for their predilection for the
Soviet line. Probably more damaging are re-
peaters. Even though exposed, through re-
peated surfacing and occasional uncritical
publication, the irapression can be created
that “where there is smoke, there is fire.”

Unfortunately for the United States, the
Soviets have had much more success with
active measures in the Third Wortd. In
Africa and South Asia, in particular, they
have probabiy slgnificantly added to U.S.
image problems. Over the years, the KGB
and its alliecs have developed well-estab-
lished outlets to fleat disinformation. They
also have had considerable suecess Inoar-
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of democracy that caught the atten-
tion of Alexis de Tocgueville, the
young French nobleman who toured
the United States in the 1830's and
wrote the prophetic study “Democracy
in America.” He noted, and I am quot-
ing now, “It is especially in the con-
duct of their foreign relations that de-
mocracies appear to me decidedly infe-
rior to other governments."”

De Tocqueville went on to say, an
again I am quoting, that “A democracy
can only with great difficulty regulate
the details of an important undertak-
ing, persevere in a fixed design, and
work out its execution in spite of seri-
ous obstacles. It cannot combine its
measures with secrecy or await their
conseguences with patience.”

I would add one further point, and
that is that, our country is trying to
pursue constructive purposes and poli-
cies in the world. When our enemy is
only concerned with creating chaos
and destabilization, our job becomes
that much more difficult. The ground
rules, so to speak, covering our actions
are much mere stringent and impose
many more limits than does the code
governing Soviet behavior.

What then are we to do? Must we
concede defeat in the war of ideas and
leave the field wide open for the Sovi-
ets to exploit? My answer—and the
answer of every Member participatling
in this special order—is an emphatic
no! The United States must use every
means and opportunity at its disposal
to expose Soviet deceit and duplicity.

This means pursuing a more positive-

and forceful approach at the United
Nations and other international meet-
ings, instead of listening in benign in-
difference to the attacks that are
made against us there. This means
that our Government must be candid
with the American people about
Soviet treaty violations and about the
massive and unwarranted buildup of
Soviet military power—an expansion
of military power that is consuming
over half of the Soviet Union's indus-
trial capacity. This means requiring
our allics to contribute their fair share
to the defense of the West.

It goes without saying, of course,
that the maintenance of our own na-
tional security and an effective strate-
gic deterrent are indispensable. In all
of our congressional debates about en-
titlement programs, let us remember
that the Constitution mandates na-
tional defense, first and foremost, as
the protection to which all Americans
are entitled. The price of freedom is
always high, but Americans hav
always paid it.

An effective strategy to counter the
Soviet assault on freedom and human
dignity necessarily includes a renewal
of our belief in the efficacy and good-
ness of our democratic values and in-
stitutions. This means that we have to
get off the guilt trip—that we have to
quit flagellating ourselves about our
lack of periection. We will never fully
live up to the values that we aspire to,
but at least we have set a lofty stand-
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ard that will continue to serve as an
inspiration to ourselves and succeeding
generations. The Soviets have no trou-
ble living up—or should I say down—to
their standards, which are based on
the most bestial instincts that have
ever debased human nature,

Finally, our only sure defense is an
enlightened and responsible sense of
citizenship. The Founding Fathers of
this free republic were very outspoken
in their belief that the ultimate suc-
cess or failure of the American experi-
ment in self-government is in the
hands of the American people. There
is no substitute for civic virtue—the
fact that every civil right carries with
it a civil responsiblity. We, as repre-
sentatives of the American people,
have a unique obligation to serve as
examples of the higher duties of citi-
zenship without which a free society
cannot survive,

At the same time that Alexis de Toc-
queville was touring the United States
in the 1830’s, a young man from Illi-
nois, a struggling young lawyer, was
making the first public speech in a
career that would take him from the
county court house in Illinois to the
White House in Washington. “Shall
we expect some transatlantic military
giant to step the ocean and crush us at
a blow?" asked Abraham Lincoin. He
answered: “Never! All the armies of
Europe, Asia, and Africa com-
bined * * * could not by force take a
drink from the Ohio or make a‘rack
on the Blue Ridge in a trial of a thou-
sand years.” .

Lincoln went on, and I am quoting
again, “If destruction be our lot, we
must ourselves be its author and fin-
isher. As a nation of free men, we
must live through all times, or die by
suicide.”

The “transatlantic military giant?
that Abraham Lincoln talked about is
a reality in our time. And the doctrine
of containment was formulated under
President Truman as a means of deal-
ing with this new challenge. I can only
conclude my remarks today by quoting
the final paragraph in George Ken-
nan's article in the Foreign Affairs
Journal that first outlined our policy
of containment.

It reads:

The thoughtful observer of Russian-
American relations will find no cause for
complaint in the Xremlin’'s challenge to
American society. He will rather experience
a certain gratitude for a providence which,
by providing the American people with this
implacable challenge, has made their entire
security as a nation dependent on their pull-
ing themselves together and accepting the
responsibilities of moral and political leader-
ship that history plainly intended them to
bear.

Lel me just repeat that: Our entire
security as a nation is dependent on
our pulling ourselves together and ac-
cepting the responsibilities of moral
and political leadership that history
plainly intends us to bear. This is the
greatest issue facing each and every
American citizen in 1985. We can only
live up to this challenge by renewing
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our dedication as citizens of this
blessed country. With a renewed spirit
of patriotism, citizenship, and sacrifice
we need not fear the slings and arrows
of the Soviet Union. Free men and
women will prevail.e

e Mr. HYDE. Mr. Speaker, at the
outset, I wish to commend my distin-
guished colleague from California [Mr.
LuNGREN], for taking the lead on this
most important matter. The objective
of this special order is to educate our-
selves as well as the American people
on a special kind of Soviet clandestine
activity that is designed to influence
public opinion and thereby further
Soviet foreign policy objectives.

When it comes to disseminating
false information, the Soviets are
without peer. Much of the free world,
however, did not realize this until not
too long ago. In fact, it is probably
safe to say that many Americans first
learned of this Soviet ruse when they
read Spike, the best selling novel by
Arnaud de Borchgrave and Robert
Moss that was published several years
ago.

More recently, a book entitled “Dez-
informatsia: Active Measures in Soviet
Strategy,” authored by Profs. Roy
Godson and Richard H. Schultz has
served as a definitive source on the
subject. Particularly instructive are
the two academics’ observations re-
garding covert disinformation which
they define as a—

* ¢« » non-attributed or falsely attributed
communication, written or oral, containing
intentionally false, incomplete, or mislead-
ing information (frequently combined with
true information), which seeks tc deceive,
misinform, and/or mislead the target.

Either foreign governmental and non-gov-’

ernmental elites, or a foreign mass audience,
may comprise the target.

The objective of disinformation is to lead
the target to believe in the veracity of the
message and consequently to act in the in-
terests of the nation conducting the disin-
formation operation. This technique may be
advanced through rumors, forgeries, ma-
nipulative political actions, agents of influ-
ence, front organizations, and other means.
Until the 1950's, the term dezinformatsia
was used in some Soviet circles to refer to
what Soviet leaders now call “'active meas-
ures’”. Dezinformatsia currently is used in
Moscow to refer to a specific type of active
measures technique, here called ‘‘disinfor-
mation.”

Paul B. Henze, a former National Se-
curity Council official in the Carter
administration and a longtime student
of Soviet behavior, has this to say
about disinformation:

It is impossible to draw a clear boundary
between misinformation and disinforma-
tion. The two categories are part of a con-
tinuum which in Soviet practice extends
from distortion Lo total falsification, misrep-
rescntation and forgery. All parts of this
spectrum are interconnected and conscious-
ly manipulated to achieve desired results,
Thus false information planted abroad and
seemingly originating from sources that
have 1no connectinn with the USSR or East-
ern Europe is fed back into the Soviet prop-
agauda sysitem, cited in the Soviel press as
authoritalive confirmation of views which
the CPSU propagandists want to spread,
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and then it is disgorged by TASS and No-
vosti in their international services. Thus
spewed out again into international infor-
mation channels, it becomes self-confirming.
Sometimes the process goes through several
cycles. Not only current news, but even
scholarly research and intelligence are in-
fluenced. :

To those familiar with Soviet techniques
and objectives, such operations are relative-
ly easy to identify, but often difficult to
prove. To accomplish their purposes, Soviet
propagandists and KGB operatives do not
rely only on the credulity and predisposition
to believe of Western and Third World jour-
nalists, writers and intellectuals.

They exploit the readiness of reporters to
accept cash or other favours in return for
doing their bidding. In Soviet usage, dezin-
formatsia means deliberately concocted,
falsely attributed or distorted information
brought to the surface through ostensibly
non-Soviet channels or outlets. Of course,
the more legitimate (and unwitting) these
are, the better.

Duplicity in the pursuit of objectives
is an acknowledged Soviet tactic and
has been employed from the earliest
days of the Soviet revolution. Lenin,
for example, told Felix Dzerzhinsky,
head of the CHEKA, the predecessor
of the KGB, *Tell they what tpey
want to hear,”

Following World War 11, the Soviets
decided to institutionalize their disin-
formation activities in a move that un-
derscored the importance they at-
tached to such measures. Specifically,
they set up a disinformation compo-
nent within the KGB- directorate re-
sponsible for Soviet intelligence activi-
ties abroad. By the mid-1970's, this
active measures unit had been upgrad-
ed to a service and its chief was given
the rank of a KGB general officer.

Some of the best insights we have
regarding Soviet disinformation activi-
ties have been furnished by Soviet and
Eastern bloc defectors who were erst-
while intelligence operatives. One of
the most important is Ladislav Bitt-
man. In 1968, this former head of a
disinformation unit in the Czechosla-
vak Intelligence service defected to the
West and provided much useful infor-
mation regarding Czech activities to
brand West German officials as Nazis.
In additon, he told about anti-U.S. ac-
tivities that he participated in vis-a-vis
Indonesia and Central Africa.

Bittman also revealed just how
closely the Soviets work with their
Communist allies. It is so close, in fact,
that it is often difficult to determine
who is carrying out an operation.

Circulating rumors may be the
oldest and most primitive form of dis-
information but it is still used with
some degree of effectiveness by the
Soviets. Especially informative are the
observations of Stanislav Levchenko, a
former KGB major who specialized in
active measures before he defected to
the United States in 1979 while pre-
tending to be a Soviet journalist in
Japan. Among other things. he indi-
cated that he was involved in rumor
spreading operations in Japan that
were targeted against the People's Re-
public of China. Levchenko also point-
ed oul that while the United States
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and NATO are the Soviet Union's
main targets, other nations have oper-
ations directed against them to sup-
port Soviet policy objectives.

Forgeries, of course, have played an
important role in a number of Soviet
disinformation operations. They are
sometimes complete falsifications, but
they also can be clever alterations of,
for instance, genuine documents,
photos, or tape recordings. A common
ploy is to fake a U.S. Government doc-
ument.

An interesting fake hit the streets in
Western Europe in April 1982. It was a
forgery of a reputed June 1979 letter
from then NATO Commander Alexan-
der Haig to then NATO Secretary
General Joseph Luns. According to
William E. Knepper, Deputy Assistant
Secretary of the Bureau of Intelli-
gence and Research, this letter was—

Intended to stimulate the nuclear disar-
mament campaign by suggesting a Haig-
Luns collusion against opponents of the
modernization of nuclear forces in Europe.
Technically, the quality is good but does in-
clude mistakes, such as inappropriate sta-
tionery and also, the “Dear Joseph' greet-
ing instead of the “Dear Joe” habitually
used by General Haig. The forgery was sur-
faced in a leftist Belgian weekly and report-
ed to Belgian television and radio. Its ap-
pearance coincided with numerous anti-nu-
clear demonstrations in the spring of 1982.

Although it may be true that none
of these forgery efforts have had a
devastating impact on the United
States, there is no doubt that collec-
tively they have been injurious and
put us on the defensive. They are
clearly intended to raise suspicions
about the United States and in that
sense they have accomplished their
purpose,

In conclusion, Mr. Speaker, I would
like to cite what Larry Eagleburger,
the former Under Secretary of State
for Political Affairs, has recommended
with respect to coping with the
U.S.S.R.’s active measures:

Soviet active measures need to be coun-
tered by public exposure. They are infec-
tions that thrive only in darkness, and sun-
light is the best antiseptic. Governments
should make available to their publics as
much as possible of our growing knowledge
of Soviet practices.e

e Mr. PACKARD. Mr. Speaker, 1
would like to take this opportunity to
discuss the efforts of Soviet intelli-
gence and policy agencies to divert and
duplicate U.S. high-technology com-
modities. My district in coastal south-
ern California stretches from Del Mar
in the south to Mission Viejo in the
north. That region is rapidly turning
into California’'s southern Silicon
Valley. Computer firms, high tech
manufacturing companies, semicon-
ductor producers, innovative energy
companies, and defense contractors all
maintain a highly visible presence in
the region. It is these types of compa-
nies that are the primary industrial es-
pionage targets for the Soviet Union.
Americans were shocked to learn
that John Walker, his son and their
family friends betrayed our Nation
and sold Navy secrets to the Moscow

o
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government. In fact, there have been
many others. In the 1970's, 4wo mis-
guided young men from Palos Verdes,
CA, decided that our Government was
corrupt and that the Soviet Union of-
fered a better way. Christopher Boyce
and Daulton Lee stole secret encryp-
tion information from TRW, a major
Government contractor, and sold that
material to the Soviets through their
Embassy in Mexico City.

Boyce’s problem was that he be-
lieved the propaganda fed to the West-
ern media by the Soviets and their col-
laborators. The kind of -persistent dis-
information tactics used by the KGB
and other East-bloc intelligence serv-
ices portrayed the Communist system
as a benevolent, humanitarian regime.
Conversely, our democratic system was
characterized as a cruel deception and
an evil imperial force. Those of us who
have watched our country grow up,
who have participated in the forma-
tion of public policy and who have

"fought in Congress and on the battle-

field to prevent the spread of totalitar-
ianism know better. Unfortunately,
the unsuspecting minds of our youth
absorb many lies that masquerade as
the truth. Those lies become the basis
for a distorted view of the world—a
view the Soviets promote.

Others have also fallen prey to that
disinformation and espionage effort.
William Bell, a radar engineer in Los
Angeles whose personal problems
made him a perfect target for the typi-
cal Soviet gambit of propaganda and
financial incentives, succumbed to the
temptation. That engineer and his
next-door neighbor, a Polish nalional,
joined forces to sell defense secrets. It
just happend that Bell’s next-door
neighbor was active in the Polish In-
telligence Agency.

This story is repeated time and time
again. Some of the characters are
American and some are European. The
end result is the same. American high
technology information ends up in the
hands of scientists and defense strate-
gists behind the Iron Curtain. Jan
Stankovsky, an East-West trade expert
at the Vienna Institute for Economic
Research was quoted by the Wall
Street Journal describing our effort to
prevent technology transfer as ''a Sisy-
phus job.” We all remember that Sisy-
phus was condemned to Hades, where
his eternal task was to push a boulder
up a hill, only to have the boulder roll
back down again.

In some respects, our job of restrict-
ing the flow of secrets is becoming
tougher. American high tech firms are
spreading out. As our older industrial
base retools with newer machinery
and processes, those kinds of products
agd methods that the Soviets so des-
perately seek become more available,

Major telecommunications and com-
puter firms have offices and plants not
only in the Santa Clara Silicon Valley,
but also in Texas' Silicon Gulch, in
the Chicago area, in the Raleigh-
Durham Research Triangle, in Phoe-
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nix and Tucson, the Pacific North-
west, in suburban Boston and in my
area. One common theme we see evolv-
ing in our high tech industry is the co-
alition of business and academic insti-
tutions.

As state universities and private in-
stitutions like Stanford, Harvard,
MIT, Duke. and Northwestern partici-
pate in industrial innovation, it be-
comes easier for Soviet scholars to in-
filtrate our most modern facilities and
take our newest technology with
them. This is no exaggeration. The av-
erage Soviet exchange scholar is a sci-
entist or engineer, has the equivalent
of a U.S. Ph.D,, is 35 years old and has
8 years of practical experience in their
specialty. To quote Air Force maga-
zine, they are ‘“‘capable scientists usu-
ally invelved in military related work
in the U.S.S.R. Not too surprisingly,
they seek out research activities in-
volving technologies that have direct
military applications in fields in which
the Soviets are deficient.”

These techno-thieves do their work
in a gray area of American law. Noth-
ing prevents the scientific community
from sharing new ideas. When those
ideas have military applications,
though, the result can be quite damag-
ing. We are also guility of other unwit-
ting transfers of information that
have aided the Soviet war effort. After
World War II, the U.S. Government
transferred the engineering principle
behind the shaped-charge warhead to
oil tool and mining applications. QOver
the years, universities and other non-
defense related commercial interests
acquired the technology. Resulis on de-
velopments in this area were published
in open liierature. The Soviet military
R&D shops exploited this information
and applied their acquisition to devel-
oping higher-grade munitions.

U.S. publications continue this his-
toric problem. Aviation week, well
known for publishing sensitive infor-
mation has earned the nickname avia-
tion leak, not a positive distinction in
our security sensitive age,

The list of high tech ripoffs perpe-
trated by Soviet agents is frightening-
ly impressive. Richard WMueller, a
German citizen who operates front-
companics designed to divert computer
equipment to Moscow, was successful
in shipping 8 of 15 parts of a Vax 11/
782 computer. He was able to accom-
plish this feat by routing the parts
through Souih Africa, Germany, and
Sweden. Seismograph eguipment used
to detect underground atomic tests
was seized by U.S. Customs officials in
Germany after a similar tour through
free-world nations. William Bell, the
radar engineer, was responsible for
giving the Soviets the F-15 look-down/
shoot-down radar, the B-1's quiet
radar system, all weather radar for
tanks, an experimental Navy radar
system, the Patriot surface-to-air mis-
sile, a shipboard surveillance radar.
the improved Hawk missile, a NATO
air defense system and a handful of
other radar-related systems.
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All you have to do to see the exient
of Soviet penetration inito our techno-
logical industries is compare our cur-
rent conventional military forces. The
new ‘“Blackjack’™ Soviet bomber is
composcd of major porlions of the B-
1A. Our technology also contributed to
designing the Soviet AN-72; a short-
takeoff vehicle copicd from the Boeing
YC-14 STOL. Trucks used in the inva-
sion of Afghanistan were built using
technology acquired from the West.
Lenin weas right when he said that the
capitalists would sell Russia the rope
by which he would hang them.

The process by which the Soviets
obtain our new technical information
and dissect it is referred to as “reverse
engineering.” The principle is the
same as the curious youngster who
gets a new radio and proceeds to take
it apart to see how it worked.

The entire Soviet Government, it
seems, has committed itself to culti-
vating Western sources of information
and to fulfilling quotas for that infor-
mation. The KGB and the GRU—the
Chief Intelligence Directorate for the
Soviet General Staff—head the list.
They account for 70 percent of all
high tech espionage. Items of particu-
lar interest include those that have ci-
viliar; and military uses, such as com-
puters, microelectronics, fiber optics,
metal powder compounds, composite
synthetics and associated manufactur-
ing eguipment. The KGB relies on its
own ‘“direclorate “T’” to identify the
most crucial items on the Soviets’
agenda. The State Committee for Sci-
ence and Technology and the Ministry
of Foreign Trade also put together
wish-lists of Western data they would
like to have—virtually at any cost.
Eastern bloc intelligence services and
foreign trade missions alse manage to
asgist their mentor in this effort.

If the Soviet activities I describe
sound like a combination of James
Bond and Buck Rogers, the U.S. coun-
tereffort borders on the Keystone
Kops. We are unable to enlist more
than casual support from the Austri-
ans. They ferociously defend their
neutrality, which makes it much more
difficult to protect equipment and ma-
terials going to other European na-
tions. The Department of Commerce
and the U.S. Customs Service. can
barely keep up with the newest tech-
noiogy that should be withheld from
the East bloc. Our Defense Depart-
ment has been engaged in an ongoing
jurisdictional dispute with the State
Department and with the Commerce
Department. 1 agree with DOD’s as-
sessment that we need strict controls
over exports. We cannot, however,
place indefinite delays on legitimate
exports because of questions of nation-
al security. 1 have already handied sev-
eral of these cases this year. A com-
puter company in my disirict and a
laser-process manufacturing firm had
to requeslt my personal assistance in
working with the International Trade
Administration to expedile export li-
censes that allowed millions of dollars
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of goods to leave U.S. loading docks
for foreign destinations. Only my
dircet intervention enabiled these firms
to export legitimately nonsensitive de-
vices.

Now that we are directing our atten-
tion to the issue of technology trans-
fer, espionage and other active meas-
ures, I hope that this body, and our
colleagues on the other side of the Hill
can work through the appropriate leg-
islative committees and executive
agencies to enact reforms that protect
our security while insuring the proper
degree of free trade for nonsensitive
American products.

To learn more about the issue of
tech-transfer, I recommend reviewing
the December 1984 issue of Air Force
magazine, the 1964 edition of Soviet

Military Power, and the Defense De- '

partment’'s 1984 report, “The Technol-
ogy Transfer Control Program.”’e

e Mr. MICHEL. Mr. Speaker, I am
glad to have this opportunity to join
with the gentleman from California
{Mr. Luxcren] in bringing to the at-
tention of our colleagues Soviet active
measures—a broad range of activities,
ranging from hidden propaganda, to
sabotage, and terrorism, to expand
Soviet political influence.

We have become so used to saying
that we are in a “war of ideas” that we
have forgotten how literally true that
statement is. The official philosophy
of the Soviet Union is based on the
idea that the Communist Party pos-
sesses, through its understanding of
the concepts of Marxist-Leninism, not
just a useful political tool, but a scien-
tific understanding of all aspects of
human history and an absolute guide
to generzal trends in the future.

I mention this only to emphasize a
point that is too often forgotten: the
Communist Party of the Soviet Union
Jooks to Marxist-Leninism as a source
of legitimacy. Without this philosophy
to support its assertion of total domi-
nance of society, the Communist Party
has no legitimacy because it rules
without—indeed against—the approval
of the majority of its people.

Thus, ideas are all important to the
Soviel rulers. That’s why they spend
so much time and money trying to in-
fluence ideas in the West. the question
is: Are we capable of winning this war
of ideas? I think we are—but we must
understand the nature of the war we
are in. I'm not at all certain we do
fully understand how important ideas
are in international affairs.

We in the United States like to say
we are “pragmatic.” By this we usually
mean we confront problems as they
present themselves to us. with little or
no precaonceived, philosophical view or
ideology to use as guidelines in solving
them. We look upon every problem as
one that can be solved by hard work,
technological expertise, individual ini-
tiative, and, especially, human free-
dom. This kind of thinking is anathe-
ma to Communists. Their official 1de-
ology demands Lhat all problems be re-
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ferred to Marxist-Leninism as the sole
source of wisdom. This explains, to a
great degree, their total failure to give
the people of the Soviet Union a
decent standard of living. The people
there are victims of the rigid, doctri-
naire myths of Marxist-Leninism and
there is nothing they can do about it.
But this unyielding adherence to
Marxist-Leninism does not mean the
Communists are inflexible when it
comes to tactical matters. They are
very pragmatic at that level.

This means that the Soviet Union
has an arsenal of propaganda and dis-
information techniques, each used for
, a special purpose. Active measures can

best be understood as weapons in this

great arsenal, weapons aimed at the
values, the confidence, and the very
existence of Western freedom.

Let me give an example of how the
Soviet Union engages in this war of
ideas. I refer to the campaign against
NATO Theater-Nuclear-Force [TNFI.
According to the State Department’s
“Forgery, Disinformation, Political
Operations” (October 1981):

In this campaign, Soviet diplomats in Eu-
ropean countries pressured their host gov-
ernments in many ways. In one European
country, the Soviet ambassador met private-
ly with the Minister of Commerce to discuss
the supply and price of oil sold by the
Soviet Union to that country. During the
discussion, the ambassador gave the minis-
ter's 4 copy of the Leonid Brezhnev's Berlin
speech dealing with TNF. He suggested that
if the host government would oppose TNF
modernization, the Soviet Ministry of For-
eign Affairs might persuade the Soviet Min-
istry of Foreign Trade to grant more favor-
able oil prices.

Moscow has spurred many front groups to
oppose the TNF decision through well-pub-

- licized conferences and public demonstra-

-tions. To broaden the base of the anti-TNF
campaign, front groups have lobbied non-
Communist participants, including antinu-
clear groups, pacifists, environmentalists,
and others. In some cases, the activities of
these broad front groups have been directed
by local Communist parties. Soviets have
predictably devoted the greatest resources
to these activities in NATO countries where
opposition to the TNI modernization deci-
sion is strongest.

Bribes, threats, front groups, infil-
tration of non-Communist groups—
these methods are only part of the ar-
senal of persuasion at the disposal of
Communist leaders. But the overall
strategy is the same: the gradual
weakening of Western will, the grow-
ing acceptance of Communist view-
points among Western opinion leaders,
and the steady, inexorable disintegra-
tion of Western security and defense.
That is what the war of ideas is all
about.

We have our own ways of waging
this war of ideas. We do it through the
public diplomacy of the Voice of
America, We do it by telling the truth
to the people of Eastern Europe and
the Soviet Union through Radio Free
Europe and Radio Liberty., We do it
through Worldnet, the U.S. Informa-
tion Agency’s [USIA] satellite-televi-
sion program. We do it by telling the
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Comun t society as well.

# also have to expose Soviet
disinformation programs. One of the
most useful ways of identifying such
programs is the USIA publication
“Soviet Propaganda Alert.” Produced
by the Office of Hesearch of USIA,
the “*Alert” identifies and gives exam-
ples of various Soviet propaganda cam-
paigns, and their major themes. But
how many newspaper editors or citi-
zens in the United States ever see this
useful publication? Not many, because
USIA is forbidden to disseminate its
products in this country. I support
such a ban, but I do wish that there
were some way that certain USIA
products could be made available. If
we are in a war of ideas, the people of
the United States should have some
opportuniity to see what weapons we
are using.

USIA carries out its important tasks
with only a tiny fraction of the budget
that the Soviet Union uses in its cam-
paign of abuse, slander, disinforma-
tion, and forgery. The Soviet Union
spends more in eiectronically jamming
our Iinternational radio broadcasts
than we do in making the broadcasts
themselves. So although we are in a
war of ideas, our side is badly under-
funded.

Yet we do a good job of defending
and communicating our values. And it
doesn't mean we engage in heavy-
handed propaganda. One of the best
ways we have of communicating with
people under Communist domination
is “Music USA." a program of the
Voice of America. Indeed it is said that
Willis Conover, associated with this
program ‘since its inception, is prob-
ably the best-known American behind
the Iron Curtain. Conover brings the
best in American music to people all
over the world. Jazz, the uniquely
American art form, has become an
international musical language and it
is a language that those deprived of
freedom understand and appreciate.
Jazz is not propaganda about America;
in its essence, it is part of America
itself. Millions around the world, lis-
tening to American music through
“Music USA,” come to appreciate the
society that gave the world this great
music which combines freedom and
order in a creative way—just as our
country does.

So we have our own ways of waging
the war of ideas. It might be a record-
ing of a great American jazz artist
broadcast to Russia; it might be a
USIA public affairs officer talking to a
group of journalists and setting the
record straight somewhere in Africa; it
might be a Worldnet television pro-
gram in which American Government
officials in Washington are questioned
by journalists in Brazil or some other
country—whatever the method is, the
message is the same: the United States
wants to tell its story frankly and fully
and then let the world judge. I think
that is the best way to combat Soviet
disinformation.
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At the same time, we have to become
more aware of the deceitful and some-
times dangerous ways the Soviet
Union's Communist Party has of
trying to influence opinion here and
among our allies. The more we know
about their methods, the easier they
will be to fight. That is why I am glad
we took this opportunity to talk about
the ideas that lie behind the geopoli-
tics of our time.

I want to thank the gentleman from
California [Mr. LunNcGrenN] for this
chance to say a few words about the
war of ideas.®
® Mr. LIVINGSTON. Mr. Speaker, in
November 1980, a purported State De-
partment “Dissent Paper on El Salva-
dor and Central America” surfaced.
Allegedly circulated through the De-
partment’s ‘‘dissent channel,” the
paper’s authors warned that U.S.
policy toward Central America would
lead to the introduction of Ameriean
forces into the region. The media, in-
cluding Flora Lewis of the New York
Times, quoted from this document in
their reporting on our Central Amer-
ica policy..

In 1983, shortly after the joint
United States-Organization of Eastern
Caribbean States rescue of Grenada, a
story appeared in the Indian press
claiming that the United States was
responsible for the death of Maurice
Bishop. Another charge, this time car-
ried by the Soviet media, claimed that
2,000 Grenadians had been killed by
chemical weapons and that the United
States had filmed this grisly episode.

In February 1984, two memos came
to light in Peru which proved the
United States was planning to provide
Chile with large supplies of weapons,
including Pershing missiles. The
Soviet Union cited the story as evi-
dence of United. States-Chilean collu-
sion to destabilize South America and
as a violation of the Tlatelalco treaty
prohibiting nuclear weapons in Latin
America.

Mr. Speaker, all these stories were
false. Each was designed to discredit
American policy in Latin America and
sow discord between us and our south-
ern neighbors. And each is an example
of Soviet active measures.

The term ‘‘active measures' is rela-
tively new to the American intelli-
gence lexicon. Active measures covers
a wide range of activities, including
disinformation, media manipulation,
agents of influence, forgeries, and the
use of front groups. They are imple-
mented in coordination with overall
Soviet. foreign policy objectives. The
primary target of active measures is
the United States.

Briefly, I will review some examples
of active measures in Latin America.
All examples are from the public
record.

Active measures in Latin America
mirror Soviet—and Cuban—foreign
policy goals. Active measures seek to
discredit U.S. foreign policy, increase
regional tensions, strengthen pro-
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Moscow and pro-Havana movements
and governments, and destabiline
countries.

Destabilizing El Salvador and gener-
ating support for the leftist insurgen-
¢y there have been primary active
measures operations. In a 1982 declas-
sified study, the CIA noted that
Moscow decided “in late 1979 or early
1960 that the time was ripe for deci-
sive action in El Salvador.” To this
end, all resources and assets, ranging
from the covert supply of arms to
overt diplomatic support, were mobi-
lized.

After the establishment of the
Democratic Revolutionary Front
{FDR), which represents the Salva-
dorans abroad, the dccision was made
to develop solidarity committees. In
the words of the CIA theze cammit-
tees served as “propaganda cutlets,
conduits for aid, and organizers of soli-
darity meetings and demongtrations.”
The success of these efforts can be
seen in the 70 demonstrations held
from mid-January to mid-March 1981,

The Soviet Union played up the
demonstrations through its official
media. Soviet media reported that the
United States had a ““genocide policy”
and was preparing to intervene mili-
tarily in E] Salvador. Izvestiya made
reference to ““Operation Centaur,” a
plan that allegedly “provides for the
physical elimination of many thou-
sands of Salvadorans.” Operation Cen-
taur existed only in the minds of the
active measures specialists in Moscow.

On an international diplomatic level,
a 30-man Cuban delegation to the
Non-Aligned Movement meeting in
New Delhi worked with the Soviets
present to press for a condemnation of
U.S. policy in El Salvador.

In the spring of 1982, the World
Front of Solidarity with the Salvador-
an People was established as the um-
brella group for the various national
solidarity commiitees. Also in 1982,
prior to the March Salvadoran elec-
tions, 12 cities witnessed demonstra-
tions in opposition to U.S. policy in El
Salvador. :

The U.S. affiliate of the World
Front is the Committee in Solidarity
with the People of El Salvador, inost
commonly known by its acronvm
CISPES. It was CISPES which distrib-
uted the purported dissent paper for-
gery that I referred to the beginning
of my remarks.

In fact, CISPES resulted from a 19890
trip to the United States by Farid
Handel for the express purpose of or-
ganizing support for the Salvadoran
guerrillas. Farid Hande), by the way, is
the brother of Shafik Handel, the
head of El Salvador's Communist
Party. We know of Farid's activities
because of documents captured at a
terrorist safe house in El Salvador. His
trip report describes the help he re-
ceived from the Cuban Mission to the
United Nations, the Communist Party,
U.S.A., and the U.S. Peace Council,
the American affiliate of the World
Peace Council.
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Forgery has been used a number of
times against U.S. policy toward Latin
America.

On March 12, 1982, the Ethiopian
Herald carried an article on CIA chem-
ical  and  bacteriological warfare
against Cuba. The article’s proof of
such warfare was "“U.S. Document No.
502988/1-77” and a partial map from
this. The document, which is on sale
at the Government Printing Office, is
an unclassified map of Cuba from
seven vantage points, including popu-
laticn, land, and economic activity.
The Ethiopian . article took the eco-
nomic activity map as evidence of CIA-
sponsored chemical warfare.

Sometime in May or June 1982, a
fake Defense Department press re-
lease on the Falklands crisis circulated
among Latin American diplomats at
the OAS. This release overstated U.S.
support for- Great RBritain, alleged
joint United States-British operational
planning, and contained insulting ref-
erences to Argentina. Denounced as &
forgery by DOD, the release was obvi-
ously intended to exacerbate United
Statcs-Argentinian relations at a cri-
tial time,

Shortly before the 1983 meeting of
the Non-Aligned Movement, the
Indian press reported on & speech by
Jeane Kirkpatrick, then-U.S. Ambassa-
dor to the United Nations. According
to the bogus speech, the United States
planned (o create a “‘South Atlantic
Treaty Organization,” uniting South
America with South Africa. Leftist
media in Latin America gave this
report extensive play, while Moscow
used the speech as evidence that,

Washington was the chief guilty party re-
sponsible for the tragedy of Latin American
peoples,

The Falklands resurfaced as the sub-
jeet of another disinformation oper-
gtion in May 1983 when Que Pasa, the
weekly Argentine Communist Party
publication, asserted the Falklands
were being converted into a NATO
military base. Moscow, which never
misses an opportunity to blast the
United States, replayed the story in
Latin America through “Radic Peace
and Progress’” and the Novosti press
agency.

A final aspect of Soviet and Cuban
active measures in Latin America is
the use of international front groups.
Earlier I mentiotied the World Front
of Solidarity with the Salvadoran
People. This is not the only front or-
ganization active in promoting Soviet
foreign policy objectives in Latin
America. The World Peace Council
[WPC], the World Federation of
Democratic Youth [WFDY], and the
International Union of Students [1US)
have all sponsored solidarity meetings
for the Salvadoran guerrillas and the
Sandinistas in Nicaragua.

For example, the 1982 CIA report on
active measures noted:

The WPC agreed to pay for the (ravel of
representatives of communist and leftist or-
ganizations in a Latip American country
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who wanted (o seck support in Europe foy
the surgency movement in their country.
In April 1983, the WPC held a con-
ference in support of the Communist
Sandinista regime and Maurice Bish-

" op's rule on Grenada. The conference

took place in Manauga. In November
1983, after the liberation of Grenada,
the WPC held an emergency meeting
in Mexico City, and in April 1984,
Guyana served as host to a WPC-spon-
sored ‘‘Caribbean and Latin America
Peace Conference,” which condemned
U.S. policy.

Mr. Speaker, as I noted earlier, all
these examples of active measures are
from the public record. Many have
come to light in published records of
congressional hearings,

Finally, Mr. Speaker, it is important
that we understand how the Soviet
Union and its allies seek to take advan-
tage of the sincere political debate in
this country on the best ‘policy for
peace and democracy in Latin Amer-
ica. I commend my colleague from
California, Mr. Luxcren, for holding
this special order on an important
topic.e

The SPEAKER pro tempore. Under
a previous order of the House, the gen-
tleman from Pennsylvania [Mr.
RiTTER] is recognized for 60 minutes.

{Mr. RITTER addressed the House.
His remarks will appear hereafter in
the Extension of Remarks.]

LEAVE OF ABSENCE

By unanimous consent, leave of ab-
sence was granted to:

Mr. Harr of Texas (at the request of
Mr. WRIGHT), on account of illness.

SPECIAL ORDERS GRANTED

By unanimous consent, permission
to address the House, following the
legislative program and any special
orders heretofore entered, was granted
to:

(The following Members (at the re-
quest of Mr. FawgLL), to revise and
extend their remarks and include ex-
traneous material:)

Mrs. MEveErs of Kansas, for 60 min-
utes, July 24.

Mr. HaNseN, for 60 minutes, July 24.

Mr. MicHEL, for 60 minutes, July 18.

Mr. MabniGaN, for 60 minutes, July
18.

Mr. ArMEY, for 60 minutes, July 23.

Mr. ArMEY, for 60 minutes, July 24.

Mr. ARMEY, for 60 minutes, July 25.

Mr. ArMEY, for 60 minutes, July 30.

Mr. ArMEY, for 60 minutes, July 31.

Mr., ArRMEY, for 60 minutes, August 1.

Mrs. BENTLEY, for 10 minutes, July
18.

Mr. RiTTER, for 60 minutes, today.

(The following Members (at the re-
quest of Mr. Howarp) to revise and
extend their remarks and include ex-
traneous material:)

Mr. GonzaLEz, for § minutes, today.
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Westecn delegates already had about the Sovier systém. Even

many communist youth teported!y vere enbarrassed at sSoviet
hoavyhandodnoaa.

As a praopaganda vehicle the festival also left mucn to be
desired. . Gorbachev'sy speech to the opening ceremonies, the
pol\txcti hign point of the gathering, was 4n 4nodyne secaon on
peace and goodwiil. The final communique turned out to oe
egually pro forma, cniefly pDecause Western delegates were aole

to block references to contentious 1saues such as °"Zionism® and

US .security policy. Soviet commentataors found themselves
‘devoting almost as many, if not more, column inches to
defending the festival against wWestern "slander® as tney did to
touting 1t as an event of importance for international amity,

Indeed, by most accounts the festival did not go far in
fostering goodwil] between communist and noncommunist yaouth.
This had been an i1mportant Soviet ob)ective, part of a
tong-term effort to effect a rapprochemeént between communist
and independent elemants of the peace wovement i1n Europe and
nudge the latter 1n an exclusively anti=-=US direction. Moscow's
nost 1mporrant thesis--that the U5 was solely to blame for the
nuclear arms race--also failed ro carry; it was conspxcuously
absent from the testival's final communigue.

On the other nand, the festival did serve to foster a sense
ot conmunity amony sooe of the politically naive, and for many
 AON-COomMMUNLELS tne Opportunity to see the USSR was

appreciated, Then too,.XGB had auple opportunity for spotting
and assessing potential third world candidates tor political

and 1deological jroonming. In that sense, the elaborate efforts
were not wasted,
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1. BEGIN SUMMARY. POST SHOULD BE ALERT TO A SCHEDULED
ANT1-US WPC-SPONSORED GATHERING IN BUENOS AIRES EARLY NEXT
WEEK. EMBASSY OFF ICERS SHOULD BRIEF FRIENDLY MEDIA
REPRESENTATI{VES AND OTHER GONTACTS AS APPROPRIATE ON THE
GATHERING’S LIKELY THEMES AKD DISTRIBUTE THE RECENTLY-
RELEASED DEPARTMENT FOREIGN AFFAIRS NOTE (FAN) ON THE WPC
IN ORDER TO GENERATE NEGATIVE PUBLICITY FOR THE EVENT

END SURMARY.

2. AN AUGUST 27 BUENOS AIRES RADIO BROADCAST MONITORED BY
FBIS REPORTED THAT WORLD PEACE COUNCIL (WPC) PRESIDENT
ROMESH CHANDRA HAD ARRIVED I[N ARGENTINA TO ATTEND A WPC
MEETING SCHEDULED FOR THE WEEK OF SEPTEMBER 2. CHANDRA
TOLD REPORTERS THAT "PRIORITY TOPICS" SUCH AS THE "STATUS
OF MANKIND TODAY" MiLL BE DISCUSSED AT THE MEETING, WHICH
HE CALLED “ONE DF THE MAIN CONFERENCES" TQ BE ORGANIZED BY
THE WPC THIS YEAR

3. CHANDRA NOTED THAT THE MEETING WOULD BE STAGEO IN A
COUNTRY WHICH, ALONG WITH FIVE OTHERS, HAS SIGNED A
DECLARATON AGAINST NUCLEAR WAR.  (ON MAY 22 1984, THE
HEADS OF STATE OF ARGENTINA, GREECE, MEX!ICO, INDIA, SWEDEN
ARD TANZANIA SIGNED A COMMUNIQUE IN NEW DELH] URGING THE
WORLO'S NUCLEAR POWERS TO FREEZE TESTING, PRODUCTION AND
DEPLOYMENT OF NUCLEAR WEAPONS.) CHANDRA MFT WITH THE
ARGENTINE PRESIDENT SOON THEREAFTER AND EXPRESSED WPC
"SOLIDARITY" WITH THE DELH! DECLARATION (BUENDS AIRES LA
PRENSA, JUNE 22 1984).

4, THE DEPARTMENT ATTACHES HIGH PRIORITY TO COUNTERING
SUCH SOVIET-SPONSORED EVENTS REF. A). IN THE PAST IT HAS
BEEN SUCCESSFUL - WITH PAO ASSISTANCE -- IN GENERATING

5. POST SHOULD HAVE COPIES OF THE MOST RECENT OF THESE ~-
"SOVIET ACTIVE MEASURES: THE WORLD PEACE COUNCIL™.
DEPARTMENT REQUESTS THAT PAO PASS COPYIES TO FRIENDLY MEDIA
REPRESENTATIVES AND OTHER CONTACTS AND ALERT THE LATTER TO
THE DATES OF THE GATHERING [F THEY ARE NOT ALREADY AWARE
OF 1T, THE IMPORTANT POINTS TO STRESS WITH RECIPIENT
JOURNAL 1STS ARE:

() -THE WPC IS AN INTERNATIONAL FRONT FUNDED BY THE

CPSU, WHICH DETERMINES WPC ACTIVITIES AND STRUCTURES WPC
STATEMENT AND COMMUNIQUES. THE WPC HAS NEVER CRITICIZED
THE DOMESTIC OR FOREIGN POLICIES OF COMMUNIST REGIMES,
INCLUDING THE USSR’S SUPPRESSION OF ITS OWN "“UNOFFICIAL"
PEACE ACTIVISTS. INDEED, THE WPC’S ENDORSEMENT OF THE
SEPTEMBER 1983 SOVIET SHOOTDOWN OF KAL @87 ILLUSTRATES ITS
TYPICAL STAND ON CONTROVERSIAL [SSUES

(B) -THE “STATUS OF MANKIND" UNDER THE THREAT OF A
NUCLEAR WAR IS THE SUBJECT MOST LIKELY TO DOMINATE THE
UPCOMING SESSION. DEPARTHENT ANALYSTS EXPECT THE WPC TO
TAKE ADVANTAGE OF ARGENTINA’S OSTENSIBLY ANTI-NUCLEAR
STANCE IN ORDER TO HAMMER AWAY AT ALLEGED US
RESPONSIBILITY FOR THE NUCLEAR ARMS BUILDUP AS WELL AS
"AGGRESSIVE" WESTERN FOREIGN AND DEFENSE POLICIES IN THE
REGION. THE WPC ALSO WILL LOBBY FOR A NUCLEAR-FREE
ATLANTIC AND PRAISE ARGENTINA’S EFFORTS TO "DECOLONIZE"
THE MALVINAS. IF PaST PRACTICE HOLDS, THE SESSION’S FINAL

COMMUNIQUE WILL SCRUPULOQUSLY AVOID ALL MENTION OF
CONTROVERSIAL SOVIET POLICIES.

(C) -WPC ACTIVITY N LATIN AMERICA HAS INTENSIFIED OVER
THE LAST FOUR YEARS AS THE MOSCOW-BACKED FRONT LOST
CREDIBILITY AMONG EUROPEAN PEACE GROUPS BECAUSE OF

ITS UNQUALIFIED SUPPORT FOR THE USSR. ITS MAJOR MEETINGS
IN THE REGION HAVE [NCLUDED: A PRESIDENTIAL COMMITTEE
MEETING IN HAVANA (APRIL 1881) THAT CRITICIZED THE
"SER10US DANGERS ARISING FROM THE ARMS ESCALATICN"
UNDERTAKEN BY THE US; AN [NTERNATIONAL CONFERENGE ON THE
SOUTH ATLANTIC IN BUEHOS AIRES, AUGUST 14-15 1982, WHICH
CAME OUT IN SUPPORT OF ARGENTINE SOVEREIGNTY [N THE
MALVINAS; AN [NTERNATIONAL CONFERENCE OF SOLIDARITY WITH
THE PEOPLES OF LATIN AMERICA AND THE CARIBBEAN [N MANAGUA,
APRIL 21-24, 1983, DESIGNED TO GIVE MORAL SUPPORT TO THE
SANDINISTA REGIME; AN EMERGENCY PEAGCE MEETING IN MEXICO
CITY, NOVEMBER 2-4 1983, WHERE US [NTERVENTION IN GRENADA
AND OTHER "CRIMES" AGAINST THE LATIN AMERICAN PEOPLES CAME
UNDER ATTACK: AN {NTERNATIONAL PEACE CONFERENCE IN QUITO,
JULY 16-18 1384, WHICH CRITICIZED US POLICIES AND ISSUED

STATEMENTS SUPPORTING THE LATEST SOVIET "PEACE PROPOSALS";-

AND AN INTERNATIONAL CONFERENCE AGAINST THE ARMS RACE IN
HAVANA, JANUARY 7-11 1985, AT WHICH US FOREIGN AND DEFENSE
POLICIES, ITS USE OF THE MASS MEDIA ANO THE ARTS IN “WAR
PROPAGANDA", AND OF “TERRORISM" IN LATIN AMERICA AND THE
MIDDLE EAST WERE CONDEMHNED. THE "PEACE PROGRAM"™ OF THE
SOCIALIST COUNTRIES WAS APPLAUDED. WHITEHEAD
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