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WASHINGTON, D.C . 20506 

April 21, 1984 

SYSTEM II 
90307 

~ DECLASSI · 1ED 

MEMORANDUM FOR MR. CHARLES HILL 
Executive Secretary 
Department of State 

/ NLRR1V;✓..?.,---.U .... ;-'J 

BYJ?)/J NARADATE ~/f/d 

SUBJECT: Consular Review Talks with the USSR ~ 

The report transmitted with your memorandum to Mr. McFarlane of 
March 19, 1984, containing recommendations for next steps on the 
Consular Review Talks with the Soviet Union, has been reviewed. 
( s) 

The Department is authorized to renew the Consular Review Talks 
with the USSR on the basis it recommends. It should be noted, 
however, that this does not constitute approval for Soviet ship 
visits to the Ports of Baltimore or San Francisco, which should 
be treated as a separate issue. Any future recommendations in 
regard to such requests should be submitted following 
coordination with the FBI and other interested U.S. agencies. ~ 

If the Soviets should accept the expansion of entry/exit points 
as a part of the package of U.S. proposals, the Department should 
insure that any arrangements made pursuant to the agreement meet 
the test of strict reciprocity, and that close coordination be 
maintained with the FBI and other counterintelligence agencies so 
that appropriate measures can be taken to minimize any potential · 
intelligence benefits to the Soviet Union. J,£'T 

/.c,~ M•. Kimmitt-­
,-- Executive Secretary 

\ 
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, 84 083 65 90 307 a dd- on 
United States Department of S!ate 'b 

r1r,:.-;r,·-

Washington, D.C. 20520 

March 19 ,. 198 4' ••• 

84 MAR 20 

MEMORANDUM FOR ROBERT C. MCFARLANE 
THE WHITE HOUSE 

,, .. 

, ... l .... . . . . 

Subject: Consular Review Talks with the USSR 

In response to your March 12 request, we are attaching a 
report with recommendations for next steps on the Consular 
Review Talks with the Soviet Union. The Department would like 
to proceed with the Consular Review Talks using the agenda to 
which the FBI agreed prior to the April, 1983 meeting with the 
Soviets. The FBI subequently withdrew its concurrence to one 
item of the package -- an increase of entry/exit points -- an 
item which we feel is central to a balanced package. The 
entry/exit issue was placed on the agenda to counterbalance the 
Soviet request for diplomatic visas for high-level Soviet 
officials and to address Embassy Moscow's request for improved 
travel and intelligence reporting opportunities, a 
long-standing goal of the U.S. Government. 

~ 'le-~ ~ · 
W Char le s ff, 1 
W ~cutive Se etary 

Enclosures: 
As stated. 



u.s.-soviet Consular Review Talks 

The Consular Review Talks (CRT) are part of our effort to 
find areas in the bilateral relationship in which we can make 
progress in solving specific problems. We are having particular 
problems now on a series of consular and visa matters that the 
talks could help resolve. Successful talks could also provide a 
demonstration that realistic negotiations can produce agreements 
that serve the interests of both countries. A round of talks in 
Washington last spring came close to producing an agreement that 
we thought was attractive, but the FBI withdrew its consent on 
one important element. As a result, we had to stall and the 
Soviets eventually went home. The shootdown of the KAL aircraft 
delayed a resumption of the talks. 

We believe now is the time to resume the talks. The USG 
must decide, however, whether or not we can agree to a 
reciprocal increase in the number of entry/exit points in each 
country from three to five. This is the issue that caused us 
the problem last spring, when the FBI withdrew its concurrence. 
Increasing the number of Soviet exit/entry points has long been 
a U.S. goal. It would greatly increase our ability to enter and 
depart the country, particularly by the overland routes which 
give us the greatest opportunity to penetrate Soviet society, 
make contacts which enable us to spread our ideas, and observe 
developments in areas of key military importance such as the 
Chinese and Polish borders. We would obtain entry/exit at 
Brest, on the Polish border, and Nakhodka, on the Soviet Pacific 
coast near Vladivostok. The Soviets would obtain entry/exit at 
San Francisco, where they have a consulate, and at Baltimore (by 
sea only, to parallel our entry/exit possibilities at Nakhodka). 

The FBI opposes this expansion of entry/exit points. The 
attached statement of its position (Tab A) lists the following 
objections: "The agreed upon proposals approved by the SIG-I 
addressing limiting the presence and travel of hostile foreign 
officials and nonofficials in the U.S., proposed in part 
' ••. limiting Soviet officials and tourists to specific 
entry/exit points; ••• ' had as its thrust the reduction of 
entry/exit points available for utilization by Soviet 
officials"; and, "The presence of Soviet passenger ships for 
extended periods of time in this port facility (of Baltimore) 
would afford the Soviets a prolonged period of time to 
accomplish disembarkment •.•• The prolonged boarding procedure 
could cause difficulties in affording appropriate 
counterintelligence coverage." 



.,. ... 
SECRET 

,,-

- 2 -

The Department does not share the FBI's view that the SIG-I 
agreed to reduce the number of entry/exit points; rather, it 
merely agreed to add exit controls to the previously existing 
entry controls. Earlier, the Soviets had been restricted to 
specific entry points, but could exit from any open city. The 
SIG/I decision restricted the Soviets to the same exit points as 
entry points. The Department shares the FBI's concerns about 
the demands on its counterintelligence coverage, but we believe 
that in this instance they are exaggerated. The Soviets cannot 
bring any more ships into Baltimore than we authorize. Making 
Baltimore an exit/entry point will not change that. In some 
past years, they already have been permitted to have one ship 
visit. In 1983 and again this year the Department turned down 
their yearly ship-visit request because the Soviets were not 
sufficiently forthcoming on our needs in Moscow. Thus, the 
counterintelligence coverage needed would be essentially the 
same as before. 

Given the convenience of Brest as an entry point 
(particularly if we open a consulate in Kiev) and the 
intelligence value of more frequent travel through the Soviet 
Far East, the United States will get considerably more out of 
this expansion of exit/entry points than the Soviets and our 
interests are served by going ahead with it on its own merits. 
In addition, this was a key element in the draft "package" that 
we worked on with the Soviets last spring. To withdraw it would 
unbalance the package in the Soviets' favor, leaving us several 
unpalatable alternatives: 1) reach an agreement in which we 
will give more than we get; 2) withdraw a bargaining item of 
major interest to the Soviets, i.e. diplomatic visas for 
high-level U.S. and Soviet officials, leaving a package of 
rather minor visa concessions which they would probably reject; 
or, 3) decline to resume the talks, thus giving up the 
opportunity for progress that they represent and possibly 
stimulating a worsened tit-for-tat situation on these irritating 
visa and consular issues. 

The State Department recommends that the entry/exit points 
be included in the next round of talks and we will then inform 
the Soviets that the U.S. proposes to reconvene the talks in May. 

___ ______. 

SECRET 
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i BY_ RE: SOVIET SECTION INTD'S POSITION ON BALTIMORE 
AS TI-IE ENTRY/EXIT POINT FOR SOVIET OFFICIALS 

The agreed upon proposals approved by the SIG-I 

addressing limiting the presence and travel of hostile foreign 

officials and nonofficials in the U.S., proposed in part 

"··· limiting Soviet officials and tourists to specific 

entry/exit points; ••• " had as its thrust the reduction of 

entry/exit points available for utilization by Soviet officials. 

Therefore, the FBI opposes the Port of Baltimore 

being designated as an entry/exit point for the convenience 

of Soviet travelers. The presence of Soviet passenger ships 

for extended periods of time in this port facility would afford 

the Soviets a prolonged period of time to accomplish disembarkment 

and boarding of passengers and large cargo items. In addition, 

members of the crew would also be afforded the opportunity to 

disembark. The prolonged boarding procedures could cause 

difficulties in affording appropriate counterintelligence 

coverage. 

While opposing opening the Port of Baltimore, the 

FBI would not oppose the resumption of weekly Aeroflot flights 

into JFK Airport, New York, if such an offer would afford 

adequate negotiating leverage to gain the additional entry/exit 

points desired by State in the USSR. Such resumption of flights 

~ould b£,permitted and contingent upon simultaneous access to 

the desired entry/exit points in the USSR and their continued 

availability to U.S. officials and tourists. 

SECRE~ TINTEL 
Classific - : 4193 
Declassi yo · UAlTit 
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After a high-level review of U.&.-5oviet relation~. •i••d in 
part at identifyin9 area ■ where eo•• progr••• aight b• poaaibl• 
during th• coaing aontha, ~ecretary of State Shult~ informed Soviet 
Amb&aaAdor Cobrynin on k.arch 7 that the U.S. waa prepared to resume 
th• _cC?.~-~-1.Jlar R.view "rallta, which, have be•n in rec••• aince 11.&y, 
1983 .~;:\~:_":auc-caaaful conclusion t.o the 'ra.llca will ••rve U.6. 
inter••ia--:'=byi · trr deaonatratin9 1that the two countri•• can ne9otiat• 
conatructiv• aolutions to bilataral probleaa: (2) reaolving a nuaber 
of relatively minor, but nagging consular and 66miniatrativa 
problem1. 

U. 6. Agenda ~~- --~-=--=-~--:_-_:--·-:-:~ ~---· 

The U.S. a9•nca coapri•ed ais vi ■a ia■ uea. on which we aought 
•ither faster processing or revi~•d teraa of eligibility, and a 
propoaal t.o •x~nd the number of exit/entry point• in •ach country 
by two.·. The ao■ t aigni ficant iasue fro• our point of view wae 
~dding Bre•t and ~-~hodka to the point• of entry/exit tor U.S. 
diploaata. Achieving thia long-time U.S. goal would enable ua to 
t-Xpnnd· our contact with Soviet aociety, travel mor• broadly· &nd 
r•port in gr•6t~r ·d•tai l or. d cve lop:iu .nt~ in t..-o '-")' e,re&1. ~long the 
tnin ~ .c ~no Poll~h border£. Tne vigA c~t~orieg for which we sought 
l&proved tr•6taent weres -dependent• · of U.S. diplor.a.t.a; TD~ 
peraonn•l: guests of bb-aa ■ y1 exchang• acholars1 9ovarn•••••1 and 
r--raons aeeking to chang e viaa ■ tatut ~hile in th ~ ~viet Union. 

I 
The Soviet agenda &l ■ o coapri ■ ed aix viae iaauea, on which they 

aought either faat•r proceaain9 or revised ler~a of aligibility. 
One of their ..ajor goal• vaa to obtain U.S. agreement to iaaue 
diplo~atic viaaa in the diplomatic p«aaports ot a nuaber of 
high-l•val o!ficialaa 6upre•• Sovi•t d•putiea, Mini ■ tera and Deputy 
kiniatera of the USS~. chair••n of Stat• co~itt•••• and aambcra of 
d~legationa headed by tho•• offici&la. While auch visas would not 
autoaAtic&lly conf ■ r diplom&tic privile<3ea and im.munit.iea on their 
bc&rera, it would reaov• a. headache for th• Foreign Ministry, lithich 
pcriooically 9eta coaplgint1 fros high-ranking Soviet ■ who travel to 
the li.6. on diploa.a tic paeaport&, but do not get th• U.S. cHploriatic 
visa to which, in their eyes, their statue entitle& them. Th• 
6ovi•ta •ought iaprove-6 viaa proc &as ing for the following c~tegories 
of personntli Consulate c;.ner&l •zployeear diplo~ata And officials 
1n trAnait: U.~. Miaaion e&ploy8eat journAliatF: co~~ercial 
rcpreaentativa &. 



• 

Th• April/Kay 1983 round of n~tiationa in ~&ahington produc~ 
au~ta.ctial progr• • • tow&rd &9reeu nt on a draft exchange of not•• 
which woul6 have &ddr•••ed ao■ t, but not all, of the agenda ita•a 
both aid•• put forvard. lt beca..• iapoaaibl• for th• v.s. to 
conclude an agreeaent dur•-? that round of talk ■ after int•ragency 
concurrence on expa.nding entry/exit point ■ broke down, 6pecificallv . 
the FBI entered objection• to allovin9 the Soviet• uae of Baltimor~ 
aa &n entry/exit point by aea (to p&rallel ~akhodka, on th• Soviet 
P•citic~coast). We stalled th• Talk• on technicalities until the 
6ovi•t•-~·_"fin&lly'- conclude-d th&t no a9r••••nt waa poasible during thll'. 
round -·and returned to Ko•cow. 

Prior to their departure, th• Sovi•t• indicated that in th• 
context of e aatiafactory overall agr•••ent they would be prepared 
t.o do .. th~ :follo"'ing on our agenda iteAaz 

• · ----- - -- -- . 
- -add- ~ra,t nd N-Lkhod~ ~ to th• al'ltry/exit point list in 

exchang• for 6an Fr&nci•co &nd B&ltiaore1 

--ia ■ ue diplo...tic viaaa within 3-7 .working daya to d•~ndent• 
of ·peraonn•l aaaigned to t.he U.6. bbaaa'.y ~nd Con■ ulat•f•) Ge-neral 
int.he U6SR: 

--iaaue visas within 15 lit'Orkinq daya to TOYera applyin~ tn thi r 1 ' 

count ri ~e~ 

--i ■ aue •xit. vi••• to •xchang• echolara and allow the• to reta1· 
their paaeport.a 'tithil• in l'66Rr 

--i•sua via&■ within 10-15 working day• to governes••• and oth~r 
household eaploy•••· 

Two of th• U.6. a9end~ it••• ha~ not yet b••n r••olv.da gueat 
ot Eab-a.••Y viaaa and proceaaing re--queata for changes in vi ■a atatu~. 

During that. round, th• U.6. aid• indicated that in the context 
of a satiafactory overall agr••••nt we vould be prepa·r•d to reaponc. 
aa follows to their agenda ite■ a, 

--iaaue diploaatic vieas to th• categoriea of Sovi•t official~ 
re-que ated in r e turn for i.su•nc• of diploaatic viaas to ••11.b~r• of 
Congreaar he a ds of fe-daral Oep-artaenta of th• U.6. end their 
deputi••r h e ads of Fe--aeral agenciea of the U.6. &no thgir d•putie &: 
and a eab-era of the deleg 6 tion • of tho•• officials; 

--iasue viag & within 3-7 working day& to U.~. Mi5sion ~r•onn~' 
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--iaaue via&1 within j-, daya to Soviet diploaat• in transit 
(but not ot.h•r otficial ■ )1 

--iasue vi••• within 3-5 day& to pcraonnel a ■ aign•d to 
Consulate{ ■) Genera.l (in f.r.ct •. thi• would aiaplify a long-atanding 
practic• of both aidea and be of equal valu• to th• U.6.) 1 

--&tteapt to ahorten viaa proceaain9 ti•• and aiaplify 
accreditation proc•dur•• for Soviet eoaaercial repr•••ntativ•• (in 
prectical t•r•• thi• va9ue atateaant of good intentiona had no 
binding ~•ff•_c.t, but aa.tiafied Soviet deair• for ■ oa5 reaponaa on 
th i a -t:~•-~}~_---:}?~\~_:· ~-.,: 

W• had indicat~ during th• t•lk• that -we would not be able to 
aatiafy the Soviet raqueat for ■P,1tciti~,~f~ater viaa proce11ing 
for their journaliata. We had alao declined to coamit oura•lves 
to 3-7 day tranait viaa proceaain9 tor Soviet officiala, ~lthough 
w~ "'ei.c,- pr_•pe.r e-o -to_ do --.o if. the Sov i«ts "•re •ore for thco1:ing on 
U.S. e9~ndf. 1t~li ~ they h~6 not yat addreased. Both aio•& agree<i - -
that coazit~•nta on vi•• proceaaing ti••• •nd i ■ auance were 
conting•nt on the applic~nt'• eligibility to re-ceive • viaa. In 
other word ■• both •idea continu•d to have the.right to refu•• 
via•• on aecurity or othar ground~. Diacua ■ iona.within th~ -usG 
indicated that all n•c•a ■ary ch•ck ■ on -viaa application• could be 
:aad• within the t'i:ma periods •~citied in the dr6ft agr•s»snt. 

Pro1~ct s for 6ucc em ful Co nclu r ion o f Te lk r 

Th• draft langu&li• being negotiated waa fully r•ciprocal on 
•ach agenda point where reciprocit.y w& ■ poaaible--i.e., "'• got_ 
diplomatic : viaae for · ••Eih• ra of Con9r e aa, •tc. in return for 
91v_ing theiri t.o Supr••• Sovi•t deputiea, ate. But a rough balance 
of conceaaiona on the agenda it••• introduced by each aide will be 
necsa&ary if an a9r•e••nt i ■ to be r•ache-d. 

The entry/exit point 1 t-.•r. i • the key to a pa.c'kag• \ithi ch will 
be acceptable to both aides. The ne9otiatin9 hi•tory of the 
Talk ■, which atretch ~ck LO 1976, iaplicitly link• the diplo■atic 
viaa• aought by the Soviet• to the entry/exit point expansion. If 
both aubjecta are dropped fro• th• agend&, the Talks will coll&pae 
b•caua• the 6oviata vie~ theaaalv•• &s h•ving been aore 
forthco&ing on th• other via& iaauea than ~e hav• been. If we 
give th•~ the diploaatic viaaa. th• T&lk& ~ill conclude 
•ucceaafully froa th•i~ point of viek, but we will have given up 
our a.oat aignificant bargAining lever for & aet of viaa 
concesaion• ~hich are of A low•r order of significance th&n th• 
~iploc.~tic visa issuanc• or the exit/entry points. 
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SUBJECT: 
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Counterintelligence Implications of Proposals 
for (a) Consular Review Talks, (b) Cultural 
Exchange Agreement and (c) Review of Agreement 
on Econ_omic, Industrial and Technical Cooperation 

In accordance with John Poindexter's instructions, IG(CI) 
members were asked Tuesday to comment on the CI implications of 
proposed negotiating terms for the above agreements by COB 
Thursday. They and the COMEX Staff were given previou~ State 
and FBI comments for reference, and some of them later received 
a State summary (Tab I) of the complete terms of reference for 
the Consular Review Talks (CRT). Due to the shortage of time, 
agencies responded individually and mostly by telephone. As 
instructed, DIA also submitted a written assessment of poten­
tial collection opportunities under the CRT. 

My summary of previous views regarding the merits and liabili­
ties of the CRT and the official State and FBI papers present­
ing there respective positions, and Jack Matlock's evaluation 
are at Tab II. Most agencies agreed with the FBI assessment of 
CI concerns regarding the CRT and highlighted the need for a 
net assessment of collection benefits vs probable CI difficul­
ties. They focused on the entry/exit issue, endorsing all FBI 
views previously expressed, including th~ expectation that this 
would further strain CI resources. NSA elaborated on the 
problems which might be caused if this'agreement effectively 
undercut out ability to deny entry at San Francisco and 
Baltimore to either ships or planes of Soviet or Soviet Bloc 
nationality. These could be fitted with ELINT collection gear 
and planes could also carry PHOTINT equipment. The problem 
would be particularly acute in Baltimore, where a ship would 
have a very extensive radio horizon and a perfect spot to 
intercept high-volume intergovernmental and defense contractor 
communications. Should Bloc ships be allowed to dock there, it 
would be necessary to establish a protected communications zone 
between the current two encompassing New York and Washington, 
an extremely expensive and complicated undertaking. The 
exception was OFM, which foresaw no significant CI problems 
with the proposed terms. 
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Agencies responsible for collection, on the other hand, 
disputed the belief that the expansion of entry/exit points 
would provide the US with a net benefit because of its 
advantages for intelligence collection. The DIA analysis at 
Tab III discusses in detail why it would be doubtful that 
essential data would be collected -- partly because the Soviets 
would continue to minimize collection opportunities and partly 
because we already have normal access to the nonessential 
information we might secure. CIA also said regularization of 
access to Brest and Nakhodka would not affect its collection 
program. 

Regarding the Agreement on Contacts Exchan es and C 
(Cultural Exchan es) 

~-------------' CIA indicated that such exchange 
agreements have not been useful to the US from an intelligence 
collection standpoint. 

Most agencies had no comment on the desirability of renewing 
Economic, Industrial and Technical Cooperation. They were 
largely unfamiliar with its terms and past operation (lack of 
familiarity was also a problem on the Cultural Exchanges issue, 
especially given time constraints), but most said they did not 
see obvious and major CI problems. DIA (Tab III, p. 2) 
objected, as has DOD generally, that the agreement as writt~en_~ 
offers o ortunities for technolo ac uisition in the US· 

DOD's general position is tat its apse 
but that if eventually revived it should be rewritten more 
carefully and specifically that it should giv~ priority to 
Export Administration Act controls. FBI did not comment on 
this issue. 
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