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MEMORANDUM FOR ROBERT C. MCFARLANE
FROM: " NORMAN A. BATLEY??2
SUBJECT: Sanctions and Exports

The Soviet Union has extended the deadline for John Brown
Engineering to ship the locally-manufactured turbines
(embargoed as of June 22, 1982 because U.S. technology
involved) with the G.E.-manufactured rotors (embargoed as

of December 29, 1981) to the end of this month. Assuming
that John Brown honors this deadline and does not ask for

a further postponement (which the Soviets would likely grant),
John Brown would. thus likely be the first European company

to openly violate the sanctions.

As to our planned actions, the Commerce Department has
prepared an enforcemept package which it is sending over here
for our approval. It will also be presented to the SIG-IEP
on Monday. Our public line is that we hope that violations
do not occur, but we are studying what measures to take if
they do.

cc: Robert Sims
Roger Robinson
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August 13, 1982 /“7
SE T ATTACHMENTS
T4

INFORMATION

MEMORANDUM FOR JOHN POINDEXTER
FROM: ROGER W. ROBINS

SUBJECT: Critique of CIA Study "Outlook for the
Siberia~-to-Western Europe Natural Gas Pipeline"

We are presently coordinating various contributions into a
comprehensive critique of the above. A draft of the transmittal
memo from the Judge to Director Casey is attached (Tab I) for your
reference. On Monday we hope to have a finished package over

to the West Wing. The Judge can review it upon his return
Tuesday. Also attached (Tab II) are some of my comments which

are designed to compliment the work of other participants of

our ad hoc committee. I intend to have the President ultimately
take credit for this project having been scaled-down by some
30-40% since he came out against the deal publicly at the

Ottawa Summit. P

Attachments
Tab I Draft Memo from Clark to Casey
Tab II Robinson Memo of August 13

cc: Richard Pipes
Norman Bailey

SECR}\T ATTACHMENTS
X



THE WHITE HOUSE

WASHINGTON

SECRET

MEMORANDUM FOR THE HONORABLE WILLIAM J. CASEY
The Director of Central Intelligence

SUBJECT: "Outlook for the Siberia-to-Western Europe
Natural Gas Pipeline"

I have reviewed the recent report by your Directorate of
Intelligence entitled "Outlook for the Siberia-to-Western
Europe Natural Gas Pipeline" and have several serious concerns
about the assessment of its conclusions which do not seem
consistent with the available evidence. I therefore instructed
members of my staff to develop the attached critique (Tab a)

in conjunction with representatives of Defense, Commerce and
State. I also understand that this report was not cleared by
the Deputy Director for Intelligence prior to its release and
would be interested in knowing what kind of clearance procedures
it received.

Given the importance of this subject to the President and its
significance in terms of the present controversy within the
alliance, I recommend that we initiate a Special National
Intelligence Estimate in order that the intelligence community
can employ its collective judgment concerning this issue.

FOR THE PRESIDENT:

William P. Clark

Attachment
Tab A Critique

SECRKT
DECLASSIFY ON: OADR



NATIONAL SECURITY COUNCIL

WASHINGTON, D.C. 20506
SECRET

August 13, 1982

MEMORANDUM FOR NORMAN A. BAILEY - NSC
WILLIAM F. MARTIN - NSC
DONALD GOLDSTEIN - DOD
MICHAEL MARKS -~ State
SCOTT SULLIVAN - Commerce

SUBJECT: Critique of "Outlook for the Siberia-to-Western
Europe Natural Gas Pipeline"

, In the way of background, it is important to include a
description of how the Siberian gas pipeline project has evolved
since its inception. 1Included in this analysis should be:

(1) the original delivery volumes and projected hard currency
earnings

(2) the original financing arrangements, i.e. DM 10 billion
for West Germany alone

(3) a list of the countries initially envisioned as participants
in the project

(4) the respective country dependency percentages which would
have been involved had the project proceeded as originally conceived.

There should be a stark comparison drawn between the deal as
conceived in July 1981 when the President officially informed

the allies at Ottawa of his strong opposition to the project and
the deal as it is presently constituted. Some of the explanation
for this substantial "scale-down" is the significant and unexpected
-decline in demand for gas in Europe, but the scale~down could

also be attributed to:

(1) strong U.S. opposition, i.e. perhaps the Belgian case

- (2) efforts by the principal countries and prime contractors
to deliberately have the initial deliveries be as small as possible
in order to portray the project in its most innocuous form,
particularly while the "white lights" of world attention are
on the deal. An analysis should be made of how the volumes and
resultant earnings could be substantially increased over the life
of the project (i.e. second strand -- 40 BCM deliveries, etc.)
and also an assessment of the highest bounds of (a) potential
earnings for the Soviets as deliveries increase, (b) potential

SECE%T
DECLASSIFY ON: OADR



West European dependency figures; (c) additional subsidized
financing and (d) potentially expanded listof countries
receiving Soviet gas.

In addition, the prospects of additional gas-for-pipe compensation
transations led by West Germany should be assessed. The 25 year
- FRG-USSR Economic Agreement may make clear that Yamal is merely.
one of a series of pipelines envisioned in the agreement (preceded
by Orenburg).

-— The delays and difficulties caused by having to substitute
Alsthom rotors is understated according to intelligence reports
concerning the assessment of. John Brown and AEG Kanis executives.

-- Any time dependency figures or earnings figures are cited,
they should be accompanied by what those figures could conceivably
become over the 1if€ of the project with additional compressor
capacity, etc.

-— It is somewhat incongruent to attempt to minimize the
importance of the Yamal pipeline by viewing it in the context
of the other five domestic pipelines envisioned in the current
five year plan, none of which presumably earn hard currency (p. 3)

' -- The section on Soviet political objectives advanced by
the pipeline is weak and confines the increased Soviet leverage
to only reducing European willingness to support a U.S.
disruption of East-West trade. What about reducing NATO ability
to coordinate a unified and firm response to egregious Soviet
geopolitical initiatives? What about reducing European willingness
to -deploy intermediate range nuclear forces? (p. 5)

-- Under"West Europe"interests, why not include the thesis
that going forward with the deal is partially designed to appease
the Soviet Union rather than using the term "detente"?

-- What about regional dependencies within the FRG? Bavaria,
for instance, with 90% dependency on Soviet gas?

-~ There is no mention of Soviet hard currency earnings being
dedicated to enhancing the USSR defense industries which would,
in fact, be the first priority. (p. 4)

-- The estimates of John Brown potential losses are those
of the Chairman of John Brown's Board and are accepted at face
value. There exists an enormous disparity between our assessment
of the potential impact of losing the contracts based on discussions
with an executive of John Brown Engineering (JBE) ($7 million
performance bond -- $44 million in inventory that may be potentially
sold elsewhere). We have intelligence reports that the parent
company is prepared to down-stream sufficient funds to keep the

SEQRET



S ET 3

subsidiary afloat and in any event would in no way jeopardize
the parent company. These views need to be reconciled.

Roger W. Robinson

SECRET
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WASHINGTON
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7,/4, A

MEMORANDUM FOR THE HONORABLE LAWRENCE/ . EAGLEBURGER
THE UNDER SECRETARY OF STATE FOR POLITICAL AFFAIRS

SUBJECT: Soviet Nationalities &)

I know of your concern, which I share, over the question of Soviet
nationalities. It appears that the concentrated focus that the
United States Government directed to this guestion has faltered
during the past year. It seems to me that it would be worthwhile
to look at a number of options which could be pursued not only to
increase the Community's knowledge on this subject, but also to
develop a strategy for dealing with this matter. I believe this
can best be done by a reinvigorated working group dealing with
Soviet nationalities. While this had been handled directly out
of the NSC in the previous administration, I believe that it can
and should be most effectively managed by the Department of State.
I would encourage you to give your personal attention and support
to the reconstitution of an energetic interagency group designed
to expand our knowledge and programs in this area.

Rooert ar ane
Deput lstant to the President

for N ional Security Affairs
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MEMORANDUM FOR THE PRESIDENT
FROM: WILLIAM P. CLARK

SUBJECT: . Valuable Insight into .Soviet Society

Issue: | LHUM j
| a survey. of the view attitudes which the Soviet
ruling elite (nomenklatura) has ofi 25x1 lsociety. It is
very rare that we obtain such a detailed and authorltatlve insight
into the self-image of the Communist apparatus. '

50x1-HUM

50x1-HUM The picture | 50x1-HUM |is very pessimistic:

- There is.widespread feeling among the Soviet elite that Soviet
society is sick, that the Communist Party has lost prestlge,
and that things cannot go on the way they are.

- Crime and corruption are rampant and increasing: robberies,
muggings and murder have become common, but even more so are
bribery and theft of state property in which the militia
actively participates. (Even the ex-head of the KGB, Andropov,
is not safe as unknown thieves had taken several fur hats from
a rack outside his office in the Liubianka.)

-- Workers and peasants are dissatisfied with economic conditions
and unwilling to work. '

50x1-HUM

- 50x1-HUM |pessimistic about the possibility of significant
reform after Brezhnev departs and éxpects a return to Stalinism,
which would entail severe repression for theft of state
property and dissent, as well as a hard line in foreign policy.
These measures may work in the short run,| 50x1~HUM
but not in the long one, and he darkly hints at the possibility
of revolution. (There seem to be numerous weapons illegally
held by private persons in the USSR.)

Prepared by:
Richard Pipes

—EBERET—
Decla551fy on: OADR
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Central lntelligcnce Agency
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3 August 1982

MEMORANDUM FOR: The President

The Vice President
Secretary of State
Secretary of Defense

Counsellor to the President

Chief of Staff to the
President ‘

Deputy Chief of Staff to

the President

Assistant to the President for
National Security Affairs

SUBJECT : The "Sick" Soviet Society

25X1

2. This report is so rich in detail that to summarize would be to
destroy. Hence you have it in its raw form, I believe you will find it
worth reading.

Wiltli J. Case

Director of CeNtral Intel nce

Attachment
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MEMORANDUM

THE MALAISE OF SOVIET SOCIETY

1. In recent years there has been a growing feeling of malaise in most
sections and at most levels of Soviet society. People simply no longer believe
in the Party. They do not think in terms of problems being overcome by changes
in the leadership, but rather that the whole party system has to be done away
with. Young people even say as much in the presence of Brezhnev's grandchildren,
Only careerists are willing to talk about their faith in the system as if they
believe what they are saying.

2. Over the years, the gradual increase in corruption and theft by party
officials has encouraged more and more people to see what they can get out of
the system for themselves--with ever decreasing concern about the Tegality
of what they are doing. This malaise had been reflected in both the growth
and the pattern of Soviet crime. Certain parts of Moscow and other big cities
are no longer considered safe after dark. There has been a sharp increase in
the number of muggings by teenagers and the number of murders committed in
general. The authorities are worried by the fact that the proportion of murders
committed without a known motive has now risen to 80 percent.

3. Robberies from private flats used to be virtually unknown in the Soviet
Union. Now, however, people are so worried that they install double doors and
burglar alarms (wired via the telephone system) in their homes. Despite such
precautions the apartments of violinist David Qistrakh and other leading artists
have been burglarized, as have those of Ministry of Foreign Affairs (and even
KGB) officials. Public concern has been heightened by revelations that some
of the militia, which control the burglar alarms, have been working in con-
junction with professional thieves.

4. There has also been a steady rise in the number of armed robberies
of big stores, jewelry shops, banks and couriers delivering wages to big enter-
prises. Such robberies are now frequent enough occurrences for them to be
mentioned in novels, which they never were before.

5. Nowadays no place seems to be safe from thieving fingers--even the
KGB Headquarters in Lubianka. VYuriy Andropov, KGB Chief, would still Tike
to know who stole six fine fur hats belonging to important visitors from
the hat stand outside his office in the latter 1970's. (Fearing that more
than hats might leave the inner sanctum of the Lubianka unnoticed, Andropov
then ordered a high security "screen" to be built around his suite of offices).



6. Despite this malaise there are few, if any, signs that crime has
acquired a distinctly political focus. There is little political graffiti
to be seen and such armed attacks as there have been on party officials have
usually been in the republics. In the short term terrorist attacks are
more likely to come from national minorities (e.g. the bombing of the Moscow
Metro by three Armenians) than from European Russians themselves.

7. The story of the Soviet leadership's recent efforts to cover up
corruption in high places and details of some of the things which have been

going on in the militia provide vivid vignettes of the present state of
Soviet society.

THE DISCONTENTED GROUPS

INDUSTRIAL WORKERS

8. The serious food shortages in recent years have added to the discontent
of the working class with their generally low standard of living, the shortages
of consumer goods, the "failures" of the system and the resentment they feel
about the privileges enjoyed by senior party officials.

9. The authorities have long felt that alcohol was an essential opiate
for the Soviet people in general, and the working class in particular. People
are well aware that the authorities make reusable caps for the bottles of
vodka which are exported, but not those sold in the home market. Once a
Soviet man opens his bottle he is expected to finish it. In 1971 a secret
party directive went so far as to recommend that local authorities should
open liquor shops close to the entrances of all major plants. At the same
time the authorities Taunched an official campaign against alcoholism. In
the recent past much official concern has been expressed about the increase
in alcoholism in the Soviet Union, but the authorities have not really tried
to combat the problem. Prices have gone up, but supplies are still good and
are consumed just as quickly as before.

10. Workers can often be heard saying that they do not care whether they
are employed by a capitalist "boss" or the state, so long as the money is good--
and there is something worth buying with it. 1In the past workers said such
things in public when drunk. Now they frequently say them when sober.

11. The more skilled the worker, the less fear he has of voicing his
discontent. If the KGB suggests a skilled worker should lose his job because
of what he has said, the factory manager and the party secretary are likely
to defend him because they cannot replace him easily.

12, Discontent, aggravated by food shortges, has already led to many
brief strikes. The two major strikes of 1981 were at Gorkiy and Togliatti.
By the spring of 1981 meat and milk shops in Gorkiy had been closed for
months. Unrest and tension had been growing. Without warning stoppages
broke out one day in several separate parts of the Gorkiy plant. Within
a short while the strike had spread and production was at a standstill.

The next day the meat and milk shops, miraculously well stocked, reopened.
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Production restarted at the plant without delay. There were no arrests and
at the time the authorities made no attempts to find strike leaders. The
main interest, as usual, was hushing up the matter as quickly as possible.

13. Despite the authorities' efforts a similar pattern of events soon
unfolded in the nearby major car plant at Togliatti, Again the workers
were bought off with improved food supplies.

14. Efforts to modernize industrial practices have also run into
difficulty. At a number of plants the introduction of piece rates has been
badly handled. Productivity has usually shot up quickly in response to the
incentives of the new system. This has made the authorities think they set
the piece rate too high. They think that they will still be able to get much
of the increase in production they want even if they pay a lower piece rate.
Cuts in piece rates, however, have usually led to strikes. One of the most
important of these strikes took place a few years ago at the tractor plant
at Volgograd.

AGRICULTURAL WORKERS

15. The great majority of agricultural workers want collective farms
(the Kolkhoz), in effect to be broken up--at least into small cooperatives,
if not independent farms. They argue that only such a reorganization, together
with a freer market for their produce, will give them the type of incentives
they need to increase their output significantly.

16. Recent regional experiments have shown production can be increased
significantly when small groups are allowed to farm land for their own profit
(i.e. the Zveno/"Link"/System). The party leadership, however, has rejected
the idea that Soviet agriculture should be remodelled on these lines. They
are simply terrified by the prospects of people having an independent economic
base, free to a large extent from party control.

17. During the past couple of years state help for private plots has
increased and price controls have been removed on sales at the officially
sanctioned private markets. These changes, however, have only produced a
slight improvement in supplies from that sector. Most farmers have found,
of course, that they need to sell less to earn the same amount of money. As

the choice of goods they can buy is not great, they have little incentive
to earn more cash,

18. The food program to 1990, approved by the Central Committee Plenum
on 24 May 1982, is unlikely to produce a significant increase in output.
There will still be far too much bureaucracy interfering with farming decisions
and price incentives will not be great enough for the agricultural workers,
In these circumstances the investments planned under the program will neither
be very productive, nor will they really overcome some of the main structural
problems of Soviet agriculture.

19. One of the key problems of Soviet agriculture stems from the fact
that rural life in much of the country is very disagreeable. In European
Russia, for example, collective farms are usually unprofitable and rundown.
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The majority of young people have drifted to the cities. It will be a long
time before conditions improve sufficiently to encourage young people to stay
on the farms, let alone bring them back from the cities. After all industry,
too, is eager to get more labor.

20. In the Ukraine the situation is somewhat better. Agriculture there
has been fairly profitable for many years. This has made it possible to
improve the quality of rural life. As a result a good proportion of young
people have remained on the land--which in turn has ‘helped production and

profitability. But retaining manpower and winning it back are very different
matters.

THE INTELLIGENTSIA

21. At present the most influential members of the intelligentsia are the
writers. Many of them are, in reality, both subtle and profound critics of many
aspects of the Soviet system. They not only find ways to criticize the negative
side of Soviet society, but they also articulate the discontent of a large number
of people against the Soviet system as a whole.

22. Influential writers today tend to be against the party, for less
antagonism between classes in Soviet society and for a greater pride in Russian
nationalism. The KGB watches such writers closely, but most of their books
are still published. The leading members of this group include Vladimir
Soloukhin, Valentin Pikul, and Valentin Rasputin, as were Gil Lepatov (who
wrote critically about local party officials), Vasili Shukshin and Vladimmir

Vysotsky (the very popular poet/singer) who kept on protesting until their
recent deaths.

23. Soloukhin's novel about a peasant who wished to restore a 13th
century church conveys well the way these writers get across their message,
The peasant in this novel feels so strongly about the importance of saving his
village church from delapidation and collapse that he is willing to restore
it himself. He gives up drink to save the money to buy the materials he
needs to supplement his own building skills. All he wants from the authorities
is permission to restore the church (which for him is symbolic of Russia and
its historic greatness). No one in the local administration or the local party
or the next level up is willing to give him the go ahead. In the end this
good peasant, frustrated and enraged, throws away his tools, gets drunk and
curses Soviet society.

24, Pikul, in his books, has continued to develop his theme that Russians
should be proud of their history. Generally speaking, he argues, Russia had
great Tsars, good rulers and good political leaders before the October
revolution. This is one of the themes of his book "At the Limit," which dealt
with the last period of Tsarism. Suslsov was enraged by the fact that Pikul
did not even make the slightest reference to the Bolsheviks. But Pikul still
writes and his books are published. One way or another he conveys the same
message.

25. Among the non-literary intelligentsia Sakharov still commands much
respect. His academic standing, his personal history and the fact that he
remains in the country tend to override any criticism people may voice about



A5

his Tinks with the West or some of the advice he has given the West (e.g. his
call to the West to increase its military strength). In some intellectual
circles Sakharov's confinement in Gorkiy is often referred to by the words
"Lenin in exile."

26. The dissident movement itself enjoys little public support, even in
intellectual circles. The writers referred to above and their supporters
feel that the Soviet Union must solve its own problems, in its own way, and
in its own good time. The public dissidents are disliked because of their
links with the West. Moreover, it is generally felt that these groups (for
example, the Helsinki Monitoring Group) are little more than devices which
Jews unable to leave the Soviet Union use to further their own cause, not
that of "Russia."

THE MILITIA (POLICE)

27. The militia is one of the least discontented, yet most disliked,
groups in Soviet society. The reason is simple--the militia is doing so
well through corruption. These days militiamen are mainly former soldiers
from the provinces who have come to Moscow and Leningrad, in particular, in
the hope of cashing in on the Tocal corruption. They have become brazen
enough to take bribes from almost anyone, even from known KGB officers.

28. The most corrupt group in the militia is the one responsible for
investigations into the theft of state property). These militiamen have
numerous opportunities to take bribes and to ask for them. They have become
deeply involved in the activities they are supposed to be stopping. Corruption
in the militia has become such a serious matter that the KGB is trying to
persuade the party to let them have the responsibility for investigating
theft of state property.

29. The militia is also involved in organized crime, incuding murder.
At the lTower end of the scale, the militia is involved in robberies from
homes of some of the more prosperous Soviet citizens where they have installed
the burglar alarms (via the telephone system). At the other end of the scale,
groups of militia have been discovered murdering well-to-do people for their
apparel and personal possessions.

30. The most infamous case took place in 1978/80. During that period
a number of people had disappeared without trace. The KGB got involved when
one of Andropov's senior colleagues (his personal adviser on personnel matters)
joined the list of those missing. A massive KGB operation was mounted to
discover what had happened to him. After many months the KGB discovered a
group of 25 militiamen, headed by a Lieutenant Colonel, which had murdered
more than 20 people for their possessions and had then effectively disposed
of the bodies. Other similar groups were exposed later.

31. As a result of these exposures and other incidents, relations are
now extremely bad between the KGB and the militia. If ever arrested by the
militia, KGB officers have instructions to conceal their true function. The
reason is that the militia is believed to be so keen to embarrass the KGB that
they will even fabricate the evidence if they think they can get away with
doing so. A more important reflection of the leadership's view of the militia
is that the KGB expects that it will soon be allowed to recruit agents in the
militia, something which it has been forbidden to do for many years.

N 5K



THE KGB

32. Within the KGB there is a strong feeling that "something needs to
be done to put this country in order." The KGB is particularly disgruntled by
its inability to take effective action against those it believes are undermining
"society," particularly dissidents and the party itself. Legally, the KGB has
difficulty in stopping the expression of anti-regime sentiments, A man, even
in the Soviet Union, is entitled to his personal opinion. He only commits
an offense when he tries to encourage others to pursue anti-Soviet activities.
Skilled workers are usually protected by their employer and the local party
secretary, almost regardless of what the KGB says. The KGB resents having to
"caution" dissidents, instead of being able to take executive action against
them.

33. The other probiems connected with dissidence have also been pre-
occupying the KGB. For some years the Soviet authorities have been worried
about the use which might be made in periods of social unrest of the sizeable
amounts of unauthorized weapons in private hands and the illegal presses used
for printing Samizdat.

34, Although the KGB has had some success in collecting weapons, greater
quantities of arms continue to be smuggled out of arms factories (e.g. at
Tula and Kovrov). Most of these weapons are small arms, but the KGB believes
that some heavier items, still in working order, have remained concealed since
the second world war, mainly in the western part of the Soviet Union and the
Causcasus. Tracking down these weapons has remained one of the KGB's top
priorities since the mid 1970's.

35. The KGB has had no difficulty in monitoring the circulation of
Samizdat publications and the authorities have not been unduly concerned
by the tone of their contents. What has been more disturbing for the KGB
(and for the authorities) is the 1ittle success it has had in locating the
illegal printing presses. The authorities fear that in more troubled times
these presses will be used to print inflammatory leaflets, posters, etc.

36. Even more resentment in the KGB is caused by the Party's privileges
and the abuse of its powers. Party secretaries at the raikom (district)
tevel and other party employees of that rank and above enjoy extensive privileges,
including access to special food shops. Compared to their party collieagues
the KGB, the Army and the government, even though they are also party members
and hold equally senior positions, only receive small perks.

37. The KGB knows a lot about corruption and straight theft from state
enterprises. It has great difficulty, however, in getting charges brought
against those concerned for the simple reason that they are protected by their
party position or their connections. Rarely is the Party willing to do more
than chide the offenders. The Party, KGB officers often say, wants to maintain
its isolation from society and protect itself from prying eyes. It also wishes
to avoid its laundry being washed in public. Scandal is to be avoided if at
all possible.

A



38, If the KGB acquires incriminating evidence against a party official
(or the close relative of a senior party member) it is under strict instructions
to take no further action and to report the matter directly to the head of the
KGB. During the many years Andropov headed the KGB he claimed that he would
deal with the matter "personally" and in his party capacity as a member of the
Politburo. It was noticeable that despite the evidence he received rarely did
anything ever happen to the accused. Many KGB officers feel that this sense
of “"discretion" is one of the main reasons Andropov is acceptable to the Party.

THE ARMY

39. There is widespread belief among Army officers that the Party has
shown itself incapable of running the country--either by Stalinism or through
reform. Some middle ranking officers, including lecturers at the General
Staff Academy, go so far as to tell friends that sooner or later someone will
lead a coup d'etat against the Party. The Army dislikes and resents the Party
because of the general state of the country, the Party's involvement in cor-
ruption and theft and because party officials' privileges are much greater
than those enjoyed by Army officers of equal standing.

40. Although the Army wishes to see change, it is generally opposed to
the idea of a return to Stalinist policies. One of the main reasons for this
is the Army's memories of the purges of the 1930's. The Army, and particularly
the GRU (Soviet Military Intelligence), has never forgotten the enthusiasm
with which the KGB (then known as the NKVD) had pursued its role as "the armed
detachment of the party." Moreover, the Army dislikes what it views as the
close symbiotic relationship between the KGB and the Party.

41. For all of the Soviet dislike of the state of affairs in Poland, many
Soviet Army officers (including some senior officers) view with a certain
interest the role which Premier Wojciech Jaruzelski and the Polish Armed Forces
are now playing in the country's affairs.

GOVERNMENT OFFICIALS

42. Until a few years ago many of the younger officials believed that it
was still possible for the Soviet Union to follow the path of gradual economic
reform which in due course would widen the margins of cultural freedom and
political debate., Few people still believe such hopes can be realized. Within
Soviet society, these younger officials see widespread discontent with the Party
from the industrial and agricultural workers, the KGB, the Army and the
intellectuals. Moreover, they see a party which seems incapable of overcoming
the problems which it faces because it is preoccupied with preserving its own
position.

43. In 1920 Lenin had written (in "Left-Wing Communism, an Infantile
Disorder”) that: "only when the 'lower classes' do not want the old, and
the ‘'upper clases' cannot continue in the old way, can the revolution be
victorious." Many of the younger officials are beginning to feel that the
Soviet Union is moving closer and closer to such a situation.

CONCLUSIONS

44, There is little prospect that after Brezhnev leaves the political

scene the Soviet leadership will embark upon a more systematic program of
reform.



45. In some respects the Party itself has become one of the discontented
sections of Soviet society. It still has its privileges, but it is less sure
about how much authority it can command. Economic problems pose the most serious
threat to the Party's position.

46. The influence of detente and the general erosion of discipline in
Soviet society have led to growing criticism of Soviet institutions and the
regime in general. To embark on reform in any circumstances would be to court
disaster. In Eastern Europe some experimentation can be tolerated because if
the situation gets out of hand there, Soviet troops are on hand to reassert
control; if things go wrong in the Soviet Union itself, however, no one will
protect the party.

47. Given the tensions within Soviet society a return to a more Stalinist
policy is quite possible. Andropov's recent appointment as a party secretary
will facilitate such a move, but it is not dependent upon him replacing Brezhnev
as general Secretary.

48, If more draconian domestic policies are pursued the main features will
probably be:

A. A propaganda campaign claiming that the Soviet Union is seriously
threatened by the West.

B. Severe penalties for theft of state proprerty and associated cor-
ruption (e.g. food destined for state shops is often sold in
cooperative shops, with the connivance of the state shops who
take cut of the profits).

C. Tough KGB measures against any form of anti-socialism.

49, Initially, such draconian measures can win the acceptance, even favor
of some discontented elements in Soviet society. In the medium and Tonger term,
however, the measures will lose their impact. The main reason for this is that
the Soviet people have become more difficult to control individually and there
are now so many of them who are discontented. As draconian measures cannot
overcome these problems, discontent will build up and an incident could, at some
stage, unleash a crisis.

A PROBLEM BECOMES A CRISIS

50. Many Soviet people believe that industrial unrest could esily lead
to clashes with the police and workers being shot. Bloodshed, in turn, could
lead to massive and spontaneous demonstrations against the authorities. Large
scale protests could not easily be stopped by the authorities quickly buying
of f the demonstrators with improved food supplies as happened in Gorkiy and
Togliatti in 1981, If demonstrations burst out in several places, the authorities
would not be able to provide supplies quickly enough to keep everyone happy.

51. A more serious problem for the authorities, however, is the weakening
of the cohesion and discipline of Soviet society which has taken place in recent
years. This could make it very difficult for the authorities to regain control
of the situation,
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- 52. Faced with widespread demonstrations the Party would have to call
in the Army. European conscripts would be most reluctant to fire on other
Europeans voicing similar discontents to their own. KGB troops might fire on
demonstrators at first, but it is doubtful for how long they would hold the
line. The authorities would try, no doubt, to use non-European troops to
re-establish order. Given the present structure of the Soviet Army, however,
this would not be easy--particularly to move them quickly to the areas where
they were needed. The outcome of such clashes would be unpredictable.
Bloodshed could soon lead to widespread violence. Faced with social unrest
other discontented groups could well turn against the Party--and one of the
discontented groups is, after all, the Army. If that happened the Party would
have 1ittle chance of surviving in its present form.
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DE RUEHMO 28188 2321428
0 1814297 oUG 82

FM AMLMEASSY MOSCOW

TC CECSTATE  GSHDC ¢MMEDILTE 7848

CONF
EXD

ENT VAL NOSCOW 18188

PASS 4GRICULTURE FOF SECRLTARY BLOCK, UNDER SECRETARY
LOCWICH, FAS SHITH :CVOTNY

E.O, §.7360 DECL:  LuDF

TAGS: EAGR, ECON, ECSM, US, UR

CUBJECT:  SOVIETC GECERT GRA N wGREEMEWT EXTELSION

REF: MOSCOW 8393

1 /c/nmas TEXT.

2. USH JESHRIMENT DEPUTY CHIEF VIKTOR 1SAKOV CALLED

IN ACTiNG DCM LATE AF ECRNOON AUGUST 28 TO CONVEY

SOVIET =LCEPTANCE OF U.S. AUGUST 4 PROPOSAL FOR ONE-YEAR
EXTENS!ON OF LONG TERM GRAIN AGREEMENT

3. DuRiNG COURSE OF BRIEF EXCHANGE, [SAKOV HANDED

OVER WOTE WHiCH, AFTER QUOTING RELEVANT PASSAGES OF

EMBASSY’S AUGUST 4 NOTE, (REFTEL) STATED: BEGIN TEXT '
WNOFFICIAL EMBASSY TRANSLATION)

THE MINISTRY OF FOREIGN AFFAIRS OF THE USSR IS

(HSTRUCTED TO COWVEY AGREEMENT TO THE PROPOSAL OF

THE EMEASSY OF THE UNITED STATES OF AMERICA AS

MESCAGE CLDNT WUED!:

OUT.INED {N THE EMBRSSY S NOTE. [N THIS FASHION, THE
#0TE OF "HE EMEASSY OF THE UNITED STATES OF AMERICA

tND THE PRESENT REPLY WOTE SIGNIFY THE FURTHER EXTENSION
UNT L SE TEFBER 28, 13383, OF THE FER{OD OF VALIDITY OF
THE L£BOVE-MENT OHED INTERGOVERNMENTAL AGREEMENT DATED
NCTOBER .B, 1975. “OSCCOM, AUGUST 28, 1982, ERD TEXT.

A, N B.UDING OVER THE SOVYET MOTE, 1SAKOV CBSERVED
THAT THE SOY{ET CiJE WOULD CONSIDER AGREEMENT ON THE
EXTINS ON 10 BE EFFECTIVE AS OF ALGUST 28

5, ADCH ADVISED 1SGKOV HE WOULD IMHEDIATELY REFORT
SOV ET RESPONSE GND CONWFIRMED THAT SOVIETS REGARDED
THIS EAC<ANGE OF NOTES TO COHSTHITUTE A BINGING SGREEMENT

SR ERTTAL



August 20, 1982

TO: JOHN POINDEXTER

FROM: NORMAN BAILEY

Please transmit the attached
message to Judge Clark ASAP.
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MEMORANDUM

NATIONAL SECURITY COUNCIL

August 20, 1982

MEMORANDUM FOR WILLIAM P. CLARK

FROM: NORMAN A. BAILEY

The Dresser matter was taken up this morning, at which time
it was announced that Dresser had sent USTR English trans-
lations of letters sent among Dresser U.S., Dresser France
and the French government concerning the shipment of com-
pressors to the Soviet Union. Originals were not provided.
Despite the fact that the Commerce Department has been in
touch with Dresser all week, no such copies were sent to
the Commerce Department. The argument now is that since
Dresser has done everything a court order would ask it to
do, there is no point in asking for the court order. The
whole matter of enforcement will be taken up at the SIG-IEP
meeting Tuesday, August 24.

My comment. It is obvious that Dresser prepared itself in
such a way as to try to be immune from judicial enforcement
action, besides dealing with the wrong government agency.
Also, everything was done by such timing as to be too late
to catch the compressors while they were still under Dresser
control. There is no question now that the compressors will
be shipped. I am not competent to discuss the legal points.

Attachment
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TranzinteAd t7O7 the Fren h

V7082 (1) T

Hiniater of State
ininterr of Roxedarch & Ipdustry
101 ruc de Qrenelle
75007 Pxrie

aAugust 17, 1982

Deasr Mr Minigtht:

We bmg to refer to bthe problemz raiced by the
implementation af the cxport by our company of pipe

honsters for the oo nutructinn of the Urengoy Gss ['ij

Wr have noted the DOClthﬁ expressgg in your 1
hunest 10, 1382, ¥e Are most degirous of mesting o
contraciiazl commitments hut we Nave & Berious probl
tnis respect cdue to the bresent oliroumsrances.

%

Ouar nﬁmpsn;, s granﬁ—dau“hta company of Dress

Induntrirc; IRC., 2 U;S,gccmpﬁnv; mepufactures PibDe

noarters f[o French matkirial and lsbor based oOn tehb

and Aars receivad From the U.S. under a licensge aqt
with Drenner Industrﬁes,}Iﬁu.

Such t&chnoloyy Jné dato wore received prior t
becember 30, 1RHY apnd o fior te the imposirtion of &=
by the initel States buﬁ&rnm?nt on Lrade with the q
Dnicn. W& hswve thues heen in a position to fullild
contrantua’d obligations juntil the imposition ol tho
recent sanctions by the fUnited States Government.

|

At the precent Lima, three of the pipeline [atate
vhich were near fﬁmD;C;ﬁQﬂ whoan the recent =anctior

Haturally, we Tuiiﬁ intend to oomply With the
requiations of Frange. [We howsver have boen mdvieedd
counsel ehst if we were ito ship thEBE rireline boOS
under our contracl, thif would raise serions gquestls
f1.%. law mnd could in the future p‘ac: in jecpardy
SORMMANY'E ETCLEE YO rhn*fsrhnﬂ?ng} Yigensed to it H
induztries, Ing. Further, we have bhean advised thg
fhe ohEmunigus of Suly 21, 1882 from the rrenoh Gou
rnor vour 1otisr to ug ﬁ&tpd auquet 1n 1982 conzhiy
hinﬁing nraer of the Frtnvh Guvernmugnt roguiring ot
thes matelisals.

4



T ey

I would Tiks to a::dra vou that Lhée primary coiicern of
tLhe Manpgocment of Drezoed France, which hae eome 1000 peaple
on 1tr payroll - nee *o nanticn people on gub-contractors’
pa¥realir - in an area alteady plagued by unemplovmerdt, is to
ensitre the cont taued pvi%rpnrp of the campany and tq orovide
continued employment of 31 many people as possibloe Boeth at
Gur Le Havre plant and ni outr suboontractors® pDlantyg.  Any
actinn nn Gur part whichiwould result in an inabilify of cus
.85, paieit company to gontinue to =apply needed ¢ chnology
would fofoe ua to Gresc 211 operations in a very shgrt

T
»
S
L]

v f the '{m_i-at~u.l.nfv of our pasition, we ! heve

in ‘."ie &
heen led to instonet theicompany in charge of errBQC in Le
Bavre hartm .

.
nat te rDTnasu the gonits for shipment €0 the
2

e i 1T
U_8.5.R. pending furthneriadvico.

Msteriale for complélion of the remalining pipeline
pposters scheduled for 1882 andg 1983 shiprents havelpssr
reCeived In our fac;urlet and the factorics of onr
suppliers; but manulaclufing progrese hag bheen halted 2= &
result of the U.S, SAHCE.OﬁS*

We hawve hieen tnLucmeﬂ that & Sopvist vearel hasibeern
digpatched o mrrive in Ln Havre Augusl 2Z4-27 for Lke
vurpase of loading the three completed pipeline bhoosters
mehtioned shove. ¢

We chall waleome sny S0gyeRELi1Onsx vou Ay have Jeyarcing
weEsihie resciution of kh{c difficule ¢0r5ti“h andiwould be
nonored to meet with youi st your convenience to disguszz the
vericugs sspects af thie matter.

: reepeatfolly,
i
)
§ R.E, Tren
Frcu}ide-ul.
o g S Y
~ e \\_3\\3 \@‘\l\ ASIN 5 o~ A e
L ~ N N E
:,w \ - \\ -~ ~, \"
N\ \\(\\5"\"}? ‘ﬁ \-l_,/ NGOG/ S W T Vm‘\f \—3 Qs NN N
- 7 -
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