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to:Lt. Gen. Colin L. 

Department 
Powell of the Treasury 

Asst. to the President 
for National Security 
Affairs 

Executive Secretariat 

7/5/88 

Re: Summary of Evidence -- Convict Labor 

Secretary Baker asked me to send you the 
attached summaries of evidence. 

The first three pages summarize general 
information; the remainder summarize the 
evidence on particular products (tea, 
chocolate, aluminum). Our proposed action 
would only be against tea and chocolate. 

Attachment 

J?!f RN B. Zoellick 
C ' selor to the Secretary 
and Executive Secretary 

room 3408 
phone 566-5901 

- -· --
• • 



I• 

EVIDENCE or CONVICT LAIOl USED IN TRI SOVIET UNION 
TO MAIi TU, CHOCOLATE AND ALURINUK PRODUCTS 

STATUTI VIOLAT!Ds 19 U.S.C. I 1307: 
Xii 9ood1, ware1, article,, and urchandi•• ■ined, 
produced, or ■anufactured wholly or in part in any 
foreign country by convict labor ••• ahall not be 
entitled to entry at any of the port• of the United 
Statea, and the i■portation thereof ii hereby 
prohibited, and the Secretary of the Treaaury i1 
authorised and directed to preacribe 1uch regulation• aa 
■ay be neceaaary for the enforce■ent of thi1 proviaion. 

Th• statute ha1 two ele■ent1: 
with convict labor, and (2) 
into the United States. 

(1) That good• are being ■ade 
that tho•• 9ood1 are being imported 

II. ALLIGID VIOLATOR: I ■porter1 of COftYict-labor ■ad• 9ood1 
fro■ the soviet soclaii1t aepublic1 c•so•iet Union•). 

III. IVtDINCI: 

Witne•••• on the convict labor 1y1te■ in the Soviet Union will 
lay the foundation for each of the co-oditi•• for which we have 
specific evidence. 

A. NATAN SCBAaANSKY, ISIAIL 

Back9round_: 

Natan Scbaranaky waa born in Donetak in 1941 and graduated fro■ 
the Koacov lnatitute for PbJaica allcl Teclmoloff in 1972, and 
worked aa a co■puter 1pecla lat for· the lloacov aeaearch In1titute 
for Oil and Gaa until 1171. In 1171 he vaa fired becauae of hi1 
activltiea in the Roacov ■•lainkl watch or9anisation. In 1977 he 
waa convicted of a,rln9 for the united ltatea and aentenced to 
ten year• la• lalMtr CUIP an4 tbr•• year• ln prlaoa. After being 
rele••M: fr• pciaft ln 1111, lcharaaaky e■i9rated to Iarael. 

-Teat1--., 

ScharuaQ apeat nine year, in soviet priaona. Be can te1tify 
about tbe eatenaive co■aw1icationa ayate■ aaon9 the convict• in 
the Soviet Union, which account• for uny ••-priaonera being · 
aware of the different ca■pa and the work done at th••• ca■pa. 
Re can alao te1tify concernin9 the great dependence that soviet 
induatry ha1 on the uae of convict labor and how the Ministry of 
Intern•l Affairs coordinated the uae of convict laborer• for 
varioua factori••· 
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a. LUDMILLA ALIX!YIVA, BUl\lCE, VIlGINIA 

Background, 

Ludailla Alexeyeva wa1 a founding ••ab•r of the Moacow Helsinki 
Monitoring Group. Sh• e■igrated to the United Stat•• in 1977 and 
currently 1erve1 •• the Helsinki Group'• Weatern ••pre1entative. 

Te1ti■ony1 

Ma. Alexeyeva recentlJ publi1bed a 1tud{ on Soviet forced labor 
for the ArL-CIO entit ed Cruel and uaua hniahaent. She will 
teatifJ aa to the Soviet convict labor 1y1tea ln general. She 
will a 10 teatify that the Soviet econoay ia a State-controlled 
econo■y in which co1t1 and pricea can be artificially aet; and 
that convict labor givea the producer a price advantage. 

C. AVRAJIAJI SBIF~IN, ISL\Et 

Background: 

Avraha■ Shifrin 11 a lawyer who vaa sentenced to death in 1953 
for political rea1on11 a aentence later reduced to 25 yeara. le 
e■igrated to Iarael after 1ervin9 ten year• in a priaon ca■p- and 
four year• in bani1haent. Be run• the •haearcb Canter for 
Pri1ona, P1ychopri1on1, and rorced Labor concentration caap1 of 
the ussa.• 
Teati■onys 

Shifrin authored the book, •the r1r1t Guidebook to ,ri1on1 and 
Concentration Caapa of_ the Soviet Union.• •• interviewed ■any 
ex-priaoner1 and i1 fa■iliar with all pha••• of convict labor in 
the Soviet Union. 

Grapbic11 

A up baa been produced 1hovin9 all the convict labor caap1 
liated in lbitrin'• book. 

D. 1a1a IAftl■IDDD, IVAIIITCII, ILLIIIOII 

1ack9roaad1 

Ma. aataablaakaya waa born in Od••••• auaaia and atudied phyaica 
and utll at a univeraity in Od••••· 

Teati■onya 

Ma. latu1hin1kaya wa1 iapri1oned in a convict labor ca■p fro■ 
1982-1186 and eaigrated to the United Stat•• in April 1987. Sh• 
will 11ti■ate the nuaber of convict labor caapa and the nuaber of 
pri1oner1 and explain the condition,, the production quota 1y1tea 
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and payaent· of prisoners. 



I. SUPIMllY or THI EVIDENCE: A Soviet e■i9re, DR. EDVAJlD GUDAVA, 
will state €hat as a prisoner in Soviet Geor9ia durin9 the period 
1985 through 1917, he ■ade wooden boxe1 in which to export tea, 
and ob1erved other prisoners harve1ting tea for export to the 
united Stat••· Another Soviet e■igre, JtAlZA UVAllOVA, Dr. 
Gudava'1 ■other, saw pri1oners harve1tin9 tea when vi1iting her 
aon at the prison caap. In addition, a report on Soviet forced 
labor written by Soviet eai9re LUDRILLA ALUIYIVA, includ11 tea 
•• a product produced with convict labor. All unclassified 1912 
CIA report for Senator Ar■1trong also listed tea as a product 
■ad• with convict labor. · · 

The Soviet Union produce• approxi■ately 150 ■illion kilogra■1 of 
tea a year, of which 130 aillion i1 fro■ field■ in the Republic 
of Georgia. DI. GUDAVA esti■ated that ■ore than 5,000 laborer ■ 
working out of five separate prison ca■pa harv11ted tea leave• in 
Georgia, and that laborer ■ fro■ approxiaately 20 ca■pa repre1ent 
■ore than SOI of all worker• utilized in the production of tea in 
Georgia. 

rour co■paniea have been identified aa the iaport•r• of thia 
Georgian tea, with nine i■portationa 1ince the be9innin9 of 1916 
of 301,161 pound■ with a total value of $92,121. 01. IDVUD 
GUDAVA, in late 1917, identified two retailer• in loaton, 
Maa1achua1tt1, with carton• of Soviet tea for ■ale, labeled 
"Georgian tea, soviet Union.• The packa9in9 of the tea in the 
United state■ i1 identical to the packa9in9 of the tea in the 
Soviet Union. The tariff 1chedule it•• nuaber which would be 
u11d for thi1 product i1 160.50. 

II. WtTNISI STATIIIDTI 

A. 01. EDWAID GUDAVA, IIIGBTOll, -JIIAISACIIVIITl'IS 

Back9round: 

Dr. &dvard GudaYa ••• born rebruary t, 1151 in Soviet Georgia. 
After 1tudylDf Mdlclne in Noacov, he b•c- a phyalcian in 1971. 

Te1tl~1 -
Dr. Guda•a ••• arreated in 1915 for hooli9ani1■ and waa 1entenced 
to four year• in a Geor9ian pri1on caap near Tculukidae, Georgia. 

While in the priaon ca■p, hi1 job vaa to con1truct two typ11 of 
tea boxea, tho•• for internal Soviet u1e, and a higher quality 
type for the exportation of tea. He wa• told by the pri1on 
facility 1up1rvisor that the hi9h quality tea box•• were used for 
the exportation of tea. 
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Gudava'I ca■p wa1 one of five camps within close proximity of 
each other and he e1timate1 that the five caap1 had an a99r19ate 
of 7000 prisoners and S000 were utilized for tea production. His 
caap had approxiaately 1500 pri1oner1 of which half re■ained 
inside to con1truct the tea box•• and the other half he ob1erved 
picked tea leave, for 1hipaent to other factori•• in Georgia. 
or. Gudava e1tiaate1 that the convict labor fro• the five ca■p1 
contributes to approxiaately 50 percent of the production of tea 
in the Soviet Georgia area. 

After Dr. Gudava'1 rel•••• froa the caap in April 1917, and his 
eai9ration to the United States in Septellber 1917, he 1aw soviet 
tea for 1ale at the Coff•• Connection in Callbrid9e, 
Maa11chu11tt1, and 11rio1ka in lo■ton, Na11acbuaett1. The 
packa9in9 of the tea in the United State■ wa1 identical to the 
packaging of the tea in the Soviet Union. 

8. RAIZA UVAROVA, BRIGHTON, MASSACBUSl'l'TS 

Back9round: 

Raiza qvarova va1 born on April 11, 1930 in TUlla, near Mo1cov, 
and ii the ■other of Edvard and T1n9i1 Gudava. She attended 
coll191 in Mo■cov and graduated with an en9ineerin9 de9r••· 

T11ti■ony: 

In 1985, due to to her son'• iapri1onaent in Soviet Georgia, she 
■ tarted vi ■ itin9 the pri ■on caap near T1ulukid1e, Georgia. She 
initially walked into the convict labor caap in 1915 without 
peraiaaion and 11w 9roup• of pri1on1r1 harve1tin9 tea. During 
h•r vi1it1, she al10 could vi1ually ob1erve the 1urroundin9 
caap1, and 1h1 noted that there were four 1urroundin9 labor caap1 
in 1915 and ob11rved an additional caap under con1truction in 
1987. At the tiae that or. Gudava vaa released fro■ pri1on in 
April 1917, there were a total ol five convict labor caap1 with a 
■ ixth under con1truction. Tbere waa al10 a factory outside the 
ca■ps nearby that proce111d tea and utili1ed convict labor. 

C. TDGII GUDAVA, la!Gnott, JIUIACIIUllftl 

1ack9r0Wld1 

Ten9ia Gudava vaa born Noveaber 21, 1953, in Soviet Georgia. He 
attended aedlcal school in Ko1cov, but vaa expelled in 1975 for 
1peakln9 oat against the 9overn■ent. · 

T1atiaony1 

The witne11 will state that while 9rovin9 up in Soviet Georgia, 
it wa1 co-on knowledge that pri ■oner1 proc111ed and picked tea, 
and that there is a saying in the Soviet Union that •every dog 
knov1 pri1oner1 pick tea.• After he eai9rated to the United 
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states in S•pteaber 1987, h• aav Soviet t1a for ••l• in Boston, 
Kassachusetta, and th• packaqin9 of the tea vas identical eo the 
packa9in9 of the tea in the Soviet Union. Th• retailer, were the 
coff•• Connection in Caabrid9e, Ka1sachusetts and leriozka in 
1oston, Kas1achu1etts. 

D. CIA 11,alSINTATIVS 

Testiaonyi 

A representative froa the CIA will testify tbat an unclas■ified 
CIA report waa prepared in 1913 froa docuaenta, 1tudie ■ and 
aource aaterials wbicb analysed Soviet good• iaported into the 
United Stat•• and which identifi•• tea a■ a co-odity produced 
vith convict labor in the Soviet Union. 

I. LUD"lLLA ALIXIYIVA, BU.II, VtlGlNlA 

aack9round1 

Ludailla Alexeyeva waa a founding aeaber of the "o■cov Bel ■ lntl 
Konitorln9 Group. She eai9rated to the united Stat•• in 1971 and 
currently serve ■ aa the aelainki Group'• •••tern lepreaentat~ve. 

Teatiaony1 

Ka. Alexeyeva recentlr published a atudy on Soviet forced labor 
for the ArL-ClO entlt ed Cruel and Usual tuniabaent. 

She can teatlfy that ah• included tea•• a product produced vitb 
convict labor and that ah• identified Cuap Ul-123/35 in the 
Georgian Republic as a convict labor cuap witb approalaately 1500 
pri1oner1 utlli1ed in dl99ln9 canal• in tea plantation• and 
harveatln9 teal•••••· 

r. lllf TIA LTD. , Nft aOCBa.LI, - YOU 

Teatlaonya 

A repreaeatatl•• of t.hia coapany will teatlfy tbat tbe coapany 
laportecl OM abis-eat of tea froa Inlet Geor9ia in ltlt, 
tota11-. 1,511 Nllllda, with a value· ot $2,475 and one ablpaent in 
1917 totallq 1~112 pouda witb a •alu• of $1,tto. TIier ■old 
Sovie~ Cleor9laa tea to the Coffee couectioD in Caabrld9e, 
"••••clllaaetta. (viler• it waa seen by tbe Gudava brotbera). 

a. co,,a COIIIISCTlOlf, CAJllalDGS, IIAIIAaullffl 

Teatlaony: 

A repre1entative of thla store can testify that records for 1986 
and 1987 1how purcha••• of soviet Georgian tea fro■ Ken Tea 
brokers, including one purchaae of 55.12 pound• of Soviet 
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Georgian tea on May 13, 1987. 

H. TETLEY TIA CO., WILLIAIISPOltT, PENNSYLVANIA 

Teatiaony: 

A representative of this eoapany will teatify that the company 
i ■ported three ship■enta of tea froa Soviet Geor9ia in the 
calendar year 1986, totaling 101,500 pounda, with a value of 
$33,930. 

I. NORTB MIRICAN CltOP SIRVICIS, STAMroao, CONNICTlCUT 

Te1tiaony: 

A representative of this coapany will teatify that in 1986, the 
coapany imported three shipaent1 of tea fro■ Soviet Georgia 
totaling 136,033 pound■, with a value of $33,711. 

J. A. HOLLIDAY' co., NEW YOltK, NEW YOaa 

Te1ti■ony: 

A representative of this co■pany will teatify that the coapany 
iaported two ship■ent1 of tea fro■ soviet cteor9ia in the calendar 
year 1986, totaling 67,818 pounda, with a value of $10,013. 

Note: Witne11e1 fro■ Tetler Tea Co., Nortb-Aaerican Crop Service 
and A. Holliday and Co. vil teatify that they were unaware that 
convict labor i1 used in the production of _ tea in the Soviet 
Union • . 

·-· . :. . .:. 

7 



CBOCOLATI 

I. SUMMaY or THI EVIDENCE: A Soviet ••igre, IGO~ G!JlASCENKO, 
will ldentl!y the chocolate factory Babayevakaya in Moacow •• the 
factory in which he worked one day aa a convict laborer in 1911 
and produced chocolate candiea. In 1917, he purcha1ed identical 
chocolate candi•• in retail ahop1 in Chica90, Illinoi1. He will 
1tate that convict labor ii u1ed in the production of chocolate 
in the labayev1kaya factory in the ■ixin9 of the cocoa and the 
bakin9, cuttin9 and wrappin9 of the chocolate. Another e■igre, 
Tatyana Olipova, learned of the uae of priaoner1 at the 
labayeu1kaya factory when ah• wa1 in a apecial pri1on caap in 
ftOICOW in 1910. 

A review of Cuato■1' Autouted Co■aercial Sy1tea file ■ for 
chocolate fro■ the Soviet Union revealed two i ■portation• in 1986 
totaling 17,2St pound• and one iaportation in 1917 totalin9 
17,960 pound■, worth approxi■ately $33,000. Th• applicable 
chocolate tariff nuaber is 157.10. 

II. WITNESS STATIMINTS 

A. IGOa GIIASCINIO, EVANSTON, ILLINOIS 

Back9round1 

I9or Geraacenko wa1 born in liev in 1953 and 9raduat•d fro■ the 
Polytechnic In1titute with a degree in Phyaic1 in 197a. Be 
eai9rated to the u.s. in April 1917. 

Te1tiaony: 

In Deceaber 1911, Gera1cenko took part, witb hi• wife in a five 
ainute 1ilent deaon1tration a9ain1t Soviet huaan ri9ht1 
violations for wblch he appeared before a •~•i•t judze and 
received 10 daya labor in a convict labor caap (JIIX-3 5/5). H• 
waa tran1ported- to a different factory each day and perfor■•d a 
different ta1k in eacb factory. one of the factories in which h• 
worked for one day••• 1abayev1kaya, a chocolate · factory in 
ROICOW. . 

Geraacelll'o obeeffell convict laborer■ aiain9 the cocoa, bakin9, 
cuttln••·-aN vrappln9 chocolate. ■• bluelf operated a bean 
9rindln9 MclllN. Approxiutely 500 worker■ ••r• in the factory. 
ApproalMtely 20-40 convict laborer■ fro■ bl1 ca■p were 1ent to 
tbe factory eacb day and ■any aor• truck• fro■ other ca■p1 
arrlv•d at the . chocolate factory. conver1atlon1 with other 
convict■ dl1clo1ed that they too vent to the labayev1kaya plant. 

In Noveaber 1987, Gera1cenko purchaaed in Chicago Illinoia one of 
the ty;e1 of chocolate candy (Polar Bear) ■ade at labayevakaya. 
He ha1 aeen it for sale in other retail 1bop1 in Chicago and Nev 
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York. 

&. TATYANA OSIPOVA, BlOOILYN, NEW YOll, NEW YOll 

Background: 

Tatyana 01ipova va1 born in Koloana, near Mo1cov, and wa1 a 
co■puter operator and teacher of lu11ian lan9ua9e1. In 1976, •h• 
joined the Hel1inki Watch accord 9roup and began to write 
article• a9ain1t political pri1oner1. 

Te1tiaony: 

In January 1910, 01ipova took part in a prote•t and va• convicted 
of di1turbin9 the peace. She va• 1entenced to 25 day• in a 
1pecial ca■p in Mo1cov. There vere 35 other worker• in thi1 
special caap. The prisoner, worked in either the 1abayev1kaya 
chocolate factory or a cos■etica factory. The pri1oner• were 
peraitted to converse with each other. Through conversations 
with other pri1oner1 she learned that ftv, to 1even people went 
to the chocolate factory every day. woaen were a1ai9ned only to 
cleaning dutie1, while the ■en vere assigned to work in the 
entire chocolate production proce11. She refused to 90 on work 
details herself and was a1si9ned to taaka in the caap • . After . 
1ervin9 the 25 day 1entence, •h• vaa later convicted a9ain and 
••nt to prison in Moldavia, where 1be spent seven years. She 
•■i9rated to the United States in April, 1917. . 

C. GIORGI IAZIN, llZIM INTlmtATIONAL IMC., HOWSLL, NIW JERSEY 

Background: 

Georg~ Raain i1 the President of a.sin International Inc. 

Teatiaony: 

Raain International has iaported auaaian chocolate of different 
typea fro■ the labayevakara factor1 in Noacov. One iaportation 
of chocolate in 1911 totaled 15,5 4 p011Dda, and wa• valued at 
$14,306. one iaportation in 1917 totalled 17,960 pounds, and wa• 
valued at $17,241. (hain International baa not iaported the 
Polar lear cbocolate in the laat tbree yeara.J 



ALUJllNUII 

I. SUJUIAJlY Of TRI EVIDENCE: S!lGII SOLNTSIV, I Soviet t■i9r1, 
saw one convict tabor ea■p in Kra1noturin1k at the 10901lov1k 
refinery and witne11ed di1cu11ion1 about the u•• of convict labor 
at that plant. He will 1110 teatify that convicts aake wooden 
lockera for the workers at the lratak aluainu■ •••ltin9 plant in 
Siberia, and that a friend at the plant infor■•d hi■ that convict 
laborer, repair ■achine parta for the plant. 

In addition, an uncla11ified CIA report prepared in 1912 for 
Senator Ar■atron9 which deacribta the soviet forced labor 1y1te■ 
citea that bauxite is ■ined by forced labor in Arkalyk. There is 
no other induatry in Arkalyk. 

In 1986, over 21 ■illion dollar• (67 entries) of different 
alu■inu■ products were 'i11porttd fro■ the Soviet Union. In 1987, 
over 22 ■illion dollars (117 entriea) of different aluainu■ 
products were i11porttd fro■ the Soviet Union. The tariff 
schedule it•■ nu■ber1 includes 611.0,so (unwrou9ht alloya of 
alu■inu■), 611.1000 (alu■inua waate and acrap) and 170.6040 
(aelt•d-dovn waste and scrap), and 611.0200 (aluainua other than 
alloya of alu■inu■) . 

II. WlTNISS STATIRINTS 

A. SllGII SOUITSIV, LUFllN, TIXAI 

Background: 

Sergei Sergeevich Solntatv waa born on Karch 1, 1935, in 
Vinnitaa, Ukpiana which ia near liev. Be 11 an extractive 
••tallurgiat, a 1951 9raduate of tbe Ketallur9lcal Depart■ent of 
the Leningrad Mining Inatitute. •• t■i9rated to the United 
stat•• in 1971. 

Teatiaony1 

Solntaev vorke4 for tbe Lenin9rad All-Union ••••arcb lnatitute of 
the Alualn•• lla ... aiua, and llectrode lnduatry (VAIii) fro■ 1951 
until 1171. TIie firat ten yeara, he worked•• a jualor and 
senior reaearcb fellow. In 1ttt he waa tranaferred to the 1rat1k 
Alu.in• •laat in Siberia, where he worked•• a production 
en9lneer. 

Solnt1ev i1 faailiar with all the ■in•• in the soviet union and 
ha1 written a book on alu■inu■ production. He ha1 peraonally 
visited the following alu■ina refineri••• 

1. Bogoalov1k-Kra1noturin1k 
2. Dniepr 
3. Nikolaevo 
4. Novoluznet1k 
S. 1<andalak1ha 
6. Volkov 
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The alwminua plant at lratak haa approxiaatelr 10,000 workers, 
500 of which were convict laborera. Thirty ki o■eter1 to the 
south of 1rat1k ii a priaoa ca■p na•d Vikhorevka. The convict 
laborer, fro■ Vlkhorevka ude wooden locker• for the laborer, in 
the plant and replace■eat part• for the aaiateaance of the 
aachia•rr in the plant. Solat1ev'1 friend, Yuri, told hi■ that 
the conv ct laborer, ca■e to the 1rat1k plut via truck, and that 
equip■ent waa traaaferred fro■ the plant to the labor ca■p for 
repair• and then returned. 

Pro■ 1975 throu9h 1976, Solntaev worked on a apecial project 
na■ed KIAi in Kraanoyarak, Siberia. Be aaw convict laborer ■ in 
their caap there, on y SO yarda fro■ the alu■iau■ plant. In 
1971, th• adainiatratora of the Kran1oyar1k plant requeated that 
VAIil undertake a special project to deter■ine how to use convict 
labor in the elecrolic cell• in the 1■elter. The objective of 
the project waa to iaolate the convict laborer• into work 1bift1 
to keep the■ separate fro■ the other laborera. Solataev waa . 
preaeat when aecurity for tranaportin9 the prlaoaera froa th.: 
ca■p to the plant waa diacuaaed. · -

Solnteaev ••tiutea that one-half of all aainteauce and one-half 
of all operatin9 people at the aluaiaua facilitiea are convict 
laborera. 

a. CIA UtUIDTATlVS 

Teati■oaya 

A CIA report of 1912 atatea that convict labor la uaed la the 
production of baualt• at Arkalyk. Tiler• la no other industry in 
Arkalyk. · · 

c. AYaW.JI 1■1n1•, IIUSL 

1ack9roaDd1 

A•~•baa ,Altrla la a lawyer wbo waa aeateaced to deatll in 1953 
for poUtloal renoaa, a 1eateace later reduced to 25 year,. le 
e■i9rat.t to larael after aerviat tea year• la a prl1oa ca■p and 
four ,.ar• la balllallMat. ■• ruaa tile •haearcb ceater for 
trla0118, taycboprlaona, aad rorced Labor coaceatratloa ca■p1 of 
the u11a.• 

Te1ti■oay1 

Avraha• Shifrin authored the book, •The rirat Guidebook to 
Priaoaa and concentration ca■pa of the Soviet Union,• and fro■ 
hia reaearcb for the book found lnataace1 of th• ua• of alu■inu■ 
industry, noted below. 
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1,000 pri1oner1 are used in bauxite ainin9 and conatruction in 
1ok1ito9or1k. 

An electronic■ en9ineer who worked in One9la9, a convict labor 
caap coaplex which 1erviced the •1ok1it1troitre1t• (Bauxite 
Con1truction Tru1t) and the •on191pot1le1• (One9a Special Luaber 
Coapany was 11si9ned to build track■ for the bauxite dred9e1. 

At Kandalak1ha there 11 a eaap of approaiaately 1500 pri1oner1 
111i9ned to work in aluaina, 1aon9 other thin9s. 

V. DOCUJIIJffUY IVIDINCI 

A. Aaal9a■et, Inc., New York 

Cu1to■1 record• will show that thia coapany i ■ported throu9h the 
Soviet Ministry of Trade 4,239,907 pounds of alu■inu■ product■ 
fro■ the Soviet Union in 1986, worth $2,423,7301 and 6,234,313 
pound• of alu■inu■ product, in 1987, worth $3,196,713. 

a. Philipp 1rother1, Inc., New York, Nev York 
-

Cu1to■• record■ will 1hov that thi1 co■panJ i■ported throu9h the 
Soviet Ministry of Trade 17,766,477 pound• of alualnua product■ 
fro■ the soviet Union in 1916, worth $7,245,1151 and 23,331,415 
pounds of aluainu■ products in 1917 worth St, 711, 4Js .; 

c. Hunter Dou9l11 Metala, Inc., Boaevood, Ill. 

Cu1to■s record• will 1hov that thl1 co■pany iaported throu9h the 
soviet Rini1try of Trade 7,031,466 pound• of alualnua product■ 
fro■ the Soviet Union in 1916, worth $1,ltJ,2111 and 6,015,950 
pound• of alualnua product• in 1917, worth $3,511,116. 

D. co-•rcial lletala co., Dallaa, T••••-· 
cuato■s record• will 1bow that thia co■pa11J iaported throu9h the 
Soviet llinlatry.o( Trade . 11,301,054 poWMI• of aluainua product■ 
fro■ the IOYiet Uliioa in 1111, vortJI $4,420,479, and 117,673 
pOU11da la 1111. wrtJI $74,473. -s. c. Tame, Iona, co., lllnneapolia, 111ue1ota 

cuatou records will 1hov that thla co■pany i■ported throu9h th• 
Scwlet JUniatry of Trade 1,147,414 pound• of aluainua product• 
fro■ the lcwiet Union in 1916, worth $531,127. _ 

r. Stanley 11etal1 Corp., Nev York, Nev York 

Custo■I' records will show that thi1 coapany iaported throu9h the 
Soviet ' 11lni1try of Trade 4,918,267 pound• of aluainua products 
fro■ the Soviet Union in 1986, worth $2,066,1391 and iaported 
4,021,147 pounds of alu■inu■ product■ in 1917 worth $1,421,135. 

7 
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G. Pecbiney world Trade (USA) Inc. Seacaua, N.J. 

cuatou record• will ahow that thia coapany i■ported through the 
soviet Riniatry of Trade 2,204,232 pound• of aluainua product, 
fro■ the Soviet Union in 1911, worth $1,251,197. 

a. Aaal9a■ated Retal Corp., London, United lin9doa 

Cuatoaa record• will abow that thia coapany iaported tbrou9h the 
Soviet Rinlatry of Trade 3,037,021 pound• of alualnua product• 
fro■ the Soviet Union in 1911, worth $1,577,111, and i■ported 
7,001,171 pound• of aluainua product• in 1117, worth SJ,531,477. 

I. Doebler Jarvi, Caatin91 Co■pany, Toledo, Ohio 

Cuato■a record• will 1how that thi1 coapanr i■ported through the 
Soviet Miniatry of Trade 3,157,310 pound• of aluainua product, 
fro■ the Soviet Union in 1987, worth $735,171. 

J. Mitaubi1bi International Corporation, ••w York, •ew York 

cuatou record• will 1how that thi1 co■paaf i■ported throu9b the 
Soviet Kiniatry of Trade 513,307 pounda of aluainua product• fro■ 
the Soviet Union in 1917, worth $222,421. 

K. Mln••t-Aao■a Inc., Staaford, Connecticut 

cuatou record• will ahov that thia co■panr l■ported through the 
Soviet Rini1tr7 of Trade 2,309,311 pounda of aluainua product, 
fro■ the lovlet Union in 1917, worth $90e,112. 

L. Lorbec Retala, Ltd., Quebec, Canada 

cuatou record• will abov -that tbl•~ laported through the 
Soviet Rlnlatry of Trade 2,441,152 of alu■lnua product• 
fro■ tbe loviet Union in 1917, wort $1,241,540. 

ft••• eoapaalea ban atated tbat tb•r are aavare of tbe true 
orllia ot tile lapecta within tbe lov et Ullioa. Tile Soviet 
Kia atq of ftade doea not diaclo•• lnforaatioa t!aat would allow 
ua to tea• tlle itlporta to apeclflc plant• or ala••· 
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Lt, Gen, Colin L, Powell D t 
Assistant to the President epartmen 
for National Security of the Treasury 

t6~fair1 
Executive Secretariat 

July 6, 1988 

RE: Convict Labor 

. 
secretary Baker asked me to send you the attached 
additional documents pertaining to the convict 
labor issue: 

(1) exchange of letters between Treasury General 
Counsel Mark Sullivan and Assistant Attorney 
General (Civil Division) John Bolton; and 

(2) April 19, 1988 memo recommending action from 
Assistant Secretary (Enforcement) Frank Keating 
(now Acting Associate Attorney General) 
(without attachments, two of which you already 
have received). 

Attachments 

~ B. Zoellick 
Counselor to the Secretary 
and Executive Secretary 

room 3408 · 
phone 566-5901 
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Honorable Mark Sullivan III 
General Counsel 
Department ot the Treasury 
Washington, D.C. 20220 

Dear Mark: 

U.S. Department or Jl'tltt 

Civil Division 

April 25, 1988 

Your letter of April 20, 1988, requested our views on the 
likely effect of new evidence concerning the production ot tea 
and chocolate in the Soviet Union in the enforcement of 19 
u.s.c. § 1307 (1982). 

As explained in your letter, in the second stage of the 
enforcement process under that statute, an importer must provide 
satisfactory evidence to the Customs Service that the products it 
wishes to import do not come within the ambit of section 1307. 
If the customs Service determines that this evidence is not 
sufficient, the importer may file a protest and, upon denial of 
the protest, file a civil action in the Court of International 
Trade. It is likely that this action would be resolved by means 
of a g§ D.QX2 proceeding. 

As any litigator would tell you, it is extremely difficult 
in the abstract to predict the probabilities ot a successful 
defense. Obviously, the nature and the strength of the evidence 
possessed by the plaintiff-importer in the particular case are 
usually not known until after the civil action is instituted and 
discovery has been conducte~. 

Having said that, however, I want to stress that the 
plaintiff-importer would bear the burden of proof. Moreover, it 
is clear that th9- new evidence submitted with your letter is much 
more probative than the evidence previously available. Although 
the policy decision to invoke the first stage of section 1307's 
process is for the Department ot the Treasury, I want to assure 
you that the Department of Justice is perfectly willing, and 

I ' 
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indeed eager, to detend challenge• to your effort• to prohibit 
the importation ot good• aad• with convict, forced or indentured 
labor. 

Sincerely your•, 

Jo~lton 
Assistant Attorney General 
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01:HIRAL COUNIEL 

Dear John: 

DEl'ARTMENT o, THE TREASURY 
WAIHINOTON 

Aprt1· 20, 1988 

Since early in thi1 Admini1tration, the Department of the 
Treasury has actively monitored evidence on the u1e of forced 
labor in the Soviet Union in connection with our re1pon1ibility 
under 19 u.s.c. I 1307 to prohibit importation of good• made with 
convict, forced or indentured labor. In early 1986, we 
requested the Justice Department's review of evidence then 
available to Treasury on the excludability from entry of certain 
classe1 of Soviet imports under the Cu1to■1 regulation, 
implementing section 1307. Deputy A11i1tant Attorn•r General 
Schiffer'• response of April 17, 1986, a11e11ed the itigation 
risks and concluded that a successful defen1e depended upon a 
number of variables and could not be predicted with a high degree 
of accuracy, particularly if a defense on the ■erita were 
necessary. The response concluded that the evidence presented to 
Justice at the time probably would not be sufficient to persuade. 
the court that a particular shipment of ■erchandiae wa1 produced 
by the type of labor specified in the statute. 

No action was taken in 1986, but the Department of the Treasury 
continued to seek evidence, this time through the Custo■a 
Service, to see if a case could be made that certain Soviet goods 
made with convict, forced or indentured labor were being imported 
into the United States. That subsequent investigation, which 
focused on Soviet tea, chocolate and aluminum, now ii 
substantially complete, and we request that you review the 
attached evidentiary submission covering imports of Soviet tea 
and chocolate for sufficiency in light of the litigation risks 
involved. We will forward a sub■ission on alu■inu■ separately 
once the investigation on _it ia concluded. 

Customs' regulations impleaenting 19 u.s.c. I 1307 are found at 
19 c.r.a. 11 12.42-12.4S. If the co-iaaioner of cuatoaa 
deteraines that infor■ation available •reasonabl{, but not 
conclusively indicates• that convict, forced or ndentured labor 
goods are being or are likely to be i■r.rted into the United 
State•, he i-•diately instructs the d strict directors to 
withhold rel•••• of ·■erchandi•• in the cl••••• be ha• specified. 
19 c.r.a. I 12.42(e). At that ti■• the co-111ioner, with the 
approval of the Secretary, ■uat publi•h a Federal Register Notice 
excluding the products fro■ i■portation. 

The second step in the process occurs when a particular 
shipment of goods within an excluded claaa la detained at the 
border. 19 c.r.a. I 12.43. Tb• i■porter baa three ■ontba to 
provide satisfactory evidence to Cuato■1 indicating that the 
products he wishes to import do not co■• within the ambit of 
section 1307. That evidence ■uat contain a Certificate of 
Origin, signed by the foreign aeller or owner, that certifies the 
quantity, description, place and date of exportation of the 



merchand1•• and certlfl•• that the ■erchandi1e va1 not aade vlth 
forced labor. 19 c.r.a. I 12.4J(a). In addition, the l■porter 
au1t 1ub■it a 1tate■tnt de■onatratin9 that he haa ■ade every 
rea ■onable effort to deter■ln• the 1ource of the ■erchandlae and 
the circua1tance1 of ita production. 19 c.r.a. I 12.4J(b). 
Based on thi1 and other available evidence, the Commi11ioner 
deteraine1 whether th• individual ahip■ent ■ay be entered. 19 
c.r.1. I 12.43(e). If the 9ood1 are to re■ain excluded fro■ 
entry, they aay be re-exported or destroyed a, abandoned 
property. 19 c.r.1. I 12.44. 

The newly concluded investigation on tea and chocolate ha1 
produced evidence that appears superior in two r11pect1 to that 
laat presented to your Department. rirat, witn111e1 have been 
identified vho are willing to teatify that they observed 
firat-hand the uae of convict labor to produce th••• gooda in the 
Soviet Union in the relatively recent pa1t. Second, witne1se1 
are available vho can identify specific Soviet iaporta aeen in 
the United States as the same goods they obaerved to be 
manufactured with convict labor. Thia sort of direct evidence 
has not been available previously, and ve request your view, on 
the likely effect of this extra category of evidence in the event 
of a court ·challenge to an exclusion determination by the 
Commissioner in the second stage of the proceeding described 
above. 

The attached summary of the evidence i1 divided into separate 
sections on tea and chocolate, as well as a Jeparate section on 
witnesses who will testify generally a1 to the Soviet convict 
labor system. The Department of the Treasury would appreciate 
your opinion on the effect of the new evidence developed by the 
Customs Service. 

I greatly appreciate your assistance in this matter. 

The Honorable John a. Bolton 
Aaalatant ·Attorney General 
Civil Division 
Departaent of Justice 
Washington, D.C. 20530 

Enclosures 

cc: David K. Cohen, !squire 
Director 
Com.mercial Litigation Branch 
Civil Diviaion 
U.S. Departaent of Justice 
waahington, o.c. 20530 

Sincerely, 

//l(d 
Rark Sullivan III 
General Counsel 
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ACTION 

DEPARTMENT Of THE TREASUftY 
WAIHINOTON 

APR 191988 

MEMORANDUM FOR SECRETARY BAKER 

FROM: /..J..ANCIS A. KEATING, II 
~SISTANT SECRETARY (ENFORCEMENT) 

SUBJECT: Federal Register Notice Prohibiting Importation 
of Soviet Goods made with Convict Labor 

I. ACTION FORCING EVENT: Customs has submitted evidence that 
Soviet tea and chocolate manufactured with convict labor have 
been imported into the United States. Consequently, I recommend 
that you approve a Federal Register Notice withholding entry of 
those goods under Customs regulations implementing 19 U.S.C. 9 
1307. 

II. ANALYSIS: Section 1307 prohibits the importation of "[a)ll 
goods, wares, articles, and merchandise mined, produced, or 
manufactured wholly or in part in any foreign country by convict 
labor." Customs regulations provide for the detention of -
merchandise in classes that the Commissioner "reasonably but not 
conclusively" finds are likely to be imported and are "within the 
purview of section 307." 19 C.F.R. S 12.42(e)-(g). Your 
approval is required for publication of a Federal Register notice 
of such action. 19 C.F.R. 12.42(f). The effect of publication 
is to shift to importers of articles within these classes the 
burden of coming forth with evidence to convince the Commissioner 
that their specific merchandise is not prohibited by section 307. 
19 C.F.R. 9 12.43. At Tah Bis a list of previous exclusion 
orders issued under 19 u.s.c. S 1307. 

My recommendation today is to invoke the first part of this process 
by approving a Federal Register Notice designating tea and 
chocolate as classes of Soviet imports that will be denied entry 
unless importers demonstrate that their merchandise is not made 
with convict labor. As noted above, the standard for this action 
is evidence that •r~asonably but not conclusively indicates• that 

·convict-made imports are likely, and Customs' submission has met 
that rather lenient standard with respect to tea and chocolate. 
Customs also presented evidence concerning aluminum and aluminum 
products, but it does not yet support Customs' recommendation of 
exclusion. Further evidence on aluminum is still being gathered. 

~ j 

INITIATOR REVIEWER REVIEWER REVIEWER REVIEWER SECR' 

OFFICE CODE 
SURNAME SULLIVAN ~Aq~ER 

INITIALYDATE I t ,,., ~ /· ·· jl· '\/, \ I I . . 
f.! . 

TO ,: 10-02.1 (11 151 . 
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customs' evidence linking Soviet convict labor with tea, chocolate 
and aluminum product imports is set out at Tab c. Witnesses are 
available to testify both to the use of convict labor to produce 
tea and chocolate in the Soviet Union and to the presence of 
convict-made imports in the United States. Although there is 
evidence that aluminum and aluminum products are made with convict 
labor in the Soviet Union, there is no evidence that imports have 
been made from convict-labor sources. Soviet tea and chocolate 
imports since the beginning of 1986 total approximately $125,126. 

A provision in this year's Continuing Resolution prohibits "funding 
an activity or paying a salary to a government employee (that) 
would result in a decision, determination, rule or regulation, or 
policy that would prohibit the enforcement of" 19 U.S.C. I 1307. 
This provision does not compel Treasury to confirm Customs' 
findings, nor does it forbid an independent review of the evidence. 

I am available to discuss this matter further at your 
convenience. 

III. RECOMMENDATION! That -you sign each of the three originals of 
the Federal Register Notice at Tab A, announcing the exclusion of 
Soviet tea and chocolate. 

IV. DECISION: 

Approve 

Attachments 

Disapprove Other 

Tab A 
Tab B 
Tab C 

Tab 1 
Tab 2 
Tab 3 

Federal Register Notice (three originals) 
Previous Exclusion Notices under 19 u.s.c. 
Customs Evidentiary Submission 

Tea 
Chocolate 
Aluminum Products 

8 1307 



CON~NTIAL 

' Questions Relating to Tea and Chocolate Imports 
From the Soviet Union 

Statute 

1. Is Customs evidence sufficient to invoke Section 1307 and to 
withstand possible legal challenges? Most of Customs 
evidence is circumstantial, hearsay and out of date. 

2. Statute exempts goods which U.S. does not produce in suffi
cient quantity to meet domestic consumption. U.S. imports 
100% of tea and cocoa (but not chocolate) requirements. 

3. Intent of Section 1307 was to protect U.S. labor from unfair 
competition. Treasury is using Section 1307 to get at 
Soviet human rights abuses. 

Tea 

1. CIA agrees that some tea is produced by convict labor. It 
has no evidence to link such production to exports. 

2. According to CIA figures, in 1986 Soviet Union produced 
598,000 metric tons of tea, imported 110,000 tons and 
exported 3700 tons. Soviet tea exports could be re-exports 
or from non-convict cultivations. 

-3. According to Commerce Dept. figures U.S. has not imported 
any Soviet tea in 1987 or in 1988 (through April). Do we 
want to ban a product we are not importing? Only evidence 
seems to be a sale in Boston observed in 1987 by Dr. Gudava 
at the Coffee Connection. That retail business apparently 
purchased same in 1986 from a wholesale operation (Ken Tea 
LTD). There does not seem to be evidence of import of 
Coffee Connection Soviet tea in 1987-88. Only a display of 
previously imported tea. 

Chocolate 

1. CIA has been unable to confirm that convict labor is used in 
making Soviet chocolate. 

Aluminum 

1. Customs evidence for use of convict labor in making aluminum 
is similar to that for tea and chocolate yet Treasury has 
decided not to ban aluminum imports which in 1986 were worth 
$21 million. 

. ,... 

CONF: DENTIAL l ') _ f' c; ?°"/fd51F/fi{ 
Decla ify on: OADR w I DAfE 0° 01 



IV 

I 

• 

THE WHITE HOUSE 

WASHINGTON 

., 
~ 

r~ 
-n:> Do ,e--.,_ 

fyi: vy I . 
a~c.. Y"~ .0 



RONALD W. REAGAN LIBRARY 

THIS FORM MARKS THE FILE LOCATION OF ITEM NUMBER __ r_· __ LISTED ON THE 

WITHDRAWAL SHEET AT THE FRONT OF THIS FOLDER. 

:.. 



From: NSKWZ --CPUA 
To: NSFEG --CPUA 

NOTE FROM: KAY ZERWICK 

-CONF IDENtIAL 

Subject: Note from General Powell 
*** Forwarding note from NSKWZ --CPUA 
To: LEDSKY - -VAXC --CONFIDENTIAL= • 

NOTE FROM: KAY ZERWICK 
SUBJECT: Note from General Powell 

Date and time 07/05/88 18 : 29:56 

07/05/88 14:49 *** 

Is it appropriate for the President to write to PM Mulroney 
congratulating him on his performance as Chairman of the Toronto 
Economic Summit? 

cc: NSMB 
NSJDN 

- -CPUA 
--CPUA 
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--CGN--~ 
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ACTION 

NATIONAL SECURITY COUNCIL 
WASHNOTON, D.C. 20506 

June 30, 1988 

MEMORANDUM FOR COLIN L. POWELL 
1M~ ~ 

FROM: STEPHEN I. DANZANSKY 

SUBJECT: Untied Lending to Soviet Bloc Countries 

4708 

Senator Sasser has written you (Tab II) urging your cooperation 
with an interagency task force he has asked Secretary Carlucci to 
chair seeking to curb financial flows to the Soviet Bloc 
countries. 

Sasser and many of his colleagues have been persuaded that untied 
lending by Western financial institutions (mainly in Europe and 
Japan) are increasing the defense burden of the United States. 
They passed a 97-0 resolution asking the President to raise the 
issue at Toronto. The Senate Appropriations Committee has 
included language in its report on the Defense appropriations 
bill calling for consultations with our allies and a report by 
September 30. 

The Administration has strongly opposed the idea of restricting 
capital flows over the three years of intermittent Congressional 
interest in the subject. Such controls would undercut sharply 
the role of the United States in international financial markets. 
Moreover, there is little chance that our allies would agree to 
match our controls. At a recent hearing, however, Carlucci 
responded to a question by opining that a West German commercial 
bank loan of $2.1 billion announced in May would damage our 
security interests. 

I chaired an interagency meeting on Wednesday, June 29, to review 
the issue and agree on next steps. Treasury, State, and CIA 
experts agree that the Senators are working with erroneous data 
and that their policy prescription is incorrect. Defense appears 
unmoved from its longstanding position favoring copfro)s. I Rave 

pasked Treasury to chair a working group (including State, DOD, 
and CIA) to pull together existing data, organizing it to address 
specific points raised by Sasser and his colleagues. When that 
data is available, in the next three weeks or so, my group will 
then~ine pt~ implications. 

Rudy.~ina anvike Andricos concur. 
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ALTON FRYE 
Vice President 
Washing ton Director 

Lt. General Colin L. Powell 
The White House 

Dear Colin: 

CbuNcJL 
ONE(l_REIGN 

'R.EIATIONS 

June 30, 1988 

I was encouraged to find in our meeting with Howard that we share similar 
perspectives on the current state of play. As we agreed, I am sending along concept papers 
which address the "two-and-a-half" decisions that seem most vital. 

In trying to impart a new burst of energy to the negotiations, I think the President 
would want to know that there are concrete, sound solutions to the worrisome problems 
about which he has heard so much. I recall how positively he responded when we formulated 
the strategic build-down concept --- he called Bill Cohen right away to encourage him --- and 
that initiative helped move the negotiations by generating a comprehensive proposal and 
formulating the discount rules for bombers which have been one key to protecting U.S. 
interests in START. 

START was more bogged down then than now and, without subjecting the President 
to mind-boggling technical detail, I should think he would be fortified to learn that there are 
some fresh ideas around to cope with mobile ICBMs, SLCMs, and the defense-offense 
relationship. As I imagine the messages for the President, they are 

... We can manage the mobile ICBM problem by using a radio tether scheme to 
provide verifiability without increasing vulnerability. 

... We can protect our option for a large number of conventional SLCMs while 
regulating the number of nuclear SLCMs by exploiting known technology to verify and enforce 
a barrier against changing warheads . 

... We may be able to start the reductions process and improve chances for an 
eventual cooperative transition toward defenses by engaging the Soviets in a mutual 
monitoring arrangement that gives meaning to your proposal of open laboratories. 

The attached analyses flesh out those messages. Obviously, each of these 
concepts can be refined further, and I would welcome a chance to respond to questions, 
objections, or sugge_stions for improvement. 

Perhaps because I was a General Electric Fellow in graduate school when he was 
sounding the theme that "progress is our most important product", President Reagan always 
struck me as excited by inventiveness. Since I am convinced that he is in a far better 
position to make the remaining tough calls than his successor could possibly be, I hope you 
will find these ideas worth sharing with him to illustrate that we can invent our way through 
the obstacles remaining in START. I look forward to discussing them with you. 

Cordially, ~ 

58 EAST 68TH STREET, NEW '!ORK, NY 10021 ■ TE L. (212) 734-0400 ■ CABI.E COUNFOREL, NEW '!ORK 
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SAILORS TO VERIFY AND ENFORCE SLCM RESTRAINTS 

How can the United States and the Soviet Union deploy large forces of 
conventional SLCMs while precluding conversion of such missiles to nuclear delivery vehicles? 

Given the kind of access to production facilities contemplated in the INF Treaty, 
existing technology could provide a solution. Let's call that solution a Secure 
Anti-lnterf erence Locking Restraint (SAILOR). 

As conceived and described below the SAILOR system 
--- would provide a barrier preventing conversion of conventionally armed 
SLCMs to nuclear armed SLCMS; 
--- would permit unfettered operation of all SLCMs; 
--- would bolster HTM by providing more reliable information regarding the 
scale of SLCM inventories on both sides; 
--- would preserve the U.S. policy of neither confirming nor denying 
("HCND") the presence of nuclear weapons on board its vessels; and 
--- would avoid the necessity of onboard inspection of warships. 

To appreciate the way SAILOR might work, a few words on the context of SLCM 
deployments are in order. 

.... 
An attractive property of a SLCM is its ability to carry a variety of conventional, 

chemical and nuclear munitions. By definition, however, a strategic bargain that limited the 
number of nuclear armed SLCMs would oblige the parties to give up some of that flexibility. 
Full warhead interchangeability is not compatible with the objective of scaling back nuclear 
force levels. 

After mating with their warheads, American SLCMs, and perhaps Soviet ones as 
well, are deployed in canisters. The canisters are then placed in launch tubes or storage 
racks aboard the vessels which would fire the missiles. Obviously, to service the missile or to 
change the warhead, one must open the canister, although doing so at sea is not customary. 
In essence the SAILOR mechanism would ensure that neither party could open the canister to 
change warheads without the knowledge of the other party, but it would not interfere with 
firing the missile in warfare (or in development and training operations). -

Just as electronic locks can prevent the unauthorized detonation of a nuclear 
warhead, comparable devices could seal a canister containing a conventional-payload SLCM 
and preclude the installation of a nuclear weapon. In order to open such a lock a special 
code number must be inserted. If a would-be user makes a mistake in entering the code, the 
lock could permit a small number of further attempts, perhaps as few as two or three. 
Repeated efforts to tamper with the lock can cause the mechanism. if so designed, to 
disable the weapon on which it is mounted. Thus, the electronic SAILOR could make it 
impractical to tamper with a conventional warhead on a SLCM. 

Note, however, that a SAILOR would be quite different in function from the 
electronic locks known as Permissive Action Links (PALs) on many nuclear weapons. A PAL is 
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integral to its nuclear woafon and tho weapon cannot be fired unless the lock is released. 
A SAILOR would be an ex ernal seal on the SLCM canister which has no bearing on the 
operational utility of the missile; its sole purpose is to bar any change in the warhead. 

The SAILOR should ensure that a serious attempt to open the canister without 
authorization would leave the missile itself inoperable, but would not trigger the warhead. 
Tamper-resistant seals developed for nuclear weapons, as well as more recent fiber optics 
techniques off er a number of serviceable approaches. There is no major technical obstacle 
to sealing a SLCM canister. (In fact, even for cruise missiles deployed without canisters, 
SAILOR technology should be workable, although problems of exposing techological intelligence 
might be more serious.) 

SAILOR INST ALLA Tl ON 
In installing SAILORs on SLCM canisters one plausible course would be to follow the 

well-established 2-key procedures through which U.S. allies have jointly controlled many 
nuclear systems. In this case, one could employ a 24-digit coded lock for both Soviet and 
American SLCMs; an American inspector would hold half the code (12 digits) and a Soviet 
inspector the other half (12 digits). The potential combinations could be so numerous that no 
one could expect to pick such a lock, even without a limit on the number of tries. 

Each country would mate its missile and warhead before placing it in its canister. 
This could be done l)rior to inspection of the canister by the other side, avoiding any 
significant loss of technical intelligence. Passive radiation detectors would enable inspectors 
to determine whether the canister contained a nuclear weapon. Thereafter, the inspection 
teams would install the seals and lock them with random numbers selected by each side 
without the other's knowledge. Any SLCMs not identified as conventionally-armed, would 
count against the ceiling on nuclear SLCMs. 

Well and good, the lock is in place but what happens when someone tries to open 
the canister illegally? The functional destruction of the missile. For example, the sealing 
mechanism could contain a small explosive charge, powerful enough to propel a bolt an inch 
or so in diameter through the guidance mechanism of the SLCM. (Less drastic measures are, 
of course, conceivable; as with nuclear proliferation safeguards, the designer could simply 
configure the device to report at the next inspection that there has been tampering. That 
is a rather weak remedy, however, for a violation that could involve swift and major 
expansion of deployed nuclear forces.) -

From a military -standpoint, another consideration is critical. One must ensure that 
the SAILOR would not interfere with the operation of the missile, if it were actually fired. 
Perhaps the simplest method would be to build into the device a time delay of a few seconds 
before it disabled the missile -- long enough to permit the missile to clear the canister if 
fired, but not long enough to enable a change in the warhead. 

For this approach to be acceptable, both Soviets and Americans would have to 
satisfy themselves that the SAILORs were truly effective. They would need to agree on a 
common design, or at least procedures for joint testing and evaluation of any system 
installed on either side. It would be prudent to establish a common pool of certified devices 
from which each side would draw randomly. And, of course, there would have to be periodic 
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A RADIO TETHER TO VERIFY THE LEGALITY OF MOBILE MISSILES 

Now that access to froduction sites for mobile ICBMs appears negotiable, a new 
approach to monitoring deploye mobiles may also be workable. The concept recognizes the 
difficult tradeoff s between enhancing verifiability and reducing vulnerability which any regime 
for mobiles must accommodate. It relies on cooperative verification arrangements to provide 
either confident assessment of the presence and legality of individual missiles or explicit 
evidence of illegality within an individual zone. 

The elements and functions of the plan are as follows: 
1.) Within each zone designated for deployment of mobile ICBMs the proprietor 

would install a central facility capable of communications via satellite with the inspecting 
nation and of local, line-of-sight communications with highly directional radios within the zone. 

2.) On each missile leaving the production site the parties would install a unique 
identifying tag, a microprocessor and a compact radio, all affixed in a tamper-resistant 
manner. The radio would be a narrow-angle device limited to perhaps 30 miles range and 
capable of communicating only through the deploying country's own ground link. Coupled to 
the microprocessor, the radio would be able to report any tampering with itself, e.g. any 
attempt to remove it from the missile, as well as the missile's identification number and its 
location within the zone relative to the communications link. 

3.) An inspecting nation would have access to the m1ssile's radio only through the 
proprietor's communications center in that zone. Without communicating directly with the 
missile (and thus without being able to exploit the status-reporting radio for targeting 
purposes), the inspector could read out information relevant to verification by interrogating 
the missile's microprocessor through the host's satellite link. 

4.) Each missile would be free to roam anywhere within the zone, provided that it 
was ready at all times to respond to the communications center in that zone. Assuming a 
30-mile range, this would substantially expand the area within which the launcher could move, 
thus bolstering survivability. And, of course, if hostilities were to erupt, the missiles would be 
able to move outside the zones established for peacetime verification purposes. 

5.) With a frequency to be negotiated (one zone per day, for instance) the 
inspector would be entitled to query the ground control center in any of the designated 
zones for access to data from the missile(s) under its control. Any interference with prompt 
communications (within one minute) through the downlink to the · missile would constitute a 
violation. · 

The inspector could direct a query in a variety of ways. He could request the 
ground link to provide a read-out from a specified missile assigned to the zone (using its 
identification number) or from a missile located at specified coordinates, detected 
independently. The basic questions would be three: 

i.) Is this a legal miHile? 
ii.) Are the radio's and microproceHor's tamper-resistant features 
intact? 
iii.) Where is the mi Hile in relation to the ground station? 
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Inability to communicate with a missile known or required to be in the -zone should 

justify a standstill for all missiles in the zone while on-site inspections are performed and, if 
necessary, repairs to the onboard radio or microprocessor are carried out. Periodically, and 
by prior notice, it would be useful to arrange a simultaneous universal query to confirm that 
all mobile ICBMs were deployed legally within the designated zones. Any missile found outside 
a designated zone or without the status-reporting package installed would be an overt 
violation of the agreement. 

6.) In order to protect the system against spoofing the inspector should have the 
option to employ cryptographic access controls in communicating with the missile's 
microprocessor. ls that compatible with a scheme in which communications pass through a 
link controlled by the host country? It should be so if the inspector is able to encrypt 
initial input in the microprocessor at the time of installation. Each query to the missile in 
the field could then perturb the microprocessor data to generate feedback that only the 
inspector could interpret accurately. The circuitry and/or software should make it possible 
for the inspector to def eat efforts by the host to manipulate the transmission for deceptive 
purposes. The microprocessor could be capable of reporting any unauthorized attempts to 
interrogate it. 

7.) There will be concern about the suggestion that the query include the missile's 
location. But remember that this arrangement would only permit a limited number of 
interrogations within any one time frame, never enough to have meaningful effects on 
targeting the larger force. Those controlling the ground stations could readily prevent 
wholesale access to more than one or a few missiles, except as scheduled. Yet locational 
data on the limited basis described here would enable the parties to gain confidence in the 
regime by correlating queries to individual missiles with other evidence to determine that only 
legal missiles are deployed. 

Note that this scheme does not add significantly to the communications 
requirements already imposed by mobile missiles. The deploying government must maintain 
reliable communications with such systems anyway. The additional hardware for the "radio 
tether" to verify compliance with arms controls would involve only a few pounds of 
equipment, which would be jettisoned prior to any launch. Furthermore, the radio tether need 
have no relationship to the operational command and control system and no impact on the 
missile's operational capability. 

Also note that only the central facility in -each zone needs to be radiating 
regularly. The missile would orient itself toward the . central antenna but could remain 
dormant until interrogated by the tower. If necessary and agreeable to the parties, a 
deploying state could expand the size of the zone by tethering missiles to more than one 
antenna, e.g. two transmitters 60 miles apart. There are important advantages, however, to 
tethering missiles to a single antenna and to separating zones sufficiently to minimize the 
possibility of deception through interlinking those antennas. For example, one would want to -
be able to synchronize clocks with the missile's microprocessor to make sure that the 
inspector is not receiving data from a missile which is in fact outside the permitted zone and 
responding through a distant relay. 

An important detail concerns whether the package should be attached to the 
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checks of the reliability of SAILORs removed from weapons in the field. 
Whenever canisters had to be opened for maintenance or repairs, inspectors from 

both sides would have to release the electronic lock. This would permit them to note the 
return of the missile for service and to confirm that the seals are intact. Perimeter 
monitoring of service facilities would ensure that unsealed missiles did not move into or out 
of designated locations. When a missile was repackaged for redeployment, the two sides 
would reinspect and reseal the canister, after confirming that no additional nuclear SLCM 
was being_ deployed. , 

There are, of course, certain problems with this scheme. It relies on the ability to 
locate and verify the relevant production, storage and maintenance facilities for SLCMs in 
order to preclude clandestine deployments. Given the advances in cooperative verification 
incorporated in the INF Treaty, this may be achievable through technical intelligence means 
augmented by negotiated rights to inspect suspect facilities. Critical to the scheme would 
be firm rules on several additional points: 

SLCM canisters should be loaded or unloaded only in port and under observation 
(without requiring direct access to the vessel involved). Although difficult to detect, loading 
SLCMs at sea should be prohibited; to evade such a prohibition effectively a party would also 
have to maintain hidden production, storage, repair and transport facilities, all of which would 
be potentially discoverable indicators of violation. Drawn precisely, such rules should reduce 
the need for onboard inspections at sea, which both navies will find objectionable. In gauging 
the relative risks and/or sufficiency of observation at identified chokepoints (production and 
assembly facilities, storage and maintenance sites, in-port loading sequences), one must 
remember that without such cooperative arrangements we would face much greater 
uncertainty regarding the scale and composition of SLCM deployments. 

Since the United States and the Soviet Union have already deployed many SLCMs, 
both conventional and nuclear of varying ranges, an initial inventory is also required. 
Because SLCMs are so small, that inventory cannot rely only upon the submission of an initial 
data base by each side. Physical · inspection of at least a significant fraction of randomly 
selected ships would be desirable, but monitoring traffic into and out of maintenance and 
repair facilities would provide considerable opportunities to detect cheating. For missiles 
already deployed, it would be necessary to install SAILORs when they are off-loaded for 
normal maintenance. 

SAILORS AND THE NCND POLICY 
Since the United States does not wish to change the so-called NCND policy -

"neither confirm nor deny" -- a scheme for sealing conventional SLCMs should not become a 
means for distinguishing nuclear-armed vessels from others. 

To retain the NCND policy, all sea-launched cruise missiles, regardless of the type 
of warhead fitted to them, could use identical canisters with identical SAILORs. This is at 
most a minor inconvenience, but some additional precautions are needed to make sure that 
nuclear and conventional missiles remain indistinguishable during deployment. 

The trick is to separate the initial confirmation of which canisters contain what 
kinds of warheads from the task of sealing and locking the canisters. For example, loaded 
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canisters could pass through a throo-stage facility. 

• At stage one detection monitors would determine whether the 
miuile contained a nuclear or connntional payload; here 
inspectors would maintain an overall count of the numbers of 
each type. 
• Stage two would be a holding room to serve as a kind of 
'blind'; here the deploying country would be able to move the 
canisters around randomly and without observation to confuse 
identificaton of any one canister as conventional or nuclear. 
• In the third stage, canistera would enter a room in which 
inspectors from the two sides would instalt seals and locks, but 
those inspectors would have no radiation detectors or other 
equipment to check which canisters held nuclear SLCMs. 

To be able to open the locks later, the inspectors at stage three would have to 
apply an identification number to each canister (correlated with the secret combination), but 
there would be no joint record matching the canister's identification number with warhead 
type. Only the weapon's owner would hold records relating the canister number to the 
specific warhead and missile production numbers, data it could obtain through the normal 
readouts used to monitor the weapon's status during deployment. When the missiles were 
returned for maintenance, they could pass through the three-stage control facility in reverse, 
with the unlocking procedures and personnel again being separated by a blind from those 
responsible for confirming inventories of nuclear and conventional SLCMs. 

Particularly considering America's greater concentration of high-value targets near 
her coasts, limiting the long-term threat of Soviet nuclear SLCMs deserves high priority. At 
the same time the legitimate military interest in exploiting cruise missiles for conventional 
purposes would be well served by procedures giving both sides confidence that abundant SLCM 
deployments will not jnevitably undermine efforts to contain the growth of strategic nuclear 
capabilities. By easing the intrinsic ambiguity of SLCM deployments, the SAILOR concept and 
related procedures would relieve the pressures against a robust force of conventional cruise 
missiles. Indeed, had this approach been conceived in time, it should have been possible to 
retain the option for conventionally-armed ground-launched cruise missiles which many were 
reluctant to sacrifice in the INF T reaiy. 

That Treaty and the emerging ST ART provisions have opened new vistas for 
cooperative verification and control arrangements. These breakthroughs make realistic the 
kinds of innovations described here. In order to guarantee that an option meeting U.S. 
security interests is available in timely fashion, design and engineering of a SAILOR system 
should begin promptly. 

June 30, 1988 
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PRESERVING DEFENSE OPTIONS AND CONCLUDING ST ART 

The relationship between strategic offenses that already exist and strategic 
defenses that may someday come to be has caused more consternation than any other facet 
of the START negotiations. Yet recent changes in the Soviet _position make possible an 
approach to the issue of strategic defense that meets President Reagan's requirements and 
provides the basis for a START agreement. 

From their adamant insistence that research on exotic defenses was permissible 
only within the four corners of the laboratory, the Soviets have gradually moved to a more 
realistic acceptance that wideranging development and testing of the relevant technologies 
will proceed. They acknowledge that the ABM Treaty permits such activities at fixed sites 
on the ground, e.g. the large U.S. laser to be built at White Sands. Senior Soviets also 
admit that some development and testing may take place in space. For a variety of 
reasons, including their evident desire to close a deal with the Reagan administration and 
mounting confidence that, if necessary, they can counter any unilateral U.S. exploitation of 
defensive technologies, the Soviets seem more willing than before to bargain seriously on this 
subject. 

This gives the President the opportunity to achieve both his goal of major 
reductions and his goal of pursuing SDI. He can do so by framing his response to recent 
Soviet concessions on the basis of principles he has already set forth: 

) ) The United States does not seek to exploit SDI to gain 
strategic superiority. 
) ) The United States seeks a cooperative transition to a new 
strategic regime in which defenses play an increasing role. 
) ) The United States offers to arrange 'open laboratories' in 
which Soviets and Americans can observe each other's work on 
defensive technologies. 
) ) The United States is willing to strengthen the ABM Treaty by 
pled_ging continued adherence for a reasonable period. 
)) The United States proposes that each side lay out for the 
other's inspection ih planned dnelopment schedules for strategic 
def ehses. 

With these guidelines in mind, one can see a way to bridge the remaining gap between the 
two sides. 

Without agreeing to specify which technologies are permitted in space and 
which are prohibited, the United States and the Soviet Union could identify 
defensive technologies of mutual concern to be tested iointly and/or under 
mutual observation. Each side would retain the ri~ht to conduct such tests on 
a national basis, but would commit itself to provide the other government an 
opportunity to examine specified payloads prior to launch and to monitor data 
collected during such tests. 

This concept builds on verification precedents devised in the INF agreement, specifically the 
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arrangements for prelaunch inspection of missiles being destroyed by launching and for 
constraints on data transmissions during such launches. Furthermore, the plan does not 
involve the kind of wholesale, continuous access to sensitive facilities and accompanying loss 
of technical intelligence that a full "open laboratories" regime would entail. It would confine 
the transparency of both sides' programs to an enumerated set of space-based tests. 

What would be required is 1.) sufficient display of payloads prior to final 
encapsulation in the launch shroud to confirm that the hardware is what it purports to be, 
e.g. a laser or mirror of stated dimensions; and 2.) the stationing of technicians at the 
appropriate ground facilities during data readout and analysis for specific experiments. Such 
inspections would not differ fundamentally from the scope of verification arrangements for 
the reductions process on offenses. Certainly these procedures would mark an unprecedented 
departure for both parties, but, comparatively speaking, they should be more advantageous to 
the United States, since they would provide a wider window on the less accessible activities 
of the Soviet Union. 

It will take some persuading to get the Soviets to see the mutual benefits of this 
plan; many details would require negotiation. They are reluctant to do anything that smacks 
of legitimizing SDI and they will be suspicious of any compromise proposals put forward by the 
administration. Nevertheless, properly refined and presented, this approach would be a 
demonstrably fair and workable response to Soviet concerns. _ 

The virtue of this approach is that it would enable the parties to specify the 
technologies to be monitored without prejudging whether they should be constrained. It 
imposes no prohibition or burden on full exploration of the SDI technologies, but it provides a 
basis for reaping the harvest of offensive reductions in the near term. It gives the Soviets 
their list without their limitations. It would lend credibility to the President's proposals for a 
cooperative transition and for open investigation of defensive technologies. In short, it 
creates a watching brief instead of a veto. 

Coupled with the President's pledge of non-withdrawal from the ABM Treaty for a 
number of years, this concept could bring Moscow to accept the START agreement for which 
he has worked so long. The Soviets recognize that concurrence in such a mutual monitoring 
scheme would strengthen the President's hand in requesting congressional support for SDI 
activities. Yet, for a combination of reasons, including the fact that such arrangements 
would provide both sides with early warning about potential defensive breakthroughs for which 
they would need to compensate, the Soviets could see the value of a trade-off between 
political leverage and strategic predictability. · 

Of critical importance to American security, expanded monitoring of this type would 
provide U.S. military planners with a more confident basis for tracking trends in Soviet 
technology and for shaping our own strategic programs. It would be a decisive cure for the 
ambiguities which concerned the JCS in last December's summit statement. 

Clearly, even if offensive reductions begin neither country will continue them if it 
fears that the other is moving toward a unilateral breakout on defense. Thus, the 
President's initial instinct to stress the imperative of cooperation in any transition to primary 
reliance on defenses was sound. Defining a more precise predictability package of the type 
outlined here would protect future defense options by implementing the President's stated 
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Would Moscow agree that a mutual monitoring regime justifies acceptance of the 

pending offensive reductions? It might help persuade them if a preliminary approach involved 
a senior figure outside the Administration able to argue that such an arrangement would 
enjoY. bipartisan support, whatever the outcome of the election. On the Soviet side it is 
possible that Velikov and Sagdeyev, scientists with access to the General Secretary, would 
make the case for such a transparency measure. 

An important fact: Sagdeyev said privately during the Washington summit that 
it was not essential to solve this problem immediately, but that it needed to be 
addressed over the next three years or so. If that is the Soviet attitude, 
beginning negotiations of a mutual monitoring arrangement for specified 
defensive experiments might be enough to get Gorbachev to close the deal on 
ST ART. There would be no need to rush the detailed formulation of the 
monitoring agreement, and work on it could proceed into the early phases of 
offensive reductions. 

Someone once said that "science progresses by substituting the unimportant 
problems it can handle for the important ones it cannot." Diplomacy of ten moves forward 
with similar indirection. In view of the protracted frictions over strategic defense, it is 
certainly worth attempting to lubricate the process by initiating a technical negotiation 
focused on ways two wary governments can keep closer tabs on each other1s experiments 
with exotic defenses. 

July 1, 1988 

3 



THE WHITE HOUSE 

WASHINGTON 

,July 5, 1988 

Mr. President: 

As we discussed this morning, 
attached is a redraft of the letter 
to the Prime Minister of Barbados 
concerning Dame Nita Barrow. 

Colin L. Powell 



• j 

Dear Mr. Prime Minister: 

Thank you for your letter of February 10, 1988, 
concerning Barbados' candidacy for the Presidency 
of the Forty-Third Session of the United Nations 
General Assembly. 

We have the highest regard for Dame Nita Barrow. 
She has served Barbados with distinction as your 
country's Permanent Representative to the United 
Nations and she has strong qualifications for 
serving as General Assembly President. I encourage 
your efforts to gain a regional consensus for Dame 
Nita. As has been our practice for over 25 years 
we will indicate our preference after we have heard 
the view of the regional grouping. 

I can assure you that if Dame Nita is elected to 
the United Nations General Assembly Presidency, we 
will work closely with her during the forthcoming 
UNGA session. 

Sincerely, 

The Honorable 
Lloyd Erskine Sandiford 
Prime Minister of Barbados 
Bridgetown 

Df', /Aele:,secll 
NLS ----- z:..s- # lfP."' 

BV--1~~ NARA, DATF l~/;;../'1? 



THE WHITE HOUSE 

WASH I NG TON 

July 5, 1988 

MEMORANDUM FOR COLIN POWELL 

THRU: ALAN KRANOWITZ A1U~ 

FROM: 

SUBJECT: 

JIM DYER'!vf) 

Central ~erican Congressional Trip 

Congressman Tom DeLay (R-TX), and Robin Tallon (D-SC) are putting 
together a three day trip to Nicaragua over this weekend with the 
purpose of calling attention to the human rights situation in 
Nicaragua. This trip is a followup to a special order both will 
take on the House Floor tomorrow focusing on political prisoners, 
human rights and the situation in Nicaraguan prisons. It is also 
an integral part of the pro-Contra members strategy to raise 
visibility for the Contra cause in the House. 

DeLay has asked the State Department to set up meetings with 
Borge, as we l l as l e ader s of the internal opposition in 
Nicaragua. He has also a sked that an itinerary be drawn up 
enabling the members of Congress to fan out across Nicaragua to 
visit prisons where political prisoners are held. They want to 
literally bang on the prison doors and in a high visibility way 
attack the Sandinista human rights record. 

To date, DeLay, Tallon, Bob Dornan and Beverly Byron have signed 
up. More members will also sign up this week. They have asked 
DOD for a plane to take them to Managua and DOD has set a C-9 
aside to do so. However, they have no Congressional 
authorization to travel and it is unlikely Jim Wright will -allow 
any of the committees to authorize the trip. This means they 
will ask us to authorize their travel. I will need your guidance 
on whether or not we will authorize their trip. A note of 
caution; should we fail to authorize the trip, we will aggravate 
an already difficult situation with our supporters in the House 
and in all probability reinforce their contention that we are not 
doing enough in the area of public diplomacy to aid the Contra's 
cause. 



... --- . 

STATEMENT ON GULF INCIDENT 7/5/88 

We deeply regret the loss of life and are in the process of 

investigating the incident. It is important to note, however, 

that any commanding officer's primary obligation is to protect 

his crew and his ship. We have made this quite clear throughout 

the Persian Gulf mission and have acted accordingly. Not only 

was the USS VINCENNES tracking an aircraft, which refused to 

identify itself, it was also engaged in a surface action with 

Iranian units. The VINCENNES had about four minutes from the 

time it picked up the target and until it was declared hostile. 

This is a severe constraint. Given these facts, the USS 

VINCENNES took proper defensive action. Considering the 

information available to him, the commander acted with good 

judgment and followed his authorities. 



INCIDENT IN THE GULF 7/5/88 

Q: Any reaction to the threats against US hostages in 
Lebanon? 

A: We hold the kidnappers responsible for the safety and well 
being of all the hostages. We call for their prompt and safe 
release. 

Q: Has the US been in touch with Iran regarding these hostage 
threats? 

A: No. However, we have made it repeatedly clear to Iran 
through both private and public communications in the past 
regarding their responsibility for the well-being of the 
hostages. 

Q: Has the US contacted Iran over the incident? 

A: On Sunday the US sent a message to Iran via the Swiss Embassy 
in Teheran which represents US interests. The message expresses 
our deep regret over the tragic loss of life, pledges US efforts 
to arrive at all the facts, and urges Iran to seek a peaceful 
solution to the conflict. 

Q: Have we received a response from Iran? 

A: Not that I am aware of. 

Q: Will we approach Iran to help in the invesitgation? 

A: I believe the investigation will center on the electronic 
data, logs, and interviews of the crew of the USS VINCENNES and 
any other factors that may come up. I envisage no contact with 
Iran on the matter. 

Q: Have we contacted the Soviet Union or have we heard from the 
Soviet Union over this incident? 

G: There was no communication with the Soviet Union outside of 
the notice we sent to all governments notifying them of the 
incident. News reports from Moscow have been mixed, with TASS, 
for example, reporting the incident without comment, but noting 
the President's message of regret. 



INCIDENT IN THE GULF -2- 7/5/88 

Q: The Soviets claim KAL was over their territory, whereas the 
Iranian Airbus was in international waters. Do you have any 
comment? 

A: As the President and Admiral Crowe have stated, there are 
fundamental differences. In the KAL incident, there was no 
combat in progress. Secondly, no warning in any form or fashion, 
and it was at very high altitude. 

Q: Will the US consider reparations? 

A: This is premature since we still have an ongoing 
investigation. We will have to await the results of that 
investigation. 

Q: Is there any change in US policy? 

A: There is no change in policy. Our purpose is to protect US 
flagged ships and to protect the broader principle of freedom of 
navigation in the Gulf. We are constantly surveying and 
reviewing not only the rules under which we operate, but also the 
rules of engagement. This will be part of the present 
investigation. If we see something in our investigation that 
suggests that we can make it more safe and still protect 
ourselves, we will change it. 

Q: Is it true that the USS VINCENNES interfered with civilian 
air traffic in the past? 

A: I am not aware of this. I would refer you to DOD. 

Q: Are there any meetings planned at the White House? 

A: There are no meetings or briefings scheduled beyond the 
President's normal national security briefing in the morning. 

Q: Will the Administration invoke the War Powers Act over this 
incident? 

A: In our continuous efforts to keep the Congress informed, and 
consistent with the War Powers Resolution, letters explaining the 
incident were sent to the Hill yesterday. These will be 
available immediately after the briefing. 

Q: Is it true that the Pentagon received an after action report 
from another US ship that the Iranian aircraft was actually 
ascending before it was hit? 

A: I am only aware of the news reports. I would refer you to 
DOD. I would assume any such reports would be examined during 
the course of the investigation. 



INCIDENT IN GULF -3- 7/5/88 

Q: Have we noticed any increase in terrorist acts that can be 
linked to the Gulf inicdent? 

A: Yesterday a small bomb exploded about 1000 feet from the 
Embassy in Madrid causing no injuries or damage. However, I am 
not aware of any increased terrorism at this time. 

Q: Have US Embassie s upgraded their security measures? 

A: We never discuss the specific steps we may or may not be 
taking on security concerns. However, our Embassies are taking 
appropriate precautionary measures. 



DOD INVESTIGATION OF GULF INCIDENT 7/5/88 

Q: What is the status of the investigation? 

A: I understand a DOD team departed for the Gulf yesterday. 
This team is headed by Rear Admiral William N. Fogarty. It is 
scheduled to complete the investigation within 15 days. As the 
President stated on Sunday DOD will conduct a full investigation. 
The team left Tampa Monday morning. Will arrive Bahrain later 
today. 

Q: Who is on the team? 

A: I don't have that. Ask DOD. 

(FYI: DOD will probably not release this information since the 
team may grow after it arrives in the Gulf.) 

Q: Will the team be available to the press? 

A: That is up to DOD. Based on past practice, I do not believe 
investigative teams meet with the press. (DOD isn't planning on 
it.) 

Q: Is it true that an Italian ship has confirmed that the 
airliner was outside its normal route? 

A: I am aware of the news reports, but have nothing on this. I 
am sure this will be examined in the course of the DOD 
investigation. 

Q: What is the alert status of our forces in the Gulf? 

A: There is no change in our alert status. We remain vigilant 
and alert. We have not changed our operating tempo. 

(FYI ONLY: One US ship may have left Abu Dhabi early.) 
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THE WHITE HOUSE 

WASHINGTON 
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THE WHITE HOUSE 

WASHINGTON 

July 1, 1988 

MEMORANDUM FOR JOHN TUCK 

FROM: JAMES C. McKINNEYv1::\{r 

SUBJECT: Joint Chiefs of Staff and Commander in Chief's 
Conference 

Annually the Joint Chiefs of Staff and the CINC's meet at a 
location outside of the Washington, DC area and conduct a 
major war game in conjunction with the conference. 

This year the conference will be held in Pensacola, Florida on 
21 -25 August 1988. The war game normally lasts from 8:00 
a.m. to 3:00 p.m. each day. After 3:00 p.m., the participants 
are free to enjoy many activities that are planned for all 
attendees. The evenings are normally filled with a social 
event. 

Previous participants at the war game have been Caspar 
Weinberger, Elliot Richardson, Walter Cronkite, Congressmen 
Slattery and Skelton, plus many other distinguished 
Americans. 

Senator Baker would be asked to play the role of the 
President. 
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VIA PRIVACY CHANNEL 

TO: PRIM~ MINISTER MARGARET THATCHER 

FROM: PRESIDENT ~ONALD REAGAN 

SUBJECT: MOSCOW HUMAN RIGHTS CONFERENCE 

BEGIN TEXT: 

DEAR MARGARET: 

PAGE 02 

BECAUSE YOUR OWN JUDGMENT IN MATTERS RELA'J.'l.NG TO EAST-WEST 

ISSUES IS SO SOUND, AND BECAUS~ l. ~NOW HOW CLOSELY YOU HAVE 

FOLLOWED EVENTS IN VIENNA, I ESPEClAL~t VALUED YOUR LETTER OF 

DECEMBER 21 ON THE MOSCOW HUMAN RIGHTS CONFERENCE. 

GIVEN ALL THAT HAS OCCURRED OVER 'l'J-IE PAST SEVERAL MONTHS, I 

BELIEVE THE TIME HAS COME TO RESPOND POSITIVELY TO 'J.'H.I!: SOVIET 

REQUEST TO HOST A HUMAN RIGHTS CONFER~NCE lN 1991. TRUE, WE HAVE 

NOT GOTTEN ALL WE WANTED FROM TH~ SOVIETS, BUT WE HAVE MADE 

SUBSTANTIAL GAINS BEYOND WHAT YOU OR I COULD HAV~ EXPECTED EVEN A 

YEAR AGO. MUCH PROGRESS HAS BEEN REGISTERED IN ~~SOLVING 

POLITICAL AND RELIGIOUS CASES. EMIGRATION RAT~S ARE UP. JAMMING 

HAS CEASED. THE INSTITUTIONALIZATION OF REFORM HAS BEEN PROMISED 

'l'O 'J.'HE WORLD BY GORBACHEV. 

I BELIEVE WE MUST NOW LOOK TO HOW WE CAN BES'J.' !>.RESERVE ANO 

EXTEND OUR ADVANCES, AND IT SEEMS TO ME THAT THI~ MJ::ANS WE SHOULO 

AGREE NOW TO A MOSCOW CONFERENCE IN 1991 AS PART 01'' A PACKAGE OF 

CSCE FOLLOW-ON MEETINGS. LIKE YOU, I AM DET~RMlNED TO KEEP THE 

FAITH WITH THOSE WHO HAVE FOUGHT SO COURAGEOUSLY FOR HUMAN RIGHTS 

IN THE SOVIET UNION, AND TO DO WHAT WE CAN '!'U PREVENT SOVIET 

BACKSLIDING. THIS MEANS WE ARE PREPARED 'J.'0 MONITOR CAREFULLY 

D J~eleci-sec/ 
NLS F -CJSS "/~~ 
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IMPLEMENTATION OF ACTUAL HUMAN :UGH'J.'S REFORMS, INCLUDING THOSE 

GORBACHEV HAS PROMISED .t''OK 1989. I ALSO BELIEVE WE HAVE 

ESTABLISHED A PROCESS 'l.'HA'J.' WJ..LiL MAINTAIN CONTINUOUS PRESSURE ON 

THE SOVIETS AND ENCOURAGr; .t'Ul<'l.'HB.K PROGRESS. IT GOES WITHOUT 

SAYING THAT IF THERE IS MAJO~ ~ACKSLIDING OR A SIGNIFICANT 

REVERSAL OF PRESENT TRENDS, wr,; AND O'rHER ALLIES AS WELL WOULD 

WISH TO REVIEW OUR PARTICl.1:'A'.l.'J.ON .(N MOSCOW IN 1991. 

GIVEN THIS SITUATION, I Hoe~ rou CAN JOIN WITH us IN 

ACCEPTING A MOSCOW CONFERENCE. IT WOU~D BE OUR CURRENT PLAN TO 

SIGNAL OUR ACCEPTANCE ON TUESDAY, JANUAHY 3. I WOULO WELCOME 

YOUR FURTHER VIl:,;WS ~EFORE WE TAKE THIS STEP. 

~ND TEXT. 

SINCERELY, 

RON 

7 
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f M WH I TE H OU SE 

.-SEC RE T VIA PRIVACY CHANNELS [Y£S ONLY 

0000 

P L E AS E D E L I VE R T H E F O L L OW I NG ME SSA GE ------ f ROM G f N. 
COL I N PO WE L l , NAT I ON AL SE CUR I TY ADV I SOR TO TH£ PR£ S I D £ NT. 

DEAR 

THANKS FOR YOUR KIND WORDS. IT WAS A PLEASURE TO WORK WITH YOU. 

YOU ARE ONE OF THE TOP PROS . I APPRECIATED ALL THE SUPPORT YOU 

PROV I DE D . Al L THE BE ST I N YOUR NEW ASS I G N ME NT . 

WARMEST PERSONAL REGARDS , 

COL IN 

i: 0 2 2 5 



EYES ONLY TO 
CHANNELS 

Dear 

BACK CHANNEL/PRIVACY 

Thanks for your kind words. It was a pleasure to work with you. 
You are one of the top pros. I appreciated all the support you 
provided. All the best in your new assignment. 

Warmest personal regards, 
(2_ 

Colin 
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PR T: POWELL 

<PREC > PRIORITY <CLAS > SECRET <DTG> 111651Z JAN g9 

TO TH£ WHIT£ HOUSE 

S [ C R f L 111651Z JAN 89 PRIVACY CHANNELS .. 
f M: 

TO : GE NE RA l CO l I N l. P O WEL L , US A, · ASS I ST ANT TO THE 

PRESIDENT, NATIONAL SECURITY AFFAIRS, NATIONAL SECURITY 

CO UN C I L, WH I TE HOUSE 

SUBJECT : PERSONAL MESSAGE FOR GENERAL POWELL 

DEAR COLIN : 

AS YOUR DAYS ON THE NSC COME TO A CLOSE ANO YOU HEAD Off 

FOR YOUR NEW COMMAND, I WANT TO ADD MY CONGRATULATIONS AND VERY 

BEST WISHES TO YOU , BOTH FOR THE NEW ASSIGNMENT ANO FOR THE 

FINE RECORD Of SERVICE IN YOUR PRESENT JOB. I WELL REMEMBER 

AND APPRECIATE THE STRONG SUPPORT AND WISE COUNSEL YOU ALWAYS 

BROUGHT TO BE AR ON THE I S SUES WE OE ALT WI TH WH I LE I WAS I N 

WASHINGTON . I AM NOW ENSCONCED ANO H OP E I f Y O U C O ME 

THIS WAY TO SEE YOU ONCE AGAIN. WITH HIGHEST REGARDS , 

110'49 l 
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PRT : DONLEY NEGROPONTE PERITO POWELL SIT STEVENS 
S I T : COO WH SR ~HOT L I NE 

<PRE C > I MME D I A TE <CLAS > e B lff I BE ~H I A-b < D T G > 0 2 0 2 4 5 Z J AN 8 9 

F M WH I TE H OU SE 

TO CAB I NET OFF I CE LONDON 

e 8 NF I 9 E ~ T I AL VIA CABINET OFFICE CHANNELS 
000 0 

PL EASE DELIVER THE FOLLOWING MESSAGE FROM PRESIDENT REAGAN 
TO PRIME MINISTER THATCHER . 

SU BJ EC T: MOSCOW HUMAN R I G HTS CONFER E NC E 

BEGI N TEXT 

DE AR MARG ARE T: 

BECAUSE YOUR OWN JUDGEMENT IN MATTERS RELATING TO EAST-WEST 
ISSU ES IS SO SOUND , AND BECAUSE I KNOW HOW CLOSELY YOU HAVE 
FOLL OWED EVENTS IN VIENNA , I ESPECIALLY VALUED YOUR LETTER OF 
DECE MER 21 ON THE MOSCOW HUMAN RIGHTS CONFERENCE . 

GIVEN ALL THAT HAS OCCURRED OVER THE PAST SEVERAL MONTHS , I 
ELI EVE THE TIME HAS COME TO RESPOND POSITIVELY TO THE SOVIET 
EOU EST TO HOST A HUMAN RIGHTS CONFERENCE IN 1991. TRUE , WE HAVE 
0 T GOT TE -N ALL WE WANTED FROM THE SO V I ET S, BUT WE HAVE MADE 
UB STANTIAL GAINS BEYOND WHAT YOU OR I COULD HAVE EXPECTED EVEN A 
E R AGO. MUCH PRO GR E S S HAS BE E N RE G I STE RE O I N RE SOL V I NG 
OLITI CAL A-NO RELIGIOUS CASES. EMIGRATION RATES ARE UP . JAMMING 

S CEA~EO. THE INSTITUTIONALIZATION OF REFORM HAS BEEN PROMISED 
TH E WORLD BY GORBACHEV . 

BE L I E VE WE MUST -NOW L O OK TO HOW WE CAN BEST PRESERVE AN 0 
D 
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EXTEND OUR ADVANCES , AND IT SEEMS TO ME THAT THIS MEANS WE SHOULD 

AGREE NOW TO A MOSCOW CONFERENCE IN 1991 AS PART OF A PACKAGE OF 

CSCE FOLLOW-ON MEETINGS. LIKE YOU , I AM DETERMINED TO KEEP THE 

FAITH WITH THOSE WHO HAVE FOUGHT SO COURAGEOUSLY FOR HUMAN RIGHTS 

I N THE SOVIET UNION , AND TO DO WHAT WE CAN TO PREVENT SOVIET 

BACKSLID I NG. TH IS MEANS WE ARE PREPARED TO MONITOR CAREFULLY 

I MPLEMENTATION OF ACTUAL HUMAN RIGHTS REFORMS , INCLUDING THOSE 

GO RB ACHE V HAS PROM I SE D FOR 19 8 9. I AL SO BEL I EVE WE HAVE 

ESTABLISHED A PROCESS THAT WILL MAINTAIN CONTINUOUS PRESSURE ON 

TH E SOVIETS AND ENCOURAGE FURTHER PROGRESS. IT GOES WITHOUT 

SAYI NG THAT IF THERE IS MAJOR BACKSLIDING OR A SIGNIFICANT 

RE VERSAL OF PRESENT TRENDS , WE AND OTHER ALLIES AS WELL WOULD 

I SH TO REVIEW OUR PARTICIPATION IN MOSCOW IN 1991. 

GIVEN THIS SITUATION , I HOPE YOU CAN JOIN WITH US IN 

CC EPTING A MOSCOW CONFERENCE . IT WOULD BE OUR CURRENT PLAN TO 

SIG NAL OUR ACCEPTANCE O-N TUESDAY , JA-NUARY 3. I WOULD WELCOME 

OU R FURTHER VIEWS BEFORE WE TAKE THIS STEP. 

E D TEXT 

;. 20 3 

SINCERELY , 

RON 

'CONFIDENTIAL 
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