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Strengthening CoCom

Study Content

An overall examination of the effectiveness of the
CoCom process with the goal of strengthening this mechan-
ism and reducing the flow of strategically important tech-
nology to the East. Aspects to be examined include:

- An overall review of the effectiveness of CoCom,
including study of how controls have been evaded or
strategic items not placed under control.

- A review of the strategic criteria

- An assessment of the progress to date in the on-
going List Review process

- A review of efforts to improve enforcement, counter-
intelligence cooperation and the harmonizaticn of
licensing procedures ‘

- Purther measures to strengthen CoCom institution-
ally, such as through the establishment of a military
subcommittee or through the provisions of additional
support staff and resources

- Assessment of controls on re-export of goods from
non-CoCom nations

Implementation Strategy

- Convene z High Level Meeting (HLM) in late February
or March to stimulate policy attention on the aspects
listed above and, hopefully, to highlight the need
for an ad hoc CoCom committee on "other high techno-
logy, including oil and gas" (see section 5, below).
A proposal for a military sub-committee will also

be presented at this meeting

- Schedule meeting of computer working group in April
and continue efforts, using HLM sessions if necessary,
to reach full committee agreement in this area

- Continue efforts to discuss harmonization and en-
forcement issues as well as re-export licensing with
CoCom working-level officials

- Develop a2 plan and seek support from CoCom govern-
ments to enhance the organization's physical faci-
lities and support resources
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-. Many elements of the program to strengthen CoCom
have been raised earlier, with a notable lack of

enthusiasm from allied governments. The prospects
for some elements of the program may not be bright.
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5. Multilateral Controls on High Technology Exports,
including 0il and Gas Eguipment, and Data

Stuév Content

This study is designed to show the relationship of
controls on high technology exports not currently control-
led bv CoCom--including oil and gas technology and equip-
ment--to the security interests of the U.S. and its allies.
The study will:

- identify the USSR's priority energy projects and
the potential contributions that Western equipment
and technology can make to these

- determine the impact of these projects on the
level of Soviet energy production

- determine which Western equipment and technology
is key to Soviet plans

The results of these analyses will be assessed in the con-
text of the implications of Soviet energy exports for
Western energy security and the advantages to the Soviets
in pursuing their strategic aims, of increased levels of
energyv exports to hard-currency markets (this latter in-
formation will be developed by the energy and the over-
all East-West studies, respectively).

Implementation

- Presentation of the following points by the U.S.
delegate to CoCom at the next feasible meeting:

- CoCom should examine whether multilateral
controls on high technology equipment (not
now controlled), including o0il and gas, will
enhance Western security

- - CoCom may wish to establish one or more sub-

groups to review specific technology areas
such as oil and gas

- The 1. g is willina +n farwyard z proposal

Problems

- The French and Germans have emphasized that oil and
¢as eguipment should be considered under existing
CcCom criteria, which are limited to military uses.

They will zlmost certainly argue that the consideration
of oil and gas is, in the present instance, inappropriate.

~ N T



- The French have resisted the creation of any new
committees or related structures, and will probably
regard the o0il and gas ad hoc committee as such, and
attempt to rule it out on that ground.
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Canadians, FRG and UK) to do likewise. The NATO staff will need to
draw heavily on recent work of the Committee (much of it supported
by CIA and INR) and of the OECD. National submissions will be
needed and expected, and CIA and INR should be prepared to provide
full economic analyses after the Interagency Group approves the
attached terms of reference, which incorporate the individual
comments of agencies received over the holidays.

NATO has the drawback, for purposes of this study of not
including Japan. However, Japan will need tc be involved in some
informal way--both Japan and France rule out direct Japanese
participation--from the outset. The so-called "Trio Mechanism" used
to involve Japan, Australia and New Zealand in Polish contingency
planning serves as a precedent. However, the French have stated
their objection to having Japan directly involved in this NATO work
and they may balk at use of the "Trio Mechanism." In any case, we
will have to have informal bilateral consultations with Japan,
either to supplement "Trio" meetings or as a replacement for themn.
We should seek to have both the "Trio" meetings and bilaterals held
in Washington, with USNATO and Embassy Tokyo having supplemental
roles.

Our other priority task should be to submit to NATO our proposal
for the terms of reference of the study. While it is extremely
important to ensure that the -work begins soon, and on the basis of
our TOR, we should consult with key Allies, both in capitals and at
NATO, to determine whether they would join with us in- submitting
parts of the TOR. The initial series of meetings in the Economic
Committee is expected to run 7-10 days.

TERMS OF REFERENCE

We see two major constraints on the terms of reference: they
should not imply an overly broad study, in part, because of NATO
staff and time limitations; and they must cover some areas of
interest only to our Allies (e.g., agricultural trade).

We might propose to title the study "An Examination of the
Security Aspects of East-West Economic Relations," in order to
emphasize that the study is to enter into broad policy questions.

The approved terms of reference should also be used as the basis
for a US paper (or papers) .for the NATO Economic Committee. The
analysis will need to track with the decisions of the interagency
groups planning for follow-up on COCOM and other high technology.
energy and credit. The US can submit these papers, whether or not
the terms of reference belcw are agreed multilaterally.



DRAFT TERMS OF REFERENCE

I. SOVIET ECONOMIC SITUATION AND OQUTLOOK
A. Structure
1. Military sector
2. Civilian sector
B. Recent Economic Trends and Problems
l. Industrial sector
2. Energy sector
3. Agricultural sector
C. Economic Outlook
D. Economic Policy Options for Resource Allocation

II. IMPACT OF EAST-WEST ECONOMIC RELATIONS ON SOVIET ECONOMIC AND
MILITARY PERFORMANCE
A. Evaluation of Recent and Prospective Economic Relations
l. Trade
2, Finance
a. debt
b. hard currency earnings
B. Soviet Economic Benefits from Trade with the West
l. Critical industrial sectors (including energy)
2. Agricultural sector
3. Relations with client states
C. Direct and Indirect Contributions of East-West Economic
Relations to Warsaw Pact Military and Strategic Capabilities

III. WESTERN ECONOMIC VULNERABILITY AND DEPENDENCE ON THE EAST

A. Supply Relationships
l. Energy
2. Raw materials
3. Outlook

B. Soviet and East European Markets
1. Manufactured goods
2. Agricultural products

C. Potential Economic and Financial Leverage Against the West

IV. MAJOR FINDINGS

The above terms of reference could be addressedé by the Economic
Committee in three or four separate meetings in late February-early
March at the senior experts level, followed by a meeting of
policv-level cfficials to outline the policy implications of the
anzlytical work. Icdeally, this latter meeting should be held at the
NAC, with participation of experts from the capitals.

The first meeting, on the Soviet economy, would try to establish
sone common ground for the analysis of the strategic considerations
of East-West commercial relations. The meeting and paper could be
organized as follows:



I. SOVIET ECONOMIC STRUCTURE

A. Military Sector
B. Civilian Sector

II. RECENT ECONOMIC TRENDS
A. GNP Growth
B. Accumulating Problems in Industrial Sector

C. Energy Sector
D. Effect of Four Consecutive Poor Harvests

III. ECONOMIC OUTLOOK
A. Demographic Factors
B. Resource Constraints
C. Productivity Prospects
D. Economic Growth in the 1980's

IV. RESOURCE ALLOCATION POLICY
A. Continued Support for Consumption-Oriented Programs, an
Attempt to Cut Back on Investment Growth, and Delays in Some
Military Programs
B. Evidence of Reduced Aid to Eastern Europe and the Third World
C. Policy Decisions Facing the Leadership

In this meeting, the Committee should strive to identify some of
the less well understood reasons for current Soviet economic diffi-
culties, which are not merely the result of a run of poor agricul-
tural years. The United States should also draw the attention of
the Allies to the likelihood/evidence that economic constraints have
already led to delays and cutbacks in Soviet military programs and
in aid to client states and Third World initiatives. In reviewing
the policy decisions the new Soviet leaders must make, the relation-
ship between military spending and economic cooperation with the West
should be documented and established.

The second meeting, on the contribution of East-West commercial
relations to Soviet economic and military power, would summarize the
trends in Soviet economic relations, and look at the possible role
of East-West commercial relations in facilitating the Soviet
leadership's resource allocation program. The meeting and the paper
could be organized as follows:

I. CONTRIBUTIONS CF EAST-WEST TRADE AND TECHNOLOGY TRANSFER TO THE

SOVIET ECONOMY
A. Critical Role in Some Industrial Sectors
B. Dependence of Livestock Program on Imported Grain

II. CONTRIBUTIONS OF EAST-WEST TRADE AND TECHNOLOGY TRANSFER TO
SOVIET MILITARY POWER
A. Industries Essential to Military Production
B. Weapons Systems
C. Easing of Constraints
D. "Indirect” Contributions from Freeing Industrial Resources
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III. IMPACT OF HARD CURRENCY AVAILABILITY/CONSTRAINTS ON SOVIET
POLICY
A. Direction and Size of Resource Transfers between USSR and
West
B. Support for Eastern Europe
C. Sectoral Impact
D. Support for Third World

IV. POTENTIAL CONTRIBUTION OF EAST-WEST COMMERCIAL RELATIONS TO
ALLEVIATING ECONOMIC STRAINS IN THE USSR
A. Outlook for Soviet Import Capacity and Impact on Ecocnomic
' Growth and Allocation of GNP
B. Role of Expanded Use of Credits
C. Role of Compensation Agreements
D. Role of Institutional Arrangements

The third meeting dealing with Western vulnerability and
dependence could be structured as follows:

I. SUPPLY RELATIONSEIPS
A. Western Dependence on Soviet Energy
B. Western Dependence on Other Soviet Raw Materials
C. Outlook

II. DEPENDENCE ON SOVIET MARKETS
A. Machinery
B. Grain
C. Outlook

IIl. LEVERAGE ARISING FROM ACCUMULATION OF SOVIET AND EAST EUROPEAN
DEBT TO THE WEST
A. Past Record
B. Outlook

In this meeting, our objectives would be to achieve joint
recognition of the extent of the potential and actual influence that
the USSR and Eastern Europe can exercise on Western economies and
policies.

Source Material .

s 3 two-
material for the NATO study.
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Draft Strategy and Terms of Reference
for East-West Economic Study

Drafted:EUR/RPE/EWEA:RFrieigcg
1/5/83:x20533 (0022B)

Cleared:EUR:TMTNfar;
EUR/RPE:TERusselﬁzb/
EUR/RPE:DNMille
EB/TDC/EWT :GAldona
E:MBajiley 7
INR:JDanylyk
CIA:MErnst £
USTR:JRay
Treasury:GClapp
DOD:DGoldstein
Commerce:SLotarski
NSC:DBlair
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trensfer to the Soviet economy

Soviet Dependence on Western Trade by Sector {(Movy $881)
Soviet Economie Dependence on the West (Jen 2j082)
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Hltterand - Msy 1982) ,

SNIE 3/11-4-81, Dependenc'e of 8oviet Military Power on
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Impact of hsrd curreney diffleculties. on Sovlet poliey

USSR: Polltlical Side Bffects of th' Rard Currency Problun
(July 1982)

Polley Imollcetions of the Soviet Beonemie § owdomn
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Soviet Unfon's Hard Currency Bituetion (Feb Jcc:)
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Poliey Implications of the Soviet Econcmlec Elowdewn
(sraft, Dee 1882)
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Soviet Zconemie Growth and-lmport Requirements (June 188.)
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Terms of Referenra and Stratenv for
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Objectives

The "Summary of Conclusions" on East-West economic
relations commits the allies to three specific undertakings
in the area of export credits:

-~ to begin a study of Western export credit policies
"with the view of agreeing on a common line of action" toward
the Soviet Union and Eastern European countries that is in
keeping with the general precepts of not contributing
to the military or strategic advantage and capabilities of
the U.S.S.R. and not according preferential treatment or sub-
sidies to the USSR. This will require a major and sustained
allied effort.

-- to work urgently further to harmonize export credit
policies, and

-=- to establish "without delay" necessary procedures for a
periodic ex post review of economic and financial relations
with the USSR and Eastern Europe.

Regarding these undertakings, NSDD-66 defines the U.S.
objective as follows:

"An agreement that builds on the recent OECD agreement
substantially raising interest rates to the USSR to achieve
further restraints on officially~backed credits such as higher
down payments, shortened maturities and an established framework
to monifor this process."

Terms of Reference

The work on the credit issue should proceed on two tracks:

(1) on the "common line” and harmonization of export credit
policies regarding the Soviet Union, and

(2) on the review of East-West trade and financial flows.

1. Credit Policies -- The objectives stated in the agreement
and those of NSDD-66 are not necessarily inconsistent, although
thev mav ha anhiacrt+ +n confused 1nternretat1on both within the

, \g > ar . : is not widely
recognized that -- as discussed below -- erz few countries
still 51gn1f1cantly subsidize credits to the USSR, 1f they adhere
to the new provisions of the OFCD Export Credit Arrangement.
Indeed, many now charge premiums on such credits. Therefore, the
restraints called for by NSDD-66, if they are agreed upon in the
context of the OECD Export Cred1t Arrangement, will need to be
st tured as general measures applicable to all "rich" countries,
including the USSR, in Arrangement Category I. The focus will
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have to be less on subsidy reduction than on non-preferential
treatment of the USSR within the context of new and more '
stringent Arrangement rules on export credits to all industrial

countries.

In short, there is little scope remaining in the
Arrangement for subsidy reduction. There is scope for more
restraint in the OECD, but that restraint will have to be agreed
upon in a far wider pollcy context than one relating specifically

to the USSR.

Within that context, we can design a proposal that would
consist of restraints that would apply to one or more of the
following aspects of export credit transactions: (1) the
"cover", i.e., the maximum proportion of the total value of an
export that can be financed; (2) the type of financing, i.e.,
direct credits, guarantees, or insurance; (3) the "contract
rate," i.e., the rate of interest seen by the buyer; (4) interest
rate subsidies (for countries where financial market rates are
above the 12.4 percent minimum provided for under the Arrangement):
(5) type of products covered; (6) foreign currency loans or
guarantees; and (7) term to maturity.

2. Review -- The review should cover the entire spectrum of
the flows of financial and real resources from the West to the
USSR and individual Eastern European countries. Thus, it
would encompass trade, debt, export credits (official), and
banking flows as individual items, as well as an overall analysis
of the aggregate of these items. The review should focus on
the past year's developments in each of these areas, the longer-
term trends, and the short-term outlook.

Distinctions would be drawn between the Soviet Union and
the Eastern European countries, in keeping with the widely
shared commitment among the OECD countries to the principle of
such differentiation. 1In particular, the review would concentrate
on credit flows to the former and the indebtedness of the latter,
in a manner such that an assessment can be made of the extent
to which Western economies contribute to strengthening the
strategic and military position of the U.S.S.R.

At the outset of this exercise, thinking within the U.s.
Government focused on the need for an ad hoc group, consisting
of the seven Summit countries plus the EC, to draw on work done
in the credit area in the OECD and other fora. The agreements
reached by Secretary Shultz and the French, however, explicitly
provide for the export credit studies agreed to in the "Summary
of Conclusions" to be done in the OECD. As with the terms of
reference, the proposed U.S. strategy for the OECD will be
discussed below on a two-track basis.

CONELDENTIAL



1. Credit Policies -- The initial OECD effort will consist
of "studies" of aspects of export credit policies already
enumerated, e.g., cover, type of financing, contract rate, temm,
etc. It will be necessary to structure this effort in such a
way as to involve the major participants in the Export Credit
Arrangement in a process of de facto negotiation early in the
new yvear. The purpose would be to see what degree of consensus
could be achieved among them on credit policies for all industrial
countries within the context of the Arrangement by May 1, when
the current guidelines of the Arrangement must be renegotiated.
By contrast, it would not be adequate simply to expect the OECD
Secretariat to produce "study" papers for subsequent review by
participants; such an approach would be too time-consuming and
would likely produce little or no useful results. A failure to
achieve a reviewed consensus by May 1 could give the French a
pretext for bolting the Arrangement..

A first step for the United States should be the prepara-
tion of our own proposals on each of the principal aspects of
export financing, as well as consideration of the tactics to
be followed in the OECD. This undertaking, to be completed in
January, would be led by the Treasury Department with the parti-
cipation of State, Commerce, USTR, and Eximbank. Its dual
purpose would be to clarify our own thinking on the kind of
restrictions we would like to emerge from the OECD, and to
formulate proposals we would put forward for multinational
consideration.

2. Review -- The U.S. Government has already begun to lay
the groundwork for work in this area. During the past summer,
we invoked the Versailles understanding in launching an offensive
within the OECD and NATO to improve their respective data
collection and reporting systems on East-West financial flows.
The OECD Trade Committee (Export Credits Group) and the
Committee on Financial Markets have produced inter alia evalua-
tions of outstanding East-West economic problems and at least
one comprehensive study detailing trends in East-West trade
and finance, i.e., the annual Trade Committee report on East-
West economic relations. Work on strenghthening the OECD data
bank is also progressing.

These efforts need to he exnanded and accelerated to fully
meet the requ r« 11 of t 7 V! .
Specific objectives we should pursue in the OECD include the
following:

(1) to continue work to upgrade the OECD data collection and
reporting systems in the Trade Committee's Group on Export
Credits and reconcile OECD and BIS data on official and private
bank credits in the Committee on Financial Markets (CFM); and

CONFIDENFEAL-




(2) to continue work in the Trade Committee's East-West Trade
Group and in the Secretariat itself on relevant East-West
trade and financial issues, including analyses of economic
developments in key Comecon countries and the USSR and trends
in East-West economic relations (see latest annual Trade
Committee report on East-West Trade).

OECD Secretary General Van Lennep has suggested (Paris
44386) that the XCSS could give initial impetus for this phase
of the exercise at its February 8-9 meeting. He has offered to
contribute policy-oriented papers to that end and has solicited
our views as to issues that should be highlighted. We should
focus on this task in the immediate future. Subsequently,
we will have to concentrate on what we would like to accomplish
in the various OECD groups and what guidance the XCSS could
give them.

Another question we will have to address is where we might
be able to achieve an overview of the work to be done in the
various parts of the OECD. The XCSS might be at least an
interim solution. Development of this approach should be
pursued after (1) further discussions with Van Lennep, and (2)
the results of the upcoming meeting are in.

Work Outside of the OECD

As noted above, the understanding arrived at between
Secretary Shultz and the French focuses almost entirely on use
of the OECD for the East-West credit work. This presents us
with a dilemma.

On the one hand, in restricting this exercise to the OECD
we would severely limit what we could hope to accomplish --
with regard to both the scope of the discussions and the policy
changes that may result from the effort. We will need to take
great care that neither our important general export credit
policy negotiating objectives nor our East-West objectives
become submerged or compromised by combining them in the OECD
forum; there are real risks here.

A major problem is the necessity of involving the neutral
OECD member countries. They can be expected to object to dis
cussions of any asnects of Fast-West economic relations that
are overtly »Hli al, Le 1 t}
security aspects of trade and financial flows. The neutrals
would also block any proposal to focus specifically on the
USSR. Although they might be willing (as in the 1982 negotia-
tions on a new export credit consensus) to increase restrictions
on the USSR and other Category I ("Relatively Rich") countries,
this would be opposed by the EC, particularly the French.

~AONFTIDENTEAE—
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Terms of Reference: The USG has prepared draft terms of
reference for the Energy Requirements Study (attached).

In it we propose the study proceed from an analysis of

likely energy demand and indigenous energy production
possibilities to an assessment of projected import dependence
and vulrerability to energy supply disruptions. The findings
of the IEA Natural Gas Security study would be factored into
the vulnerability section. The final analytical portion
would be an identification of various energy alternatives
that would have the effect of minimizing security risks.
Policy conclusions would then be reached by government
representatives.

Status and Institutiornal Arrangements

It was agreed during the Secretary's trip that the
Energy Requirements Study would be undertaken in the OECD/IEA
framework. To resolve the problem of French attendance at
ar IEA meeting when they do not belong to that organization,
we convened in Paris on December 15 an "informal" group of

. Summit-country representatives, plus the EC Commission. At
that meeting, we distributed for consideration by governments
our draft terms of reference for the study. The IEA Secretariat
(represented by Executive Director Lantzke) has begun work
orn the study on the basis of the draft terms of reference
ané expects to have a first draft ready for review in early
February.

We have canvassed Summit capitals for official reaction
to our proposed terms of reference. The UK and FRG have
accepted the draft without changes. Canrada, Italy and
France had no specific comments ard are expected to approve
when their internal deliberations are completed. Japar had
some questions (which we are answering) but finds the draft
generally acceptable. We expect to meet January 12 ir Paris
on the margin of the IEA Standing Group on Long-Term Cooperation
to obtain Summit countries approval of the terms of reference.

The CIA has been asked to conduct a series of "shadow"
on the basis of the terms of reference for the energy
regquirements study and the IEA natural gas security study.
DOE will assist in analyzirg the North American energy
scenre. These "shadow” studies will serve as a check on the
IEA's analysis and, as appropriate, permit us to correct or
supplement the IEA's work.

~-SEERER——
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Our goal, of course, would be to obtain European
agreement to the NSDD-66 objectives: "not commit themselves
to significant incremental deliveries through already
existing (Soviet) pipeline capacity; and participate in the
accelerated development of alternative energy resources,
prirncipally Norwegian gas reserves." (It should be recalled,
however, that the study is an overall, global reassessment
of energy security issues. The Europeans will emphasize
their vulrnerability to oil-supply disruptions.)

Attached is our proposed terms of reference and an
anticipated work program.



SECRET .

Terms of Reference Energv
Recuirements and Alternatives Study

The basic guidelines for the Energy Alternatives Study
are provided in the "Summary of Conclusions" on East-West
economic relations. The Summary stated that:

"In the field of energy, they will initiate a study of
their projected energy requirements and dependence upon
imports over the next decade and beyond and possible
means of meeting these requirements, with particular
attention being given to the European energy situation.
The study will be conducted under the auspices of the

OECD. "

Interested countries would ask OECD/IEA to undertake
the study, drawing on previous and on-going work, including
the World Energy Outlook. The analyses in previous OECD/IEA
studies would be updated to reflect changed economic and
market conditions. The Energy Alternatives Study would
also utilize information being developed in the Natural Gas
Security Study. Member country contributions to the study

would also be welcomed.

To provide a context for the regional and country
analyses, the study would assess global energy supply/demand
for oil, natural gas, coal, nuclear and electricity, and
identify likely energy supply flows through 2000. This
assessment would include energy supply/demand and flows ©
scenarios from an energy security perspective. >

Using the cases developed for each of the three OECD
regions, with emphasis on Europe, the study will make a

detailed examination of:

SIN

Regquirements (Demand)

- Regional and country energy requirements Dby:

Fuel Source
¢ Consuming Sector
¢

31Va ‘VHVYN
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- Energy production possibilities, by energy sourcej\
within each region

- Energy imports from other OECD regions.

Import Dependence

Current and projected regiocnal and country dependence
on imports of energy from non-OECD sources, with
emghasis on Middle East oil and Soviet energy.




Vulnerability on a ‘ional and Count ' Basis
- Risk analysis of supply flows and sources
- Physical Systems for Coping with Disruptions:

Storage capabilities (stocks)
choke points

dual-fired capacity

surge capacity

allocation systems

o 0 0 0 oO

- Economic impact of likely disruptions, particularly
effects on key sectors.

- Evaluation of means to improve energy security systems:

supply diversity

fuel switching

arrangements for access to shut-in capacity
improved storage, demand restraint

pipeline flexibility

strengthened international cooperation

© o 0 o o o

Alternatives

- For each region and country an analysis of alternatives to®
dependence on non-0ECD imported fuel considering:

° possibilities for enhancing development of
indigenous OECD energy sources, including
examination of institutional, policy, financial,
and technical constraints.

potential for inter-fuel substitution.
°© possibilities for enhancing intra-OECD energy trade.
° externalities (employment, environment, security).

Based on the technical anzlysis developed by the
OECD/IEA, countries would draw policy conclusions and take
appropriate actions, including through the relevant multi-
lateral organizations. :









STRENGTEENING C7TOM .

The Uniteé States has proposed that a2 second High Level
Meetine (ELM) be held in late February or March in order
stimulate 2néd maintain pollicy level attention in the

her COCOM governments on the need to strengthen the multi-
ral system of security export controls coordinated through
o*ganlzatlon. We hope to make use of the HLM to encourage
ieé support for mejor US COCCM initiatives in the following
<

(which are described below in grezter detail:
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(2) an anticipated U.S. propcsal to be submitted to
CCCC¥ that a2 second high level meeting (ELM) be held at some
msutually acceptable time in 1883, and

() efforts prior to the second ELM to s
in the follcwinc areas (which are cdescribed i
cetzil below): ’

cthen COCOM
eet

wren
n greater
1) effectiveness znd responsiveness of COCOM in general;
2) stratecic criteria;
3) 1list review;

4) enforcement, counter-intellicence cooperaticn, and
narmonization of licensinc procecdures;

$) orcanizesticn, e.g. instituting 2 military =ub—COFM1.tee,
improving communiceztions and ecuipment, adding staff

€) multileteral zpprceches concerning third country
evazilability. .
It woulc zlso be our hepe that the ELM could review and
cive imzetus tc zn z2¢ hoc COCOM st'éy croup on "other high
tecknolocy, including oil ané gas," which the US has also
To-csZosed.
7 »sponsiveness of
Ct- ctive: To cbtzin z consernsus that, despite its
scccesses, the COCCOM system of multilateral centrecis must be
strencthened in orcer to impece more effectiv ely the trensfer
¢ Vestern ecuvizment anc technclogy of stratecic militery
iTTcrtence to the Soviet Union anéd its Wersaw Fact allies.
DECLASSIFIED / RELEASED
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Plan of Action: At the January 1982 ELM, the United

es noted thnat COCOM had been rezsonably ef ective in
rollinc the export c¢f listed items by law-2biding
rters but that the Warsaw Pact countries were obtaining
cment and technology of strategic military importance
hhrcucn evasion of controls ané because some significant
mS are not subject to control. Our objectives were to
onstrate the need for improving enforcement and for
enc;hen;nc the existing embargo list. The HLM acreed
nute acxnowledcec that Warsaw Pact military eguipment and
technolocy had been zided by systemztic exploitation of
western technology and that COCOM should give priority
attention to reviewing the acdeguazcy of controls in several
specific areas. Eowever, the first ELM did not endorse U.S.
rreposals for a2 clarification of COCOM's strategic criteria,
adé*t*onal zesources for enforcement, or a2 military sub-

ommittee and that meeting could not, of course, take
ce‘lnltive ection on strencthening the embarco list. During
cilezteral talks in October 19282, the Unitedé States prcposed
meeting of Jzpanese, German, French, znd UK officials to
=cu=s Jo*nb gpproaches to third countries in efforts to
diversions; the UX has suvpporteé this U.S. initiztive
but has urcec that the idea be pursved in COCOM rather than
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wWe shoulé now renew efforts to revise the criteria, to
obtain commitments for more ricorous enforcement, to establish
e military sub-committee and otherwise strencthen COCOM
crcanizationally and locistically, and to pursue the idea of
multilzteral zpcroaches to third countries. We should also
icentify problem zreas in the list review ané seek support
ficr efforts to reach rzpid acreement on strencthening the
iists in priority arees.

2. Review of the straztecic criteria

Cbiective: To cbtzin a2 commitment by the other members
to0 suvpport 2 U.S. initiative to revise the strategic criteria
in créer to prcvide & clearer bzsis for brecadeninc COCOM

centrols to ccver techneclocy, equipment, and materizls
criticzl to cdefense prccuction.
rlan of kction: The U.S. should propose in COCOM that
the seccnd FLM consider revising the CoCeM strategic criteria.
The trincipal objective of this revision woulé be to
crcvicde 2 better besis fcr restrictinc exports to the USSR
of ecuipment and technolcey critical to cefense procucticn.
In precarztory meetincs for the first ELM, other COCOM
semZers showeé no enthusiasm for zééressing 2z similer US
Srozosel fcr a revision of the stratecic criterie. Accoréingly,






BELM we should seek a ccmmitment from the other

At the
members that they will work with us to schedule and conclude
necctiztions before +the COCOM summer break on proposeals in
the priority areas iédentified by the January 1982 ELM.

4, Review efferts Lo improve enforcement, counter-
intellicence cocperzticn and hermenization of licensine
proced

uTes

Objective: To obtain pledges from other COCOM members
to devote increased intelligence ané enforcement resources
to security export control activities and to initiate
ccmestic measures necessary to deal with the thiré country

¢iversicn problem.

-

Plan of action' 2s 2 follow-up to the Eich-Llevel
Meeting, COCOM's Sub-Committeée on Export Controls met in May
to consider 2 number of U.S. proposals on eniorcement and
harmonizzticn. The Sub-Committee adopted more than 15.
reccmmenéa tions which, if implemented, would goc & leong way
tcwerés (a) strencthening national enforcement zctivities;
(b) increasinc cooperative efforts amongc the enforcement and
znves.iqat*nc zgencies; and (¢) bri nczng the licensing
sractices cf the other members more in line with those of
the United States. In many cases, however, the reccmmenda=-
ticns merely called for members tc study the pecssibility of
implementing zctions preposed by the United Stztes, such as
the initiaticr of reexoort licensinc to deal with the third
country éiverszon problem.

During the pre-List Review bilaterals with major COCOM
governments this fall the U.S. interagency teams underscored
the need for followineg uvp on the key Sub-Committee reccmmenda-
tiens, particularly thcse relating to increaseé¢ enforcement
rescurces ané the third country céiversion proklems. 2as a
Testlt of the Sub-Cecmmitiee meetinc the full Cecmmittee is
glsc presently Eiscussing two U.S. initiztives, one for
stancdercizing informzticn provided with license-zzzleiation
eané COCO¥ excepticns czses and znother on cevelecping uniform
vnéertakings in the Impert Certificzte/Delivery Verificztion

- s -a

(IC/DV) svsten.

Lo 1 . te S 1 z2rezcency ¢ to
zejcr COCOM capitals curlnc Januery &nd Februery to cdiscuss
ey enfcrcement and Yazrmenization issves with working level
cfficials in licensing znd enforcement acencies. These
tilzterezls zné the subsecuent discussion at the second KLM
shcrldé emphecsize the key "harmenizzticn zné enforcement
lssues. These woulé incluce:

(a) The neec for increcsed rescurces cevcteé to naticnal
enforcement activities. Most of the other covernments have
mcted the cifficulty of increasinc such resources beczuse cof
¥ [

Zifcetary restreints exzcerbated bv the present recession.






At thzt meeting, most delegations were representeé by
officials frcm not only the Ministry of Defense but also
from the Ministries of Foreign Affairs and of Trace. Japan
is especially sensitive about involverent of its Defense
Acency in COCOM activities and declined to send any military
or defense specialists to the November 15 meeting.

i4

The United Stztes should take advantage of the opportunity
presented by the Nov 1iber 13 consensus to "take the necessary
measures to strencthen the effectiveness and responsiveness
of COCONM™ to press once more for the establishment of a
COCOM militzry sub-ccmmittee. A central function of COCOM
is to iéentify what is militarily critical. Yet, in the
absence of a2 special meetine czlled for the express purpose
of convening military experts (such as the November 135
meeting), most delecations to COCOM include ne military or

defense specialists.

Such specialists should have a2 more active role than the
receipt andé exchance of reports, beceuse their views as to
what is militarily critical woulé be of great benefit to
COCOM. BHowever, to meet the concerns of others that their
governments must speak with one voice, we should sugcest
that the function of the military subcommittee be the
exchance of informal views which would not commit covernments.

To meet the Japanese concern about military participation,
we shcould sucgest that the term "military and defense
specialists" be interpreted to include non-militzry experts
kﬁowlecgeable in the ﬁllltary appliation of technologies.

The United States will make a formal proposal zalong these
lines for considerztion by the EL¥. 1If strong opposition
frem the ELM is encountered, we shoulé sugges:t one or both
of the following alternatives:

(1) & series of COCOM meetings to which militzry and
Cefense specizlists would be invited to cormsicder special
areas of strategic concern (DOD ané CIA would icdentify
several such arezs in zlvance) or (2) informel meetincs of
military anéd Cefense specizlists of interesteé covernments
to ccnsider such subjects zné to report tack to their

- gm, em -
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Uscrading COCCM facilities and staff

w’
L[]

COCOM 1is now hcused in mccest cuarters 11 en Americen
Embzsey arnrnex. It hazs no modern woré processi ng or cecm~
puterized ccmmuniceticns ecuicment. Its st;f‘ is extremely
ccmpetent to per;orm the zssicned secretariet functicns but
includes no telent czgeble ¢f znalvsis of criticel technclogies
gnc an 1n=ufflc1enh number cf rersonnel to previde in-depth
znalyses ¢f such matters &s exception ceses which are
relevent to List Review presosals.



State is now exploring, 2s zn interim measure, the
cossibility of a 30 percent increase in floor space in the
.L*’d*nc whnere COCOM is now housed. The United States

should ocutline this plan to COCOM and note that, because of
:he refurbisahing costs and the resultant displacement of a
&G acency, the United States woulé be obliged to increase
b"e vaobhetlcal rent for these cuarters used in calculating
the U.S. centribution to the ocgan;zatzon. (State should
rrepare an estimate with the a2ssistance of FBO.) We
shoulé seek 2 pledge from the other members that they will
be preparedé to increzse their own monetary contributions to
meet their shares of this increased cost.

The United States shculd develcp 2 plan for modernizing
COCOM facilities and seek 2 pledge from the other covernments
that they will, in principle, support such improvements

inmancially. This plan is expected to include: word
processors and other mocern office eguipment; communica-
ticn links between the Secretarizt and COCOM capitzls; and
eaocropriate communication security esrparztus. The agencies
shculd seek fundés to finznce & preliminary feasibility study
cf the computerization of COCOM operztions.

we shourlé alsc exzlore the willincness of the other
members to susport an expansion of the secreterizt staff,
which now ranges between 12 zndé 15. tate, with the
essistance of DOD andé Commerce, should cevelop & suggested
revised steffing pattern for the secretariat, including a
rztionzle for new positions and a presentation of the plan
to COCOM. These plans for expanding a COCOM staff will alse
be necessary for State budget plenning.

6. Mupltilateral Zroroaches concerning Third Country
~Availabilitv

Cbiective: To obtain support for zapproaches to non-
COCQ¥ countries to control reexports of COCOM-listed items.

Plan of 2ction: At a2 May 1982 meeting ot the COCOM
ittee on zZxpcrt Contrels, the United States reccmrmended
Jcint eggrcaches to nen=-COCOM member countries who expert to
tinzticns 20ds mn the COCOM lies+re, ~fien of

zr ccuntry cricin. .a biletera. tal. .z __11

the List Review c,eﬂlﬁc session in October, the United
States sroscseé 2z meeting with Jacanrnese, German, Ffrench, zné
CX cfficiels to discuss this idez. 1In November, the United
Xingéem informed the United States bilzterzlly that it
wglccmes the U.S. initiative andé woulé zttené such z meeting
Ztt recezlled the earlier U.S. reccmmendeticn in the Sub-
Ccmmittee ané pointed cut the czncers cf cffendinc cther
CCCO¥ members (the Itezliznms znd Dutch, in partzcular) if
this exercise wes conducted in a restricted group.



The United States has a2 1951 confidential bilateral
ancement with Switzerlané, a 1976 confidential zcreement
n Yucoslavia, and 2 1882 confidential bilateral arrangement
Sweden, ané is ncw seeking a confidential bilateral
ngement with Austriz. These neutral countries are most
ous thet we respect the confidentiality of these arrange-
s
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Other COCOF¥ menber countries have less extensive arrange-
ments with thiré countries, principally concerning the use
cf Import Certificates ané Delivery Verifications. IC/DV
Drocedures have been developed in COCOM over the past 30
vears for use in trade among COCOM member countries and with
non-member, but cocperzting countries. It would be reasonable
£ecr joint approaches to third countries to seek the zpplication
cf IC/DV procedures to a creater rance of transactions than
is ncw the case. During such joint approcaches, the third
cuntries themselves micht suggest the zpplication of scme
ther elements of U.S.-bilaterzl zrrancements to re-exports
£ items oricinating in other COCOY member countries.

00n

Durinc the harmonization bilaterals mentioneé above the
¢ States shoulé seeX support of key COCOM covernments
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£fo ursuing in the Sub-Ccmmittee the idea cf joint zpproaches
tc third countries to exzand the use of IC/DV procedures.
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. MULTILATZRAL CONTROLS ON HIGE TECHNOLOGY
EXPORTS, 1nCLUDLING OIL 2ND GAS EQUIPi.w.T, AND DATA

Overview

The United States CGovernment has a definite set of views about
the reasons for conirol of high technology exports, especially oil
ané gas eguipment and technology. These views include the concern
over the effect of additional Western European gas purchase on
Western energy security, the contribution of these purchases to
Soviet hard-currency earnings, and the importance of such earnings
in furthering Soviet strategic aims. Agreement with our allies on
+he objectives spelled cut in NSDD-66 will depend on thorough
and persuasive studies and analysis. A specific study in COCOM
wouléd serve the purpose of investigating a secondary cuestion:
the utility of controls on exports of oil and gas ecuipment and
technology.

The aim cf this study is to show the relationship of con-
trcls on hich technologyv exports, to the Soviet Union, to the
security interests of the U.S. and its allies. The case for
imposing such controls will depend on a broad set of effects on
aliied security, as real as, but more roundabout than those that
have been considered in the past in evaluating additions to the
COCOM list. These broader effects on security will in part be
adéressed by the parallel studies on energy and on Zast-~-West
economic stragecy, so that the work of the different studies
will be interconnected. Information coming out of or antici-
cated from the present study will help determine the content
ané priorities of the other studies; information flowing from
these studies in the course of their work will contribute to
the assessment of the strategic and military importance of
particular items, or classes of items, being considered in this
study. Thereiore, this study must begin early oa those parts
of its work that interweave with the work of the other study
crouss.

ks a part of this study or in a relzted study, the issue of
oclitical contzols on exports to the USSR will have to be addressed.

The United Stztes will be seekirn— to build »r the -
! tr multilateral controls cn selected 0 the ____. ___
an appr iate response to egregious Soviet behavior.

I+ is essential that the current deliberations ¢f +he on-

L)

[=3
oinc COCOM list review co Iforward without interference or
elay. Therefore, the new study will require the addition of
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~aff, and careful, cdeliberate administrative arrangements that
steer the new work clear of the on-going work. In this connec-
tion, the U.S. aim will be to leave until the end of the study
+he cuestion whether new types of items the study brings up fer
consideration for coantrol should simply be added to the COCOM
list, or shculd form part of a new list with distinct criteria
for inclusicn.

OIL AND GAS EQUT™MENT AND TECENOLOGY

Logically, the decision to control oil and gas equipment

ané technology is closely linked to the decision on limiting
Western imperts of Soviet gas. If the allies agree on that
éecision ané on the U.S. assessment of Western security inter-
ests, they are likely to accept some decree of control. If the
enercy sbud\ results do aot persuaae the allies to limit their
:chhases cf Soviet gas, there is little chance that this study
will persuace them to contrel oil anéd gas equipment and technology.
Therefore the two studies have a policy parallel as well as
c:era.inc in pavallel in develcocping information. This considera-

tion will also affect the appropriate phasing of the two studies.

The broader security considerations that the U.S. asks its
allies to tazke into account in COCOM deliberations (and in other
policy decisions, such as the import of Soviet gas) include (1)
the implications of total Soviet ene.gy exports for Western
enercy secu.ltv, (2) the speci‘ics cf dependence on Soviet gas
throuch existing and projected pipeline capacity, in particular
na..s of Western Europe, and (3) the advantacges to the Soviets,

in pursuing their strategic aims, of increased energy exports
to hard-currency markets, Eastern Europe, and other client
states. Besides wanting to delay indefinitely the time when
they become dependent on energy imports, the Soviets have
various motives in accelerating enercy productioan ané exports.
These motives and their prospects will be develcpecd and docu-
+he other stwéi . The present study will show the
2 of Soviet ener production «¢pé¢ s3ion
Western eguipment and technology, and thus show how contrels
can affect Soviet prospects in pursuing their aims. The re-
sults shoulé enable the U.S. to work with its allies on a list
of o0il and cas eguipment anéd technology to be controlled.




~nalvsis

The Summary of Conclusions stresses that exports of other
technologies, incluéing oil and gas egquipment and technical
cata, woulé be examined for their implications for Western
security. The non-paper specifically states that no Western
actions should be. taken that would contribute to the military
or strategic advantace and capabilities of the Soviet Union or
Zastern Europe, nor subsidize the Soviet economy. The study
will consider whether controls which affect development of
exports are on balance advantageous to Western security. An
EAéainistration concern is that accelerated production of
Comestic energy (Astrakhan) provides the USSR with the capa-
Eility, through the existing anéd projected exported pipeline
network to diminish the commercial viability of Western energy
reserves (i.e., Troll). This study will show how alternative
equipment and technology controls would affect that production.

Furthermore, this-study will examine the question of how 2
rmultinational contrel system can reinforce the Allied commit-
ment to improvement of Western energy security. We will address
the question whether COCOM's existing criteria can be used to
achieve our goals of controlling such oil and gas eguipment and
technology as woulé otherwise permit export of energy beyond
levels agreed upon in the Summary of Conclusions. It is our
aim to persuade our Allies to consider all factors affecting
our security interests in COCOM deliberations, including energy
vulnerability, excessive hard currency earnings, .and their use
for advancing Soviet aims.

We should consider several alternatives for the form and con-
tent of controls, with the attitude that this represents a first
step. We should consider working in COCOM to (1) identify the
USSR's priority energy projects ané the potential contribution
that Western equipment and technology can make to these; (2)
cetezmine the impact of these projects on Soviet energy pro-
cuction levels; and, (3) establish a multilaterazl list covering
critical oil and gas ecuipment and technology for which the
Soviets are dependent on Western suppliers. Each government
snould develop an analysis using best available data for each
cf the points stat | above.

w ir
cZ alternative controls. These include, but are not necessaraly
lizited to, the following:
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(1) an overall system of controls on high technology
+ransfer, incluéding critical oil and gas equipment and techno-

logy:

(2) denial of critical technology alone, (which would
broadly parallel U.S. licensing policy which routinely permits
eguipment exports while denying technology);

(3) multilaterzl denial of high technology items,
including critical oil and gas equipment, at first limited to
those available principally from the U.S.;

(4) concentrating denials largely on eguipment and
technology for transmission of oil and gas;

(5) proposing "controls" without a specific pelicy of
general denial for the initizl purpose of monitoring such
exports:; .

(6) tying denials to Soviet export-oriented energy pro-
jects instead of specific categories of technology or
ecuipment;

(7) tying denials to items not generally available in
the Communist Bloc countries; .

(8) setting a time limit or sunset provision as opposed
+o0 permanent controls.

Discussion of Alternatives:

Alternative 1 is taken from NSDD-66. Every listed alter-
native would be a step forward in that it involves controls
cr criteria not now accepted by the allies.

Denizl of technolocy alone (alternmative 2) would serve
the purpose of preventing the Soviets from building their
wn oil and gas equipment using new Western technology. Since
the USSR would continue to be dependent on Western equipment,
the possibility of using this dependence later for Western
leverage would remain. Soviet hard currency earnings would
also be partly offset bv ecuipment purchases. However, all
Sov ' : y =¢ % could go forw: 2. With this alter-
nataive the allies would initiate export controls ané would
cenv criticzl technolocy not presently embargoed. Eowever,
it is no more than an cpening wedge.

The merits and drawbacks of alternative 3 are very
similar to thcse of alternative 2. EHowever, alternative 3
clearly puts the initizl burden ent rely on U.S. companies.
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We may consider focussing denials solely on items for the
transmission of o0il and gas (altermative 4), which are most di-
rectly related to Soviet export ability and to Western Zuropean
enercy vulnerability. The balance of advantage concerning de-
nials which would, by their nature, also affect indigenous
energy development will be determined by this study and the E-W
trade study. Burden sharing within the alliance would be more
equitable, under this alternative.

Multilateral "controls” without presupposing a policy of
general denial (option 5) would allow monitoring of the flow of
such technology and ongoing review of its security implications
as suggested by the Summary of Conclusions. This would impose
no significant burden on the Allies, nor wouléd it have any ef-
fect on Soviet o0il and gas development. It could serve as an
immediate first step, however, pending the results of the
studies. A policy of denial could be easily implemented Zfor
specific items, should study results or events require, once
the overall framework of the controls is in place.

Moreover, we should give consideration to a policy of
denial for those items which contribute directly to Soviet ex-
port capabilities (option 6). This option narrows the focus
of Western denials and leaves open the domestic projects. It
would address the energy security and haré currency concerns
raised by Soviet enercy sales and leave open the possibility
of adding items to a denied list should future Soviet behavior
warrant. It would be difficult to administer, because of am-
biguity of the purposes of Soviet projects (export vs. domestic)
and because of possible equipment adversions.

ternative 7, tying denials to items not generally avail-
able in the Communist Bloc countries is an essential condition
of Western export controls.

Including a sunset provision (option 8) would likely make
the controls more palatable to the Allies. Proposing a def-
inite time period would bolster our argument that we are sug-
cestlnc controls cdue to our concern that Soviet gas rates

)reempt the cevelopment of alternative sources of supply

T t . 7 7 date

:h commerc;ally viable alternatives might reasonable be-~
come available.

Recommended First Sterps:

An initial proposal for control zlong the lines of options
1l and 7 should be made in the context of the security consider-
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ations noted in this paper (page 3). This would focus dis-
cussion on control, and set the stage for a full discussion
of the rationale for control based on information from the
other stucdies. We should make clear that the list we pro-
pose is negotiable in technological levels of egquipment by
exploring the options outlined in the study process. Prep-
aration for this effort will require a2 maximum input from
CIA to clarify the impact of the several opticms.







Second, there are "other™ high technology {tems that will sup-
the cefense priority industricas of the Soviet bloc and other -
crided countries. U.S. proposals for these items are well v Ce:
{n development, but they have not yet becn subzitted to COCC...
ivle exzmples include mznufacturing equipnent for silicon coz=-
de, scse electronic assembly manufacturing cequipment, CAD/CAX

, &nd industrial centrollers. . .
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g;&’The interzgency working group hacz &greed that the United
Scates thould ceke a2 sericus effort to build constructively on

the aprzrent willingness of the Seven to examine the need 'to
ccnirol "othez" technology. This group will draft 2 strategy
~zpeTr cn "other” nen-COCOX controlled nigh technology. It will -
cefine what groups of technolecgies should bas considered under

thiz category znd.-establisn epproprieste criteria for strategic, .
concezn. On this basis, the group will identify current and
sceeible Iuture candidates for multilateral control and/or plac: . .
zent on 2 wztch 1lst. The U.S5. will develop ite positiomn prior

the Allles in & joint stvéy. A first draft of poten-
ries for considereticn with rationele will be cozpleted

J , 1583 znd & report to the Working Group by Jeanvary 14,
Co. . e . 3 SO - - - .

-._ . ) o . ° - 77 N N o -~
C).Thls review will include the following .acticns:i: T. wtt

W‘E ?—k ’)':Q.A .

The Services; DIA, znd Resecarch &nd ZIngineering to 7 -

1. (& <
review zdvanced projects Ifor emerging techzolegies not currently - -
:cntrolled and the defense priority {aduztry propecalsz for_ sudb- . .
=ission to COCOM. . -= - .= i-_ ' et .t e

2. 4 'Industry to be azpproached through the MCTL review T -. .

niez to icdentify candidates for cbntrpi.-.“;:r.-"* .

3 éﬁi’??G'chair:an.to be esked to revievw thelr findings foz- -
encdidate technologles for comtrol.» . - w- ., . -
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ll-odtogo USNATO. London lesediate

Isansdiate ANATO. Noscev lemediste. Tokyo Imsediaste

PECLIOAIR.
NATO. ECON, ETRD. UR. XMW

Cost-Vest Economic Reletions: NATO Study

Refst A. USNATO Lbbe B. USNATOD LB2. C. State 23188,
D. Stete 19490

1. £°- Entire text.

2. Suameryt This telegres provides USC response to

NATO econemic director's proposed revised egends for

econosic cosmittee seetings. Februery 21-2%. Cabassy

" London {3 requested to clerify with FCO. UK’s position
on possible secondeent of econosic experts by key

allies to WATO during study on East-West econosmic
relations. End Suamary.

3. Yo heve reviewed the revised sgende and economic
director's "proposed order of discussions™ for the two
econoeic committee mestings: February 21-2% on (HEA
econcaic treands and Soviel econoai options (Ref A).’
Our position remeins. as delineatec in Ref (. that the
Comsittes should refocus its neer-ters work schedule to

concentrete on the NAl-gpproved vork plen for the study
"{eplicetions for the security of the slliance of the



(£ 4. 22 3 e

>aic situation of the Saviet Unlon end its externel
econoric and financiel relations” {also referred to o3
the "ainisterisl study™) rather then ettespt to adjust
the previous agends for the Februery meetings.
However. {f USEconed remains isoleted on this view ot
February 3 coasittee aeeting. we concur with mission's
recosaendation (Ref 8) to eccept the compromise formula
put forth by the econcalc directer. which incorporetes
topics in section I (Soviet economic potential end
outlook) and {tea LIA (intre-CNEA economic relations)
of the NAC-epproved work plen into the asgenda and
schedule for February 21-2% seetings.

Y. Ve onticipate thet two Cossittee meetings.
reinforced with nationel experts. will be required in
erch. The egencs for these .seetings should follow the
work plan ocutline which the NAC spproved. Ve prefer
thet these seetings be scheduled in early/aid-Narchs so
thet key milestones specified para S\ Ref ( remain
reasonsble tergets. Ve still prefer that the findings
of the report be evallaeble by ebout Mey 1. If
Cosmittee meabers and director feel strongly thet the
flarch 17-18 seeting detes should be retained. we
recosaend that the Cossittee consider scheduling o
refinforced meeting either the week prior to or during
the seme wveek o3 the March 17-18 meeting. :

S. Heads of economic intelligence: Our view is that
the cosmittee. reinforced by national senior econoasijc
intelligence officials: should seet shortly after the
initiel dreft of the study's three sections is
coapleted in order to review thoroughly the draft and
to develop & coamon analyticel essesseent. Howevers o3
reported pera b ref b. some coanittee delegetions feel
strongly that the "hesads” should be involved early on
in the study o3 resesrch senagers. but not involved in
an oversll reviev of the dreft report. At February 3
Comaittee meeting. us econed should restate us position
end request that other delegetions ask their capitels
for guldence on this astter. We enticipete that most
copitals would support our position. Mission's
essessaent of the sost effective role for the "heads”
during this study {s invited.

k. US4 contrinciony ta Fabruary 212V asetings will

{ ¢.. the L 4 ific jtuetion. | lud
resource allocastion. Specifics will be provided in the
next few deys.

7. Secondments to NATO: Embessy London is requested to
clerify with FCO0. UK's positon on possible secondaent
of econoaic experts/anslysts by key allies to NATO to
essist internstionsl staff during the "einisterial
study.” UINATO reported (para ll. Ref 8) that UK's
econoei{c committee rep had been inforsed by FCO thet

the subject
LONEIYENT I AL~

t



I tuTIAt 3

3 not under active consideretion because US wvas no

ger considering it. In fact. USG is prepaered to

rond on expert to NATO and would like key allies (UK,
»-ances PRG) to do likevise: During cell on EUR DPAS
Thomas Niles. Jonuary 14, FCO0's Jeresy Thomas agreed
with this propossl end indiceted that UK would likely
als0 be willing to second an expert to NATO (see Ref
). Thomes took & sore forthcoming sttitude on the
priority which should be atteched to the NATO study
than thet of UK economic commjittee representative. At
its discretion. Esbassy London should express hope that
PCO vwill sake it cleor to its NAYO aission its support

for soving forvard expeditiously on adequetely staffed
and sharply focused NATO study. VYV
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SUBJECT: EAST-WEST ECONOMIC RELATIONS: NATO ECONOMIC
COMMITTEE AGREES ON.TENTATIVE WORK PLAN FOR STUDY,
AGENDA FOR FEBRUARY 21-24,
REF: (A) STATE 29944

(8) FRIEL/MONTGOMERY TELECON OF FEBRUARY 3

{C) USNATO 582

D} USNATO 666

1. GONFTDENTRC™ENTIRE TEXT.

2, SUMMARY: ECONOMIC COMMITTEE FEBRUARY 3 CONCLUDED
CONSIDERATION OF THE WORK PLAN FOR TS MINISTERIAL STUDY
ON SECURITY IMPLICATIONS OF EAST-WEST ECONOMIC RELATIONS
AND OF AGENDA AND TIME ALLOCATION FOR ITS REINFORCED
MEETINGS OF FEBRUARY 21-24. UNDER SILENCE PROCEDURE
EXPIRING COB FEBRUARY 4, THE COMMITTEE AGREED TO THE
DIRECTORATE’S PROPOSALS (REF D) BDTH FOR THE FEBRUARY
MEETINGS AND THE TENTATIVE WORK PLAN. AS A KEY ELEMENT
IN THE LATTER, TWO REINFORCED MEETINGS ON THE STUDY ARE
SCHEDULED FOR MARCH, THE DATES FOR THE FIRST OF THESE

BVANCED, AD REFERENDUM, TO MARCH 14-1% AND THE

] IF MARCH . AF ISE
QIVISIGE OF LABON AMONG THE NEETINGS WAS ELUSIVE ov:
HOST AGREED WITH THE UK ASSUMPTION THAT ANALYSTS AT
THE FIRST MARCH MEETING WOULD ADDRESS THE DIRECTORATE’S
PARTIAL DRAFT (PART | AND A PORTION OF PART 11} OF THE
STUDY ANO SEEX AS FULL AGREEMENT AS POSSIBLE ON FACTUAL
ISSUES. THE SECOND MARCH MEETING, WITH A DIFFERENT
SORT OF REIHFORCEMENT, WOULD THEN BROACH THE GENERAL
ASSESSMENT AHD SECURITY IMPLICATIONS. (AT THE GCOMM!TTEE
MEETING SET FOR FEBRUARY 11 THE DIRECTORATE
WILL PROPOSE FURTHER ALIGNING THE FEBRUARY MEETING WITH
SECTION | AND THE TWO HARCH MEETINGS WITH SECTIONS 1!
AND 111, RESPECTIVELY.)

AALF | N PALBpgT

BY _tud |

OMING
EGRAM

3. DISCUSSION N COMMITTEE FEBRUARY 3 REFLECTEQ THE
RELUCTANCE OF SEVERAL DELEGATIONS TO HAVING HEADS OF
ECONOMIC INTELLIGENCE EXPLICITLY INVOLVED AT NATO IN

THE ECONOMIC STUQY, AND OF THE FRENCH, SMALLER ALLIES,
AND THE DIRECTORATE TO ADVANCING WORK DEADLINES. IN

THE CASE OF THE DUTCH REP, THE LATTER ATTITUDE REFLECTED
A OESIRE TO AVOID ANY LINKAGE BETWEEN NATO’S WORK AND

THE.WILL) AMSBURG ECONOMIC SUMMIT.. CANADIAN REP, HOWEVER,

WAS INSTRUCTED TO ASK THAT MARCH DATES BE ADJUSTED TO
PERMIT CANADIAN OFFICIALS ATTENDING THE "SHERPA™ MEETING
MARCH 16-18 ALSO TO ATTENO MEETINGS ON THE NATO STUDY.
BASED ON TELEPHONIC AOVICE SUPPLEMENTING REF B, WE HAVE
AGREED TO THE REVISED MARCH DATES FOR REINFORCED MEETINGS
AND HAVE ACCEPTED THE BALANCE OF THE DIRECTORATE'S
TENTATIVE WORK PLAN FOR THE STUDY AND REVISEO AGENDA

AND DRDER OF DISCUSSION FOR THE FEBRUARY 21-24 MEETINGS.
THE BASIC ELEMENTS OF THE WORK PROGRAM HAVE THUS BEEN
AGREED. VASHINGTON PLANNING WILL WiSH TO PROCEED ON

THIS BASIS. ACTION REQUESTED. ADVICE ON US CONTRIBUTION
AND DELEGATIONS TO THE REINFORCED MEETINGS FEBRUARY 21-
22 ON CHEA ECONOMIC TRENDS AND FEBRUARY 23-24 ON SOVIET
ECONOMIC OPTIONS. END SUMMARY.

4. FEBRUARY MEETINGS. ECONOMIC DIRECTOR SOLICITED
COMMENTS ON H)S PROPOSED OROER OF DISCUSSIONS FOR THE
FEBRUARY 21-24 MEETINGS. US ECONAD RESTATED THE US
PREFERENCE FOR A REAL!GNED AGENDA SPECIFICALLY
ADDRESSING THE PRIORITY QUESTIONS RAISED BY THE
HINISTERIAL STUDY. DANISH REP SUPPORTED US. HOWEVER,
HE SAID, IF A CONSENSUS COULD NOT BE REACHED ON SUCH

A REAL [GNHMENT, DENMARK MiGHT ACCEPT A FLEXIBLE APPROACH
TO THE WORDING OF THE PROGRAM FOR FEBRUARY 21-24 iF THE
RECORD REFLECTED A CLEAR COMMITTEE CONSENSUS THAT ITS
PRIORITY TASK AND THE PRIORITY FOCUS OF THESE MEETINGS
WOULD BE THE NATO STUDY.

S. UK REP SAID HE COULD NOT AGREE TO A COMPLETE
REVAMPING OF THE AGENDA; HE COULD GO NO FARTHER THAN
THE LANGUAGE OF THE DIRECTOR’S PROPOSED ORDER OF
DISCUSSIONS. HOWEVER, HE ASSUMED ALL WOULD DISPLAY
FLEXIBILITY AT THE MEETING. FRENCH REP SUPPORTED UK
8T
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IN OPPOSING BASIC RESTRUCTURING OF AGENDA BUT STRESSED
THE REQUIREMENTS OF THE STUDY WOULD BE BORNE IN MIND

AT THE FEBRUARY MEETINGS, WHICH WOULD BE KEY BUILDING
BLOCKS FOR IT. CANADIAN REP SAID US EFFORTS TO RAISE
AWARENESS OF PRACTICAL REQUIREMENTS FOR THE STUDY HAD
SUCCEEDED EVEN IF THE FEBRUARY AGENDA WOULD NOT ADDRESS
POINT FOR POINT THE OUTLINE FOR THE STUDY.

6. FRENCH REP AGAIN REQUESTED CHANGE IN THE LANGUAGE
OF PART I1.1. OF THE AGENDA FOR DISCUSSION OF CMEA
ECONOMIC TRENDS, ED/EC/82/36 (2ND REVISE), TO SUBSTITUTE
A REFERENCE TO BALANCE OF PAYMENTS AND CREDIT WORTHINESS
{"SITUATION FINANCIERE"™ IN THE FRENCH TEXT). THERE WAS
NO OBJECTION. IN RESPECT TO ED/EC/82/35 (REVISED!

WITH THE PROPOSED AGENOA FOR DISCUSSION OF ECONOMIC
OPTIONS, THE UK REP AGAIN PROPOSED DELET)ON OF SECTION
VI, HE SAID FEBRUARY WOULD BE PREMATURE TO DISCUSS
“{MPLICATIONS FOR EAST-WEST ECONOMIC RELATIONS,
INCLUDING TRADE AND TECHNOLDGY TRANSFERS"™. FRENCH AND
GERMAN REPS SUPPORTED HIM. US ECONAD OPPOSED DELETION,
SAYING THAT IF THE US AGREED TO FOREGO DRASTIC REVISION
OF THE TuO ARENDA, |N PART BECAUSE OTHERS INSISTED UPON

THEIR *| , WE WOULD INSIST UPON RETAINING TH{S
LANGUAG RN, CANAPA sun METHERLANDS SUPPORTED
us. ca P SAID FI DISCUSSION COULD DRAW

IN PART UPON NATO'S AC/314 STUDY OF TRANSFER OF
MILITARILY EVANT TECHNOLOGY. DANISH AND DUTCH REPS
SAID THIS [MPORTANT SUBJECT WOULD BE A DIFFICULT ONE
AT ANY TIME BUT WOULD HAVE TO BE BROACHED; THE VIEWS
OF DELEGATIONS PREPARED TO ADORESS THiS QUESTION WOULD
BE WELCOME. FRENCH, UK AND GERMAN REPS SAID THEY WERE
NOT LIKELY TO BE READY TO TAKE UP TH!IS TOPIC AT THE
FEBRUARY MEETINGS. US REP ASKED {F UK COULD YIELD;

IF SO, HE WAS CONFIDENT USG WOULD BE PREPARED TO
ADDRESS THIS ISSUE IN 1TS CONTRIBUTION TO THE MEETING.
FOLLOWIN® “ITHDRAWAL OF UK AND FRENCH RESERVATION,

IT WAS A | TO RETAIN ITEM Vi SUBJECT TO THE POSITION
OF SOME DELEGATIONS THAT THEY WOULD NOT BE READY TO
DISCUSS THE SUBJECT. COMMENT. WASHINGTON AGENCIES

INCON NG

oI TELEGRAM

WILL NOTE THE EXPECTATION THAT WE WILL AODRESS THIS
TOPIC AT THE FEBRUARY 23-24 MEETING AND [N OOCUMENTATION
CIRCULATED PRIOR THERETO.

7. NATIONAL CONTRIBUTIONS. IN RESPECT TO NATIONAL
CONTRIBUTIONS TO THE FEBRUARY 21-24 MEETINGS, UK REP
SA{D_HNG COULD NOT. PROVIDE. A PAPER. ON ROMANIA BUT COULD .

~SUPPLEMENT SUBMISSIONS ON CZECHOSLOVAKIA OFFEREO BY

FRANCE AND THE FRG. CANADA WOULD CONTRIBUTE ON HUNGARY.
GERMAN REP RE!TERATED HE WOULD BE PROVIDING PAPERS ON
THE GDR AND ON ECONOMIC DEVELOPMENTS IN THE SOVIET UNION
TO 1998 AS WELL AS THAT ON CMEA INTEGRATION DRAFTED BY
THE GERMAN ANALYST WHO HAO BEEN A RECENT INTERN IN THE
DIRECTORATE. US ECONAD SAID OUR CONTRIBUTIONS, TO BE
DETAILED WITHIN A FEW DAYS, WOULD FOCUS ON THE SOVIET
ECONOMIC SITUATION, PARTICULARLY RESOURCE ALLOCATION.

8. WORK SCHEDULE FOR THE STUDY. ECONOMIC

DIRECTOR RENAUD PROPOSED THAT THE COMMITTEE CONFIRM TWO
REINFORCED MEETINGS !N MARCH AND SUGGESTED MARCH 24-25
AS DATES FOR A SECOND. CANADIAN REPRESENTATIVE
PREFERRED SCHEBULING THE FIRST MARCH MEETING FOR AN

EARL IER DATE SO CERTAIN OFFICIALS COULD ATTEND BOTH

THE COMMITTEE’S MEETING AND THAT OF THE WILL|AMSBURG
SHERPAS SCHEDULED FOR MARCH 16-18. WMILE THERE WAS

A DISPOSITION TO ACCOMMOOATE THE CANADIANS, DUTCH REP
STRESSED THAT THE ONLY RELEVANT DATES FOR THE NATO STUDY
WERE THOSE OF THE MATO MINISTERIAL. FRENCH REP SAID SHE
WOULD AGREE TO A SECOND MARCH MEETING "iF NECESSARY".
WITH EARLIER DATES BEING OBJECTED AS LEAVING TOO LITTLE
TIME TO CIRCULATE REVISED TEXTS BASED ON THE FEBRUARY
MEETINGS, MARCH 14-1S WAS AGREED AD REFERENDUM FOR THE
FIRST MARCH MEETING.

§. HEADS OF ECONOMIC (NTELLIGENCE. US ECONAD RESTATED
OUR PREFERENCE FOR A SEPARATE MEETING WITH HEADS OF
ECONOMIC INTELLIGENCE IN EARLY APRIL. UK AND SEVERAL
BT
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THE FEBRUARY MEETING AND AS THE WORK EVOLVES.)

- IN CONCLUSION, ECONOMIC DIRECTOR NOTED COMMITTEE’S
IMPATIENCE TO MOVE ON FROM ITS LENGTHY PROCEDURAL
DISCUSSIONS AND PROPOSED THAT THE AGENDA, ORDER OF
DISCUSSION AND TENTATIVE WORK PLAN (CALENDAR) CIRCULATED
LAST WEEK BE AGREED BY SILENCE PROCEDURE ENDING

FEBRUARY 4.

14. NO DELEGATION BROKE SILENCE AND, AS OF OPENING OF
BUSINESS FEBRUARY 7, COMMITTEE ACCEPTANCE OF THE AGENDA,
ORDER OF DISCUSSION AND TENTATIVE WORK PLAN WAS
CONFIRMED. ALSO SUBSEQUENT TO THE MEETING, THE ECONOMIC
DIRECTOR TOLD US THAT, AT THE COMMITTEE’S NEXT MEETING,
HE wILL REQUEST THAT HATIONAL SUBMISSIONS ON SECTIONS I,
! AND #11 OF THE STUDY OUTLINE BE MADE IN TIME FOR THE
FEBRUARY 21-24, MARCH 14-15, AND MARCH 24-25 MEETINGS,
RESPECTIVELY. ASSUMING AGREEMENT, A CLOSER AND MORE
COHERENT LINKAGE BETWEEN THE MEETINGS AND THE STUDY
QUTLINE WOULD BE FORGED.

15. COMMENT. THE FEBRUARY 3 MEETING WAS DISAPPOINTING

IN RESPECT TO OBTAINING AGREEMENT ON AN EXPLICIT FORMULA

FOR PARTICIPATION OF HEADS ~~ “COMOM{C (MTELLiGENCE AMD

ON EARLIER STONE DATES W ON - STUDY. ¢} ER,

FURTHER D!§ ‘ION OF THESE I1SSUES AT THIS TIME DOES NOT

APPEAR PRODUCTIVE AND THE INTERIM OUTCOMES ON BOTH DO

LEAVE THE WAY OPEN FOR LATER PROGRESS. BELIEVING THE

OUTLOOK FOR THE STUDY REMAINS ENCOURAGING, WE EMPLOYED —
THE FLEXIBILITY IN OUR INSTRUCTIONS TO JOIN THE CONSENSUS

SUPPORTING THE TWQ AGENDA, ORDER OF DISCUSSIONS AND THE

TENTATIVE WORK PLAN. WE WAVE SUGGESTED (PARA 18 ABOVE)

AN APPROACH FOR THE INVOLVEMENT OF THE ECONOMIC “HEADS™

AND WILL CONTINUE TO PURSUE POSSIBILITIES FOR EARLIER

DEAOL INES. HEANWHILE, SINCE IMTELLECTUAL INPUTS PROMISE

TO BE OUR GREATEST STRENGTH IN SHAPING THE NATO STUDY,

WASHINGTON AGENCIES WILL WISH TO TAKE THE AGREED GALENDAR R
INTO ACCOUNT IN PLANNING DOCUMENTATION WE WILL PROVIDE

LoNELDEMT AL,
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Washington, D.C. 20520

January 20, 198

MEMORANDUM FOR MR. WILLIAM P. CLARK
THE WHITE HOUSE

SUBJECT: Presidential Approval of NSDD 66 Negotiating
Strategies

The SIG-IEP has reviewed the negotiating strategy
and U.S. position papers on East-West economic relations
as directed by NSDD 66. Pursuant to Secretary Regan's
directive at the SIG-IEP meeting of January 12, I am for-
warding on behalf of Under Secretary Allen Wallis the en-
closed paper summarizing the recommended strategies for
consideration by the President. I also enclose copies of
the strategy papers which the SIG-IEP has endorsed.

L. Paul Bremer, III
Executive Secretary
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NSDD-66 East-West Study Program
Summary

In response to NSDD-66, four interagency working groups were
established to develop the strategies for following up on five spe-
cific aspects of East-West economic relations with our allies -
the NATO study on the Security Aspects of East-West Economic Rela-
tions, Energy Requirements, East-West Credit, Strengthening CoCom,
and Other High Technology including oil and gas. The SIG-IEP has
reviewed the papers prepared by the working groups as the bases for
U.S. negotiating strategies and recommends their approval. The
following briefly summarizes the U.S. strategy for each area. Our
objective is to have the energy and NATO studies finished, and work
on credits and high technology sufficiently advanced, to permit
policy decisions to be taken at the spring Ministerial meetings of
NATO and OECD, and the Williamsburg Summit.

1. NATO STUDY. The NATO Economic Committee will initiate
a study of the security aspects of East-West economic relations.
Our objective will be to develop a comprehensive security-oriented
framework within which we would, seek—to advance the NSDD-66 objec-
tives in specific areas. Our strategy would focus the study on the
present and projected Soviet economic situation; the impact of East-~
West economic relations on Soviet economic/strategic/military capa-
bilities; Western economic and strategic vulnerability and depen-
dence and the conclusions to be drawn from these considerations. We
propose reactivation of the "trio" mechanism used during the Polish
crisis to enable Japan, Australia and New 2Zealand to be consulted a-
bout, and associated with, the study (supplemented with bilateral
cor.sultations, especially with Japan).

2. ENERGY REQUIREMENTS. The primary U.S. aim in this study
is to establish a factual basis for the U.S. view that the Soviets
could become the marginal supplier of gas to Europe, thereby driving
out other Western alternatives and thus creating a threat to Western
security. Analyses would move from levels of OECD energy demand and-
pr¢ :tion to projected import dependence, vulnerability to energy
supply disruptions and alternatives that would m: imi 2 ¢ :curity
risks. Arrangements have been made to assure that at least one sce-
nario to be developed by the study reflects our views and to factor
the previously commissioned IEA gas study into this effort.

3. CREDIT. Our goals are to reduce subsidization of the
Soviet economy initially by tightening up the existing OECD export
credit arrangement (in such areas as downpayments, term to maturity,

SEERET
DECL: OADR
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fees, etc.) for all "Category 1" countries (essentially OECD, Israel
and Eastern Europe), and then use the results of the NATO study to
move further on the USSR . if-pessible. Our strategy will also expand
the OECD's mechanism for monitoring East-West trade and financial
flows to strengthen our case for greater prudence and control in
Western economic relations and trade with the Soviets.

4. STRENGTHENING COCOM. We have proposed that a second
High Livel CoCom meeting (HLM) be held in late February or March in
order to stimulate and maintain policy-level attention in. the other
CoCi 1 governments to strengthening CoCom's multilateral system of se-
curity export controls. U.S. initiatives prior to the second HLM are
planned to advance our goals of increasing the overall effectiveness
and r jponsiveness of CoCom; widening embargo coverage in the ongoing
list review; strengthening enforcement procedures; harmonizing licens-
ing procedures; improving CoCom's organization and support facilities;
and developing multilateral approaches concerning availability of em-
bargoed equipment through non-CoCom countries.

5. OTHER HIGH TECHNOLOGY. We propose that CoCom should ex-
amine the issue of whether multilateral controls of other high tech-
nology, including oil and gas equipment, not now controlled or being
considered for control in the current list review, as well as emerg-
ing technologies, will strengthen Western security. A list of spe-
cific items to be controlled will be submitted to the allies and we
will seek to focus debate on how controls would meet alliance securi-
ty needs. We propose that a special working group be created to deal
with these issues so as not to interfere with on-going CoCom work on
the list review. Our goal is to have the resu%;s of this examination

available by early May.

In each of these areas, our negotiators will be guided by the
objectives set forth in NSDD=-66, and will seek to build an allied con-
sensus from the language in the "Summary of Conclusions" paper.












