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4. Strengthening CoCom 

Study Content 

An overall examination of the effectiveness of the 
CoCom process with the goal .of strengthening this mechan
ism and reducing the flow of strategically important tech
nology to -the East. Aspects to be examined include: 

- An overall review of the effectiveness of CoCom, 
including study of how controls have been evaded or 
strategic ite.'US not placed under control. 

- A review of the strategic criteria 

An assessment of the progress to date in the on
going List Review process 

- A review of efforts to improve enforcement, counter
intelligence cooperation and the harmonization of 
licensing procedures 

- Further measures to strengthen CoCom institution
ally~ such as through the establishment of a military 
subcommittee or through the provisions of additional 
support staff and resources 

- Assessment of controls on re-export of goods from 
non-CoCom nations 

Implementation Strategy 

- Convene a High Level Meeting (HLM) in late February 
or March to stimulate policy attention on the aspects 
listed above . and, hopefully., to highlight the need 
for an ad · hoc CoCom committee on "other high techno
logy, including oil and gas" (see section 5, below). 
A proposal for a military sub-committee will also 
be presen~ed at this meeting 

- Schedule meeting of computer working group in April 
and continue efforts, using HLM sessions i: necessary, 
to reach full committee agreement in this area 

- Continue efforts to discuss harmonization and en
forcement issues as well as re-export licensing with 
CoCom working-level officials 

- Develop a plan and seek support from CoCom govern
ments to enhance the organization's physical faci- · 
lities and support resources 
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Proble.,ns 

--Many elements of the program to strengthen CoCom 
have been raised earlier, with a notable lack of 
enthusiasm from allied governments. The prospects 
for some elements of the program may not be bright. 

o c::C! a r::r 



0 

~ 
l&J 

-c 
·u.1 
.J t ILi 
tJ: 
...... ~ j Q 
w ) - ~ u. 

f -"' "' :5 ,: 

CJ .. 
UJ z 
C 

5. Multilateral Controls on High Technology Exports, 
including Oil and Gas Equipment, and Data 

Stucy Content 

This study is designed to show the relationship of 
controls on high technology exports not currently control
led by CoCom--including oil ·and gas technology and equip
ment--to the security interests of the U.S. and its allies. 
The study will: 

- identify the USSR's priority energy projects and 
the potential contributions that Western equipment 
and technology can make to these 

- determine the impact of these projects on the 
level of Soviet energy production 

- determine which Western equipment and .technology 
is key to Soviet plans · 

The results of these analyses will be assessed in the con
text of t.~e implications of Soviet energy exports for 
Western energy security and the advantages to the Soviets 
in pursuing their strategic aims, of increased levels of 
energy exports to hard-currency markets (this latter in
formation will be develoP.ed by the energy and the over
all East-West studies, respectively). 

timPle~entation 

- Presentation of the following points by the U.S. 
delegate to CoCom at the next feasible meeting: 

.LI ·-.( .,, 
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- CoCom should examine whether multilateral 
contro_ls on high technology equipment (not 

· now controlled) , ineluding oil and gas, will 
enhance Western security 

- CoC~~ rr~y wish to establish one or more sub
groups to review specific technology areas 
such as oil and gas 

- The U. s·. is willing to forward a proposal 
for such a group immed~ateiy 

Problems 

- ~he French and Germans have emphasized that oil and 
gas equipment should be considered under existing 
coco~ criteria, which are limited to military uses. · 
They will almost certainly argue that the consideration 
of oil and gas is, in the present instance, inappropriate. 
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- The French have resisted -the creation of any new 
committees or related structures, and will probably 
regard the oil. and · gas· ad hoc committee as such, and 
attempt to rule it out on that ground. 
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. Draft Strategy and Terms of Reference 

Y ~ ; NARA, DATE ¢,{I/& for East-West Economic Study 

03JECTIVES 

The US seeks a NATO study which focuses sharply on the security 
aspects of East-West trade, technology and financial flows, and 
leads to common policies reflecting consensus that economic 
relations with the USSR must be ·seen in a security/strategic 
context. In our work with the Allies, we .should structure the 
overall study in a way which can be helpful to us in the work 
underway elsewhere on energy, high technology and credits. This 
work should flesh out the principles confirmed in the "Summary of 
Conclusions." Our emphasis on strategic considerations and leverage 
will come up against the views of some Allies, who can be expected 
t0 prefer an emphasis en the economic analysis that is the customary 
product of the NATO Economic Committee. · 

We should seek completion of this phase of the process tnis 
spring, before the Williamsburg Summit and the NATO and OECD 
Ministerials. We should recognize,. however, that the process of 
forging the new common policies we seek may .take substantially 
longer: there may be subsequent follow-up, both in NATO and in . 
o~her organizations. 

Our specific objectives are those set out in the relevant NSDD 1 s 
and the . US papers on East-West ·. economic relations · submitted to the 
Ottawa and Versailles Summits. In this regard, the conclusions 
drawn from the study by the NATO Ministers should support our 
contention that economic relations with the Soviet Union should be 
viewed in a security/strategic context and support NSDD-66 
objectives on energy {no new incremental deliveries of Soviet gas), 
technology tra.nsfer {strengthen COCOM and controls beyond current 
COCOM guidelines), and export credits {further restraints on 
officially-b~cked' credits)~-· · 

!Y~LEMENTATION 

The Germans are ready to give the NATO Economic Committee the 
task of preparing an overall study, and the French may also be 
p=epared to cooperate. The FRG has indicated that it would be 
willing to take the lead in proposing such a study in NATO. We 
should make every effort to encour~9e the widest possible 
sponsorship of the NATO study and avoid a "made in Washington" 
labeling. · · · 

The Economic Committee has a new French chairman and a small 
staft. During the course of the study, this staff will need 
add i tional manpower, which could be provided through te~porary · 
ass i gnments of qualified economic analysts from the capitals. We 
are prepared to assist and should encourage other Allies (e.g., 

~ Olli' IaiiNcrI.?a. -
DECL:l/5 / 89 
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Canadians, FRG and UK) to do likewise. The NATO staff will need to 
draw heavily on recent work of the Committee (much of it supported 
by CIA and INR) · and of the OECD. National submissions will be 
needed and expected, and CIA and INR should be prepared to provide 
full economic analyses after the Interagency Group approves the 
attached tenns of reference, which incorporate the individual 
comments of agencies received over the holidays. 

NATO has the drawback, for purposes of this study of not 
including Japan. However, Japan will need to be involved in some 
informal way--both Japan and France- rule out direct Japanese 
participation--from the outset. The so-called "Trio Mechanism" used 
to involve Japan, Australia and New Zealand in Polish contingency 
planning serves as a precedent. However, the .French have stated 
their objection to haviDg Japan directly involved in this NATO work 
and they may balk at use of the "Trio Mechanism." In any case, we 
will have to have informal bilateral consultations with Japa·n, 
either to supplement "Trio" meetings or as a replacement for them. 
We should seek to have both the "Trio" meetings and bilaterals held 
in Washington, with USNATO and Embassy Tokyo having supplemental 
roles. 

Our other priority task should be to submit to NATO our proposal 
for the terms of reference of the study. While it is extremely 
important .to ensure that the -work begins soon, and on the basis of 
our TOR, we should consult with key Allies, both in capitals and at 
NATO, to determine whether they would join with us in/submitting 
.parts of the TOR. The initial series of meetings in the Economic 
Colillnittee is expected to run 7-10 days. 

TERMS OF REFERENCE 

We· see ·two major con·straints . on· the· terms of reference: they 
should not imply an overly broad study, in part,· because of NATO 
staff and time limitations: and they must cover some areas of 
interest only to our Allies (e.g., agricultural trade). 

We might propose to title the study "An Examination of the 
Security Aspects of East-West . Economic Relations," in order to 
emphasize that the study is to enter into broad policy ·questions. 

The approved terms of reference should also be used as the basis 
for a ·US paper ·· (or papers) .for the- NATO Economic Committee. The 
analysis will need to track with the decisions of the interagency 
groups planning for follow-up on COCOM and other high technology, 
energy and credit. The US can submit t_hese papers, whether or not 
the terms of reference below are agreed multilaterally. 
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DRAFT TERMS OF REFERENCE 

I. SOVIET ECONOMIC SITUATION AND OUTLOOK 
A. Structure 

1. Military sector 
2. Civilian sector 

B. Recent Economic Trends and Problems 
l. Industrial sector 
2. Energy sector 
3. Agricultural sector 

c. Economic Outlook 
D. Economi'c Policy Options for Resource Allocation 

II. IMPACT OF EAST-WEST ECONOMIC RELATIONS ON SOVIET ECONOMIC AND 
MILITARY PERFORMANCE 
A. Evaluation of Recent and Prospective Economic Relations 

l. Trade 
2. Finance 

a. debt 
b. hard currency earnings 

B. Soviet Economic Benefits from Trade with the West 
l. Critical industrial sectors (including energy) 
2. Agricultural sector 
3. Relations with client states 

C. Direct and Indirect ·Contributions of East-West Economic 
Relations to Warsaw ·Pact Military and Strategic Capabilities 

III. WESTERN ECONOMIC VULNERABILITY AND DEPENDENCE ON THE EAST 
A. Supply Relationships 

1. Energy 
2. Raw materials 
3. Outlook 

B. Soviet. and East European Ma~kets 
l. Manufactured goods 
2. Agricultural products 

C. Potential Economic and Financial Leverage Against the· West 

IV. MAJOR FINDINGS 

Econom i c Co~mittee Work Plan 

The above terms of reference could be . addressed by- the Economic 
Co:mittee in three or four separate meetings in late February-early 
March at the senior experts level, followed by a meeting of 
policy-level officials to outline the policy implications of the 
analytical work. Ideally, this latter meeting should be held at the 
NAC, with participation of experts from the capitals. · 

The first meeting, on the Soviet economy, would try to establish 
so~e common ground for the analysis of the strategic considerations 
of East-West commercial relations. The meeting and paper could be 
organized as follows: 
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I. SOVIET . ECONOMIC STRUCTURE 
A. Military Sector 
B. Civilian Sector 

II. RECENT ECONOMIC . TRENDS 
A. GNP Growth 
B. Accumulating Problems in Industrial Sector 
c. Energy Sector 
D. Effect of Four Consecutive Poor -Harvests 

III. ECONOMIC OUTLOOK 
A. Demographic Factors 
B. Resource Constraints 
c. Productivity Prospects 
D. Economic Growth in the l980 1 s 

IV. RESOURCE ALLOCATION POLICY 
A. Continued Support for Consumption-Oriented Programs, an 

Attempt to Cut Back on Investment Growth, and Delays in Some 
Military Programs 

B. Evidence of Reduced Aid to Eastern Europe and the Third World 
c. Policy Decisions Facing the Leadership 

In this meeting, the Committee should strive to identify some of 
the less well understood reasons for current Soviet economic diffi
culties, -which are not merely the result of a run of poor agricul
tural years. The United States should also draw the attention of 
the Allies to the likelihood/evidence that economic constraints have 
already led to delays and cutbacks in Soviet military programs and 
in aid to client states and Third World initiatives. In reviewing · 
the policy decisions the new Soviet leaders must make, the relation
ship between military spending and economic cooperation with the West 
-should be . documented and . established •. . . 

The second meeting, on the contribution of East-West commercial 
relations to Soviet economic and military power, would summarize the 
trends in Soviet economic relations, and look at · the possible role 
of East-West commercial relations in facilitating the Soviet 
leadership's resource allocation program. The meeting and the paper 
could be organized as follows: 

I. CO~"TRIBUTIONS OF EAST-WEST TRADE AND TECHNOLOGY TRANSFER TO THE 
· SOVIET ECONOMY 
A. Critical Role in Some Industrial Sectors 
B. Dependence of Livestock Program on Imported Grain 

II. CONTRIBUTIONS OF ~ .ST-WEST TRADE AND TECHNOLOGY TRANSFER TO 
SOVIET MILITARY POWER 
A. Industries Essential to Military Production 
B. Weapons Systems 
c. Easing of Constraints 
D. "Indirect" Contributions from Freeing Industrial Resources 
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III. IMPACT OF HARD CURRENCY AVA~LABILITY/CONSTRAINTS ON SOVIET 
POLICY 
A. Direction and Size of Resource Transfers between USSR and 

West 
B. Support for Eastern Europe 

-c. Sectoral Impact 
D. Support for Third World 

IV. POTE~TTIAL CONTRIBUTION OF EAST-WEST COMMERCIAL RELATIONS TO 
ALLEVIATING ECONOMIC STRAINS IN THE USSR 
A. Outlook for Soviet Import Capacity and Impact on Economic 

Growth a.nd Allocation of GNP 
B. Role of Expanded Use of Credits 
C. Role of Compensation Agreements 
D~ Role of Institutional Arrangements 

The third meeting dealing with Western vulnerability and 
dependence could be structured as follows: 

I. SUPPLY RELATIONSHIPS 
A. Western Dependence on Soviet Energy 
B. Western Dependence on Other Soviet Raw Materials 
c. Outlook 

II. DEPENDENCE ON SOVIET MARKETS 
A. Machinery 
B. Grain 
c. Outlook 

III. LEVERAGE ARISING FROM ACCUMULATION OF SOVIET ~'"D EAST EUROPEAN 
DEBT TO TEE WEST 
A. Past Record 
B. Outlook 

In this meeting, our objectives would be to achieve joint· 
recognition of the extent of the potential and actual influence that 
the USSR and Eastern Europe can exercise on Western economies· and 
policies. 

Source Material 

Atta ched i s a two-pag e li s t of CIA s tudies · availab1e as source 
material for the NATO study. 

0022B 
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Draft Strategy and Terms of Reference 
for East-West Economic Study 

Drafted:EUR/RPE/EWEA:RFrief:cg 
l/5/83:x20533 (0022B) 

Cleared:EUR:TMTN6"s A~/ 
EUR/RPE:TERussel~-v-

. EUR/RPE:DNMill~ 
EB/TDC/EWT:GAldona; 
E:MBailey 
INR :JDanylyk _.,i::: 

CIA:MErnst ~ 

USTR:JRay . J 
Treasury:GClapp 
DOD:DGoldstein 

· Commerce :SLotarsk · -
NSC:DBlair . 



I• 

tr.-G Stucle, Av~tlnble cs Soure~ 
I 

k::te:-lcl for 
Stu~v 

Sftuatlo~ Conrronttn~ th~ Ne~ So~Jet 
. . 

Sumn&r)' ot recen·t eec,nomtc trenda 

The Soviet !concm!~ Predic11r111nt aod !Ast•Wtst Ee~ncnde 
R..l1tf0n1 (Jan 19!%) . 

Polley tm;,llcatlcn1 of the ' Sovltt ~eonc:mto 81 
(dratt, Oee 191%) 

.• 
OSSl:tz Eeonomlc Pr0Jeetlon1, 111!•90 

II. How 1·he Soviet I eadersh 11 p hai ma11a,~d I ta re~Oare• 
a?loee.tlon oroblem _. J 

SN?! ~,11.:.c-as, Dep~ndence or SoT{et Jillltllry!PO'W'er on 
Eeonomfe Relat!0n1 with the West (Nov 15S1' 

• ·_ j . 
~~,~: Eeonc-:nle ts,ues Feeln: the L~cder:hlp ~~OT 11S%) 

• = I . 
C:.n th~ Soviets •stand Do-em• Mll[t-arllrt (J~,a 1sa:) 

. - I 
Th~ Cor.tr-fbut ton of E~st-We:-t Co:-rrnorefal E.al ·ctrene tb SoYfet 

Eeeno.""!'li c e.:id Mi 11 tcrY ~ower · . l 

'

• P~:t contributions ot Ea:t-~1t Trado ~nd to~.noJocy 
tr&ns!er to the Sovle·t economy 

Soviet Dependence en ffe:tern Trade bJ S~eto~ (Mov 1;s1) 
• -Sov.!et £eoncm!e Dependence en the lh1t CJ~: 1 e:) 

. . ·. . . . . ~ 

I 

Oe pend en e e 0 t the OS SR c n · t ~ o r t • tr c:::i t h • We! 1 t C p e;p e r 
Mitterend • May 108%). . I . 
S~I! 3/11-~·S1, Oependenee ct so,Set Mllltar~ P01:1r ~n 
E:eone.-nte Relatfons with the Weit {MoT ti:1) ! · 
SNIE :-1t/2-a2, The Sovfet 0&1 Pl~etlne In P r:~ectlte 

t r·r·. fffli);a·et or-·. hcrd currene1 dlttlcultl.••= on _s~vf t · polleJ 

USS~: Polltleal Sid~ E!!ects o! th• RArd ~ rency Ptobl~ 
{July 1982) 

? 0 lf e ;' J mp l I e !. ti O n S 0 f t h e S O V I C t- E ·c: 0 n C-"n ! = S ~ 01:m 
(dr~!t, Dee 1982} 

.. 
SoYlet Union's Hard Currency Bft~~t[on (Feb -



fr°!. ?oten-tlcl eontr [but Ion ot Ee:t-tfe,t eo-.... ~~elt reltt!on= 
to clt~viAtlnt e~onom{e crafns ln the C'SSR 

OSSAi lm;:,act ot Credit Reduet!ona on Foreltn Trede and 
the Xcon~~y (May 198%) 

The Soviet Bl~c Ylnanclal Problllffl &1 ~ Source ot ~••t•rn 
!n!luene~ (April 1i8%) .. 
Pol!e1 tm;:,lleatton, o! th• SoY1ot 3eona:uic !1 
(drart, Dee 1S!2) 

o,m 

~n the Soviets. "Stand Down• Mlll ·tt.rlly! (Jua• 111:) 

goTlet Eeonomle Orowth cnd -!m;,ort P..&qulrement. (June 19:%) 

T~1feat;oru or .East-rrest ~ret&J· Rel~tfons for J:tern 
De Ce n d e.n e e t n d Vu l n e r. b I l I t ~ r 

I t. Su;,~l)' relatlon1hf~ •· t 
I 

SNIZ :/11-8%, Western· AlternAttva, to So~s~: ~~tur~l 
Oas: Pro~pecti :nd lm?lle&tlons (~y toa:) 1 

' 
??. ~p,ndenc~ on Soflet ~rket1 f 
III. LeYert~e ar1,lng from ~eet:nUl1tlon of So~ret ~d E4ut 

Europeen debt to the West 
I 

' IY. Soviet ~111Intnes1 to e:erols• eeoncr.ile 11Tcr~ro 

. • . 

.. . . 
. . 

• • I. ., . _,,,. ·. -- ...... 
. . .. , .... 

. -· ~ .. : .. ; .'::·.·, 

' . . 
. . ' . . 

I . . - . ~·· 
. : .. 

. ·-

• l 
I 



Objectives 

Terms of Reference and Strategy for 
East-West Credit Flows Study 

The "Summary of ' Conclusions" on East-West economic 
relations commits the allies to three specific undertakings 
in the area of export credits: 

-- to begin a study of Western export credit policies 
"with the view of agreeing on a common line of action" toward 
the soviet Union and Eastern European countries that is in . 
keeping with the general precepts of not contributing 
to the military or strategic advantage and ·capabilities of 
the u.s.s.R. and not according preferential treatment or sub-
sidiea to· the USSR. This will require a major and sustained 
allied effort. 

-- to work urgently further to harmonize export credit 
policies, and 

-- to establish "without delay" necessary procedures for a 
periodic~ post review of economic and financial relations 
with the USSR and Eastern Europe. 

Regarding these undertakings, NSDD-66 defines the U.S. 
objective as follows: 

"An agreement that builds on the recent OECD agreement 
substantially raising interest rates to the USSR to achieve 
further restraints on officially-backed credits such as higher 
down payments, shortened maturities and an established framework 
to monitor this process." 

Terms of Reference 

The work on the credit issue should proceed on two tracks: 

(·1) on the "common line" ·and harmoniza.tion of export credit 
policies regarding the Soviet Union, and 

(2) on the review of East-West trade and financial flows. 

-1. Credit Policies -- The objectives stated in the agreement 
and those of NSDD-66 are not necessarily inconsistent, although 
they may be subject to confused interpretation both within the 
U.S. Government and among allied governments. It is not widely 
recognized that -- as discussed below -- very few countries 
still significantly subsidize credits to the. USSR, . if they adhere 
to the new provisions of the OF.CD Export Credit Arrangement. · · 
Indeed, many now charge premiums on such credits. Therefo~e, the 
restraints called for by NSDO-66, if they~ agreed upon in the 
context of the OECD Export Credit Arrangement, will need to be 
s tructured as general measures applicable to all "rich" countries, 
including the USSR, in Arrangement Category I. The focus will 

DECLASSIFIED Classified by s. J. Canner 
NLS {;96-44!1(':l ~;_;, Review for Declassification 
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have to be less on subsidy reduction than on non-preferential 
treatment of the USSR within the context of new and more 
stringent Arrangement rules on export credits to all industrial 
countries. 

In short, there is little scope remaining in the 
Arrangement for subsidy reduction. There is scope for more 
restraint in the OECD, but that restraint will ·have to be agreed 
upon in a far wider policy context than one relating specifically 
to the USSR. 

Within that context, we c·an design a proposal that would 
consist of restraints that would apply to one or more of the 
following aspects of export credit transactions: (1) the 
"cover", i.e., the maximum proRortion of the total value of an 
export that can be financed: (2) the type of financing, i.e., 
direct credits, guarantees, or insurance: (3) the "contract 
rate," i.e., the rate of interest seen by the buyer; (4) interest 
rate subsidies (for countries where financial market rates are 
above the 12.4 percent minimum provided for under the Arrangement): 
( 5) type of. products cove·red: ( 6) foreign currency loans or 
guarantees: and (7) term to maturity. 

2; Review -- The review should cover the entire spectrum of 
the flows of financial and real resources from the West to· the 
USSR and individual Eastern European countries. Thus, it 
would encompass trade, debt, export credits (official), and 
banking flows as individual items, as well as an overall analysis 
of the aggregate of these items. The review should focus on 
the past year's developments in each of these areas, the longer
term trends, and the short-term outlook. 

Distinctions would be drawn between the Soviet Union and 
· the Eastern European countries, in keeping with the widely_ 
shared commitment among the OECD countries to the principle of 
such differentiation. In particular, the review would concentrate 
on credit flows to the former and the indebtedness of the latter, 
in a manner such that an assessment can be made of the extent 
to which Western economies contribute to strengthening the 
strategic and military position of the u.s.s.R. 

Implementation Strategy in the OECD 

. At the outset of this exercise, thinking within the u.s. 
Government focused : on the need for an · ad hoc group, cons.isting 
of the seven Summit countries plus the EC, to draw on work done 
in the credit area in the OECD and other fora. The agreements 
reached by ~ecretary Shultz and the French, however, explicitly 
provide for the export credit studies agreed to in the "Summary 
of Conclusions" to be done in the OECD. As with the terms of 
reference, the proposed U.S. strategy for the OECD will be 
discussed below on a two-track basis. 
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1. Credit Policies -- The initial OECD effort will consist 
of "studies" of aspects of export credit policies already 
enumerated, e.g., -cover, type of financing, contract rate, term, 
etc. rt will be necessary to structure this effort in such a 
way as to involve the major participants in the Export Credit 
Arrangement in a process of de facto negotiation early in the 
new year. The purpose wouldbe to see what degree of consensus 
could be achieved among them - on credit policies for all industria l 
countries within the context of the Arrangement by May 1, when 
the current guidelines of the Arrangement must be renegotiated. 
By contrast, it would not be adequate simply to expect the OECD 

· secretariat to produce"study" papers for subsequent review by 
participants; such an approach would be too time-consuming and 
would likely produce little or no useful results. A failure to 
achieve a reviewed consensus by May 1 could give the French a 
pretext for bolting the Arrangement •. 

A first step for the United States should be the prepara
tion of our own proposals on each of the principal aspects of 
export financing, as well as consideration of the tactics to 
be followed in the OECD. This undertaking, to be completed in 

. January, would be led by the Treasury Department with ·the parti
cipation of State, Commerce, USTR, and Eximbank. Its dual 
purpose would be to clarify our own thinking on the kind of 
·restrictions we would like to emerge from the OECD, and to· 
formulate proposals we would put forward for multinational 
consideration. · 

2. Review -- The U.S. Government has already begun to lay 
the groundwork for work in this area. During the past summer, 
we invoked the Versailles understanding in launching an offensive 
within the OECD and NATO to improve their respective data 
collection and reporting systems on East-West financial flows. 
The OECD _Trade Committee (Export_ Credits Group) and the 
Committee on Financial . Markets have produced inter alia · evalua
tions of outstanding East-West economic problems anrl at least 
one comprehensive study detailing trends in East-West trade 
and . finance, i.e., the annual Trade Committee report on East
west economic relations. Work on strenghthening the OECD data 
bank is also progressing. 

These efforts need to be expanded and accelerated to fully 
meet the requirements of the review process we envisage. 
Specific objectives we should pursue in the OECD include the 
following: 

(1) to continue work to upgrade the OECD data collection and 
r eporting systems in the Trade Committee's Group on Export 
Credits and reconcile OECD and BIS nata on official and private 
bank credits in the Committee on Financial Markets (CFM): and 
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(2) to continue work in the Trade Committee's East-West Trade 
Group and in the Secretariat itself on relevant East-West 
trade and financial issues, including analyses of economic 
developments in key Comecon countries and the USSR and trends 
in East-West economic relations (see latest annual Trade 
Committee report on East-West Trade). 

OECD Secretary General Van Lennep has suggested (Paris 
44386) that the XCSS could give initial impetus for this phase 
of the exercise at its February 8-9 meeting. He has offered to 
contribute policy-oriented papers to that end and has solicited 
our views as to issues that should be highlighted. We shouln 
focus on this task in the immediate future. Subsequently, 
we will have to concentrate on what we would like to accomplish 
in the various OECD groups and what guidance the XCSS could 
give them. 

Another question we will have to address is where we might 
be able to achieve an overview of the work to be done in the 
various parts of . the OECD. The XCSS might be at least an 
interim solution. Development of this approach should be 
pursued after (1) further discussions with Van Lennep, and (2) 
the results of the upcoming meeting are in. 

Work Outside of the OECD 

As noted above, the urt.derstanding arrived at between 
Secretary Shultz and the French focuses almost entirely on use 
of the OECD for the East-West credit work. This presents us 
with a dilemma. 

On the one hand, in restricting this exercise to the OECD 
we would severely limit what we could hope to accomplish -
with regard to both the scope of the discussions and the policy 
changes. _that .may result from the effort.. We will need to take 
great care that neither our important· general export credit 
policy · negotiating objectives nor our East-West objectives 
become submerged or compromised by combining them in the OECD 
forum1 there are ~eal risks here. 

A major problem is the necessity of involving the neutral 
OECD member countries. They can be expected to object to dis 
cussions of any aspects of East-West economic relations that 
are overtly political, which rules out e xchanges t h e r e o n t h e 
security aspects of trade and financial flows. The neutrals 
would also block any proposal · to· focus specifically on· the 
USSR. Although they might be willing (as in the 19R2 negotia
tions on a new export credit consensus) to increase restrictions 
on the USSR and other Category I ("Relatively Rich") countries, 
this would be opposed by the EC, particularly the French. 

,eo~P" I O!tf'f .(Af:. 
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NARA DATE 1/,o/c,~ Status and Outlook 
• ' . !nezay Reauirements Study 

Terms of Reference: The USG has prepared draft terms of 
reference for the Energy Requirements Study {attached). 
In it we propose the study proceed from an analysis of 

. likely energy demand and indigenous energy production 
;ossibilities to an assessment of projected import dependence 
and vulnerability to energy supply disruptions. The findings 
of the IEA Natural Gas Security study would be factored into 
the vulnerability section. The final analytical portion 
would be an identification of various energy alternatives 
that would have the effect of minimizing security risks. 
Policy conclusions would then be reached by government 
representatives. · 

Status and Institutional Arrangements 

It was agreed during the Secretary.'s trip that the 
Energy Requirements Study would be undertaken in the OECD/IEA 
framework. To resolve the problem of French attendance at 
an IEA meeting when they do not belong to that organization, 
we convened in Par is on December 15 an "informal" group of 
Summit-country representatives, plus the EC Commission. At 
that me·eting, we· distribut·ed for consideration by governments 
our draft terms of reference for the study. The IEA Secretariat 
(represented by Executive Director Lantzke) has begun work 
on the study on t.~e basis of the draft terms of reference 
and expects to have a first draft ready for review in early 
February. 

We have canvassed Summit capitals for official reaction 
to our proposed ~erms of reference. The UK ' and FRG have 
accepted the draft without changes. Canada, Italy and 
France- had no specific comments and are expected to approve . 
when their internal deliberations are completed. Japan had 
some questions {which we are answering) but finds the draft 
generally acceptable. We expect to meet January 12 in Paris 
on the margin of the IEA Standing Group on Long-Term Cooperat.ion 
to obtain Summit countries approval of the terms of reference. 

The CIA has been asked to conduct a series of "shadow" 
on ·the basis of the terms of reference for .the energy 
requirements study and the IEA natural gas security study. 
DOE will assist in analyzing the North American energy 
scene. These "shadow" studies will serve as a check on the 
IEA's analysis and, as appropriate, permit us to correct or 
supplement the IEA's work. 
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An interagency working group has been established to 
backstop USG participation in the energy studies. It 
includes representatives of all key agencies and State 
Department offices. The interagency working group will 
report to Allen Wallis ·as chairman of the senior-level 
International Energy · Security Group (IESG). 

Outlook 

If the Summit country representatives have no serious 
problems with the terms of reference, we expect to convene 
a~other informal Summit 7 plus 2 meeting next week on the 
margins of the January 12-13 IEA Standing Group on Long-Term 
Cooperation (SLT) meeting in Paris to obtain agreement on the 
terms of reference. Final terms of reference could then be 
provided to the IEA Secretariat. 

Ulf Lantzke has informed us the Secretariat will have 
a first draft of the Energy Requirements Study by early 
February for circulation to members of the informal group. 
In mid-February the Secretariat would host a two-day Dourdan
type meeting where the "friends of the Secretariat" would 
discuss the first draft. At that time, we would bring Norway, 
the Netherlands, and perhaps Australia, into the informal 
process. 

Based on these discussions, the Secretariat would 
prepare a redraft which could be discusse.d further by 
the informal group and/or sent to the IEA Governing 
Board for consideration. The IEA Governing Board is / 
next scheduled to meet March· 24. 

The first step in the study is to establish the factual 
basis to support our contention that, left unchecked, 
the Soviets can become the marginal supplier. of gas to 
Europe a-nd drive out competitive . alternatives. The En_ergy 
Requirements Study and the IEA Natural Gas Security Study 
will derive alternative reference cases based on different 
assumptions regarding GDP growth to the year 2000, supply 
and demand, and interfuel substitution. We would expect 
that at least one reference case will support our contention. 

After the factual basis has been laid, further Dourdan
type meetings would be required to draw policy conclusions. 
We . would seek to . persuade our European allies that a prudent 

. ene~gy security. · policy re·sponse to the .. Soviet. threat of 
preemption and resultant European over-de.pendence on Soviet 
gas requires a coordinated European effort to promote the 
development of Norwegian reserves • 
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Our goal, of course, would be to obtain European 

agreement to the NSDD-66 objectives: "not commit themselves 
to significant incremental deliveries through already 
existing (Soviet) pipeline capacity: and participate in the 
accelerated development of alternative energy resources, 
principally Norwegian gas reserves." (It should be recalled, 
however, that the study is an overall, global reassessment 
of energy security issues. The Europeans will emphasize 
their vulnerability to oil-supply disruptions.) -

Attached is our proposed terms of reference and an 
anticipated work program. 



Terms of Reference Energv 
Recuirements and Alternatives Study 

The basic guidelines for the Energy Alternatives Study 
are provided in the "Summary of Conclusions" on East-West 
economic relations. The Summary stated that: 

"In t.,e field of energy, they will initiate a study of 
their projected energy requirements an~ dependence upon 
imports over the next decade and beyond and possible 
means of meeting these requirements, with particular 
attention being given to the European energy situation. 
The study will be conducted under the auspices of the 
CECO." 

Interested countries · would ask OECO/IEA to undertake 
the study, drawing on previous and on-going work, including 
the Wo·rld Energy Outlook. The analyses in previous OECD/IEA 
studies would be updated to reflect changed economic and 
market conditions. The Energy Alternatives Study would 
also utilize information being developed in the Natuial Gas 
Security Study. Member country contributions to the study 
would also be welcomed. 

To provide a con text for the regional and count·ry 
analyses, the study would assess global energy supply/demand 
for oil, natural gas, coal, nuclear and electricity, ·and 
identify likely energy supply flows through 2000. This 
assessment would include energy supply/demand and flows m 
scenarios :roman energy security perspective. -< 

Using the cases developed. for ea~h of the three OECD* 
regions, with emphasis on Europe, the study will make a 
detailed examination of: 

Reauirements (Demand} 

Regional and country energy requirements by: 

0 Fuel Source 
° Consuming Sector 

OECD Indigenous Suoply 

Energy production possibilities, by energy 
within·. each reg.ion 

Energy imports from other OECD regions. 

Icoort Deoendence 

Current and projected regional and country dependence 
on imports of energy from non-OECD sources, with 
em~hasis on Middle East oil and Soviet energy. 

z 
r-
en 

C 
m 
(") 

~ 
tn 
tn --,, -m 
C ...... 
:IJ m 
r-
m 
~ 
tn m· c:, 

.. 



ii:CRw • 
- 2 -

Vulnerabilitv on a Recional and Country Basis 

- Risk analysis of supply flows and sources 

- Physical Systems for Coping with Disruptions: 

0 Storage capabilities (stocks) 
0 choke points 
0 dual-fired capacity 
0 surge capacity 
0 allocation systems 

- Economic impact of likely disruption~, particularly 
effects on key sectors. 

- Evaluation of means to improve energy security systems: 

0 supply diversity 
0 fuel switching 
0 arrangements for access to shut-in capacity 
0 improved storage, demand restraint 
0 pipeline flexibility 
0 strengthened international cooperation 

Alternatives 

For each region and country an analysis of alternatives to 
dependence on non-OECD imported fuel considering: 

0 possibilities for enhancing development of 
indigenous OECD energy sources, including 
examination of institutional, policy, financial, 
and technical constraints. 

0 potential for inter-fuel substitution. 
0 possibilities for enhancing intra-OECD energy trade. 
0 externalities (employment, environment, security). 

Based on the technical analysis developed by the 
OECD/IEA, countries would draw policy conclusions and take 
appropriate actions, including through the relevant multi
lateral organizations. · 



Follow-up on Energy ·Reauirements Study 

and Natural Gas Security Study 

Mid-January·. Approval of ··ferms _of reference by. informal 
steering group (Summit Seven, plus EC Commission). 
(Meeting either on fringe of SLT or later in January) 

. 
Mid-January. U.S. expert (Chuck Patrizia) meets with IEA 
Secretariat and. begins assisting Secretariat with energy 
study. {L~~tzke offered U.S. use of Secretariat position.) 

January 13. IEA Executive Director Lantzke in U.S. for rnee~
ings with Secretary Hodel, Undersecretary Wallis, and possibly 
Judge Clark. ~ 

End-January/Early-February.' IEA Governing Board (with Paris 
representation) meets to approve terms of reference. 
(Lantzke would call meeting "at request of number of IEA 

members," and would circulate steering group-approved terms 
of reference to all IEA members.) 

End-January. Data collection and validation for Natural Gas 
·security Study co~pleted and outside computer consultants 
engaged. 

~arly-Febr~ary. Secretariat completes first draft of Energy 
Requirements Study. · (Study would~ contain policy con
crusions or recoli'.rnendations, only factual analysis.) 

•-- Mid-February. Dourdan-type meeting of informal steering 
.group to review first draft and provice comments to Secre
tariat. {At this point we would bring Norway, the Netherlands, 
and perhaps Australia into the informal process.) · 

~~d February. Secretariat completes computer analysis for 
~atural Gas Security Study. 



End-February/early-March. Secretariat redrafts Energy 
Reguirements · Study based on steering group discussion. 

Mid-March.· Possible meeting of steering group to discuss 
Secretariat redraft of Energy Requirements Study and to 
begin process of drawing policy conclusions. 

Marr.h. Secretariat analyzes Natural Gas Security Study dis
ruption scenar~os. 

March 22-23. .IEA SLT meets to discuss status of Natural Gas 
Security Study. 

March 24. IEA Governing Board meets to discuss Energy 
Requirements Study. (Governing Board will also decide 
whether to have Ministerial meeting in May or only Govern- : 
ing Board meeting.) ' · 

• 
April. Secretariat drafts Natural Gas Security Study repo~. 

-- Mid-April.· Possible meeting- of steering group to draw policy 
conclusion from Energy ~equirernents Study. (G;oup would 
factor in results o; __ Natu;-~~- G~s Secur~~y Study to .~x_tent .-:-. _. 
material available.). . . . . · .. · .... -:- . . - ·--· -= - -· -- - •··- . . -

End-April. Secretariat completes Natural Gas Security Study. 

. -
Mid-May. OECD (May 9-10 :) and IEA Ministerial (or possibly IEA 
Governing Board) discuss results of Energy Requirements Study 
and Natural Gas Security Study. 

Mic-May. Sherpas, based on discussions · in OECD and IEA and .. 
• results of "steering group deliberations, decide whether and- ... .. 

hew energy security to be treated at Williamsburg Summit. 
. . - . .. . .. ... -

!•:ay 27-28. Williamsburg Suliln!~t. (Discussion _of results of 
Ene~gy Security Requirements Study and Natural Gas Security 
St~cy, if agreement has been reached on policy conclusions.) 

June. NATO Ministerial in Paris. (~iscussion of results of 
Energy Requirements Stucy and Natural Gas Security Study.) 

---



..... , .. 6 •• u:c: .... .., 

STRENGTEEN!~G COCOM 

T~e Unitec States has proposed that a seeond High Level 
cc:c~ ~eeting (ELM) be held in late Febr~ary or Mareh in order 
~c sti~~late and ~aintain polli~y level attention in the 
o~:ler COCOM go"ernments on the need· to strengthen the multi
!ate~~l system of security export controls ·eoordinated through 
:ha~ o~ganization. We hope to make use of the ELM to encourage 
~lliec support for major US COCOM initiatives in the following 
,=ecs (which are described below in greater detail: 

(a) an anticipated U.S. ?roposal to be s~bmitted to 
coco~ that a second high level meeting {EL~) be held at some 
~ut~ally acceptable time in 1983, and 

(b) . efforts prior to the seeonc -EL~ to strengthen COCOM 
in the following areas (which are aescribed in ;=eater 
c:e-:ail belo"''): 

1) effectiveness and ~esponsiveness of COCOM in general; 

• 2) strate2ic criteria: .. 
3) list review; 

C} enforcement, countei-intelligence coopera~ion, and 
harmonization of licensing procecu=es; · 

5) organization, e.9~ instituting a military sub-committee, 
i~?roving communications and equip:iient, adding staff; 

6) multilateral =??roaches concerning third country 
, ·,ta i 1 ab i 1 i ty • .. .. 

!t ~ould also be our hcpe that the ELM could review ano 
~!~e i::etus to an ad hoc COCOM stu6v crou~ on "other hich 
t: c:::1olo9y, including oil and 9.as ," -.;h ich the OS has also., 
__ ,.. ... ,._,.ceo· 
:'- .... ·: ... - . 

i. ~eview of the effectiveness anc res~onsiveness of 
c:·cc:-: in cener a 1 

r~~ec•'ve· ·To oo· •-:~ ·- - con~=r:~,,c -~~a• o~ec-i'te 1·~s . ........ : '-- • t.c:..;..., C: --- •-'-'- '-•• .. , -:' '-

s~ccesses, ~ne COCCM syste~ of rr:ultilateral ccntrcls must be 
st=e~~t~eneo in orcer to irr.?ece more effectively the transfer 
c! ~~stern ecui~~ent anc technclo~v of stratecic rnilitarv - - .,,. ., ~ 

:~;-crtance to the Soviet Onion ane its 'i·7a.:-sa-w ?act allies. 

C~t,: .!bti,f J.J!.t, 
~·ECL: C'.Z;.DR 
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Plan of Action: At the January 1982 F.LM, the United 
States noted ~hat COCOM had been reasonably effective in 
cc~trollins- ~he export cf listed items by law-abiding 
ex=orters bet that the ~arsaw Pact countries were obtaining 
e~~ipment a~d technoloqy of strategic military importance 
~oth throuch evasion of controls and because some significant 
items are not subject to control. Our objectives were to 
ce~onstrate the need for improving enforcement and for 
stren9thenin9 the existing embargo list.. The RLM agreed 
minute acknowledced that Warsaw ?act militarv equi:,ment and 
:eehnology had been aided by systematic exploitation of 
~estern technology and that COCOM should give priority 
attention to reviewing the adequacy of con~rols in several 
s~ecific areas. Eowever, the first ELM did not endorse o.s. 
p:-cposal s for a elarif ication of COCOM -1 s strate9 i c er i teria, 
adcitional resources for· enforcement, or a military sub
co~~ittee and that. meeting could not, of course, take 
tefinitive action on strengthening the embargo .list. During 
~ilateral talks in October 1982, the Onitec States orcoosed 
a ~eetin; of Ja?anese, German, French, and UK officials to 
ciscuss join~ approaches to third countries in efforts to 
ster.: civersions; the OR has supportec this o.s. initiative 
but has ur;ec that the idea be pursued in COCOM rather than 

· :.n a restricted crou'C. · ... . 
We shoulc now rene- efforts to revise the criteria, to 

obtain c:or.:rni 4:ments for r.iore ·.ricorous enforcement, to establish 
a ~ilita:y sub-com.,nittee and otherwise strengthen COCOM 
crsanizationally an~ lo9istically, and to pursue the idea of 
:ultilateral ap?r6aches to third countries. We should also 
identify proble:n areas in the list review and seek support 
!o= efforts to reach rapid asreement on strengthening the 
lists in priority areas. 

2. Review 6f the sirateqic drit~ria 

Obiective: To obtain a comrnitment by the other members · 
to support a O.S. initiative to revise the strategic criteria 
:n croer to ?rcvide a clearer basis for broadening COCOM 

- , .. - •, ... - . t ·1 ccn 1.ro_s 1.0 cover 1.e-c .• nc_ogy, eq1.npmen ""'' anc ma eria s 
c=itical to defense p~oc~ction. 

Plan of ~ction: The O.S. shoulo p=opose in COCOM that 
t~e second R:-M cons-icer revising t ·he CCCCM strategic criteria. 

The princi?al obj~ctive of this revision would be to 
;rcvi te a better basis for restrict i ng exports to the USSR 
of ecui=~ent and technolccv critical to oefense orocucticn. - .. . - -

In preparatory ::-,eetings for the f i:-st HLM, other COCOM 
. . . •. . ~ -- . . ·1 c:: =e~=ers s~o~ec ~o en1.nus:asm .or accress1ng a s1m1 ar U~ 

1 ~ . . ~ ·h - .. . . . " • . 1 ~:-O?Osa .er a revision o~ ~- e s1.ra~eg1c criteria. ~ccorcing y, 



changes prcposed by the Onited States at that time have not 
been ciscussed in detail, either at the first ELM or in 
~ecular COCOM meetincs since then. _, ' . ., 

Prior to the second high level meeting, the United 
States should indicate that it ~ould like to pursue its 
earlier initiative to revise the strate~ic criteria at that 
session for the reasons outlined above and to seek general 
s~pport for such an undertaking. 

We shoulc stress that inaoeouacies of the present· COCOM 
system necessitate a broadening of the current embargo to 
cover items critical to military proouction and that the 
o:timal wav to sional this to the numerous officials \t.'ho - - - . work on the details of the List Review would be a revision 
in the strategic criteria. · · 

. . 
3. Review Procress to date in the List Review 

Objective: To ·encourage support for priority o.s. List 
Review proposals which encounterea serious proble~s during 
the First ~ound and for full committee agreement on · 
~hese proposals before ·the COCO?'. summer recess. 

Plan of Action: Substantial ~rocress has been made in 
~eaching agreement on U.S. proposais to strengthen the 
e~bargo lists in priority areas ioentified by .the first 
EL.~, except for floating drydocks·, robotics, and computers. 
~bere is a major problem in obtaining agreement on our 
=loating crydock proposal (particularly from Japan). Much 
technical work rernains to be done to refine ~rct>Csals on 
=cbotics anc on computers (hardware, software; and communi
cations s~itching). The Committee has agreed to schecule a 
co~puter working group in April but is resisting scheduling 
a second rcuno of full Committee review of th~ co~~uter item 
~e!cre the fall of 1983. The United States plans ~o submit 
=evisec proposals. on robotics anc on computers to the 
Co~mittee in ~anuary so as to provice ace~cate acvance 
notice to other members for second round working srcup and 
:ull Committee consideration before the s~~~er recess. 
:c-..·~ver, it will no.t be possible to research all outstanc:ing 
technical questions fully by January, so that there will be 
~o ~ e s a p s i n our rev i sed p ropo sa l s . Mo reov er , i n t h e ? as t, 
effor~s to reach interagency agreement on the content of 
!:: • S. proposals have been t ·ime-consc~i ng. 

Efforts are continuing to schecule full Cc~wittee second 
=o~nd review of the cc~puter item before the su~~er recess. 
~e will not know for su=e until the end of January whether · 

l & '"' • -· • - ~ • -~e can meet our goa o~ su~m1t~1ng rev1sec rc~ot1cs ano 
co~puter prc?osals to COCOM by then, and we will also not 
~~cw until the end of January ~cw ~uch furth~r t~c~nical 
~==k we must do in o~6er to have a ?ro~uctive seco~d round 
t:sc~ssion of these ite~s. 

1 
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~t the ELM we should seek a commitment from the other 
~e~bers that they will work with us to schedule and conclude 
~~;ctiations before the C0C0M surnrner bieak on proposals in 
~he priority areas icentified by the January 1982 HLM. 

4. Re~iew efforts to -imorove ~nforcement, counter
intellioence coooeraticn ano ha:-mcnization of licensinc 
:,rocecures. 

Objective: To obtain pledges from other COCOM members 
to devote i~creasec intelligence and ·enforcernent resources 
to security ex?ort control activities and to initiate 
dc~estic measures necessary to deal with the thir6 country 
civersicn problem. · 

Plan of ~etion: ~~ a follow-up to the Ei~h-tevel 
Meeting, COC0M I s Sub-Co:i:mittee on Export Controls met in May 
to consider a number of o.s. proposals on enforcement and 
ha~onization. The Sub-Committee adopted more than 15 . 
reccm~encations which, if implementeo, woulo 90 a long way 
to~arcs {a) s~rengtheni~g national enforcement activities; 
(b) increasinc coooerative efforts a~onc the enforcement and 
i~vestigating-agen~ies; and (c) bringini the licensing 

- · • z - · - l-1 • • 1 . . ·h th f prac1..1ces o. 1..ne 01.. ... er ::iem.oers more in ine wi ""· ose o 
the 0nited States. In ~any cases, however, the recornrnenda
ticns merely called for members to stucy the possibility of 
implementing actions proposed by the 0nited States, such as 
the . initiation of reex~ort licensinc to deal with the third - - . country diversion problem. 

During the pre-List Review bilaterals with major C0C0M 
governments this fall the U.S. interagency te~~s underscored 
the need for following up on the key Sub-Com~ittee recommenda
tions, particularly those relating to increasec: enforcement 
=esou=ces anc the_ thir~ country eiversion problems. As a 
=es~lt of the Sub-Cc=rnitte~ meetins the full Cc~mittee · is 
also presently ciscussing two 0.S. initiatives, one for 
stancarcizin; inforr.:ation provided with license - a?plciation 
anc C0C0M exce~ticns cases and another on oevelc~ina uniform 
=~d~=tak{nss i; the !~pert Certi~icate/ Delivery ~erificatien 
( !C/ DV) svs tern. 

?lans are now ~ncer way to senc interasency tea~s to 
=ajor COCO!•~ capitals curing January and February to discuss 
-,cv -i:.-zo•c·e---- a"'d ~---c-iz-•i'on icc::•,ec:: ,_,.:.h ··c ... ~.:nc le~ .. e, 
••--· -.41- - ,11C,1,i,I. ,i,I ••C:.-.ia! e"- C:.'- • •--11111111 - ,..L'- .,,- ....... ., - V -

c:ficials in licensino anc enforcement aoencies. These 
:i2aterals a~o the suSse;uent oiscussion.at the second HLM 
~~c::lc: e=::phasi:e the key harrncnizati"cn anc5 enfc-rce.7,ent 
: ss:;e s. These .... ,oul o in cl uc e: 

(a) The need for increased resources c:evcte~ to national 
e~!orcernent activities. Most of the other sov~rnrnents have 
~oteo the oifficultv of increasinc such resources ~ecause cf 
~~=~etary restraints exace~bateo by the prese~t r~cession. 



~~e ~.s. presentation should emphasize the possibility of 
s~i:ting :.-eso\.l:.-ces from other less .crucial activities into 
e~::rcement. ~e should attempt to get the other members to 
c:esc=ibe how they are ir.:plernentins ·the su=-Committee' s 
=ecc~~endation on increased resources or to commit themselves 
~o cive hich level attention to this issue; and - -

(b) The need for reexport licensing or alternative 
system to cooe with the eroblem of diversions through third 
co~nt=ies. All the other members share the U.S. vie~ that 
:he civersion of COCOM controlled eguipment anc technology 
~hrough third countries is a serious problem and the high 
level agreed ~inutes call upon COCOM to aodress this 
issue on an urcent basis. On the other handi all other 
rae~~ers have resisted our urgings that they institute the 
·u.s. practice of reexport licensing; they point tc vastly 
inc::-eased administrative burcens and to legal problems 
of such an extraterritorial reach of controls. The o.s. 
shoulc p~ess other mernbe=s to describe what measures they 
ba-.;e instittJtec to cope with the third country civersion 
~=c:lem and to err;?hasize ~he need for alternative arrangements 
in lieu of reexport licensing. · 

Commerce anc State s~culd prepare ca:les proposing a 
s~;gested scheoule of bilaterals on harmonization and 
e~force~ent iss~es. 

5. !xa:nine :further :neasur·es to strenothen COCOM insti
-:..:tionallv, e.c:., institutinc a militarv sub-co:ii'Ji,ittee, imorovino 
cc==unications and eouioment, aooin~ staff . 

Objective: · To overcome existing opposition a~ong the 
s-:ee=ing group merr.~ers to the establishment of a COCOM 
=i!itary sub-com~ittee ano to obtain a ~eneral pledge for 
financial s~ppo:-t !er the upgradin; of COCOM ·fa.cilities and 
cc::.=unications and an ex?ansion of COCOM staff. 

?lan of .Ac":ion: 

... 
r. • 

The January 1982 HLM ag-:-eed that "COCOM may from time to 
t~:e an~ _~y cc~mc~ accord con~uct spec i al sessions i n order 
':c :-eceive and e>:chan9e re.ports fror.1 i:ilitary and defense 
c-c-~ _, i' s•c " -=-----c:.- --· 

r.t that ~eeting, anc again at the October 19E2 opening of 
~~e ~ist ?.evie~, other ~e:bers resistec a D.S. proposal for a 
s-e~a:-a:e COCO!-~ !:':ilitary sub-committee, p:-imarily because of 
e~s i :-es that their gcve~n=ents speak with one voice in COCOM·. 



At that meeting, most delegations were represented by 
·officials from not only the Ministry of Defense b~t also 
from the Ministries of Foreign Affairs and of Tra~e. Japan 
is es~eciallv sensitiv@ about involve~ent of its Defense 
Aseney in COCOM activities and declined to send any military 
or defense soecialists to the Nove~ber 15 meetinQ. . . . 

The Onited States should take advantage of the opportunity 
presented by the November 13 consensus to "take the necessary 
measures to strengthen the effectiveness and responsiveness 
of COCOM" to press once more for the establish~ent of a 
COCOM military sub-com.~ittee. A central ~unction of COCOM 
is to icentify what is militarily critical. Yet, in the 
absence of a special meeting called for tpe express purpose 
of convening military experts (such as the Noverr.ber 15 
meeting), most deleqations to COCOM include no military or 
defense S?ecialists. 

Such specialists should have a more active role ·than the 
receipt anc exchange of · reports, because their views as to 
~hat is militarily c~itical would be of great benefit to 
COCOM. However, to meet the concerns of others that their 
cover~~ents must s~eak with one voice, we should succest - . --that the function of the military subco~mittee be the · 
exchange of informal vi'ews which would not corumi.t governments. 

To meet the Ja?anese concern about military participation, 
we should su.coest that the ·. term "rnilitarv ano defense 
specialis'ts" -be interpreted to include non-mili .tary experts 
knowle69eable in the military appliation of technologies • 

. 
_The Onited States will make a formal proposal along these 

lines for consideration by the ELM. If strong opposition 
from the ELM is encountered, we shoulc suggest one or both 
of the follo~ing altern~tives: 

(1) a series of COCOM rneetinos to which military and 
cefense specialists would be invitee to consicer special 
areas of strategic concern {DOD and C!A woulo icenti!y 
set1 era.l ~uch a::-eas in acvance) or { 2) informal ii:eetinss of 

·1·- .. 1: . • 1· .. 1: • .. ... • rn1 1~ary anc ce~ense S?ec1a 1s~s o~ in~eres~ec governments 
to consider such subjects and to r~port back to their 
s overnments. 

3. c=c·radinc COCOM facilities and staff · 

COCOM is now hcused in rnccest quarters in an A.i~erican 
E~~assv ar.r.ex. It tas no modern ~oro processi~c or ccrn
puteri;eo ccm:iiiunicatic~s egui;::nent. !ts staff is extremely 
cc~?etent to perform t~e assignee secretariat =~nctions but 
includes no ~alent capable cf analvsis of critical technolocies 
ano an insufficient nu~ber cf pe=s~nnel to ?rc~ide in-oepth
analyses of such matters as exception c~ses wh!ch are 
.. l!!..1 ... ,,--- .. o i.1·st ~e··.:e··· ---o-os-1c: _,.__,_-\iC:dll., '"- -' • "' \/- .. ::,,• :" Cl -• 
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State is now ex~lorin~, as an interim measure, the 
~ossi~ilitv of a 30 ~ercen~ increase in floor space in the 
Scildinc w~ere COCOM is now housed. The United States 
chould ~~tline this ~lan to COCOM and no~e that, because of 
;he refur~is~ins costs and the resultant displacement of a 
~~G agency, the Onited States woul6 be obliged to increase 
t~e hypothetical . rent for these quarters used in calculating 
the o.s. contribution to the oc~anization. (State should 
:reoare an estimate wi~h the assistance of FBO.) We 
should seek a pledge from the other members that they will 
be preparec to increase their own monetary contributions to 
rneet their shares of this increased cost. · 

The United States should c5evelop a plan for modernizing 
COCOM faci1ities and seek a pleo9e :rom the other governments 
that they will, in principle, support such improvements 
financially. This plan is expected to include: word , 
p:ocessors a.no other modern office equi?Jnent; communica-
tion links between the Secretaria-t and COCOM capitals; ano 
a?propriate corn~unication security apparatus. The agencies 
should seek funds to finance a ?reliminary feasibility study 
of the computerization Qf COCOM operations. 

We shou16 also explore the willingness of the other . 
~err.bers to support an ex?ansion of the secretariat staff, 
which now ranges between ' 12 anc5 15. State, with the . 
assistance pf DOD and Commerce, shoulo develop_ a su99esteo 
=evised staffing pattern for . the secretariat, inclucing a 
rationale for new positions and a presentation of the plan 
to COCOM. These plans fer exp.anding a COCOM staff "will also 
be necessary for State budget planning. 

6. Multilateral Ap:,roaches concerninq Third Country 
r.vaila~il i tv 

Objective: To obtain $Upport for approaches to non
COCOH count:-ies to control reexports of COCOM-lis·ted iter.is. 

Plan of Action: ~ta .May 1982 meeting ot the COCOM 
5~:-Ccffimi:tee on !x?c=t Controls, the OnitEd States recc~~ericed 
join~ approaches to ncn-COCOM me=ber countries ~ho export to 
~=oscr i beo cestinaticns ~oods on the COCOM lists, often of 
CCCOM nerr.~er country ori~in. In bilateral talks following 
:he Li-t Review _openin~ .session in October, . the United 
S:a:es :;:ro?csec a ~ee·ti:i~ \oiith .Ja:;:anese, Germar., French, ano 
OK cfticials :o discuss this idea. In November, the United 
., : - . - . ~ . th r~- . .. • S .. - .. \.. . , - .. -11 ·h . :-. ..... ;cc,11 lrl., .Or!;!EO e. 1,;11l .. eC ·-.c~es ..,i_c .. erc y ._, at lt . 

~elccrned t~e c.s. initiative and would attend such a meetino =~t =ecallec the ea=lie= U.S. recc~~enoaticn in the Sub- -
Cc~~it~~e a~c ~ointec out the cancers of offencinc ether . - -coco~ ~~mbers (the Italia~s ano Outch, in particular) if 
~h:s exercise ~as conducted in a restricted gro~p. 
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:he Unitec States has a 1951 confidential bilateral 
a==a~gement with Switzerlan~, a 1916 confidential asree~ent 
~i~h Yugoslavia, and a 19E2 confidential· bilateral arrangement 
~ith s~eden, and is now seeking a con:idential bilateral 
a==a~cernent with Austria. These neut=al countries are most 
a~xious that we ·respect the confidentiality cf these arrange-

Other COCOX member countries have less extensive arrange
~e~ts with thi=c countries, principally concerning the use 
cf !~?Ort Certificates and Delivery Verifications. IC/DV 
p=ocecu=es have been developed in COCOM over the past 30 
years for use in trade ~~ong COCOM we~ber countries and with 
non-:nem!:>er, but cooperating countries. I.t would be reasona!:::>le 
fc= joint approaches to third countries to seek the application 
cf IC/DV procecures to a greater range of transactions than 
is new the case. During such joint approaches, the third 
co~ntries the~selves might sug9est :the appli~ation of sc~e 
ot~e= elements of O.S.-bilateral a=rancernents to re-exoorts 
cf items originating in other COCOX me~ber countries.· 

During the har1iionization bilaterals mentioned above the 
u~ited States should seek support of key COCOM governments 
fo= ,?~rsuing i-n the Sub-,,,,Ccmrnittee the idea cf joint approaches 
~o third count=ies to ex?and the use of IC/ DV proceoures. 



~=afted:EE/TDC/EWT:WARoot:WFBeachner:pp 
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HULTILr.!"~~.L CO~'TROLS ON HIGH TECHNOLOGY 
EXPORTS, INC!..t.i'"DING o·IL .Ji~"D GAS EQUI?MENT, AND DATA 

Overview 

The United States C-overnment has a definite set of views about 
the reasons for control of high technology exports, especially oil 
anc gas equi?n1ent and technology. These views include the concern 
over the effect of additional Western European gas purchase on 
Western ene=~~ security, the contri.bution cf these purchases to 
Soviet hard-currency earnings, and the L~pcrtance of such earnings 
in furtherinl;i Soviet strategic aims. Agreement with our allies on 
t.he objectives spelled cut in NSDD-66 will depend on thorough 
a..,d persuasive studies and analysis. A specific study in COCOM 
would serve the purpose of investigating a secondary question: 
the ~tility of controls on exports of oil and gas equipment and 
technology. 

The ailr. of this stucy is to show t.~e relationship cf con
t=cls on high technology exports , to the Soviet Onion, .to the 
security interests of the U.S. and its allies. The case for 
i.~?osing such controls will depend on a broad set cf effects on 
allied security, as real as, but mere roundabout ·than those that 
have been considered in the past in evaluating additions to the 
COCOM list. These broader effects on security will in part be 
addressed by the parallel studies on energy and on East-West 
economic straqegy, so that the work of the different studies 
will be inte=connected. Inforrr~tion ccm;ng out cf or antici
pated from the present study will help determine the content 
and priorities of the other studies; information flc~ing from 
t.~cse studies in the course of their work will contribute to 
t..~e assessr.tent of _the strategic and. military importance. of 
part:..cular items, er· classes of items, being considered in this 
study. Therefore, this study must begin early on those parts 
o: its work that interweave with the work of the other study 
grOU?S. 

As a pa=t o: t.~is s~udy or in a related study, the issue of 
?Clitical co~t=cls on experts to the USSR will have to be addressed. 
The United States will be seeking to build support for the contri bu
ticn that wultilateral controls en selected exports to t.~e OSSR are 
an apprcpria.~e response to egregious Sov_iet behavior. 

It is essential that the current deli berations of t..~e on
:oinc COCOM list review co fon:ard without interference or - .. -
delay . Therefore, the new study will r equire the addition of . 

~E~LASSlflt:u I ttELEAS!D 
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staff, and careful, deliberate ad."ninistrative arrangements that 
steer the new work cleu of the o·n-going work. In this connec
tion, the o.s. aim will be to leave ll.i."'ltil the end of the study 
the question whether new types of items the study brings up fer 
consideration for control should simply be added to the COCOM 
lis~, or should fo:rrn pa:-t of a new list with distinct criteria 
for inclusion. 

Logically, the decision to control oil and gas equipment 
a.."'ld technology is closely linked to the decision en limiting 
Western im?crts of Soviet gas. If t.~e allies agree on that 
decision and on the o.s. assessment of Western ·security inter
ests, thev a.re likelv to acce~t some dearee of control. If the 
energy stuc:.y results.do not persuade the allies to limit their 
purchases o! Soviet qas, there is little chance that this study 
will persuade t.~en, to control oil and gas equipment and technology. 
There!ore the -:wo studies have a ~olicv ~arallel as well as 
O?eratin~ in parallel in developing information. This considera
tion will also affect the appropriate phasing of the two studies. 

The broader security considerations that the U.S. asks its 
allies to take into acco~nt in COCOM deliberations (and in other 
policy decisions, such as the import of Soviet gas) include (l) 
the implications of tot~ Soviet energy exports for Western 
energy secu:ity, (2) the specifics cf dependence o~ Soviet gas 
t.1l:rou;h existing and p:ojected pip~line capacity, in particular 
pa.:ts of Western Europe; and (3) the advantages to the Soviets, 
in pursuing their strategic aims, of increased energy exports 
to hard-currency markets, Eastern Europe, and other client 
states; Besides wanting to delay· inde£initely the time when 
they beco~e dependent on energy imports, the Soviets have 
various motives in accelerating energy production and exports. 
These motives and thei:. prospects will _be developed a..~d docu
mented ir. the other studies. The present study will show the 
de?endence of _Soviet energy production expansion plans on 
Western equiP.~ent an~ technology, and . thus show how controls 
can affect Soviet ·prcspects · in pursuing their aims. The re
sults shoulc enable t.~e U.S. to work with its allies on a list 
of oil and c;as equipment and technology to be controlled. 
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;._..,,alvsis 

The Su..,nary of Conclusions st=esses that exports of other . 
technologies, including oil and gas equipment and technical 
cata, would be examined . for their implications for Western 
security. ~he non-paper specifically . states that no Western 
actions should be . taken that would contribute to the military 
or strategic advantage and capabilities of the Soviet Onie~ or 
Eastern Europe, nor subsidize the Soviet economy. The study 
will consider whether controls which affect development of 
ex;>orts are on balance advantageous to Western security. An 
bd::linistration concern is that accelerated production of 
ccmestic energy (Astrakhan) provides the USSR with the capa
bility, · through the .existing and projected exported pipeline 
network to diminish the commercial viability of Western energy 
reserves (i.e., Troll). This study will show how alternative 
e~.2ipment and technology controls would affect t ·hat production. 

Furthermore, this -study will examine the question of how a 
multinational control system· can reinforce the Allied commit
:cent to improvement of Western energy security. We will address 
the question whether COCOM's existing criteria can he used to 
ac~ieve our goals of controlling such oil and gas equipment and 
technology as would otherwise permit export of energy beyond 
levels agreed upon in the Summary of Conclusions. It is our 
a.irl to persuade our Allies to consider all factors affecting 
ou:- security interests in cpcoM deliberations, including energy 
~-ulnerability, excessive hard currency earnings, . and their use 
for advancing Soviet aims. 

We should consider several alternatives for the form and con
tent of controls, with the attitude that this represents a first 
step.· We should consider working •in COCOM to (1) identify the 
USSR's priority energy projects and the potential contribution 
that Western equipment and technology can make to these~ (2) 
cet~:-mine the impact of these projects on Soviet energy pro
~uction levels; and, (3) establish a multilateral list covering 
critical oil and · gas equipment and technology for which the 
Soviets are dependent on Western suppliers. Each government 
should develop an analysis using best available data for each 
ct the points stated· above. 

The work i n 9 goup has be gun its determination o f the range 
o! alternative controls. These include, but are not necessarilv 
1 -1 :--1. ted to, th·e following: " 



(l) an overall system of controls on high technology 
transfer, including critical oil and gas equipment and techno
logy: 

(2) denial of critical technology alone, (which would 
broadly parallel U.S. licensing policy which routinely permits 
equipment exports w~.ile denying :technology); 

(3) multilateral denial of high technology items, 
including critical oil and gas equipment, at first -limited to 
those available principally from the U.S.; 

(4) concentrating denials largely on equipment and 
technology for transmission of oil and gas; 

(S) proposing "controls" without a specific policy of 
general denial for the initial purpose of monitoring such 
exports; 

(6) tying denia1s to Soviet export-oriented ene~gy pro
jects instead of specific categories o·f technology or 
equipment; 

( 7) tying denials to i terns not g_enerally available in 
the Com?ilunist Bloc countries; 

(8) setting a time limit or sunset provision as opposed 
to permanent controls. 

Discussion of Alternatives: 

Alternative l is taken from NSDD-66. ~ery listed alter
native would be a step forward in that it involves controls 
er criteria ~ct now accepted by the allies. 

Denial of technology · alone (alternative 2) would serve 
the purpose of preventing the Soviets from building their 
own oil and gas eq-~ipment using new Western technology. Since 
tbe USSR would continue to be dependent on Western equipment, 
the possibility of using this dependence later for Western 
leverage would. remain. Soviet hard currency earnings would 
also be partly offset by equipment purchases. However, all 
Sovi et energy pro j ects could go forward. With this alter
~ative t.~e allies woulc initiate export controls anc would 
deny critical technolog;7 _not presently embargoed. Eowever, 
it is no rr.ore than an cpeninsr wedge. 

The rne=its and drawbacks of alternative 3 are very . 
s;rnilar to these of alternative 2. However, alternative 3 
clearly pu~s the initial burden entirely on U.S. companies. 

S.CiRE':l?/HOFOM 
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We may consider focussing denials solely on items for the 
transmission of oil and gas {alternative 4), which are most di
rectly related to Soviet export a..cility and to Western European 
energy vulnerability. The balance of advantage concerning de
nials which would, by their ~ature, also affect indigenous 
energy development will be detennined by this study and the E-W 
trade study. Burden sharing within the alliance would be more 
equitable, under this alternative. 

Multilateral "controls" without presupposing a policy of 
general denial {option 5) would allow monitoring _of the flow of 
such technology a.nd ongoing review of its .security implications 
as suggested by the Summary of Conclusions. This would impose 
no significant burden on the Allies, nor would it have a.ny ef
fect on Soviet oil and gas development. It could serve as an 
immediate first step, however, pending the results of the 
studies. A policy of denial could be easily implemented for 
specific items, should study results or events require, once 
the overall framework of the controls is in place. 

Moreover, we should give consideration to a policy of 
denial fer those items which contribute directly to Soviet ex
port capabilities {option 6). This option narrows the focus 
of Western denials and leaves open the domestic projects. It 
would address the energy security and hard currency concerns 
raised ·by Soviet energy sales and leave open the po·ssibili ty 
of adding items to a denied list should future Soviet behavior 
warrant. It would be difficult to administer, because of am
biguity of the purposes of Soviet projects (export vs. domestic) 
and because of possible equipment adversions. 

Alternative . 7, tying denials to items not generally avail
able in the Communist Bloc countries is an essential condition 
of Western export controls. 

Including a sunset provision {option 8) would likely make 
the controls more palata..cle to the Allies. Proposing a def
inite ti.me period would bolster our argument that we a.re sug
gesting controls due to. our concern that Soviet gas rates 
might preempt the development of alternative sources of supply 
in the n ear t e .rm. The c ont:ols need app ly only until a date 
by which commercially viable alternatives might reasonable be-
come available. . . 

Recom.~ended First Ste~s: 

A.~ initial proposal for control along the lines of options 
1 and 7 should be made in the context of the security consider-

1'.iiGM'l'/NOFORN 
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ations noted in this paper (page 3). This would focus dis
cussion on control, and set the stage for a full discussion 
of the rationale for control based on information from the 
other stucies. We should make :clea.r that the list we pro
pose is neqotiable in technological levels of equipment by 
exploring the options outlined in the study process. Prep
aration for this effort will require a maximum -input from 
CIA to clarify the impact of the several options. 

/ 
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--·· _.__.. ___________ _ 
. .,, . 
. 1¢ This r.e~orandu~ expleins the security rationale for t?'\llti

/4" t c r a l c on t r o l of h 1 g h t e ch no l o gy i t ·e = s th a t · are not pr c !! c r, r: ly 
included on the. COCOH Lists or proposed for control .u1 a. pa.rt of 
the coco~ Lis~ Rcvic~. le also no~es the ~echAnisna to be !ollo~e 
~ithin the USC to develop a li~t of such tte~s. 

. . 2'? The ~est I:laintains an overall .:li.litary balance with the Soviet: 
J:, ! on by '>< f:. e pl n g a " qua 11 t y c: d g e " in ~ i l i ta ry t e ch no 1 o g,y. . Since 
~~orld kar ·. 11, . ~cstern councries have capi.tali:.ed oo their•le:5d i:2 
the use 0£ electronics a.nd other _I!looern indust:-ial tt:chnolog!e.s 
co rely on technology .to augniC?nt ~ national a e-curi t:y instead of 
adding to the. in~cntory additional ~e~pon: a~d ·manpo~er • . ~ccen~ly 
t:he Allie~ ha v~. r.eaf r i ru,ed the . n e:ed to · control thi: qu..!.l:i1:y edge 
it> the 1:on-?aper· t:hrough. the state~e:ct cha.t "(The Allie~) -.ill n:::t 
~ndertake trade arrange1:1encs, or tue stepa, '-"?lich .c.ont:-ibute t:o 
t.!.e ::iili tary or s tra tesic: ad:"-·antegc ~nd capabili tic::s o: tr.e _USS?..." 
~~e have useot and -.:ill con:inue to U!5c, cqcoH __ to li:!it -~~?ot:~ t ~ ". 
~he Soviet bioc and other proscribed .cou.ot:rie., of du.:.l civil e-~o 
:ilitary cse tecnnology - ~~o equip:ent:, ae ~~11 as :uniti~~ znd 
nucle~= techn _ology and r:quipt.ient:., \;hicb. ~culd allo.r the ~st: ·to .· 
offset: t'he r,..•estern technology -·edge. • 

. . ... . 

J..81' This inte!'agen~;: g;o~P .. :~il focus .. o~· -~ ~.t:ees _of t:e-chnol~&i · 
c:;ic:ical tq_ !,..'!est:ern ~ilita.ry .security, but: -th·ut: _h_a.'c not: bee-: . -r.. 
proposed :o · COCOM~ First a~e e~e=ging tech~ologies pote~ti~ll~ . 
ir:portan.: for some aspec:t of tbe Soviet:-We:tern ui.literr: b~l~-,ct. • . 
These itez:s :;ay eventually enter th_e co::.-crc:i:il i:aricet ·, . but: canr.:.t 
ye: be .suffic1.ently defined ~n te=-:s of COCO!'! control~ • . S_uch _te:::. 
~olcgiei shou~ci be carefully conito~ed by ~astern iovern=~~~s ~~
crder to as~ess their pot~ntia.l ~ilitary _ii:por_ta.nce? a..:id -t'~e ,rg-ll-.
~en~s for ~~d against control. COCO~ ~ould agree to pl~~ ~bese 
i tc~s · o~ e. n-;;..\: tc h List. ~:.: · Sc!l>e po s: ib le e:.:.:;:;ple s . of th!:e e tecb.- .. : .. 
nologies ~re a=cificial intelligence, bioengineering, ~~tellite_ 
-.:arfare"t ve=y high _ speed integ·ratco·circ;uitis~~nq _recu:civc aofe.-:_ 
· .. -~re develc;-.::ient:.· . • 

vi{~ e c o u l G p :- e s e: n t · ~ h e e !!I e rs i r1 g t ~ch no l cg Y · l i s t to th~ A 11 i e s 
.. · . 1 · l 1 -· ·as a re~acl.·.-e y non-ccntro·,n:rsla propose_ • . ~nere ~=c r~c co=-

:erc i a l ir;~,sr.est:s i r. v ol , 1 ed .s o f ar. ::o r ac,·.,.·cr, these tec.b.::::,lc.,gic:! 
could sLve.~he · ~es·c ~ajor strcte~ic brc~~tb~p~sh G -- or, i f lo~t 
~c the W,rsa~.; · ?act, . c;.ci.:ld bloc.k ~ ::£jor ~<!ctcrn s.ci\·~n_tc..::,C! or-g_i·:e 
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• ~ ; Second , th c l" c a re "o th c r" h 1 g h t e c b no 1 o &Y 1 t c; r: 1 th" t '-111 l s c ?
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~:eEcrib~d co~ntries. U.S. proposal! for thcae ice~~ arc vell u~~e: 
~~~ in ·dcvclo~~cnc, but thcv have -not vet beco aub:ictcd to COCOX. , r ~ - . 
?c~si~le e~i~plcs include ~anufacturing equip~cnt for silicon co:~ 
ro~~o~, sc=e electron!c assc~bly 6a~ufacturing cquip=ent. CAD/CJ...~ 
syst~~! 1 and ind~s~rial controllers • 

. 
~echanis: 

(C¥'The !.nte:--agcncy. \JOrkin·g 8roup h.a.e agree-d th.est: the United 
~~tes should cake a Gericus effor: to build c~nstrvctivcly on 
the a?;arenc willingness ~f the Seven co examine che need·to 
con:rol "othe=" technology. Thi~ gr·oup .,ill dre.ft a. tstrategy 
?c;>e:::- on .. ct.her~ no:i-COCOr! controlle:d o.i=.b .technology. · It will 
cef~~e ~hat grc~ps of technologie= abo~ld ba considered \:.nd6r 
thii cat~6o:-y and--establi!h appropri~t!l criteria. for strategic. 
c6~ce::-n. On this ' ba~is, the group ~ill identify current and 
pcsEible fwtu.e candida~es for ~uleil4~eral control and/or place~ 
~~nt on a ~a:ch list. The U.S. ~ill develop ite positio:i prior 

, 
I 

:o e~zaging the Allies i~ a joint s:udy. A fitst draft of pote~
:!al czteiories for consider~ticn with rationale will b~ co~ple:td 
~r ... ~a .. ::_a~y? ~ _ i 983 and a :-ep~rc t:_9 __ the i,;orking Group 'by .J'Lnuary 14.,. 
;~e-.:.. ·-: .· . .. .. . -- . . . .. . -,, 

fo llo-■ing -~c ti ens::~ .. __,,.,1,,.:r ~:--:-•. . : . . ~-i-f';.;· -, -~· 
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re:·.·ie._. aci•:a:r.::ec p:-ojec:s for e~erging tech:ologies not: c.urrcntl,- ~ : 
. con::-olled 2.:-,d ~he defense _priority ipd\:.:try propo:c:.l: fo_r_s~-- ~ 

~:'!.scion ~o COCOH.· .... -r. _ • . --- -·- ·-. .. • •• · . ••• · 

.. -
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z. Su■■ar,1 Tt1l1 tale1,. .. ·.- ,.-ovid•• us, r.espon1e to 
NATO econe■lc dl.-ector•• propo••• revised •gend• for 
econoalc co■■ ltt•• •••tint•• '•bruery Zl•i~. [■ba11y 

·· London is requested to clerlfy with ,co, uc•, position 
Oft po11lble secoftd■ent of econo■tc experts by key 
alll•• to IATO durln1 study on Eest-Mest econo■ lc 
reletlons. [nd Su■■•ry. 

J. Ve hev• reviewed the ,.•vl1ed •1•nde and econoaic 
director's •praposed order of discussions• for the t~o 
econoelc co.■■itt•• •••tlngs, '•b.-uary il•ZII, an enc, 
eco~o•lc ~rend• end Soviet econo■lc o~tlons <~•f A). · 
eur position '"•••lft9, es dellneated ln ~•f C, that the 
Co■■ ltt•• shovld refocus lts nee,-•ter■ work schedul• to 
concentrete Oft ttle ■AC•epproved work plan for the study 
•tepllcetlont fo,- the ••curlty of the alliance of the 



• 
CONPIIENTIAl 

•cono•lc slt~etlon of _. ih~ .S~~l•t Unlon end its· ~•ternel 
econo•lc •nd flnenclel rel•tlons• (elso refe~red to es 
the ••tnlsterl•l studr•> r•ther then •tte■pt to •djust 
the previous egend• for . the '•bruery •••tings; 
However • . if USEcon•d re■eina lsoleted on this view •t 
Pebru~ry J co■■ ltt•• ~•etlng • . w• concur vlth ■ isslon•s 
reco■■endetlon <Ref I) to •ccept the co■proalse . for■ula 

· put forth bf the econa•lc director, which lncorpor•t•• 
topics ln ■ectlon I (Soviet eco"o•lc potenti•l end 
outloo~> •nd lt•• lIA ·(tntre•Cn[A econo■ lc reletlons) 
of -the NAC••pprov•d work Pl•n iftto the •gend• •nd 
schedul• ~for P~bru•ry ll•i~ •••tings. 

~. Me •ntlclp•t• thet two Co■■ lttee •••tings, 
reinforced vlth n•tlon•l experts, wlll be required in 
ft•rch. The egende for th••• ·•••tlngs should follow the 
work Pl•n owtllne vhlch the NA( •pproved• We prefer 
thet th••• •eetlngs -• scheduled ln e•rly/■ ld-nerch. so 
thet key •llestones specified p•r• S, Ref ( re■eln 
reesan•~l• tergets. We still p~eter thet . tfte findings 
of the report be evelleble by •bout ftey l• If 
Co■■ ltte• •••bers •nd .director feel strongly thet the 
fterch 1?•11 •~•ting d•t•• ahould be reteln•d• ve 
reco■aend · thet the Co■alttee consider 1chedullng • 
reinforced ■eetlnt either the w••k prior to or during 
the•••• week es the "•rch ll•ll ■eetlng. . 

s. Meeds of econo■ lc Intelligencer Our view ls thet 
the co■■ lttee, reinforced by netionel s•nlor econo■ lc 
lntellltence offlcl•lt• should •••t shortly eft•r the 
lnltlel dreft of the study's three sections is 
coapleted In order to review thorou9hly the dr•ft end 
to develop• co■•on enelytlcel •ssess■ent. However. •s 
~eported per• ~ ·ref b, · so■e co•■ lttee dtl•~•tlons feel 
strongly ttt•t the •heed ■• should be involved early o.n· . 

· In the ■tudy a1 :reaeerch ••n•1ers. but not involved l~ 
en overell . revlew of the dreft report. At f•bruery 3 
co■•lttee •••ting, us •coned should restate us position 
end re,ueat that oth•r deleg~tions •sk their cep(tels · 
for 1uld•nce on thlt ••~t•r• Me antlclpete thet ■oat 
caplt•l• would support our position. ftls~lon's 
essess■ent of the ■ost effective role for the ftheeds• 
during this study ls invited. 

~. USG contributions to '•bru•rv ~l•i~ •••tings will 
focus on t~• Soviet econoalc sltwetlon. including 
resou.-c:e elloc•tion• Speclflcs will be provided in the 
neat few day•• 

7. Second■ent1 to NATOa E•beasy London ls requested to 
clarify with rco. uc•, poslton on pos1lbl• s•condaent 
of econo■ lc eapertsl•n•lyst1 bi key •lli•s to NATO to 
•••l•t lntern•tlonal steff during the ••lnisterlel 
study.• USNATO reported (per• ll• Ref I) that uc•s 
econo■lc co•■ lttte rep hed been lnfor■ed by ,co thet 
the 1ubJect 



QNPlll!ITl*L .J 

-•• not under ectlve contider•tlon because US w•s no 
loftger con•lderlng tt~ In f•ct, USG ls prep•r•d to 
second en ••pert to NATO end would like key allies (UK. 
Prance. PR,) to do likewise. luring cell on [UR tAS 
T~o••• Nlle1, Jenuery l~• ,co•• Jer••Y Tho■as agreed 
vlth thls propos1l end . lndlceted that UC ·would likely 
•lso be wllllng ta second en expert to NATO {see~.., 
I>• Tho■•• toot• ■ore forthco■ ing ettltud ■ on the 
priority vhlch should be •tt1ched to the NATO study 
then that of UK econo■ lc co■■ lttee representative. At 
lt• dl•cretloft, C ■b•s•y London should express hope thet 
,co wlll ••k• it clear to its NATO ■lssion its support 
for ■ovlng forward eapedltlously on edequetely steffed 
lftd 9herply focused NATO studr· YY 

• 
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RELUCTANCE OF SEVERAL DELEGATIONS TO HAVING HEADS OF 
ECONONIC INTELLIGENCE EXPLICITLY INVOLVED AT NATO IN 
THE ECONO"IC STUDY, AND OF THE FRENCH, S"ALLER ALLIES, 
AND THE DIRECTORATE TO ADVANCING I/ORK DEADLINES. IN 

DISTRIBUTION: CHLO-II BALY·II !m.:!1. GAFF-II SIGU·II N~U-81 
ROBN-81 NATl-81 /181 Al 

IIHTS ASSIGNED DISTRIBUTION: 
SIT: 
EOB: 

OP '""ED 
STU6186 
DE RUFHNA 18149/81 1381831 
0 871121Z F El 13 
FIi USl11SSION USNATO 

TO SECSTATE 1/ASHDC I ""ED I ATE 3289 

INFO NATO COLLECTIVE PRIORITY 
A"E"BASSY 110SCOI/ PRIORITY 2168 
A"E"BASSY TOKYO PRIORITY 1478 
At1E"IASSY WELLINGTON PRIORITY 8411 
All£"1ASSY CANBERRA PRIORITY 8528 

c..G-lt, I IE N f 1 A~ SECTION 81 OF 14 USNATO 88849 

PAIIS ALSO FOR USOECD; BRUSSELS ALSO FOR USEC 
USOECD PASS DAS: "ORRIS 
DEPT ALSO PASS COl111ERCE AND STR 
E. O. 12356: OECL: OADR 
TAGS: NATO, ECON, ETRD, UR, XH 
SUBJECT: EAST-I/EST ECON0111C RELATIONS: NATO ECONOl11C 
COl1"1TTEE AGREES ON .TENTATIVE I/ORK PLAN FOR STUDY, 
AGENDA FOR FEBRUARY 21•24. 
REF: IAI STATE 29944 

lll FRIEL/110NTGOIIERY TELECON OF FEBRUARY 3 
!Cl USNATO 582 
(DI USNATO 666 

1. """' , DEN,Ut""[NT I RE TEXT. 

2. SUl111ARY: ECONOl11C COMMITTEE FEBRUARY 3 CONCLUDED 
CONSIDERATION OF THE WORK PLAN FOR ITS MINISTERIAL STUDY 
ON SECURITY l"PLICATIONS OF EAST•I/EST ECONO"IC RELATIONS 
AND OF AGENDA AND TIii£ ALLOCATION FOR ITS REINFORCED 
IIEETINGS OF FEBRUARY 21•24. UNDER SILENCE PROCEDURE 
EXPIRING COB FEBRUARY 4, THE COIIIITTEE AGREED TO THE 
DIRECTORATE' S PROPOSALS IREF DI BOTH FOR THE FEBRUARY 
11EETINGS AND THE TENTATIVE I/ORK PLAN. AS A KEY ELE"ENT 
IN THE LATTER, Tl/0 REINFORCED "EETINGS ON THE STUDY ARE 
SCHEDULED FOR IIAIICN, THE DATES FOR THE FIRST OF THESE 
BEING ADVANCED, AD REFERENDUl1, TO 11ARCH 14·15 AND THE 
SECOND TO IE HELD, IF REQUIRED, "ARCH 24•25. A PRECISE 
DIVISION OF LABOR AliOIIG THE "EETINGS I/AS ELUSIVE BUT 
IIOST AGREED 111TH THE UK ASSUl1PTION THAT ANALYSTS AT 
THE FIRST "ARCH "EETING WOULD ADDRESS THE DIRECTORATE'S 
PARTIAL DRAFT (PART I AND A PORT I ON OF PART 111 OF THE 
STUDY ANO SEEK AS FULL AGREEIIENT AS POSSIBLE ON FACTUAL 
ISSUES. THE SECOND 11ARCH 11EETING, 111TH A DIFFERENT 
SORT OF RE INFORCEl1ENT, 1/0ULD THEN BROACH THE GENERAL 
ASSESSIIENT AND SECUR ITY l"PL ICATIONS. IAT THE COl1"1TTEE 
NEETING SET FOR FEBRUARY 11 THE DIRECTORATE 
I/ILL PROPOSE FURTHER ALIGNING THE FEBRUARY "EETING 111TH 
SECTION I AND THE Tl/0 11ARCH IIEETINGS 111TH SECTIONS II 
AND 111 , RESPECTIVELY. I 

THE CASE OF THE DUTCH REP, THE LATTER ATTITUDE REFLECTED 
A DESIRE TO AVOID ANY LINKAGE BETIIEEN NATO'S WORK AND 

., .... TJfE .. 1/IUI At1SIURG ECONON!C SU""' T~.• " CANAD I AN REP, HOWEVER, 
· 11AS INSTRUCTED TO ASK THAT NARCH DATES BE ADJUSTED TO 

PER111T CANADIAN OFFICIALS ATTENDING THE "SHERPA" NEETING 
NARCH 16•18 ALSO TO ATTEND "EETINGS ON THE NATO STUDY. 
BASED ON TELEPHONIC ADVICE SUPPLE"ENTING REF 8, 1/E HAVE 
AGREED TO THE REVISED "ARCH DATES FOR REINFORCED IIEETINGS 
AND HAVE ACCEPTED THE BALANCE OF THE DIRECTORATE'S 
TENTATIVE I/ORK PLAN FOR THE STUDY AND REVISED AGENDA 
AND ORDER OF DISCUSSION FOR THE FEBRUARY 21·24 11EETINGS. 
THE BASIC ELENENTS OF THE I/ORK PROGRA" HAVE THUS BEEN 
AGREED. WASHINGTON PLANNING I/ILL WISH TO PROCEED ON 
THIS BASIS. ACTION REQUESTED. ADVICE ON US CONTRIBUTION 
AND DELEGATIONS TO THE REINFORCED "EETINGS FEBRUARY 21· 
22 ON CIIEA ECONO"IC TRENDS AND FEBRUARY 23·24 ON SOVIET 
ECONO"IC OPTIONS. END su""ARY. 

4. FEBRUARY IIEETINGS. ECONO"IC DIRECTOR SOLICITED 
COltl1ENTS ON HIS PROPOSED ORDER OF DISCUSSIONS FOR THE 
FEBRUARY 21•24 "EETINGS. US ECONAD RESTATED THE US 
PREFERENCE FOR A REALIGNED AGENDA SPECIFICALLY 
ADDRESSING THE PRIORITY QUESTIONS RAISED BY THE 
"INISTERIAL STUDY. DANISH REP SUPPORTED US. HOIIEVER, 
HE SAID, IF A CONSENSUS COULD NOT IE REACHED ON SUCH 
A REALIGNMENT, DENMARK "IGHT ACCEPT A FLEXIBLE APPROACH 
TO THE I/ORDING OF THE PROGRAl1 FOR FEBRUARY 21•24 IF THE 
RECORD REFLECTED A CLEAR CONMITTEE CONSENSUS THAT ITS 
PRIORITY TASK AND THE PRIORITY FOCUS OF THESE "EETINGS 
IIOULD BE THE NATO STUDY. 

5. UK REP SAID HE COULD NOT AGREE TO A COMPLETE 
REVAIIPING OF THE AGENDA; HE COULD GO NO FARTHER THAN 
THE LANGUAGE OF THE DIRECTOR'S PROPOSED ORDER OF 
DISCUSSIONS. HOIIEVER, HE ASSU"ED ALL WOULD DISPLAY 
FLEXIBILITY AT THE "EETING. FRENCH REP SUPPORTED UK 
BT 
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c.A.N F I DEN I I Aolt SECTION 82 OF 14 USNATO 118849 

PARIS AlSO FOR USOECD; BRUSSELS ALSO FOR USEC 
USOECD PASS DAS:NORRIS 
DEPT ALSO PASS COMRCE AND STR 
IN OPPOSING BASIC RESTRUCTURING OF AGENDA BUT STRESSED 
THE REQUIRE"ENTS OF THE STUDY WOULD BE BORNE IN NIND 
AT THE FEBRUARY NEETINGS, WHICH WOULD BE KEY BUILDING 
BLOCKS FOR IT. CANADIAN REP SAID US EFFORTS TO RAISE 
AWARENESS OF PRACTICAL REQUIRENENTS FOR THE STUDY HAD 
SUCCEEDED EVEN IF THE FEBRUARY AGENDA WOULD NOT ADDRESS 
POINT FOR POINT THE OUTLINE FOR THE STUDY. 

&. FRENCH REP AGAIN REQUESTED CHANGE IN THE LANGUAGE 
OF PART 11.1. OF THE AGENDA FOR DISCUSSION OF C"EA 
ECDNO"IC TR£NDS, ED/EC/82/36 (2ND REVISE), TO SUBSTITUTE 
A REFERENCE TO BALANCE OF PAY"ENTS AND CREDIT WORTHINESS 
{"SITUATI ON FINANCIERE" IN THE FRENCH TEXT!. THERE WAS 

NO OBJECT I ON. IN RESPECT TO ED/EC/82/35 (REVISED), 
WITH THE PROPOSED AGENDA FOR DISCUSSION OF ECONONIC 
OPTIONS, THE UK REP AGAIN PROPOSED DELETION OF SECTION 
VI. HE SAID FEBRUARY WOULD BE PRE"ATURE TO DISCUSS 
"llll'LICATIONS FOR EAST-I/EST ECONONIC RELATIONS, 
INCLUDING TRADE AND TECHNOLOGY TRANSFERS". FRENCH AND 
GERNAN REPS SUPPORTED HIN. US ECONAD OPPOSED DELETION, 
SAYING fHAT IF THE US AGREED TO FOREGO DRASTIC REVISION 
OF THE TWO AGENDA, IN PART BECAUSE OTHERS INSISTED UPON 
THEIR "RICHNESS", WE WOULD INSIST UPON RETAINING THIS 
LANGUAGE. DENNARK, CANADA AND NETHERLANDS SUPPORTED 
US. CANADIAN REP SAID FEBRUARY DISCUSSION COULD DRAW 
IN PART UPON NATO'S AC/314 STUDY OF TRANSFER OF 
"ILITARILY RELEVANT TECHNOLOGY. DANISH AND DUTCH REPS 
SAID THIS INPORTANT SUBJECT WOULD BE A DIFFICULT ONE 
AT ANY TIIIE BUT WOULD HAYE TO BE BROACHED; THE VIEWS 
OF DELEGATIONS PREPARED TO ADORf.SS THIS QUESTION WOULD 
BE WELCOnE. FRENCH, UK AND GER"AN REPS SAID THEY WERE 
NOT LIKELY TO BE READY TO TAKE UP THIS TOPIC AT THE 
FEBRUARY NEETINGS. US REP ASKED IF UK COULD YIELD; 
IF SO, HE WAS CONFIDENT USG WOULD BE PREPARED TO 
ADDRESS THIS ISSUE IN ITS CONTRIBUTION TO THE "EETING. 
FOLLOWING WITHDRAWAL OF UK AND FRENCH RESERVATION, 
IT WAS AGREED TO RETAIN ITE" VI SUBJECT TO THE POSITION 
OF SONE DELEGATIONS THAT THEY WOULJI NOT BE READY TO 
DISCUSS THE SUBJECT. CONNENT. WASHINGTON AGENCIES 

7. NATIONAL CONTRIBUTIONS. IN RESPECT TO NATIONAL 
CONTRIBUTIONS TO THE FEBRUARY 21·24 "EETINGS, UK REP 

... · SAID.HNG .COULD -NOt l!ROYIDE.·. A PAPER. ON RO"ANIA BUT COULD 
'· SUPPLENENT SUBNISSIONS ON CZECHOSLOVAKIA OFFERED BY 

FRANCE AND THE FRG. CANADA WOULD CONTRIBUTE ON HUNGARY. 
GER"AN REP REITERATED HE WOULD BE PROVIDING PAPERS ON 
THE GDR AND ON ECONO"IC DEVELOP"ENTS IN THE SOVIET UNION 
TO 1991 AS WELL AS THAT ON C"EA INTEGRATION DRAFTED BY 
THE GER"AN ANALYST WNO HAD BEEN A RECENT INTERN IN THE 
DIRECTORATE. US ECONAD SAID OUR CONTR IBUTIONS, TO BE 
DETAILED WITHIN A FEW DAYS, WOULD FOCUS ON THE SOVIET 
ECON°"IC SITUATION, PARTICULARLY RESOURCE ALLOCATION. 

I. WORK SCHEDULE FOR THE STUDY. ECONON IC 
DIRECTOR RENAUD PROPOSED THAT THE CONNITTEE CONFIR" TIIO 
REINFORCED IIEETINGS IN "ARCH AND SUGGESTED NARCH 24•25 
AS DATES FOR A SECOND. CANADIAN REPRESENTATIVE 
PREFERRED SCHEDULING THE FIRST NARCH NEETING FOR AN 
EARLIER DATE SO CERTAIN OFFICIALS COULD ATTEND BOTH 
THE co""ITTEE'S NEETING AND THAT OF THE WILLIANSBURG 
SHERPAS SCHEDULED FOR "ARCH 11-11. WHILE THERE WAS 
A DISPOSITION TO ACCO""OOATE THE CANAD IANS, DUTCH REP 
STRESSED THAT THE ONLY RELEVANT DATES FOR THE NATO iTUDY 
I/ERE THOSE OF THE NATO NINISTERIAI.. FRENCH REP SAID SHE 
WOULD AGREE TO A SECOND "ARCH NEETING "IF NECESSARY". 
WITH EARLIER DATES BEING OBJECTED AS LEAVING TOO LITTLE 
TINE TO CIRCULATE REVISED TEXTS BASED ON THE FEBRUARY 
IIEETINGS, NARCH 14•1! WAS AGREED AD REFERENDU" FOR THE 
FIRST NARCH NEETING. 

9, HEADS OF ECONONIC INTELLIGENCE. US ECONAD RESTATED 
OUR PREFERENCE FOR A SEPARATE NEETING WITH HEADS OF 
ECONON IC INTELLIGENCE IN EARLY APRIL. UK AND SEVERAL 
BT 
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PAGE 81 US"ISSION USNATO 8149 DTG:871121Z FEB 13 PSN:835637 
EOIIS4 AN885448 TOR: 131/11541 CSN: HCESSS DISCUSSED 111TH US AND THE CANADIAN REP. UK WOULD LOOK 

··•--· · ···· · ··•··············· · · · · ·····•·•·•·················• TO THE FIRST NEETING AS REACHING AGREENENT ON THE 
DISTRIBUTION: W:11 /881 Al EARLIER AND "FACTUAL" ELE"ENTS OF THE STUDY AS DRAFTED 

BY THE DIRECTORATE. FOR THE SECOND IIEETING, UK ENVISAGES 
ATTENDANCE OF A "DIFFERENT TYPE OF EXPERT" !PERHAPS LED 

IIIITS ASSIGNED DISTRIBUTION: BY AN FCO DEPARTNENT HEAD) I/HO WOULD BE AILE TO GO INTO 
SIT: THE NORE DI FF I CULT ASPECTS OF THE STUDY, I.E. THE 
EOB: ,,;,:,·•·.ASSESSflEM1. AND :SECUR I T.Y . I Nl'l I cm ONS. .UK · REP STRESSED 
•··•·•••••-••••••••·••-----------------------------•-•---•------------ :: · THAT ··THE'IR 0 APPROACH · IIAS PREDICATED UPON HAY I NG 1111 I TTEN 

PRODUCTS OF THE DIRECTORATE OR OF INDIVIDUAL GOVERN"ENTS 
AVAILAILE TO EXAl11NE PRIOR TO EACH REINFORCED NEETING 

OP IIIIIED AND TO ADDRESS AT THAT NEETING. 
STUIH26 
DE RUFHNA 18149/13 8311139 
0 171121Z FEI 83 
F" USNISSIOII USNATO 

TO SECSTATE 1/ASHDC INNEDIATE 3211 

INFO NATO COLLECTIVE PRIORITY 
ANENBASSY NOSCO\I PRIORITY 2178 
ANENBASSY TOKYO PRIORITY 1472 
ANENBASSY WELLINGTON PRIORITY 8428 
ANENIASSY CANBERRA PRIORITY 8522 

"'N , I U E WT■,' .-.+2 SECTION 83 OF 84 USNATO 81149 

PARIS ALSO FOR USOECD; BRUSSELS ALSO FOR USEC 
USOECD PASS DAS:NORRIS 
DEPT ALSO PASS CONNERCE AND STR 
OTHER REPS WERE SKEPTICAL OF THE NEED FOR SUCH A NEETING, 
SAYING THAT IF THE "HEADS" VERE TO INTERVENE IN THE 
PROCESS, THEIR CONTRIBUTION COULD ONLY APPROPRIATELY 
BE MADE AT AN EARLY DATE SUCH AS THE REINFORCED NEETING 
NARCH 14•15. DUTCH REPRESENTATIVE THEN CHALLENGED 
SCHEDULING TWO REINFORCED NEETINGS FOR NARCH IF EITHER 
VAS TO BE ASSOCIATED 111TH PARTICIPATION OF HEADS OF 
ECONONIC INTELLIGENCE. DANISH REP AGREED. DUTCH REP 
THEN TOOK HIS ARGUNENT A STEP FURTHER, DECLAIING HIS 
GOVERNNENT'S BELIEF THAT ANY EXPLICIT PARTICIPATION OF 
HEADS COULD RENDER THE COIIIIITTEE'S WORK NORE DIFFICULT 
AND JEOPARDIZE CHANCES OF REACHING A CONSENSUS ON THE 
STUDY. 

18. FOLLOWING FURTHER DISCUSSION, (FRENCH REP INPLIED 
SYlll'ATHY FOR THE DUTCH; GERNAN REP RENAINED SILENT! , 
THE DIRECTOR INTERVENED TO RETAIN THE T\10 NARCH DATES 
WITHOUT ANY INDICATION, FOR THE NONENT, OF LIKELY FOCUS 
OR PARTICIPATION. CANADIAN REP RENINDED ALL THAT THE 
HEADS OF ECONONIC INTELLIGENCE WOULD CONE WHENEVER THEIR 
GOVERNNENTS WISHED THEN TO ATTEND. CONNENT. DISCUSSION 
IN COlltllT-TEE OF THIS QUESTION HAS BECONE CONTENTIOUS. 
\IE BELIEVE THE BEST VAY TO PURSUE A ROLE FOR THE HEADS 
WOULD BE THROUGH BILATERAL CONTACTS 111TH THE BRITISH, 
CANADIANS, GERNANS AND FRENCH WITH A VIEW TD CDDRDINATED 
ATTENDANCE OF KEY INDIVIDUALS AND INFORNAL CONSULTATIONS 
AT ONE OF THE NARCH IIEETIN&S, PREFERABLY TNE EARLIER ONE. 
(CONTACTS ANONG EXPERTS AT THE FEBRUARY KEETING COULD 

ALSO HELP SHIFT POSITIONS ON THIS ISSUE.) WHILE THE 
ESSENTIAL ROI.E OF THE HEADS IS THE ANALYSIS PERFORNED 

_I N CAPITALS AND REFLECTED IN DOCUNENTATION, VE SEE 
THEI R NOST EFFECT IVE ROLE HERE BEING THAT OF BROAD· 
GAUGE EXPERTS WHO AL SO CONNAND THE RESOURCES WHICH CAN 
HELP THE DIRECTORATE FILL GAPS IN INFORNATION AND 
ANALYSIS. 

11. THE NARCH NEETINGS: IN FURTHER RESPECT TO THESE 
NEETINGS, UK REP OUTLINED LONDON THINKING PREVIOUSLY 

12. DRAFTING SECTIONS II AND Ill. UK REP SAID HIS 
AUTHORITIES I/ERE NOT IN A POSITION TD PROVIDE A DRAFT 
PAPER ON THE SECURITY INPLICATIONS OF THE SOVIET 
SITUATION AND INVITED ANOTHER ALLY (I.E. THE UNITED 
STATES) TO TAKE ON THIS FUNCTION. NO OTHERS SPOKE TO 
THIS SUGGESTION, CONNENT. WHILE A US DRAFT HAS BEEN 
PRIVATELY SUPPORTED BY THE CANADIANS AND A FEIi OTHERS, 
IT IS THE VIEi/ OF THE FRENCH AND BELGIAN REPS THAT ALL 
DRAFTS FOR CONNITTEE CONSIDERATION SHOULD BE AT LEAST 
THE NONINAL PRODUCTS OF THE DIRECTORATE. THEY SUGGEST 
THAT A DRAFT 111TH AN EXPLICIT US LABEL WOULD BE LIKELY 
TO GENERATE DEFENSIVE REACTIONS. THE US, THEY SAY, 
NIGHT BETTER FEED RELEVANT AND WELL-TAILORED NATERIAL 
TO THE DIRECTORATE FOR ITS USE. (THE DIRECTORATE SHARES 
THIS VIE\/. I 

13. EFFORTS OF US, UK AND CANADIAN REPS TO PRESS FOR 
FURTHER ACCELERATION OF THE WORK SCHEDULE NET RESISTANCE 
FRON THE DIRECTORATE, THE FRENCH REP AND REPS OF SNALLER 

COUNTRIES WHO PLEADED PRACTICAL CONSTRAINTS, DESIRE FOR 
QUALITY, STRONG INTEREST COUPLED WITH SNALL STAFF, ETC. 
THE DIRECTORATE DID ASSURE US THAT THE DATES ON ITS 
DRAFT \/ORK PLAN FOR CIRCULATION OF PAPERS WERE "AT THE 
LATEST" DATES WHICH IT 1/0ULD ENDEAVOR TO INPROVE UPON. 
ITHE UK REP ASSURES US HE \/ILL PRESS THIS ISSUE AFTER 

IT 
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PARIS Al.SO FOR USOECD; BRUSSELS ALSO FOR USEC 
USOECD PASS DAS:IIORRIS 
DEPT ALSO PASS CONNERCE AND STR 
THE FEBRUARY NEETING AND AS THE WORK EVOLVES.) 

IN CONCLUSION, ECONONIC DIRECTOR NOTED CONNITTEE'S 
INPATIENCE TO NOVE ON FRON ITS LENGTHY PROCEDURAL 
DISCUSSIONS AND PROPOSED THAT THE AGENDA, ORDER OF 
DISCUSSION AND TENTATIVE WORK PLAN (CALENDAR) CIRCULATED 
LAST I/EEK BE AGREED BY SILENCE PROCEDURE ENDING 
FEBRUARY 4. 

14. NO DELEGATION BROKE SILENCE AND, AS OF OPENING OF 
BUSINESS FEBRUARY 7, CONNITTEE ACCEPTANCE OF THE AGENDA, 
ORDER OF DISCUSSION AND TENTATIVE WORK PLAN WAS 
CONFIRNED. ALSO SUBSEQUENT TO THE NEETING, THE ECONONIC 
DIRECTOR TOLD US THAT, AT THE CONNITTEE ' S NEXT NEETING, 
HE ~ILL REQUEST THAT NATI ONAL SUBMISSIONS ON SECTIONS I, 
II AND I ll OF THE STUDY OUTLINE BE NADE IN TINE FOR THE 
FEBRUARY 21•24, NARCH 14·15, AND NARCH 24•25 IIEETINGS, 
RESPECTIVELY. ASSUNING AGREENENT, A CLOSER AND NORE 
COHERENT LINKAGE IETIIEEN THE NEETINGS AND THE STUDY 
OUTLINE WOULD BE FORGED. 

15. CONNENT. THE FEBRUARY 3 NEETING WAS DISAPPOINTING 
IN RESPECT TO OBTAINING AGREENENT ON AN EXPLICIT FORNULA 
FOR PARTICIPATION OF HEADS OF ECONONIC INTELLIGENCE AND 
ON EARLIER NILESTONE DATES FOR l/ORK ON THE STUDY. HOWEVER, 
FURTHER DISCUSSION OF THESE ISSUES AT THIS TIN[ DOES NOT 
Al'P[AR PRODUCTIVE AND THE INTERIN OUTCONES ON BOTH DO 
LEAVE THE WAY OPEN FOR LATER PROGRESS. BELIEVING THE 
OUTLOOK FOR THE STUDY RENAINS ENCOURAGING, WE ENPLOYED 
THE FLEXIBILITY IN OUR INSTRUCTIONS TO JOIN THE CONSENSUS 
SUPPORTING THE T\10 AGENDA, ORDER OF DISCUSSIONS AND THE 
TENTATIVE IIORK PLAN. \IE HAVE SUGGESTED (PARA 18 ABOVE) 
AN APPROACH FOR THE INVOLVENENT OF THE ECONONIC "HEADS• 
AND WILL CONTINUE TO PURSUE POSSIBILITIES FOR EARLIER 
DEADLINES. NEANIIHILE, SINCE INTELLECTUAL INPUTS PRONISE 
TO BE OUR GREATEST STRENGTH )N SHAPING THE NATO STUDY, 
WASHINGTON AGENCIES WILL WISH TO TAKE THE AGREED CALENDAR 
INTO ACCOUNT IN PLANNING OOCUN[NTATION \IE WILL PROVIDE 

FOR THE STUDY, DELEGATIONS AND ORAL PRESENTATIONS FOR 
THE REINFORCED IIEETINGS, AND PROCEDURES PRONPTLY TO 
REVIEW DIRECTORATE DRAFTS. ITHE FIRST ARE EXPECTED 
ON FEBRUARY 8.) WHILE THE FEBRUARY AGENDA AND ORDER 
OF DISCUSSION !REF D) DO NOT PROVIDE AN IDEAL FORIIAT, 
WASHINGTON AGENCIES WILL WISH TO ADJUST SUBNISSIONS 
TO THIS FRANEllORK. ACTION REQUESTED. ADVICE ON THE 
US CONTRIBUTIONS !REF ll AND ON THE IIAKE·UP OF THE --··· 
US DELEGATIONS"TO THE TW' FEBRUARY NEETINGS. BENNETT 
BT 
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January 20, 1983 ~ 
- ·. 

MEMORANDUM. FOR .MR., WILLIAM P. CLARK 
THE WHITE HOUSE 

SUBJECT: Presidential Approval of NSDD 66 Negotiating 
Strategies 

The· SIG-IEP has reviewed the negotiating strategy 
and U.S. position papers on East-West economic relations 
as directed by NSDD 66. Pursuant to Secretary Regan's 
directive at the SIG-IEP meeting of January 12, I am for
warding on behalf of Under Secretary Allen Wallis the en
closed paper summarizing the recommended strategies for 
consideration by the President. I also enclose copies of 
the strategy papers which the SIG-IEP has endorsed. 
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NSDD-66 East-West Study Program 

Summary 

In response to NSDD-66, four 'interagency_ working groups were 
established to develop the strategies for following up on five spe
cific aspects of East-West economic relations with our allies -
the NATO study on the Security Aspects of East-West Economic Rela
tions, Energy Requirements, East-West Credit, Strengthening CoCom, 
and Other High Technology including oil and gas. The SIG-IEP has 
reviewed the papers prepared by the working groups as the bases for 
U.S. negotiating strategies and· recommends their approval. The 
following briefly summarizes the U.S. strategy for eaqh area. Our 
objective is to have the energy and NATO studies finished, and work 
on credits and high technology sufficiently advanced, to permit 
policy decisions to be taken at the spring Ministerial meetings of 
NATO and OECD, and the Williamsburg Summit. 

1. NATO STUDY. The NATO Economic Committee will initiate 
a study of the security aspects of East-West economic relations. 
Our objective will be to develop a comprehensive security-oriented 
framework within which we would, -see~e-, advance , the NSDD-66 objec
tives in specific areas. Our strategy wou~d -focus the study on the 
present and projected Soviet economic situation; the impact of East
West economic relations on Soviet economic/strategic/military capa
bilities; Western economic and strategic vulnerability and depen
dence and the conclusions to be drawn from these considerations. We 
propose reactivation of the "trio" mechanism used during the Polish 
crisis to enable Japan, Australia and New Zealand to be consulted a
bout, and associated with·,. the study (supplemented with bilateral 
co~sultations, especially with Japan). 

2. ENERGY REQUIREMENTS. The primary U.S. aim in this study 
is to establish a factual basis for the U.S. view that the Soviets 
could beco~e the marginal supplier of gas to Europe, thereby driving 
out other Western alternatives and thus creating a threat to Western 
security. Analyses . would move from levels of OECD energy demand and · 
production to projected import dependence, vulnerability to energy 
supply disruptions and alternatives that would minimize security 
risks. Arrangements have been made to assure that at least one sce
nario to be developed by the study ·reflects our views and to factor 
the previously commissioned IEA gas study into this effort. 

3. CREDIT. Our goals are to reduce subsidization of the 
Soviet economy initially by tightening up the existing OECD export 
credit arrangement (in such areas as downpayments, term to maturity, 
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fees, etc.) for all "Category l. 11 countries (essentially OECD, Israel 
and Eastern Europe), and then use the results of the NATO study to 
move further on the OSSR /~f--pe-s-s-ible-. : Our strategy will also expand 
the OECD '.s mechanism for -monitoring East-West trade and financial 
flows to strengthen our case for greater prudence and control in 
Western economic relations and trade with the Soviets. 

4. STRENGTHENING COCOM. We have proposed that a second 
High . Livel CoCom meeting (HLM) be held in late February or March in 
order to stimulate and maintain policy-level attention in . the other 
CoCom governments to strengthening CoCom's multilateral system of se
curity export controls. o.s. initiatives prior to the second HLM are 
planned to advance our goals of increasing the overall effectiveness 
and responsiveness of CoCom; widening embargo coverage in the ongoing 
list review; strengthening enforcement procedures; harmonizing licens
ing procedures; improving CoCom's organization and support facilities; 
and developing multilateral approaches concerning availability of em
bargoed equipment through non-CoCom countries. 

5. OTHER HIGH TECHNOLOGY. We propose that CoCom should ex
amine the issue of whether multilateral controls of other high tech
nology, including oil and gas equipment, not now controlled or being 
considered for controi in the current list review, as well as emerg
ing technologies, will strengthen Western security. A list of spe
cific items to be controlled will be submitted to the allies and we 
will seek to focus debate on how controls would meet alliance securi
ty needs. We propose that a special working group be created to deal 
with these issues so as not to interfere with on-going CoCom work on 
the list review. Our goal is to have the results of this examination 
available by early· May. / 

In each of these areas, our negotiators will be guided by the 
objectives set forth in NSDD-66, and will seek to build an allied con
sensus from the language in the "Summary of Conclusions" paper • 
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NOOIS 

USOECO 

FOR THE SECRETARY FROM UNOER•SECR~TARY ~ALLlS 

E,O, 1235~: DECL: OAOR 
TAGS2 ETRO, UECO 
SUBJECT: EAST•WEST ECONOMIC ISSUES AT XCSS ANO PROBL~MS 
AHEAD 

1, r,,(". ENTIRE "TEXT) 

2, I WILL LEAVE TO OUR MISSION ANO EMBASSY TO 00 FULL 
REPORTS ON MY . MEETINGS MONDAY ANO TUESDAY AT TH~ XCSS AND 
WITH THE . FRENCH, My INITIAL CONCLUSION IS THAT WOR~ IN 
CECO ON REVl~W/MONITOkING . Or EAST•WEST TRAD~ ANO FINA~CE 
LOOKS PROMISING (THOUGH I WlLL HAVE TO NAIL THIS DOWN 
DURING MY VISIT LATER TMlS wEEK TO VAHIOU~ CAPITALS, 
ESPECIALLY ~ONN) • . MANY COUNTRIES SUPPORT~O THE IuEA OF 
FUCUSlNG wUriK ON PRACTICES BY WHICH SOVIETS GAIN 
EXCESSIVE AUVANTAGE IN TRADE wITH WEST, 1 FURTHEH PROPOSED 
THE ORGANIZATION GO BEYOND THAT TO CONSULT ON WAYS WE CAN 
COUNTER THUS~ PRACTIC~S ~NO REDRESS TH~ BALANCE OF 
ADVANTAGES IN OUR FAVOR AS NE~ SOVIET LARGE P~OJECTS 
COME TO OUR ATTENTION, LATTER WILL B~ MO~~ CONTRUVER~IAL, 
BUT NO COUNTRY REACTED NEGATI~ELY ON FIRST PRESENTATION, 

5f CfJE T J 

DEC~!'SSIFIEO I RELEASED 

NLS fCu- 4'1'fl,. •111 

BY ~ ·, NARA, DATE <fte/44 
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THE MOST ENCOURAGING uEVEL0PMENT AT ThIS MEETING IS TNAT 
1 THERE APPEAkE0 TO BE A UNANIMOUS VIEW THAT UEC0 WURK 

SMDUL0 LEAD TU SOME POLICY co~~LU~I0N (bA~~u SOLELY ON 
ECONOMIC riATIUNALEl FOR 0EC0 MINISTERS ro · C0NSI0E~ ON 
MAY 9, 

3, THE PROBLEMS OUT AHEAD ARE ALSO EME~GlNG. MY 
BILATERAL TAL~S WITH fRENC~ REV~ALED wI0E DIVERGENCE 
AMONG SENIOR OFFICIALS ABOUT HOW MUCH COO~OINATION ~AS 
POSSIBLE, WITH F0~EIGN MINl5THY TA~ING LE~S NEGATIV~ LINE 
THAN TRADE PE.0PLE • · HOWEVER, F HENCH ANO MANY OTHEHS HAVE 
REACTED BAULY TO OUR firiST PROPOSALS FOR EXAMINING OTHER 
HIGH TECHNOLOGY (INCLUDINti OIL ANO GAS)• WE SUGG.ESTEO 
40 HOC SPECIAL MEETING, BEFORE HLM IN APRlL, TO EXAMINE 
OUR PROPOSALS, NO ONE SUPPORTED CINCLUOING 8RITISH, 
WHOSE XCSS R~PS ASSURED US TUESDAY THAT THEY ~OULDl AND . 
MANY (FRANCE, FRG, CANADA, BELGIUM ANO NETHERLANDSj 
RAISf0 ALL MANNER OF PROCEDURAL PROBLEMS OR OSJECTIONS. 
THIS ONE wILL BE TOUGH EVEN BEFORE ~EGET TU TH~ SUS• 
STANCE, SU~PO~ING INDEED wE CAN BEFORE THE HLM ■ 

4 1 I P~AN TO LEAN HEAVILY ON GERMANS, ITALIANS AND, TO 
EXTENT NECESSARY , BRITISH DURING MY VISITS OVER NEXT · 
FEW DAYS TO REFRAIN FROM IMPOSING PR0CE0UWAL OBSTACLES 
ON OTHER Hl~H TECH ANO REMIND THEM AS F0RCEfULLY AS 
P05SI6Lf THAT CA) TH~Y COMMITTED THEMSELVES IN THE 
SUMMARY OF CONCLUSIONS TO EXAMlNE THIS ISSUE, AND CB) 
HAV~ AGnft0 HtSULTS SHOULD 8E REA0Y FOR SPRING MINISTER• 
IALS AN~ ~ILLlAMS~URG . IP I CONTINUE TO 8E MET WITH 
BUREAUCRATIC OBSTRUCTIONISM, I MAY ASK YOU TO INTERVENE 
WITH SELECTED FOREIGN MINISTERS, lNCLU0ING FRENCH, 
KATZ -• 


